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PaGouas nporpamma JUCIUIUTHHBI pa3paboTaHa B COOTBETCTBUHU C:

- denepanbHbIi TOCYJAPCTBEHHBIM 00pa30BaTEIbHBIM CTAHIAPT BBICIIETO
00pa3oBaHus - OakalaBpyaT Mo HaMpapjiaeHUIO MoAroToBku 27.03.04 — YnpasieHue B
TEXHUYECKUX CUCTEMAX, YTBEP KJACHHBIN MprKazoM MUHHUCTEpCTBA HAYKH U BBICIIIETO
oOpazoBanusi Poccuiickoit ®enepanuun Ne 871 ot 31 wurons 2020 roga,
3apeructpupoBanHbiii B Muntocte 26 aBrycrta 2020 roaa, per. Homep 59489 (nanee —
dI'OC BO).

- y4eOHBIM IUIaHOM (OYHOM, 3a04HOM (opM 00yuYeHHUs) MO CHEeHHATBLHOCTH
27.03.04 — YnopaBiieHUE B TEXHUYECKUX CUCTEMAX.

PaGouast mporpaMm IUCHUIUIMHBI BKIIIOYAEeT B ceOsl OLICHOYHBbIE MaTepUalibl
JUISl IPOBEACHUS TEKYILETO KOHTPOJISL YCIEBAEMOCTH M MPOMEKYTOYHOM aTTecTaluu
no aucuuruiiHe (1.8 @DOHI OIEHOYHBIX CPEACTB [JIsi NPOBEACHUS TEKYILEro
KOHTPOJISI YCIIEBAEMOCTH, IPOMEXKYTOUYHOM aTTECTAallUd [0 MTOraM OCBOCHHS
JTUCLUUIINHBI)

Aptop: Ilukuna Haramus EBrenneBHa, moreHT_kadenapbl mHGOPMAIMOHHBIX

TEXHOJIOTUN U CUCTEM VIPABJICHUS

(vrazamo @HO, yuenyio cmenenn, yuenoe 36amue unu O0IHCHOCHb)

[Iporpamma omobpena Ha 3acenanuu kadeapsl MHGOpMAITMOHHBIX TEXHOIOTHI
u cucteM yrpaniienus (mpotokod Ne 8 ot 12.04.2025 r.).



1. IlepeyeHp NJIAHUPYEMBIX pe3yJbTATOB O0yYeHHs] N0 AUCUHHUILIMHE,
COOTHECEHHBIX ¢ IMJIAHMPYEMBIMH pe3yJIbTaTaAMH OCBOCHHUSI 00pa30BaTeJIbHOM
nporpammbl (Llesin ocBOeHMs AW CHMIIJINHBI)

1.1. Henmssmu ocBoeHMsT quctuIuInHbl «Kpunrorpadudeckne METOIbI 3aluThI
UH(pOpMAIUN SABIISIFOTCS:

- MOJIy4YeHUE  CTYJEHTAaMM 3HAaHUMK O  TEOPETMYECKUX  OCHOBAX
Kpunrorpapuu;

- dbopMHUpoBaHUE HABBHIKOB Pa0OTHI C COBPEMEHHBIMH MPOTPAMMHBIMU U
TEXHUYECKUMU cpeacTtBamu  OBM, obecrneunBaronuMu  3allUTy  XPaHUMOM,
oOpabaTpiBaeMoii W  TiepedaBaeMoil  WH(OpMAIMM  OT  CIyYalHOTO  WIIH
MPEIHAMEPEHHOTO 03HAKOMIIEHU S, U3MEHECHUS 1 YHUUTOKECHUS,

- U3y4YeHHE CIOCOOOB W CPEJACTB HECAaHKIIMOHWPOBAHHOTO [OCTyNa K
uH(opMaiu, cnoco00B U CPEICTB 3alTUTHI KOH(DUACHIIMATLHON HHpOpMaITIu

1.2. Ob6nactu podecCHOHAIbHON JAeATEILHOCTH B chepbl MpodecCuoHanbHOM
JCSTEILHOCTH, B KOTOPBIX BBIITYCKHUKH, OCBOWMBIIKE IpOorpamMMmy OakajaBpuara
(lamee — BBIITYCKHUKH), MOTYT OCYIIIECTBIISATh MPOPECCUOHAIBHYIO IEATETbHOCTb:

40 Cke0o3Hble 610bI NPOPECCUOHANBHOU OeSIMENbHOCMU 8 NPOMBLULLIEHHOCIU (8
cpepax: obecneuenusi Gvlnycka (NOCMAGKU) NPOOYKYUlU, COOMEemcmayouel
mMpeboBaHUaM  HOPMAMUBHBLIX ~ OOKYMEHMO8 U MEeXHUYECKUX  YCI08UL,
Memposocuiecko2o obecneuenuss paspabomku, Npou3eo0Cmed, UCHLIMAHUL U
IKCHIyamayuu npoOyKyuu, Uccied08aHus, paspabomku u 3KCHAyamayuy cpeocms u
cucmem asmomMamuzayuu U YHAPAeIeHus pa3iuyHo20 HA3ZHAYEHUs;, NOGbIULEeHUs
aghpexmusnocmu  npou3sOOCmMea  NPOOYKYuu ¢  ONMUMAILHLIMU — MEXHUKO-
IKOHOMUYECKUMU NOKA3AMENAMU NYymeM HPUMEHEHUs. CPeOCm8 A8mOoMamu3ayuu u
MexarHuzayuu,).

1.3. K ocHOBHBIM 3ajjayaM HU3Yy4YEHUS TUCHUIUIMHBI OTHOCHUTCS TMOJATOTOBKA
oOydJarommxcsi K  BBIIIOJHEHUIO TPYJIOBBIX (PYHKIMH B  COOTBETCTBUU C
npodeccHoHaNbHBIMU CTaHAAPTAMU:

O06001ICHHBIC TPYIOBBIC (YYHKIIUU Tpynossie GyHKIHH
Kon v HaumenoBanme
YpOBEHb
po¢hecCHOHAIBLHOTO YPOBEHb
KOI | HaMMEHOBaHUE HaNMEHOBaHUE KOJI (ToIypOBEHB)
cTaHjapTa KBanuuKaIum
KBaJTM(DHUKAITIH
IInanupoBanue
MIPEIBAPUTEILHBIX
40.057 Cneuunanuct peamapHreis
HCIIBITAHUN U
o 5 . B/02.5
Bsox s OTIBITHOM
ABTOMATU3HUPOBAHH . SKCILTyaTaln 5
B JIeCTBUE ACYII
bIM CUCTEMaAM ACVYII
YIpaBJICHUS 5 Texnnueckoe
MaIIHHOCTPOUTEIBEH o0ciyK1uBaHUe B/03.5
BIM TIPEANPUATHEM ACYII
C Pa3paboTtka 6 OrnpenencHue C/01.6 6




ACVYII

eJIeCO00Pa3HOCTH
ABTOMATH3AIHH
TPOIIECCOB
YIIpaBJICHUS B
OpraHu3aIiu

ACYII

PazpaboTka
HHPOPMAITUOHHOTO
obecrieueHust
ACVII

C/02.6 6

Pa3paboTka

3aJaHUH HA

6 MIPOCKTHPOBAHHE

OpPUTHHAIBEHBIX
KOMITOHEHTOB
ACVYII

C/03.6 6

KonTpons BBO/1a B
6 eHCTBUE U

JKCIUTyaTaluu
ACVII

C/04.6 6

1.4. Komnerenuuu oOywaroierocs, GopMupyemble B pe3yJbTaTe€ OCBOCHHS

JIUCHUATUTAHBI
HaumenoBanue Kon n Koa n nHaumeHoBaHue Ilepeuyennb
KaTeropuu HaNMeHOBaHHe HHIHKATOPA IJIAHUPYEMBbIX
(rpynmsbi) KOMIIeTeHIHI AOCTUKEHMS pe3yabTaToB 00y4eHHus
KOMIIeTeH Ui KOMIEeTeHIIHH
[1K-2 Pa3paboTka IIK 2.1 Cnocoben Ha YpOGHe 3HAHULL:
MH(POPMALOHHOro | POSKTHPOBATh 3HATh METOJIMKH TIOMCKA,
obecrieuenns ACYIT | HHPOpManHOHHy0 cbopa 1 06paboTKH
Mozenb nanHbix ACVYII, nuH(popMaLnu;
CTaHJapTH3ALHIO HA YpOBHe YMEHUIL:
JIOKYMEHTO0000pOoTa U YMETh MPUMEHSTH
XapaKTePUCTHUK METOMKH ITOKCKa, coopa
uH(popManuu 1 00paboTKu
uH(pOpMaLInK;
HA YPOBHE HABBIKOS:
BIIQ/IETh MIPAKTUYECKUMHU
HaBBIKAMU TIOMCKA H
Pazpabotka aHajM3a v CUHTE3a
ACVYII uH(popMaLnu;
[IK 2.2 Moxer
pa3pabatbIBaTh HA YpO8He 3HAHUIL:

TEXHOJIOTHUECKUE CXEMBbI
00paboTKu nHpopMauu
10 OTJEJIBHBIM

3anagam ACVYII

3HaTh aKTyaJlbHbIE
WCTOYHHUKHU WH(}OpMaIuu
B chepe
po¢eCcCuOHANTBHON
NEeSATEIbHOCTH;

HA YPOBHE YMEHUIL:
yMETh HaXOJUTh U
OCYIIECTBIISATh
CUCTEMAaTH3AIIHIO,
KPUTUYECKUH aHaIIN3 U




CHHTE3 HH(pOpMaInHy,
MOJYYEHHOU U3 pa3HbIX
HUCTOYHUKOB;

HA YpOBHe HABBIKOS:
BJIAIETh IPAKTUYECKUMHU

[IK 2.3 Cnocoben HaBbIKaMU NIOMCKA U
00BETUHATD 00paboTku HHpOpMaIuy;
nH(popManoHHbIE 0a3bI

P CO3JITaHUU HA YPOBHEe 3HAHUIL:

unrerpupoBanHoit ACYII | 3HaTh OCHOBHbIE
MIPUHIHUIIBI 1 METOIbI
CHUCTEMHOTI'O aHaJIU3a.

HA YPOBHE YMEHUIL:
YMETbh IPUMEHATH
CHUCTEMHBIN OJIXO01 JIst
peuIeHus: NOCTaBIEHHBIX
3a/1a4y HaIpaBJICHUs
MOATOTOBKH.

HQ YPOBHEe HABbIKOG:
BJIaJETh METOINKOMN
CHUCTEMHOT0 MoAXoAa s
penieHust MOCTaBICHHBIX
3a/1a4 HaIpaBJICHUs
MTOATOTOBKH

2. Mecro mucuuminnbl B cTpykrype OIIOII

Huctmmnaa  B1.JI(M).B.JIB.5.2 «Kpunrtorpapuyeckue MeETOAbl 3alllUThI
uH(popMaIy) peanu3yeTcss B paMKax BapuaTUBHOM vacth bioka 1 «DnexkTuBHBIE
JUCHUIUTMHBI (MOYJIH )» IPOrpaMMbl OakaiaBpuara.

Hucuunnuna  «Kpunrorpagpuyeckue  MeTOAbl  3alllUTBl  MH(POpPMALUN»
npernoaaercs odyvaroummces 1o o4Hoil popme oOyueHus — Bo  4-M cemecTpe, IO
3a04HOM opMe — B 6 cemecTpe.

Hucuunnuna «Kpunrorpapuuyeckue METo bl 3alUTHl HHPOPMALUW» SIBIISIETCS
IPOMEKYTOUHBIM dTanom (hopmupoBanus komrerennuii [1IK-2 B mporiecce ocBoeHus
OIIOIL.

Hucuunnuna  «Kpunrorpagpudyeckue MeTOAbI  3alIUTBl  MHGOPMAILUN
OCHOBBIBAETCSI HA 3HAHUSX, YMEHUSAX U HaBbIKAaX, NPUOOPETEHHBIX MPU H3YyUYECHHH
TUCUUIUIMH ~ Y4deOHas MpaKkTHKa: O3HAKOMMTENIbHAs NpakTuka, HWHTEepHeT-
TE€XHOJOTUH, WHTEepHEeT-NporpaMMHpPOBAHUE U SABISIETCS NPEILIECTBYIOLIEH IS
U3y4YeHUs] NHUCUMIUIMH  MUKPOMPOIECCOPHBIE YCTPOWCTBA CHUCTEM YIPABICHMS,
VYyeOHast mpakTUKa: TexHoJiormueckas  (IPOU3BOACTBEHHO-TEXHOJIOIMYECKas)
npaktuka, [Ipon3BOJACTBEHHAs TMpaKTUKAa: TEXHOJOru4yeckas (IMPOU3BOACTBEHHO-
TEXHOJIOTMYEeCKast) IpaKkThka, ba3el naHHbIX, IHTEIeKTyanbHble cucTeMbl, OCHOBBI
CUCTEM MCKYCCTBEHHOI'O HHTEJUIEKTa, I[IpOM3BOACTBEHHAs NPAaKTUKA: IPOECKTHAs
OpaKkTHKa, ABTOMAaTU3UpPOBaHHbIE  HH(GOPMALMOHHO-YIIPABISIIOIINE  CUCTEMBI,
MopnenupoBanue CUCTEM YIPABJICHMUS, [TpousBoacTBEHHAs IIPAKTUKA:
NpeIIUIUIOMHAs MPAKTHKA, ['0Cy1apCcTBEHHAass UTOroBas aTrTecTalus: MOATrOTOBKA K
caade M cJadya TOCYyJAapCTBEHHOIO JK3aMmeHa, ['ocylapcTBEHHass WTOroOBas




aTTeCTaIlUs: BBITIOJIHEHHE, MMOJTOTOBKA K MPOIEAype 3alIUThl U 3aIUTa BITYCKHOM
KBTU(PUKAIIMOHHOMN pabOTHI.

dopMoil MPOMEKYTOYHOM aTTECTAIMU 3HAHWNM 00y4aeMBIX MO OYHOU (opme
oOy4eHusl SBISETCA 3a4eT BO 4-M ceMmecTpe, Mo 3a04Hod (opme 3adeT B 6-M

cemecTpe.

3. O0beM TUCHUILIHHBI
ogHas (hopma OOyUCHUS:

Bua yueOHo# padoThl 110 JUCHMILIHHE Bcero B 3.e. 1 yacax Cemectp 4
B yacax

Obuias TPy 10EMKOCTE AHCUHILIHHDI 3 3.e. -108 ak.4yac 108 ak.uac
Konmaxmmnasn paboma - Ayoumopuuvie 3anamus 36 36
Jlexyuu 18 18
Jlabopamopnvle 3ansmus 18 18
Cemunapsl, npakmuyeckue 3aHamus - -
Koncynemauus - -
Camocmosmenvhas paboma 72 72
KypcoBas pa6ota (KypcoBoii IpoeKT) - -
Buja npoMexkyTouHOi aTTeCTAlMHU 3auer 3auer
3a049Has (popma 0OyUCHUS:

Bua yueOHo# padoThl 110 JUCHMILIHHE Bcero B 3.e. 1 yacax Cemectp 6

B yacax

Obmast TpY10EMKOCTL IHCHHIITHHBI 3 3.e. -108 ak.uac 108 ak.4ac
Konmaxmnasn paboma - Ayoumopuuvie 3anamus 8 8
Jlexyuu 4 4
Jlabopamopnuvle 3ansmus 4 4
Cemunapsl, npakmuyeckue 3aHamus - -
Koncynemauus - -
Camocmosmenvhas paboma 96 96
KypcoBas pa6ota (KypcoBoii IpoeKT) - -
Bua npoMexyTouHOii aTTeCTAlNU 3auer — 4 uaca 3aver — 4 gaca

4. Conep:xxanue TMCHUILVIMHBI, CTPYKTYPHMPOBaHHOE 10 TeMaM (pa3jaesiam)
AMCHUIUIAHBI € yKa3aHueM HX 00beMOB (B aKajeMHM4YeCKHX 4Yacax) U BH/IOB

Y4eOHBbIX 3aHATHH
4.1. YueOHO-TeMaTH4YeCKHUIl IJIaH
Ounas popma o0ydeHHs

KonnuaectBo yacos Kon
KOHTaKTHasi paboTa WHIUKATOpa
Tema (pa3men o
(p I[ ) CeMHHApHI 1 CaMOCTOATEIbHAA TTOCTHKCHUN
Jlekuu | jaboparopHbie HDAKTHICCKHE paGota
" amsTHS P KOMIIETEHIINN
3aHATUSA
Tema 1. OcHoBHBIE mOHATUA U
onpeneneHus. VICTOYHHUKH, PUCKH | 4 4 IIK-2.1., IIK-
dopMBI  atak Ha  WH(POPMAIIHIO. 2.2., 1IK-2.3.
IMonutuka u CTaHIaPThI




0e30macHOCTH
Tema 2. Kpunrorpadpudeckue
MOZEIA. AITOPUTMBI IH(PPOBAHHUS.
AJIrOpUTMBI ayTeHTH(UKALUH 4 4 i 18 [K-2.1., ITK-
[0JIb30BaTENEH. Monenu 2.2., IIK-2.3.
0e30MmacHOCTH OCHOBHBIX
OMIEPAI[MOHHBIX CHCTEM.
Tema 3. AIMUHHUCTPUPOBAHUE CETEIA.
3amura uHGOPMALUMM B CETAX. 4 4 i 18 IK-2.1., TIK-
MHoroypoBHeBast 3aImTa 2.2, 1IK-2.3.
KOPIOPATHBHBIX CETEH.
Tema 4. TpeGoBanus K cucremMam
3aIUTHl KHPOPMAIMH W HATIPABICHHS
pa3BUTUSL  CPEACTB  0E30MaCHOCTH ; § s TK-2.1., TIK-
TPEANPHUSITHSL. I[TpaBoBbIC -
N 2.2., 1IK-2.3.
HECAHKIIMOHHUPOBAHHOTO JIOCTyMa K
HH(bOPMAIUU
Koncynbranun IIK-2.1., IIK-
) ) 2.2, 1IK-2.3.
[K-2.1., ITIK-
KonTpons (3auer) - 2.2. TIK-2.3.
UTOIo 36 72
3aounas dhopma oOyueHuUs
KommgectBo yacos Kon
TeMa (pas,[[eﬂ) KOHTaKTHas pa60Ta CAMOCTOSTEIBHAS I/IH[[I/IKaTOp%
Jexun | maGoparoprsre H;Z“;‘;Eigi;ﬁe paBora U IERECL T
" 3aHATUS N KOMIICTCHIITUH
Tema 1. OcHoBHblE TMOHATHA W
onpenencHus. VICTOUHMKH, PUCKH U MK-2.1.. TIK-
dopmel  arak Ha uHbOpMANHMIO. | 2 - - 24 29 1'_H'<’_2 3
Ilonutnka u CTaHJapThI e e
0e30macHOCTH
Tema 2. Kpunrorpapuueckue
MOJIeTH. AJTOPUTMBI  MH(POBAHUSL.
AJITOpUTMBI ayTeHTH(DUKAUH i 2 i 24 IK-2.1., ITK-
IT0JIL30BaTEIEH. Mogenu 2.2., IIK-2.3.
0€30MacHOCTH OCHOBHBIX
OIIEPAIMOHHBIX CHCTEM.
Tema 3. AqMUHHCTPUPOBAHHUE CETEH.
3ammTta WHQOPMAMM B CETAX. ) ) i 24 [K-2.1., ITIK-
MHoroypoBHeBas 3aIuTa 2.2., 1IK-2.3.
KOPIIOPAaTUBHBIX CETEH.
Tema 4. TpeGoBanus K cHUcTeMam
3aIUThl HHPOPMAIIUU ¥ HATIPABJICHUSI
pa3sBUTHSL  CPEJICTB  0€30IacHOCTH 5 ” TIK-2.1., TIK-
TPEANPHUSITHSL. IpaBoBbIe - -
OCIENCTRHA 2.2., 1IK-2.3.
HECAHKI[MOHHUPOBAHHOTO JIOCTyMa K
nHpOpMaIIH




Koncynpranuu ) ) IK-2.1., ITK-
2.2, [IK-2.3.
IIK-2.1., ITK-
Kontpois (3auer) 4 29 TIK-23
UTOro 8 96

4.2. Conep:kaHue QM CHUNINHBI

Tema 1. OcHOBHbIe NOHATHS M omnpeaejeHus. VICTOYHUKH, PUCKH H
¢popmbl aTak Ha nuHGopmanuro. [louTrka U cTaHaAaAPTHI 0€30MMACHOCTH

Omnpenenenue kpuntorpaduu v €€ pojb B 3alIuTe HHGoOpMaIuu.

OcHoBHBIE KpuNTOrpaduueckre TEpPMHUHBL: IHU(poOBaHHE, AemU(pOBaHUE,
KJIFOUH, XAUTUPOBAHUE, ayTEHTUPUKAITHSI.

Hcrounnku yrpo3 6€30MacHOCTU: BHYTPEHHUE U BHEITHUE YTPO3bI.

Bunb! arak Ha uH(OpMaIIKIO: MEpexBaT, MOJMEHA JTaHHbBIX, TIOBTOPHbBIE aTaKH,
aTakd Ha OTKa3 B OOCITY>KHBAHHH.

Pucku Oe3zomacHOCTH: yrpo3bl KOH(DHICHIMATBHOCTH, LEIOCTHOCTH U
JOCTYITHOCTH MH(GOPMAIIHH.

OcHoBHBIE (OpPMBI aTak: TACCHUBHBIC, AaKTUBHBIE, C WCIOJIb30BaHHUEM
YA3BUMOCTEN, CONUAIBHOW HH)KEHEPUH.

Pounb nmonutrku 6€30macHOCTH U €€ 3JIEMEHTOB: Kilaccuukanus nHPOpMaIuH,
pasrpaHU4eHHEe TOCTYIIA, YIPABICHHE PUCKAMM.

Mexaynaponnsie ctangapthel 6e3omacHoctu: ISO/IEC 27001, FIPS, NIST, u
UX BIUSIHUE HA KPUNITOTPAPUUECKYIO MPAKTUKY.

[IpuHIMIBI CO3MaHUS U peaTn3ali 0€30MacHbIX HH()OPMAIIMOHHBIX CUCTEM.

Tema 2. Kpunrorpagpuueckue wmoaeau. AJaropurMbl mMupoOBaHUSA.
AJiroput™Mbl  ayTeHTH(PUKANUM  NOJb30BaTeieil. Moaean 0e30MacHOCTH
OCHOBHBIX ONIEPANMOHHBIX CHCTEM.

Kpunirorpadpuueckne ™ozaenu 3amuThl WHGOPMAIMU: CUMMETPUYHOE U
acUMMeETpHUYHOE I poBaHue, MUPPOBHIE TTOAMUCH, XIMI-QYHKIIHH.

AnropuTMbI IIUGPOBAHUS:

) Cummetpuunsie anroput™Mbl: DES, AES, RC4 u ux oco6eHHOCTH.
Acummerpuunsie anroputmbl: RSA, DSA, Diffie-Hellman.
[IpumeHnenre W OTpaHWYCHUS AITOPUTMOB MHU(POBAHUS B PEATHHBIX

CUCTEMAX.
ANTOpPUTMBI Ay TEHTU()HUKALIMU TTOJIb30BATENECH:
) [TaposibHBIE M KITHOYEBBIE METO/IbI Ay TEHTU(UKAIIUY.
MHuorodakTopHas ayTeHTU(UKAIHS.
[IpoTokonsl ayrentudukanuu: Kerberos, LDAP.
_Mopenn 6€30MaCHOCTH B ONEPALMOHHBIX CHCTEMAX:
OcHoBbl  Oe3omacHoctd B OC: KOHTPOJMPYEMBIM JIOCTYI, IpaBa
M0JIb30BATEIICH, YUET COOBITHH.
) Mopenu Oe3zomacnoctu: mojaenu bamna-Jlallagyner (Bell-LaPadula),
bubu-Tanen6ayma (Biba), Clark-Wilson.




3amura JaHHBIX B OMEPAIMOHHBIX CUCTeMax: mudpoBaHue Qailios,
3aIUThI OT YTEUYEK JAHHBIX.

Tema 3. AaMuHUCTpUpoBaHue cereil. 3amura uHGOpMAUMU B CeTHAX.
MHoroypoBHeBasi 3alIUTA KOPIOPATUBHbIX CeTei.

OCHOBBI aIMUHUCTPUPOBAHUS CETEH U YIIPABICHUSI OE30M1aCHOCTHIO.

CeteBble yrpo3bl W aTakW: aTakd HA YPOBEHb TPAHCIOPTHOTO, CETEBOrO M
KaHajla Iepeiayu.

ITpoTokonsl 6e3omacHocTH B cetsax: VPN, SSL/TLS, IPSec.

MeTtob! 3a1UTh THOOPMALIUK B CETSX:

) [udpoBanue Tpaduka, 3alIMTa KAHAIOB CBSI3H.
3ammra or DoS u DDoS-arak, mexcereBbie 3kpanbl (firewalls),
CHUCTEMBI OOHAPYXEHHUS U IPea0TBpalleHus Bropxxenui (IDS/IPS).
[TpoTokonsl 6e3omacHoi nepenaun nanabeix: SSH, HTTPS, SNMPv3.

MHoroypoBHeBas 3alUTa KOPIIOPATUBHBIX CETE:

) CermeHTanusa ceTu, wucnoiab3oBanue DMZ (aemunuTapu3oBaHHOM
30HBI).

) Hcnonp3oBanne OpaHAMayd>pOB W MUTIO30B JJIs 3allUTHl MEpUMETpa
CeTH.

) [TonuTukn 0€30MacHOCTH B  KOPIOPATUBHBIX CETSIX: YNPABJICHUE
JIOCTYTIOM, MOHUTOPUHT U ayuT.

3ammura OecnpoBomubix cerei: Wi-Fi  Oe3omacHocts, WPA2/WPA3,
ucrnoJjb3oBanue VPN.

Tema 4. TpeGoBanusi K cucTeMaM 3aIUMTHI HHPOPMAIUM U HATIPABJICHUA
pa3BuTHsl CcpeacTB Oe3omacHocTu mnpeanpustus. IlpaBoBble mociencTBus
HECAHKLIIMOHMPOBAHHOIO 0CTYNa K MH(OPpMAIUT

TpeOGoBanus Kk crucTemMam 3alIUuThl UHPOPMAIUK:

) KondunennmnanbHOCTh, IIEI0CTHOCTD, IOCTYITHOCTh HH(OpMAIUH.
Kontpons pgoctryma, 3ammra OT yTeYEK JAHHBIX, pPE3EPBHOE
KOIHUPOBAHUE.
) [TpuntMTIEI CO3Manms 6e30MmacHBIX HHGOPMAIIMOHHBIX CHCTEM Ha YPOBHE
OpraHu3aluH.

CoBpeMeHHbIE CpeICcTBA OE30MACHOCTH NPEATPUSITHS:

) AHTHBUPYCHBIE MPOTPAMMbI, CPEJACTBA MOHUTOPHUHIAa W YIPaBJICHUS
UHIIUJICHTaMHU.

) NHCTpyMEHTBI 3aIIUThI JaHHBIX: MHU(PPOBAHUE, TOKCHU3AIMS, 3alll1Ta Ha
YPOBHE MPUIOKEHUH.

) Hcnonb3oBaHrWe MCKYCCTBEHHOI'O MHTEUIEKTa M MAIIMHHOTO OOyYEHHS
JUTSI TIPEJICKA3aHus U BBISIBJICHUS yTPO3.

HamnpaBnenust pazButus cpeicTB 6€30MacHOCTH:

) Pa3BuTre 00aYHBIX pEIIeHU 1 3aIUThl HHPOPMAIIMK B O0JIaKe.
ABTOMaruzarus ynpasieHnus 6e3onacHocThio: SIEM-cucrembr, SOAR.
Pa3BuTre OWOMETpPHYECKMX METOMOB 3aIllUThl W MHOTO(GAKTOPHOM
ayTeHTU(UKALIUH.
[IpaBoBBIC MOCTIEACTBUS HECAHKIIMOHUPOBAHHOTO JOCTyTa K HH(OpMAITUH:



OTBETCTBEHHOCTh 3a HapyllIeHHe MpaB Ha WHGOPMAIMIO B pPa3HBIX
CTpaHax.
) 3akoHbl 0 3amuTe naHHbIX M KubOepnpecrynHoctd (GDPR, 3akon o
knbepoOezonacHocTH, CIIIA).
Biusitnue  3akoHOJaTenbCcTBA — HA  OpraHU3aldi0  HMHPOPMAIMOHHOMN
0€30IMaCHOCTH U 3alIUTy NEPCOHAIBHBIX JTAHHBIX.

5. VY4eOHo-MeTOoAMYecKoe oOecleYeHHEe CAMOCTOATENbHON PadoThI
CTY/ICHTOB

CamocrosiTenbHass paboTa TPOBOAUTCS C LENbIO: CUCTEeMaTU3allUd U
3aKPEIUICHHs] TIOJIYYEHHBIX TEOPETUYECKMX 3HAHMM M IPAKTUYECKUX YMEHUM
oOyyarolmuxcsl; yriyOJIeHHs M pacUIMpeHUs TEOPETUYECKUX 3HAHUM CTYJEHTOB;
(opMupOBaHUs YMEHHMH HCIONb30BaTh HOPMATHBHYIO, IPABOBYIO, CIIPABOUYHYIO
JOKYMEHTAIMIO, YUeOHYI0 U CIIEHHaIbHYIO JINTEPATypy; Pa3BUTHUS MMO3HABATEIbHbBIX
CHOCOOHOCTEM M aKTHUBHOCTH  OOY4YalOIMXCS:  TBOPYECKOW  HMHULMATHUBBI,
CaMOCTOSITENIBHOCTH, ~ OTBETCTBEHHOCTH,  OPTraHM30BaHHOCTH;  (HOPMUPOBAHHE
CaMOCTOSATEIbHOCTH MBILLIJIEHUS, CHOCOOHOCTEH K CaMOpPa3BUTHIO,
COBEpIICHCTBOBAHUIO W CaMOOpranm3anuu; (HopMupoBaHus MpodeccrnoHaTbHBIX
KOMITETEHLIUI; Pa3BUTHIO UCCIIEA0BATEIbCKUX YMEHUN CTYICHTOB.

@opMbI U BUJBI CAMOCTOSITENIBHOW pabOThl CTYJAEHTOB: YTEHUE OCHOBHOM M
NOTIOJIHUTEIIBHOW  JIUTEPATypbl — CaMOCTOSITEJIbHOE W3y4YeHUE MaTepuana o
PEKOMEHTyEeMbIM JIUTEPATyPHBIM UCTOYHUKAM; paboTa ¢ OMOIMOTEYHBIM KAaTaJlOTroOM,
CaMOCTOATENbHBIA MOA00pP HEOOXOAMMOUM JuTeparypbl; padoTa €O CIOBapem,
CIPaBOYHMKOM; IOMCK HeoOxonumoill uHpopmauuum B cetd  VHTepHer;
KOHCIIEKTUPOBAaHUE HCTOYHUKOB; pedepupoBaHUE HCTOUYHUKOB; COCTaBJICHHE
AHHOTALMM K ITPOYNUTAHHBIM JIMTEPATYPHBIM HCTOYHHMKAM; COCTABJICHUE PELCH3UN H
OT3bIBOB Ha IMPOYUTAHHBIN MaTepuai; COCTaBJIeHHE 0030pa MyOJUKalui MO TEME;
COCTaBJeHHME U  pa3paboTKa TEPMHHOJIOTHMUYECKOrO  CJIOBaps; COCTaBJICHHE
XPOHOJIOTHYECKOW TaONuIlel; cocTaBieHne Oubmuorpaduu (Oubmmuorpaduaeckoit
KapTOTEKH); TMOATOTOBKA K pa3NUYHbBIM (opmMaM TeKymed H NPOMEKYyTOUHOU
arrectaumu (K TECTUPOBAHMIO, KOHTPOJIbHON paldoTe, 3adery); BBINOJIHEHHE
JOMAIIIHUX KOHTPOJBHBIX padOT; CaMOCTOSITENBHOE BBITOJIHEHHE MPAKTUUYECKUX
3a/laHuil PENpOAYKTUBHOIO TUIA (OTBETHI HA BOIPOCHI, 33J]a4H, TECThI; BHIIOJTHEHHUE
TBOPUYECKHUX 3aIaHUM).

TexHonorust opraHu3alKKi CaMOCTOSTENBHOM PaO0ThI 00YYaIOIIMXCS BKIIOYAET
UCIIOJIb30BaHUE HH(POPMAIMOHHBIX U  MaTepPUATbHO-TEXHUYECKHX  PECypCcoB
00pa30BaTENbHOr0 YUPEKACHUS: OMOINOTEKY C YUTAJIBHBIM 3aJI0M, KOMIIBIOTEPHBIE
KJacchl € BO3MOXHOCTbIO paOoTsl B UMHTepHer; ayautopuu (Kjaccel) mAJis
KOHCYJIbTAlIMOHHOM JIE€SITEIbHOCTH.

[lepen BbIMOTHEHUEM OOYYAIONIUMUCS BHEAYJUTOPHON CaMOCTOATEIbHOMN
paboThl MpernojaBaTesib MPOBOJUT KOHCYJIBTHPOBAHHE IO BBHINOJHEHHUIO 3aJaHMUs,
KOTOpPBI BKJIIOYaeT Leldb 33JaHus, €ro CoJEpKaHWs, CpPOKH BBIIIOJIHEHMUS,
OpPUEHTHPOBOUYHBIM 00BEM pabOThI, OCHOBHBIE TPEOOBaHMS K pe3ylibTaTaM padOThI,
KpUTEpUU OLEHKH. Bo BpeMsi BBIMOJHEHUS OOYYaIOUUMUCS BHEAYIUTOPHOU

10



CaMOCTOATENbHON PabOThI U MPU HEOOXOJUMOCTH MPETOIaBaATEeNh MOKET MPOBOIUTH
VH/IMBU1yaJIbHBIE U TPYIIIOBBIE KOHCYJIbTALINH.

KonTpons  caMmocTosiTenbHOW  pabOThI  CTYJAEHTOB  NpEIyCMaTPHUBAECT:
COOTHECEHHUE COCP>KaHUS KOHTPOJIS C IEISIMU 00ydeHUS; 00bEKTUBHOCTH KOHTPOJIS;
BAJIUJTHOCTh KOHTPOJISI (COOTBETCTBHE MPEABSABISIEMBIX 3aJlaHUl  TOMY, 4YTO

Opeanonaraerca MpoBEpHUTH); AU (PEepeHInanno  KOHTPOIbHO-U3MEPHUTEIbHBIX
MaTEepUAIOB.
@opMbI  KOHTPOJSI CaMOCTOATENbHON paldoThl: MPOCMOTP U MpOBEpKa

BBINIOJIHEHUS ~ CaMOCTOATENbHOM  paboThl  MpemnojiaBaTesieM;  OpraHu3alus
CaMOMPOBEPKH, B3aUMONPOBEPKU BBHINIOJIHEHHOIO 3aJlaHus B TpyIIe; o0CyXIeHUE
pE3yJIbTaTOB BBIIIOJHEHHOW PaOOTHl HAa 3aHATUH; IPOBEJEHUE MUCbMEHHOTO ONpOCa;
IPOBEJEHUE YCTHOI'O ONpOCa; OpraHu3alus W NPOBEJACHHE WHIUBUAYaIbHOTO
co0ece0BaHus; OpraHU3alys 1 PoBeIeHNE COOECEeI0BaHus C IPYIIIOi.

HepequL BOIIPOCOB, OTBOAUMBIX HA CAMOCTOATEC/ILHOC OCBOCHUE

AUCUMILTHHBI, GOPMBbI BHEAYAUTOPHOI CAMOCTOSATEILHON padoThI

HaumeHoBaHue TeM
(pa3nesioB)
AMCUUTJIMHBI

Hepeqeﬂb BOIIPOCOB, OTBOAMMBIX HA CAMOCTOATEC/IbHOC
O0CBOCHHE

®opmMbl BHEAYAUTOPHOM
CaMOCTOSITEIbHOM
padoTbl

Tema 1. OcHoBHBIE
IIOHATHUA U
OTpeiesICHHSL.
HcTouHUKH, PUCKH U
(dopMEI aTak Ha

1. Onpenenenne kpunrorpaduu u e€ poib B 3aIINUTE
uHpOpMaLIUH.

2. OcHOBHBIE TIOHATHUS: KOH(PHUICHINAIEHOCTD,
LIEJIOCTHOCTD, IOCTYITHOCTb.

3. VMcTouHnKM yrpo3 ¥ pucku 06€301macHOCTH HH(OpMAaLny.

W3ydenue nureparypsl 1o
OCHOBHBIM TOHSITUSAM
Kpurrorpaduu u
0e301acHOCTH
uHpopmanuu. [IpoBeneHne

MH(OpMALLIO. 4. ®opmbl atak Ha UH(GOPMAIHIO: B3JIOM, ¢puiuHT, DDOS, | cCpaBHUTEIBHOTO aHaIHM3a
IMomutuka n CTaHAAapPThL
5630MACHOCTH BUPYCHI U JIp. BO3MOJXKHBIX yTPO3 JIJIs

5. Ilonutuky 6€30MaCHOCTH: OCHOBHBIE KOMIIOHEHTHI M UX | HH(OpMAIK B pa3HbIX

3HAYCHHUE. chepax.

6. Crannaptsl 6e3onacHocT uHpopmarmu: [ISO/IEC 27001

U IpyTHE.

7. OueHKa pUCKOB B 00J1aCTH O€301IaCHOCTH MH(POPMALIUH.

8. ConmanpHas HH)KEHEpHs Kak (hopMa aTaku: METOAbI U

MPUMEPBI.

9. Ponbs oOpa3oBaTenbHBIX MPOTPAMM B ITOBBIIIICHUN

0€30MacHOCTH.

10. byaymee 3amuTtbl HHGOPMAIMH: HOBBIE YIPO3bI U

TIOJIXO/IBI.
Tema 2. 1. O630p kpunTorpaduueCKUX MOJCICH: CHMMETprYHas 1 | McciaenoBaHue METOIOB
Kpunrorpaduaeckie aCUMMETpPUYHASI KpUTITOTpadusl. ayTeHTU(UKAIIH
MozeIU. AJITOPUTMBI 2. Anroputmsl mdpoBanus: DES, AES, RSA u ux M10JIB30BATENEN U UX
MH(POBAHHS. 0COOEHHOCTH. 3P PEKTUBHOCTH.
ATTOPHTMEI 3. [lpumenenue xom-GyHKuii B kpunrorpapun: SHA-1, [IpoBenenue anann3a
ayTeHTU(UKALNN

MOJIE30BATCIICH.
Monenu 0€30macHOCTH
OCHOBHBIX
ONICPAIIMOHHBIX CHCTEM.

SHA-256 u npyrue.

4. ANropyuTMBI ayTCHTH(UKAIINH: TIAPOJIH, TOKCHBI,
OnomeTpus.

5. Mopenu 6€301acHOCTH B OTIEPAIIMOHHBIX CHCTEMAaX:
Windows, Linux, macOS.

MoJieeii 0e30MacHOCTH
OCHOBHBIX OTEePAIMOHHBIX
cucreM. IIpocmotp
BHJICOMATEPHAIIOB O
COBPEMEHHBIX

11




6. Biiusnue kpuntorpauueckux METO0B Ha
0€30I1aCHOCTb ONEPallMOHHBIX CUCTEM.

7. IlpuMepsl IPUMEHEHHUs] Pa3JIMYHBIX aJITOPUTMOB
mHU(pPOBaHUS B pealIbHBIX CUCTEMAX.

8. Ponb ceprudukaros u PKI B ayrenTudukanum
II0JIb30BATENEH.

9. CooTBeTcTBUE CTaHAAPTaM OE30MIACHOCTH AITOPUTMOB
muGpoBaHUsL.

10. bynymee kpuntorpaguueckux METOA0B: HOBBIC
PELICHHS] U TTOAXOIBL.

KpHUITOrpaduyecKux
MEeTo/1ax.

Tema 3.
AJIMHHUCTPHUPOBaHHE
ceTe. 3ammra
WH(GOPMAIUH B CETAX.
MHoroypoBHeBast
3aIUTa KOPIIOPATUBHBIX
ceTei.

1. OcHOBBI aAMMHUCTPUPOBAHUS CETEN: 3a1a4U U
WHCTPYMEHTHI.

2. Yrpo3bl 0€30MaCHOCTH B CETAX: THUIBI U UCTOYHHKHU.
3. Mertoapl 3amuThl ”HGOPMAITUH B CETAX: MHU(PPOBAHHE,
VPN, ¢daiipBoJbl.

4. MHOTOYypOBHEBas 3all1MTa KOPIIOPATUBHBIX CETEM:
KOHIICTILIUH U TIOJIXO/IBI.

5. Poib ceTeBbIX MPOTOKOJIOB B O€30MACHOCTH
uHpOpMaLIUH.

6. IIpumenenue IDS u IPS B 3ammTe ceTei.

7. CucteMsl ynpaBieHus: 0€30IacHOCThI0 HHPOPMALIUU
(SIEM): ¢yHKIIMU 1 TPUMEDBI.

8. OCHOBHBIE IPUHLIUIIBI IPOSKTHUPOBAHUS O€30MaCHBIX
ceTen.

9. O0yueHue COTPYAHUKOB O€30ITaCHOCTH B
KOpIIOPaTUBHOM Cpee.

10. Bynymiee ceTeBoii 0€30MacHOCTH: TPEHABI U
TEXHOJIOTHH.

IIpoBeneHue ananusa
MHOTOYPOBHEBOM 3aIIUTHI
KOPIIOPAaTUBHBIX CETEH.
Uccnenoanue npuMepon
YCIEIIHOT O
aIMUHUCTPUPOBAHUS CETEN
C aKLIEHTOM Ha
0€3011acCHOCTb.

Tema 4. Tpe6GoBanus K
CHCTEMaM 3allUThI
nH(pOpMaIIH U
HaIpaBJICHUS Pa3BUTHUS
cpencTB 0€30MacHOCTH
MPEPUATHS.
[IpaBoBBI€ MOCIEACTBUS
HECaHKIIMOHUPOBAHHOTO
IOCTyTIa K HH(pOpMaITiu

1. OcHOBHBIE TPEOOBAHMSI K CHCTEMaM 3alUThI
nHpopmanuu.

2. HopmaTuBHBIE JOKYMEHTHI U CTaHAAPTHI B 00J1aCTH
3aImuThl THOPMAITIH.

3. HampaBnieHus pa3BuUTHs cpecTB 0€30MacHOCTH:
TEHJCHIIMY U NHHOBALIUU.

4. Ponb TexHONOTHH B 0OecIieueHu 0€301acHOCTH
nH(bOpMallUU Ha PEATNPUATHUSX.

5. IlpaBOBBIE acMeKThI 3aUTHI HHPOPMAIUU: 3aKOHBI U
PETYIISILIUHN.

6. ITocnencTBus HECAaHKIIMOHUPOBAHHOTO JIOCTYTIA K
uH(popMaIuu: IopuandecKue U GUHAHCOBBIC.

7. Ilpumepsl yCHEIHOTO BHEAPEHUS CUCTEM 3AILUTHI B
KOMITAaHUSIX.

8. Bausaue GDPR u npyrux perynsuuii Ha 3aluTy
uHpopmanuu.

9. Ouenka yrpo3 1 olleHKa pUCKOB B KOHTEKCTE IIPAaBOBBIX
OCJICACTBUM.

10. Byaymiee cucrem 3amuThl KHPOPMALIMU: HOBBIE
10JIXO/Ibl U BHI3OBBHI.

HccenenoBanue npaBoBbIX
OCJIECTBUNI
HECaHKIMOHUPOBAHHOTO
JIOCTYTIa K HH(OPMAIIHH.
[IpoBenenue ananusa
COBPEMEHHBIX TeH/ICHIIUH B
001acTH CpescTB
0€30MacHOCTH.

Ikajaa oneHNBaHUA

| [[1kana oneHUBaHUS |

Kputepuu orieHuBaHus
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«OTInYHO»

OOyuaromuiics TIyOOKO M COAEPXKATEIHHO PACKPHIBAET
TEMYy CaMOCTOSATEIHHON paboThl, HE JIOMYCTHB OIIHUOOK.
OTBET HOCHUT Pa3BEPHYTHIN U HCUEPIIBIBAIOIIUN XapaKTep

«Xopomo»

OOyuarouiics B LIETIOM PacKpbIBAET TEMY
CaMOCTOSITEILHOM PabOThl, OJHAKO OTBET XOTsI OBl Ha
OJIMH U3 HUX HE HOCUT PA3BEPHYTOTO U UCUEPIBIBAIOLLIETO
XapakTepa

«yI[OBJ'IGTBOpI/ITGJ'IBHO»

OOyuaroiuiics B EJIOM pacKpbIBaeT TeMy
CaMOCTOATENHLHON PabOThI U JOMYCKAET PsiJi HETOYHOCTEH,
(dbparMeHTapHO PaCKPBIBAET COJEPIKAHHE TEOPETUUECKHUX

BOIIPOCOB WJIM KX PACKPBIBAET COJAEPKATEIbHO, HO
JIOITYCKasl 3HAYUTEJIbHBIE HETOYHOCTH.
«HeynosnerBopurensHo» | OOydarommuiicss HE  BJIafieeT  BBHIOpAaHHOW  TeMOWM

CaMOCTOSITEILHOM pabOThI

6. Ouenounbie MaTepuaJibl ((POHI OLEHOYHBIX CPEACTB) AJISl MPOBEACHUS
TeKYIIero KOHTPOJIA YCIeBA€MOCTH, IPOMEKYTOYHOH aTTeCTAMHM MO MTOraM
OCBOEHUS JUCIUIIMHBI

6.1. Ilacmopt doHIA OLIEHOUYHBIX CPEICTB

No | Kontponupyemsie Kon u HNupukarop HaumenoBanu
pazaensl (TeMbl) HAaWMEHOBAaHHE JIOCTYOKCHHS e
JUCITUTUTAHBI KOMIIETSHIINH KOMIIETSHIINH OLIEHOYHOT'O

CpeacTBa

1. | Tema 1. OcHOBHBIE [1K-2 Pa3pabotka 1K 2.1 Cnocoben
IOHATHA U OIIPCACIICHUS. I/IH(I)OpMaHI/IOHHOI‘O IMPOCKTUPOBATH
Wcrounuku, pucku u T — UH(POPMAIMOHHYIO
¢dbopMbI aTak Ha ACYII MOJIeJIb TaHHBIX
uHpopmanuto. [Tonutuka ACVII,

U CTaHJApThI CTaHIapTU3ALUIO

0e30macHOCTH JOKYMEHTO000pOTa U
XapaKTePUCTHK
uHpOpMaLun Omnpoc,
IIK 2.2 Moxet JIOKJIaJI,
pas3pabarbIBaTh pedepar,
TEXHOJIOTUIECKUE MIPOrPaMMBEI,
CXEeMBI 00pabOTKHI MIPE3CHTALINH,
uH(bOopMaluu 1o 3a4er
OTJIeTHHBIM
zamauam ACVYII
I1K 2.3 Cniocoben
00BEINHATE
uH(GOPMaIMOHHBIE
0a3bl IpU CO3JIAaHUHT
WHTETPUPOBAHHOM
ACYII

2. | Tema 2. [1K-2 Paspaborka | IIK 2.1 CnocobGen Ompoc,
KpI/IHTOI‘pa(bI/ILIeCKI/IC I/IH(i)OpMaI_II/IOHHOI‘O IMPOCKTUPOBATH JIOKJIAI,
MOJIeTTH. AJITOPUTMBI T — UH(POPMAIMOHHYIO pedepar,
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mudpoBaHus.
AJITOpUTMBI
ayTeHTU(UKAINH
oJb3oBaTec. Monaenu
0e30IMacCHOCTH OCHOBHBIX
OTIEPAITUOHHBIX CUCTEM.

ACVYII

MOJIEJTh TaHHBIX
ACVII,
CTaHJAPTU3ALHIO
JIOKyMEHTO000pOTa U
XapaKTePUCTHK
uHpopmaruu

[1IK 2.2 Moxer
paszpabaThIBaTh
TEXHOJIOTUYECKHE
CXeMBbI 00pabOTKH
UHPOPMALIUH 110
OTJICIbHBIM

3amauam ACVYII

1K 2.3 Cnocoben
00BbEIUHATD
nH(pOpMaITMOHHBIE
0a3bl IpH CO3TAHUH
MHTErPUPOBAHHOMN
ACVII

IIPOrpaMMBl,
MIPE3ECHTALINH,
3auer

Tema 3.
AJMUHUCTPUPOBAHNE
CETEH.
Kpunrorpaduueckue
METO/IbI 3aILUTHI
UH(POPMALIUU B CETSX.
MHoroypoBHeBas 3aluTa
KOPIIOPAaTHUBHBIX CETEH.

ITK-2 Pa3paboTka
UH(GOPMALIMOHHOTO
obecrieueHus
ACVYII

[1K 2.1 Cnocoben
MIPOEKTUPOBATH
nH(}OpMaAITMOHHYO
MOJIEJTh TaHHBIX
ACVII,
CTaH/IapTU3AIUIO
JIOKyMEHTO000pOTa U
XapaKTePUCTHK
uHhopmaruu

[1IK 2.2 Moxer
paszpabaThIBaTh
TEXHOJOTUYECKHE
CXeMbI 00pabOTKH
UHpOpPMALIUU 110
OTJICTTBHBIM
3amauyam ACVYII
1K 2.3 Cnocoben
00BENHSITH
nH(pOpMallMOHHbIE
0a3bl IpH CO3TAHUH
MHTErPUPOBAHHON
ACVYII

Omnpoc,
JOKIaJ,
pedepar,
IIPOrpaMMBlI,
Mpe3eHTalHH,
3auer

Tema 4. TpeOGoBanus K
CUCTEeMaM 3aIUTHI
uHbopmanuu "
HANpaBIICHUSI  Pa3BUTHL
CpENCTB 0€e301acHOCTH
npeanpuarus. IIpaBoBbie
MOCIIEACTBUS
HECAHKIMOHUPOBAHHOTO
JIOCTyTIa K HHGOpMAITIH

ITK-2 Pa3paboTka
UH(GOPMALIMOHHOTO
oOecrieueHus
ACVYII

[1K 2.1 Cnocoben
MPOEKTUPOBATH
nH(OpMaAITMOHHYO
MOJEeIb JaHHBIX
ACVII,
CTaH/IapTU3AIUIO
JIOKyMEHTO000pOTa U
XapaKTePUCTHK
uHpopmaruu

[IK 2.2 Moxer
pa3pabaTeIBaTh

Ormpoc,
JOKJIa,
pedepar,
MPOTrpamMMBl,
MPE3CHTALINH,
3a4er
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TEXHOJIOTUYECKHE
CXeMBbI 00pabOTKH
UHPOPMALIUH TI0
OTJIEbHBIM
3amauam ACVYII
1K 2.3 Cnocoben
00BbEIUHATD
nH(pOpMaITMOHHBIE
0a3bl IpH CO3TAHUH
WHTETPUPOBAHHOU
ACVII

Jdranbl ¢opMupoBaHusi KommeTeHuuil B mpomecce ocBoeHus OIIOII
IPsIMO CBSI3aHBI C MECTOM JAMCIMUIUIMH B 00pa3oBaTeabHOM nporpamme. Kaxprit atan
dbopMHUpOBaHUS KOMIETEHIIMH, XapaKTepU3yeTCs ONpPEEICHHBIMU 3HAHUSIMH,
YMEHUSIMU W HaBbIKaMU U (WJIM) OIBITOM MPOQPECCHOHATILHON NESITEIbHOCTH,
KOTOpBIE  OLICHMBAIOTCS B  IIPOLIECCE TEKYLIErO0 KOHTPOJII  yCIEBAEMOCTH,
MPOMEXKYTOUYHOM aTTEeCTAllMU MO AUCUUILIMHE (IIPAKTUKE) U B MPOLECCE UTOrOBOM
aTTECTallUH.

Hucrmmmaa «Kpuntorpadudeckue METOIBI 3aIlUTHl HHPOPMAIIUN SBISICTCS
MIPOMEKYTOYHBIM 3TaliOM KOMIUIEKCA IUCIUIUIAH, B XOAE M3YYECHHUS KOTOPBIX Y
CTyZIeHTOB (hopmupyrorcs komnereHuuu 11K-2.

®opmupoBanua komrereHuun [IK-2 HaumHaeTcs ¢ HW3y4YeHHsS NMCUUILIMH
VYyeOHast mpakTHKa: O3HAKOMMTENbHAsE NpakTuka, «VHTEpHET-TEXHOJIOTUNY,
«HTEpHET-TPOrpaMMHUPOBAHUE.

3aBepmiaercs pabota 10  (QOPMUPOBAHHMIO Y  CTYACHTOB  YKa3aHHBIX
KOMIIETEHUMA B XOJ€ HW3Y4YEHHsS AUCUUIUIMH «MHKPONPOLECCOPHBIE YCTPOWCTBA
CUCTEM YIIpaBICHUS», YueOHas MpaKTHUKa: TEXHOJOTrhyeckasi (IIpOU3BOACTBEHHO-
TEXHOJIOTUYECKas)) TpakTuka, I[Ipom3BOJICTBEHHAs] TMpaKTHUKA: TEXHOJOTUYECKas
(MpOM3BOJCTBEHHO-TEXHOIOTNYECKAs ) MpPaKTHKA, «ba3zbl JAHHBIX»,
«HTennexryanbHble cUCTEMbD», «OCHOBBI CUCTEM HCKYCCTBEHHOTO WHTEJUICKTay,
[IpousBoAcTBEHHAs] TpaKTHKA: TMPOEKTHAs MPaKTUKA, «ABTOMATU3UPOBAHHBIE
UH(OPMAITMOHHO-yTIPABIISIOIIHEC CHUCTEMBI», «MopnennpoBanue CUCTEM
ynpasieHus», [Ipon3BoACTBEHHAs IPAKTHKA: TPEAAUIUIOMHAS TPAKTUKA.

Hrorosas onenka cpopmupoBaHHOocTH kKomrereHuuid I1K-2 onpenenserca B
nepuoa l'ocynapcTBeHHass WTOroBas arrecTauus: NOATOTOBKAa K cAadye M chaya
roCyJIapCTBEHHOTO JK3aMeHa, ['0Cy1apCcTBEHHAss UTOTOBAsl aTTECTALIMS: BBIIIOJIHEHUE
U 3alUTa BbIMYCKHOW KBaTU(UKAIMOHHON PabOTHI.

B nmpouecce u3yuyeHus TUCHUILINHBI, KOMIIETEHIMH TaK:Ke (POPMUPYIOTCH
MO0J3TAIHO.

OcHoBubiMH dTanamMu ¢opmupoBanus [1K-2 npu wu3ydeHUM IUCHUILTAHBI
b1.1(M).B.ZIB.5.2 «Kpunrorpadudyeckrue METOAbI 3alTUTHI HH(YOPMAITHI SBIISCTCS
IOCTIEIOBATEIbHOE HM3YyUEHUE COJAEPKATEIbHO CBSI3aHHBIX MEXIy co0o0il TeM
y4eOHBIX 3aHATHIA. M3ydeHue KakIoi TeMbl MpEenoJiaracT OBJIAJCHHUE CTYICHTAMH
HEOOXOMUMBIMU JIECKPUMNTOPAMHU (COCTABISIOMIUMH) KOMTETEHIUH. [ oneHku
YpOBHSL C(POPMHUPOBAHHOCTH KOMIETEHIMH B TMPOLECCE H3YUYCHHS TUCIUIUINHBI
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IIPEAYCMOTPEHO MPOBEACHUE TEKYIIEr0 KOHTPOJISA YCIIEBAEMOCTM II0 TeMaM
(pazgenam) IUCHUIUIMHBI U IPOMEKYTOYHOM aTTECTALUU 110 JUCHUILIMHE — 3a4eT.

6.2. KoHTpoJibHbIE 32JaHUSI U MaTepuaJibl, HEOOXOAUMbIE AJ OLEHKH
3HAHUI, YMEHUIl ¥ HABBIKOB U (WIH) ONbITA JeITEJIbHOCTH, XaPAKTEPHU3YIOIIUX
ranbl (POPMHUPOBAHUSA KOMIIETCEHUMH B Ipouecce OCBOCHHsS 00pa30BaTeIbLHOM
NMporpaMmbl

6.2.1. KoHTpoubHBbIe BOIPOCHI MO TeMaM (pasjejaM) JsA OIpoca HA
3aHATUAX

Tema (pazgen) Bompocks!

Tema 1. OcuHoBHBIE [1K-2

TOHSTHS U OTPE/ICIICHHUS. 1. OcHoBHBIE IOHATHS HH(POPMAIIMOHHOH 0€301TaCHOCTH.
Hcrounuku, pucku u 2. Knaccudukanus yrpo3 6e3onacHocTd HHGOpMAIUH.

dopwmb arak Ha 3. MUcTouHuKH yrpo3 U ySI3BUMOCTH HH()OPMAITMOHHBIX CUCTEM.

nHpopmarmro. [lonutuka n

4. ®opMBbI 1 METOIBI aTaK HA HH(POPMAIIMOHHBIE PECYPCHI.
CTaHJIAPThl 0€30MMaCHOCTH

5. IIpuHIMITEI OIIEHKH PUCKOB B HH(POPMAITMOHHON 0€30MacHOCTH.

6. MeTo1bl TOCTPOEHUS MOJIETIEH yIpo3.

7. OCHOBHBIE 3JIEMEHTHI CUCTEMBI yIPaBICHUS HH()OPMAITMOHHON
0€301MacHOCTHIO.

8. Mexnynapoansie cranaaptsl B oomactu Ub (ISO/IEC 27001 u ap.).
9. lenu v 3a1a4u MOJUTUKHA OE30MACHOCTH B OpPraHU3alllu.

10. Cucrema ynpasieHus puckaMu B HH(pOpMaIMOHHON 6€30MacHOCTH.
11. CtpykTypa NOMUTHKHA HH(POPMAITMOHHOW 0€30MMaCHOCTH.

12. JoxymeHTUpOBaHue U peanuzanus noautuku Ub.

13. Bunbl cTaHaapTOB 1 HOPMAaTUBHBIX JOKYMEHTOB B o0nactu Ub.

14. Tlopsinok pa3paboTKy BHYTPEHHEH HOPMATHBHOM TOKYMEHTALIUH 110
Ub.

15. OTBETCTBEHHOCTH COTPYHUKOB 32 COOJIIOICHHUE MTOJTUTUKU
0€30MacHOCTH.

16. Opranu3zanus cucTeMbl KOHTPOJIA 3a coOmtoaeHueM nonutuku Ub.
17. BHyTpeHHUH ayIUT MOJUTHK OE30MaCHOCTH.

18. MaTerpanyus NOIUTUKKA O€30MAaCHOCTH B OM3HEC-TIPOLIECCHI.

19. TlpakTrka NpUMEHEHHSI MOJIUTUKH 0€30IaCHOCTH Ha NMPEANPUSTHH.
20. YrpaBieHHe WHIMJICHTAMU B paMKaX MOJUTHKH 0€30MacHOCTH.

Tewma 2. [1K-2
Kpunrorpapuueckue . CtpykTypa Kpunrorpaduaeckoil MOIeTH 3allUThl HH()OpPMAIIHH.
MOJIEJH. AJITOPUTMBI . CUMMeTpHYHOE U aCHMMETPUYHOE IH(PPOBAHUE.
mAQPOBAHHS. AITOPUTMEL | 3 A rroputT™el cumMMeTpudsoro mupposanus (AES, DES u ap.).
ayTequ’HKa]{m& . Anroputmel acumMerpuuoro mudposanus (RSA, ElGamal u gp.).
HOJIL30BATEIICH. MOIETH Xs1m-(pyHKINU U UX IPUMEHEHHE B 3allIUTe HH(POPMAITUH.
0€30I1aCHOCTH OCHOBHBIX o

. DNEKTPOHHAs MOJIMUCH KaK CPEICTBO KPUNTOTpadhUIECKOM 3aIUTHI.
OIIEPAIUMOHHBIX CUCTEM. o

. Mexanusmbl ayTeHTH(UKaUK rosb3oBateneit B VIC.
. MHorodakTopHast ayTeHTU(pHUKaIHs.
. Peanu3zanus TuCKpeMOHHBIX M MAaHAATHBIX MOJieel 6€30MacHOCTH.
10. Ocobennoctu peanm3anuu 3amutbl B OC Windows u Linux.
11. Ucnonp3oBanue kpunrorpadudecknx oudbmuorek u cpencts B MC.
12. Yopasnenue kpuntorpadhuueCKUMH KIOYaMU.
13. Peanuzanus PKI (MHGpacTpyKTYphl OTKPBITHIX KIIOUEH).

N R R N N T
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14. CpexncrtBa anmapatHoro mu@poBaHusl.

15. Ilpumenenne Kpunrorpaguueckux aaropuTMOB B CHCTEMAX
JOKYMEHTO000pOTAa.

16. UaTerpanust KpunTorpaduyecKon 3aiuThl B OM3HEC-TTPHIIOKEHUS.
17. IlpakTHKa MOCTPOEHUS 3AIIMILEHHBIX KAHAJIOB CBS3H.

18. icriosib30BaHNE TOKEHOB U CMapT-KapT B ayTCHTU(PUKAIIHH.

19. CpaBHUTENBHBIN aHATH3 MOJIENEH OE30MaCHOCTH ONEPAIMOHHBIX
CUCTEM.

20. Ucnonp3oBanue cepruduuupoanabix CK3U B nHPpOpMAIMOHHBIX
CUCTEMAX.

Tewma 3.
AMUHHCTPHPOBAHNE
ceteit. 3ammTa
“H(OPMAITUH B CETAX.
MHoroypoBHeBas 3aIura
KOPIIOPaTUBHBIX CETEH.

[K-2

. Pons agmuHuCTpaTOpa B o0ecreueHnn ceTeBor 0€30MacHOCTH.

. [IpoTtokomel 3amumienHoro B3aumoieictaus B cetTsix (TLS, SSH u np.).
. [IpyHIMIIBI paOOTHI MEKCETEBBIX IKPAHOB.

. UcnionbzoBanrie NAT u VPN B 3amute ceTeBbIX COCTMHEHUMN.

. MeTop1 0OHapy>KeHUs ¥ MPeAOTBPAIECHUs CETEBBIX aTak.

. Cuctema oOHapysxenus sropxenuit (IDS) u npenorspamenus (IPS).
. Peanuzanus konnenuuu Zero Trust B KOPIIOPaTUBHBIX CETSIX.

. IIpuHIUIIBI MHOTOYPOBHEBOM 3aILUTHI CETEH.

. AyTteHTuduKanys u aBTOpU3alMsl B CETEBbIX CUCTEMAX.

10. CermeHTanus 1 KOHTPOJIb JOCTYTA B CETEBOI HHPpACTPYKTYype.

11. Opranusanys MOHUTOPUHTA COOBITHI OE30MTaCHOCTH B CETH.

12. IlocTpoeHue 3aMIEHHON apXUTEKTYPbl KOPIIOPATUBHOM CETH.

13. Peanu3zanus pa3rpaHuueHHs JOCTYIA HA YPOBHE CETH.

14. Nnrerpauus SIEM-cuctem B HHGPACTPYKTYPY NPEATPUSTHSL.

15. 3amuTa 6ecripoBOIHBIX ceTel u KopropatuBHoro Wi-Fi.

16. bezonacHOCTh 00JaYHBIX U THOPUIHBIX CETEBBIX PEIICHUN.

17. HacTpotiika 1 0OHOBJICHHE CETEBBIX yCTPOUCTB ¢ yuetoM Ub.

18. Opranusanus pe3epBHOr0 KOMMMPOBAHUS U BOCCTAHOBJICHUS JAHHBIX B
CETH.

19. O6paboTKa HHITUACHTOB OE30MACHOCTH B CETEBOM HH(PpACTPYKTYpe.
20. YnpapieHre ceTeBbIMHU MTOJIUTHKAMH 0€30TIaCHOCTH.

O 0 1N DN B~ W —

Tema 4. TpeGoBanus K
CUCTEMaM 3aIIHUThI
rH(pOpMaIU 1
HaIPaBJICHYSI Pa3BUTHUS
CpencTB 0€30MacCHOCTH
npennpusatus. IIpaBoBbie
MOCJEACTBHUS
HECaHKIIMOHUPOBAHHOTO
JocTyTa K nHpopMarmm

IK-2

. O6mue TpeGoBaHUs K CHCTEMaM 3allluThl HH(POPMAIIUH.

. [IpuHIHIBI cepTUUKALIUN CPEIICTB 3aTUTHl HHPOPMAIUH.

. YpoBHu nosepus u kinaccudukanms MC mo ypoBHIO 3alIUIIEHHOCTH.
. MeTose1 o11eHKH 2P PEKTUBHOCTH CUCTEM 3aIHUTHI.

. MuHuM#3anus npaB J0CTyNa U yIpaBieHUE MPUBUIIETUIMU.

. OTBETCTBEHHOCTH 32 HAPYIICHHUE PEKUMA KOH(UICHIIHATEHOCTH.

. [locneacTBUs HECAHKIIMOHUPOBAHHOTO JIOCTYIA K HH(GOpMaIUK.

. llopsanok paccnenoBanus HHUUMAEHTOB b.

. Opranu3zanys BHyTPEHHEr0 KOHTPOJIS CUCTEMbI 3aLUTHI.

10. Onenka yuiep0a OT peanu3anuu yrpos.

11. HopmatuBHO-1IpaBoBasi 6a3a 3anuThl “HGopManuu B PO.

12. Opranu3anyst npoeccoB 3alIUThl HHPOPMALIUU HA TPEANPUATHH.
13. Atrectamus 06bekTOB HHGOpMaTH3auu o TpedoBanusim Ub.

14. B3aumogeiicteue ¢ konTposnpyromumMu opranamu (PCTIOK, @Cb u
ap.).

15. IIpaBoBBIC acneKThl 00PaOOTKH MEPCOHATBHBIX TAHHBIX.

16. IIpuHnuns! noctpoenus 6ezonacHbx koprnopaTuBHbix MC.

17. TlepcrieKTUBBI pa3BUTHUS TEXHOJIOTHH 3aIIUTHI HH()OPMAIIHH.

18. CootBerctBue TpeboBanusm ctangaptoB Ub (I'OCT, ISO).

O 0 1N DN K W —
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19. PazpaboTka BHyTpEeHHEH HOPMATUBHOM JoKyMeHTammu o Ub.
20. YmpasieHue >KH3HEHHBIM ITUKIIOM HHGOPMAITMOHHON O€30MacHOCTH B
OpraHu3aIu.

HIkana oueHUBAHUSA OTBETOB HA BONPOCHI

[IIxana orieHMBaHUS

Kputepuu onieHuBaHUs

OOy4aromuiicss TIIyOOKO M COJIEPKaTeIbHO PacKphIBA€T OTBET Ha

«OTaugHO» KKl TEOPETUYECKUN BOMPOC, HE MOMYCTUB OMIMOOK. OTBET HOCHUT
pa3BEPHYTHIM U MCUSPIIBIBAIOIIUI XapaKTep.

OOyuaromuiicss B IEJIOM PACKPBIBAET TEOPETHUECKHUE BOIPOCHI,

«Xopomro» OJIHAKO OTBET XOTs Obl HAa OJWH W3 HUX HE HOCHUT Pa3BEPHYTOTO U

HCYEPIBIBAIOIIETO XapaKTepa.

«YILOBHGTBOpI/ITeJIBHO»

OOyyatonuiicss B 1eIOM PACKPHIBAET TEOPETHUYECKHE BOMPOCHI U
JOMyCKaeT  psii  HETOYHOCTEH,  (parMeHTapHO  pacKphIBaeT
COJIep’)KaHHE TEOPETHYECKHX BONPOCOB MM HUX  PacKpbIBaeT
COJIepKaTeNbHO, HO JONYCKasi 3HAYUTEIbHbIE HETOUHOCTH.

«HeynoBneTBOpUTENBLHOY

OOyuaromiuiicst He 3HaeT OTBETOB Ha MOCTaBIIEHHBIE TEOPETUUECKHE
BOIIPOCHI.

6.2.2. TeMmbI 1J19 10KJIAA0B

Tema (pazgen) Bompocks!
Tema 1. OcHoBHBIE [1K-2
HOHATHUS ¥ ONPE/CIICHUS. 1. Beenenne B kpunrorpaduio u e€ poib B 3aIuTe HHPOPMALUU
Hcrounuku, pucku u 2. Tunsl atak Ha UHQOPMALIHIO: KIacCU(DHUKAIUSI U PUCKU
dopwmbi arak Ha 3. [MomuTtrku 6e30macHOCTH HH(GOPMAIMH B OPTaHU3AIIIX
utopmanuto. llommuka u | 4 Kpunrorpadguuecknue CTaHAapThl U X 3HAYCHUE
CTaHIapTHI besonacHocTl | 5 OreHKa pUCKOB B 3aIuTe HHPOPMAITUU
6. Pucku u yrpo3sl B 3anute nHpopmanuu Ha ypoBHE
TOCYIapCTBEHHBIX M KOPIIOPATUBHBIX CTPYKTYP
7. ®opmbl aTak HAa HHPOPMAIUIO U METOABI 3aIIUTHI OT HUX
8. [Ipormecc pa3paboTKy U BHEPEHUS CTAaHIAPTOB OE30MaCHOCTH
9. Bnusinue nonuTuk 6€30MacHOCTH HAa OPTaHU3allMOHHBIE TTPOIECCHI
10. CranapThl 3aMThl HHQOpMAaIMU B IH(PPOBOH 3H0Xe
Tewma 2. [IK-2
Kpunrorpapuueckue 1. OcHoBBI KpunTOrpaGUIecKux MOJeNIeH 3auTuThl HHPOPMAITUU
MOZENH. AJITOPUTMBI 2. Anroputmel cummetpuaHoro mudposanus: AES, DES, u ux
H_IPI(I)pOBaHI/IH. AJ'IFOpI/ITMLI OCO6€HHOCTI/I
ayTenTHUKaLMHI 3. AJITOPHTMBI aCHMMETPUYHOTO InppoBanus: RSA, Dib-T'amains
nozbsosaresel. Moneu 4. MeTtobl ayTeHTH()HUKAIINY ITOJTH30BATEIICH: TTapOJIH, CEPTU(UKATH
0€301acHOCTH OCHOBHBIX
OMEpATIIONHBIX CHCTEM. 5. . Moz@m 0€30I1acHOCTH B OTIEPAIIMOHHBIX CUCTEMaxX (Hampumep,
Windows, Linux)
6. Aunroputmel xamupoBanus: MDS, SHA, ux npuMmeHeHue u
YSI3BUMOCTH
7. JIByxdakTtopHas ayTeHTUPHUKAIMS 1 €€ peanu3anus
8. 0O030p COBpeMEHHBIX METOA0B KPUNTOTPpa(hUIECKOM 3aIIUTHI B
OTIEpPAIIMOHHBIX CUCTEMAaX
9. Kpunrorpadudeckne mpoTOKOIBI sl 0€30TacHON

ayteHtudukaruu (SSL, TLS)
10. PHCKH U YSI3BHMOCTH KPHIITOIPAQUUIESCKUX MOJICIACH 1
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aJIr'OPUTMOB

Tema 3. I1K-2
AJIMUHUCTPUPOBAHHE 1. OCHOBBI aJIMHHUCTPUPOBAHUS CETEeH U 0OSCTIICUCHUS UX
cereid. 3amura 0€30macHOCTH
MH(OPMALINH B CETAX. 2. MeToapI 3aIUTHI JAHHBIX B JIOKAJIBHBIX U [NIO0AILHBIX CETIX
MHoroypoBHeBas saluTa | 3. CereBbIe yrpO3bl ¥ CIIOCOOBI 3aLIUTHI OT HUX
KOpHOpATHBHLIX CCTCH. 4. [IpoTokosel 6e30macHocTH i iepenayun gaHubix B cetu (IPSec,
SSL)
5. Cuctembl 0OHapYKEHHUS U MIPEIOTBPAILECHUS BTOPKCHUN
(IDS/TIPS)
6. MHoroypoBHeBas 3alIUTa KOPIIOPATUBHBIX CETEi
7. CerMeHranus CeTH 1 €€ 3HaueHHe U1 O€30I1aCHOCTH
8. 3ammta HHGOPMALMHU B 00JaUHBIX BEIYUCICHUSAX U
BUPTYyaJIA3AITUS
9. Texnonoruu VPN u ux ponp B 3ammre HHGOpMaIuu
10. MHCTpYMEHTH MOHUTOPHHTA M YIIPABJICHUS 0€30IaCHOCTHIO CETH
Tema 4. TpeGosanus K [1K-2
CHCTEMaM 3aIl|Thl 1. OcHOBHBIE TPeOOBaHUS K CHCTEMaM 3alllUThl HHPOPMAIIMK HA
HHQOpMALNI 1 NPENIPUATUAX
HaIlpaBJICHUA Pa3BUTHA 2. Ponb cuctem 3amuTel nHGOpMALMK B 00ECIICYCHUN
CpelcTB besonacHocTu HENPEPHIBHOCTH OHU3HECa
Egiigﬁg:}:;:' Tpasospie | 3 Tunel cucTeM 3anuThl HHPOPMALIUK U UX XapaKTEPUCTUKH
HECAHKIIIOHMPOBAHHOTO 4. OCHOBHBIE IPUHIIUITBI Pa3pabOTKU CPECTB 3aIUTH HHPOPMAITUH
JOCTyTIa K WH(OpMAITIH Ha MpCATPHATHH
5. BrnusiHre npaBoBBIX HOPM Ha pa3pabOTKy CUCTEM 3aIHUTHI
uHbopmanuu
0. HampasiieHus pa3BuTusi CpeJCTB 3alIUTH HHPOPMAIIH B
KOPIOPATHUBHBIX CETSIX
7. BimstHue TeXHOIOTHI OJIOKUCHH Ha 0€30IaCHOCTD JaHHBIX
8. [IpaBoBBIE TOCTEACTBUS HECAHKITMOHUPOBAHHOTO JIOCTYTA K
UHPOpMALIUU
9. Pucku mist OuzHeca oT yTeduek HHGOpPMAIUU U UX MTOCIIESACTBUS
10. Poib BHEIITHUX ayIUTOPOB B 00eCTIeUeHUH O€30MMaCHOCTH JaHHBIX

HIxana oueHnBaHUA

IITkana oneHUBaHUA

Kpurepnuu oricHMBaHMS

«OT1nuuHO»

OOyuatomuiicst ryOOKO U COAEPIKaTeNIbHO PAaCKphIBACT TeMy AOKJIAAa, He
JOIYCTHB OIMOOK. OTBET HOCUT Pa3BEpHYTHIN U MCUEPIBIBAIOIINI XapaKTep.

«Xopouio»

OO0yuJaromuiics B IIEJIOM PacKPBIBACT TEMY OKJIaaa, OJHAKO OTBET XOTS OBl
Ha OJIMH M3 HUX HE HOCUT Pa3BEPHYTOr0 W UCUSPIIBIBAIOIIECTO XapaKTepa.

«Y,I[OBJ'ICTBOpI/ITCJ'IBHO»

OOyyJaromuiicss B LENOM pacKpbIBaeT TeMy MAOKIaAa M JOIyCKAaeT Pk
HETOYHOCTEH, ()parMEeHTapHO PACKPBIBAET COACPIKAHUE TEOPETUUCCKUX
BOIIPOCOB WJIM MX PACKPBIBAET COAEPKATEIBbHO, HO NOMyCKas 3HAYUTENIbHbBIC
HETOYHOCTH.

«HeyZ[OBJ'ICTBOpI/ITCJ'IBHO»

OOyuyaromuiics He BajeeT BHIOpaHHON TeMOi

6.2.3. OueHOYHBbIE CPEACTBA OCTATOYHBIX 3HAHMH (TECT)

1IK-2.

1. Kakoii u3 MeTonoB mingpoBaHus ABJIsIETCH CAMMETPUYHBIM?

1) RSA
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2) AES
3) ECC
4)  Diffie-Hellman

2. Y10 Takoe KpunTOrpapuUecKuii Xm?

1)  Axaroputm mudpoBaHus

2)  Meroa nonyyeHus yHUKaJIbHOTO UACHTHU(PUKATOPA TaHHBIX
3)  MerTtoa reHepauuu ciy4yalHbIX YUCENT

4) ANTOPUTM /J1 TPOBEPKHU MOJTUHHOCTH COOOILIEHU

3. Kakoii TMII aTak MCHOJb3yeTcs JJf B3J0MAa NMapoJieii ¢ MOMOIIbI0
NpeIBaAPUTENbHO BHIYHCIEHHBIX XJII-3HAYEeHNH ?

1) ATaka «rpy0oi CHIIBD»

2) ATaka 1o cioBapro

3) ATaka ¢ UCTOIb30BaHUEM PATY>KHBIX TAOJIHII

4) ATaka «4eJIOBEeK MOCEePEIUHE»

4. Kakoii anroputm mucnogab3dyercss A HGPOBAaHUSA JAHHBIX B
coppeMmenHbIx Wi-Fi cersax?

1) DES

2)  AES

3) RC4

4) RSA

5. Kakoii mMexaHu3sM ayTeHTH(UKALMH HMCIOJIbL3YETCSI B IPOTOKOJIE
WPA2 nas 3amutel Wi-Fi cereii?

1) ECDSA

2) TLS

3)  PSK (Pre-Shared Key)

4)  AES

6. Kakoil M3 mepe4yucJIeHHBIX AJIrOPUTMOB He SIBJISIETCH AJTOPUTMOM
ACMMMETPUYHOI0 udpoBanus?

I) RSA

2)  ElGamal

3) AES

4)  ECC

7. Kakyo ¢pyHKIUIO BHINOJHSAET MyOJUYHBIN KJIKY B ACHMMETPUYHOI
Kpunrorpapun?

1) IHudpyer nannuvie

2)  JlemmdpyeT naHHBIC

3) [ToamuceiBaeT cooOIeHUs
4)  IlposepsieT mognucu
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8. Kak Ha3pIBaercs aTraka Ha CHCTEMY, IPH KOTOPOH NbITAITCA
NoA00PATh CEKPETHBIN KJII0Y METOI0M «Ipy0oil CHIbI»?

1) ATaka ¢ UCTOIb30BaHUEM PATY>KHBIX TaOJIHI

2) Artaka no cioBapro

3)  Araka Ha ocHOBe mUdpa

4)  Ataka METO/JIOM MOJHOTO mepedopa

9. Kakoii anroputm wucnoandyercs B SSL/TLS s obecneueHust
KOH(PUIEHUNATBLHOCTH U 1I[€JIOCTHOCTH JAHHBIX NPHU Nepeaaye yepe3 UHTEPHET?

1) AES

2) RSA

3) DES

4) RC4

10. Kakoe n3 3TuX yrBep:KAeHuii 0 tu(poBOid NOAMUCH BEPHO?

1) [udposas moanuch UCTOMB3YyETCA Tl MU(PPOBAHUS COOOIIEHUN

2) HudpoBas moanuck odecredynBacT KOHPUACHIINATLHOCT COOOIICHUS

3) lludpoBas mOAMKWCH HUCHOJIB3YETCS IS TMPOBEPKU TMOJIMHHOCTH U
1[EJIOCTHOCTH COOOIIEHUS

4) [udpoBas moanuch UCHOIB3YETCS ISl CO3JJaHUSI TapOJIs

11. Yro Ttakoe PKI (Public Key Infrastructure)?

1)  Cucrema ynpaiieHUs TU(PPOBBIMU MOMUCIMU

2)  Cucrema s IM(PPOBAHKS CUMMETPUYHBIMU AITOPUTMAMHU

3)  Cucrema, uCoNb3yIOIIask TOJBKO OJHOPA30BbIE KITIOYU

4)  MexaHusM Ui yOpaBJICHHUS U XPAaHEHUS MyOJWYHBIX M TMPUBATHBIX
KIIFOYEn

12. Yto Takoe '"crpormii pexum mudpoBaHus'" B KOHTEKCTe
anroputma AES?

1) Pexum, rae kaxaplid 010K JaHHBIX MUGPYETCS OTACIBHO

2) Pexxum, KOTOpBIA 3ampeniacT MCIOIb30BAHUE BCEX CHMBOJIOB, KpOME
udp

3) Pexum, ucnonb3yromuii 6J10ku GUKCUPOBAHHOTO pazMepa

4) Pexunm, korma oauH K04 MCHOJIB3YETCS ISl BCEX CECCUM

13. Kakoii u3 aJropuTMoB SIBJISIETCH AJITOPUTMOM XIIIIMPOBAHUS ?

1) RSA
2)  AES
3) SHA

4)  Diffie-Hellman

14. B xakom caydae ucnoJb3yercs aaroputm HMAC?
1) Jlnst co3nanust HUGPOBBIX MOMUCEH
2) J1J1s1 3a1IMTHI LIEIOCTHOCTHU JTaHHBIX
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3)

JIns reHepanuuy ciry4yalHbIX YHCEIT

4)  Jns nemmudpoBaHusi COOOIICHUI

15. Kakoii mpoTOKOJ HCIOJb3YyeTCs S 3alIUThI 3JTeKTPOHHOM MOYTHI €
NMOMOIIbI0 KPpUNTOrpaguyecKUuX MeTo10B?

1) SSL

2) IMAP

3) S/MIME

4) SMTP

16. UYrto o3Hayaer TepMUH '"'KOH(PUACHIHAJIBHOCTH' B KOHTEKCTe
3auThl HHPOpMauu?

1)  3ammra OT HECAHKIIMOHUPOBAHHOIO JIOCTYNA K IAaHHBIM

2) VY iocroBepeHre NOAIMHHOCTH OTIPABUTEIIS

3) [ToarBepxkaeHnEe ETOCTHOCTH TaHHBIX

4) VY iocToBepeHHe aBTOPCTBA JaHHBIX

17. Kakoi aJIrOpPUTM KpUNTOrpagpuyeckoro X3 IHPOBAHUA
HCNOJIb3YeTCHA /Ui NPOBEPKH MOJJMHHOCTH MapoJied B COBPEMEHHBIX
cucremMax?

1) MD5

2) SHA-256

3) DES

4) RSA

18. Uro mpeacraBJsieT co000i MeETO] aATAKYIOIIEr0, KOTOPbIA MbITAETCSA
yrajaathb CeKpeTHbI KJIKHY, HCCIAeAYH BO3MOKHbIe KOMOMHAIIMU 3HAYEHU A ?

1) ATaka ¢ pagy>KHbIMU TaOJIUIIaMH

2)  Artaka METOJIOM ITOJTHOTO IIepedopa

3) Artaka no cioBapro

4) ATaka c ucrnosiab3oBaHueM ysizBumocteit B [10

19. UYro Takoe "cumMerpuuHoe mudposanue'?

1)  HWcnonp3oBaHwe  OJAMHAKOBBIX  KiIroYed i muddpoBaHus
JIemuppoBaHUS

2)  Hcnonb3oBaHue ABYX KIIIOUEH: MyOJIMYHOTO U IPUBATHOTO

3)  Hcnonb3oBaHWe YHUKAIbHBIX KITIOUEH AJI KaXI0TO ceaHca

4)  Hcnonb3oBaHuEe OJHOTO KIIFOYA VISl BCEX MOJIb30BATENEH CUCTEMBI

20. Kak Ha3pIBaeTCi MeXaHHM3M, MO3BOJSKINNH ayTeHTHQUUHMPOBATH
M0JIb30BATEJIsl C MIOMOIIBIO €ro OTHe4YaTKa najbua’?

1) buomMerpuyeckas ayTeHTHDUKAITISL

2)  MmuorodakTopHas ayTeHTU(UKALINSA

3)  IlaponbHas ayTeHTUDUKAIHS

4)

PoneBas ayreHTHpUKaLMs
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21. Kakoil u3 mnepevyMCJeHHbIX MeTOA0B IIHM(POBAHMS MCHOJIb3YyeT
acCHMMeTPUYHbIE KJIIOYH?

1) RSA

2) AES

3) DES

4) RC4

22. [las 4ero ucnoJb3dyercs nporokoJa SSL/TLS?

1) Jlist i poBaHus 31EKTPOHHBIX MHCEM

2) JI71s1 3a1UThl JJAaHHBIX, IEPEIaBaeMbIX 1O CETH

3) Jlnist ayTeHTU(dUKAIUU TI0JIb30BaTeNen

4) JInst 31U Thl 0a3bl JAaHHBIX

23. Yro TaKoe ABYCTOPOHHSS ayTeHTU(PUKAUUSA (mutual
authentication)?

1) Korma Tonpko cepBep ayTeHTUDUIIUPYET KIMECHTA

2) Korma o6a ydactHuka oOmMeHa mHpOpManuen ayTeHTHPUITUPYIOT APYT
Apyra

3) Korpa knueHT ayreHTudunupyet ceds ¢ MOMOIILI0 mapoJs

4) Korpa 06a yuacTHHKA UCTIONB3YIOT OJIMHAKOBBIE MAPOIU

24. Kakoi u3 MeTOAOB 3alMTHI [JTaHHBIX HCHOJb3YeTCHd I

o0ecrneueHus HEJOCTHOCTH M 3allIMTBI OT NMOAMCEHBI JAaHHBIX B IIPOLECCE HUX

nepeaavu?
1)
2)
3)
4)

25.
)
2)
3)
4)

26.

[IudpoBanue
DneKTpOHHAs MOJIIUCH
X3IHUPOBAHUE
OTKpBITBIE KITIOUH

Yrto Takoe cucreMa ynpasJjeHus kiawdamu (KMS)?
MexaHn3M 1S TEHEpALUK NTap KIII0Yen

MexaHu3M Jy1st yIpaBiaeHUs JOCTYIOM K JaHHBIM

Cucrema Jy1st XpaHeHUs1, paclipeAesICHUs U 3alllUThl KITtouen
[IpoTokon asns 3anuThl HHGOPMALIUK

Kak mHa3piBaeTcss ¢nocod, NpH KOTOPOM CeKPETHBI KJII0Y

HCNOJIb3YyeTcH 1JIA JemudpoBanus 3al1M(PPOBAHHBIX TAHHBIX?

)
2)
3)
4)

27.
HEBEPHO?

[udpoBanue ¢ UCMOIB30BAHUEM CUMMETPUYHBIX KITIOUEH
AcumMmeTpruyHOe UG pPOBaHUE

X31IKUPOBAHUE

DJIEKTpOHHAs MOJINUCH

Kakoe wu3 3THX YyTBepKAeHHH O KpUNTOrpauyYecKux X3IIax
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)
BXOJa
2)
3)
4)

28.

Xom-QyHKIMs BCeTJ]a TEHEPUPYET YHUKAIBHBIN PEe3yJIbTaT JJIsl KaXK0T0
XoM-QyHKITUS UCTIONB3YETCS IS TPOBEPKU IIEITOCTHOCTH TAHHBIX
Xom-GyHKIIMY HE MOTYT OBITh paciu(poBaHbl 0OpaTHO

Xo1I-(hyHKIUY ABJISIIOTCS HEOOPAaTUMBIMU

Kakoit u3 31ux ajaropurmoB mudpoBaHus sBJsieTCH HauOoJee

3¢ ¢eKTUBHBIM [UISl 3A1UUTHI JAHHBIX B 00JIaYHBIX cCepBUCax?

1)
2)
3)
4)

29.

AES

RSA
Diffie-Hellman
ElGamal

Kakoii mpoTokos HCHOJIb3yeTCH ISl YCTAHOBJICHUS 3ALIUIICHHOTO

KaHAaJIa CBSI3U MEKAYy KJIUEHTOM U CepBepOM B MHTepHeTe?

)
2)
3)
4)

30.

SSL/TLS
HTTP
FTP
SMTP

Kak Ha3bIBaeTcsi MeTOJ, NPHM KOTOPOM /BAa Y4YaCTHHKA OOMeHAa

MOIryT OOMEHMBATBHCH KJIKYAMHU 0e3 TOro, 4ro0bl OHM ObLIM INepexBayeHbl
TpeTbeldl CTOPOHOI?

1)
2)
3)
4)

31.
1)
2)
3)
4)

32.
D

Huddu-Xenaman

RSA

Onp-I"amanp

RSA u Tludpdu-Xemnman

Yrto Takoe ceprudurar X.509?

Tun mudpoBoii moanwCcH

Cranpapt s 3aIMThI TAPOIEN

dopmart 1t XpaHeHUs 1 00MeHa MyOIMYHBIMU KITF0UYaMHU
MeTton renepanuu CIy4aiHbIX YUCe

Yro npeacrabiisieT cO00M aTaKa «4eJI0BEK MocepenHe»?
ATaka, mpU KOTOPOH 3JOYMBIIUIEHHUK MEPEeXBaTbIBAET U U3MEHSET

JaHHBIC MCXKAY ABYMS CTOPOHAMHU

2)
3)

ATaka Ha cepBep, C LIeJIbI0 IEPEeTPY3UTh €ro
ATaka, TMpu KOTOPOM MaApOb TMOJIb30BATENSI YKpPaJeH C MOMOIIbIO

IepexBara CCTHU

4)

33.

)

ATtaka Ha mU@dp ¢ UCTIOIB30BAHUEM PATYKHBIX TaOIHUITL

Yro Takoe "MHOoropakropHas ayreHrupuxkanus' ?
Meton, npu KOTOpOM JJIsl BXOJAa B CHUCTEMY HCIOJIB3YETCs 1Ba U Oolee

Pa3HBIX CcrocoOa MPOBEPKHU MOITUHHOCTH
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2) Hcnonb3oBaHue eAMHOIO Naposist AJisl BCEX MOJIb30BATEIEH
3) Hcnonb30BaHue 0JHOPA30BBIX HapoJien
4) Meton, mpu KOTOPOM HCHOJIB3YETCS TOJIBKO MapOJib

34. UYro Takoe KpUNTOrpapuyeckas 3alUTa HA OCHOBE JJLUIMINTHYECKUX
KPHUBBIX?

1) Meton, WCHOJNB3YIOUIMKA JOJITUE BBIYMCIECHUS I YBEIMYCHUSA
0e30ImacHOCTH

2) Metoa, UCTIONB3YIONTUNA MAaTEMAaTHYECKUE OCOOCHHOCTH AJUIUITUYECKUX
KPUBBIX JIsl oO0ecTieueHus: 6€301macHOCTH

3) MeTtoa, HCTIOB3YIOIIUN TOJIBKO OJHOPA30BBIE KIIFOUU

4) MeToa, UCTIOIB3Y IO XAIIUPOBAHUE

35. Kakoii U3 MeT010B 3aIIUTHI JAHHBIX MpPeANoJaraeT ucCnojab30BaHue
JIMYHBIX OHOMETPHYECKHUX XAPAKTEPUCTHK, TAKMX KAK OTHEYaTKHU NAJbIeB UJIH
panyxHasi 000104Ka riaa3a?

1) buomerpuyeckas ayreHTHDUKAITISA

2)  IlaponbHast ayTeHTH(PHUKAIUSL

3)  CekpeTHblil K04

4) OTKpBITBIN KITIOY

36. Kakoit aaropurm 3amurTbl HMHEPOPMALUM HCHOJIbB3YETCH IS
MG poBbIX NOANKCEH B 3JICKTPOHHOM nmo4Te?

1) RSA
2)  AES
3)  SHA-I
4)  DES

37. Kakoil ajnropurM HCHOJBb3YeTCA B OOJBIIMHCTBE COBPEMEHHBIX
cucTeM JJis1 IU(PPOBAHKS JAaHHBIX B 0a3e JaHHBIX?

1)  AES
2)  RSA
3)  MDS5
4)  SHA-256

38. Kakoii THMm arak 4vame BCero MCHOJb3yeTcsl AJs MOHUCKA
YSA3BUMOCTEH B KPUNITOrpapuuecKuX NpoToKoaax?

1) ATaka «rpy0oil CHIIBD»

2) ATaka ¢ UCTIOIb30BaHUEM PATY>KHBIX TAOJIHIL

3) ATaka Ha ocHOBe mHdpa

4) ATaka 1o cioBapro

39. Kakoii MexaHU3M HCIOJIL3YETCH ISl 3allIUTHI JAHHBIX B 00J1aKe?

1)  CummerpuuHoe mudpoBaHue
2) AcumMmerpruyHoe mudpoBaHue
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3) MmuorodakTopHas ayTeHTHU(DUKAIUSL
4) VPN

40. Kak Ha3pIBaeTcsi Npomecc, NpM KOTOPOM KpuUNTOrpaduyeckuii
KJII0OY HCHOJb3YeTCH VIS NPOBEPKH LEJOCTHOCTH [JAaHHBIX, a He JJIf HX
mudpoBanus?

1) X3IIMPOBaHUE

2) DJIeKTpOHHAs TOAHUCH

3)  Ayrentuduxanus

4) Huddu-Xenaman

41. Kakoil ajroput™M mHCHOJb3YyeTCs JIA CO3JAHUSA AYTEHTHYHBIX
uu@poBbIX NoANUce B 0J10KYeliHe?

1) RSA
2)  ECDSA
3) SHA
4)  AES

42. Yrto Ttakoe meron "nByx¢akropHoii ayreHTuduxkanuu' ?

1)  Hcnonws3oBaHue JBYX pa3HbIX KPUNTOrpapUUECKUX aITOPUTMOB IS
mUppOBaAHUSL

2) Ucnonb3oBaHue  KOMOWHAIIMKM  Mapojiass W OWOMETpUU IS
NOATBEPKIACHUS TUUHOCTU

3)  Hcnonbp3oBaHue mnapojss M OJHOPA30BOrO KOJA, OTIPABIEHHOIO Ha

TenedoH
4)  Hcnombp3oBaHuWE ABYX HICHTU(PUKATOPOB IS KaXKIOTO MOJIB30BATEIIS

43. Kak Ha3piBaerci KpuUNTOrpaduyecKuii NPOTOKOJ, KOTOPbIil
o0ecneunBaeT 0€30MACHOCTH BeO-CATOB?

1)  HTTPS
2)  FTP

3)  POP3
4)  IMAP

44. Kakoil ajaropurM HCHOJb3yeTCd B OJOKYEHH-TEXHOJOTUAX IJIs
NPOBEPKHU TPAH3AKIMIA?

1)  SHA-256
2) RSA
3)  DES
4)  MD5

45. Kakoit tTun mmudpoBaHUs  HUCHOJb3YyeTCHA JIA  Nepegayuu
KOH(PUICHUHAJIBHBIX JAHHBIX B MPHJIOKEHUAX C UCIOJIb30BAHHEM MYOJIMYHOIO

KJaw4a?
1) RSA
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2)  AES
3) SHA
4)  DES

Kurou Kk Tecty:

1.2 2.2 3.3 4.2 5.3 6.3 7.1 8.4 9.1

10.3 11.4 12.1 13.3 14.2 15.3 16.1 17.2 18.2

19.1 20.1 21.1 22.2 23.2 24.2 25.3 26.1 27.3

28.1 29.1 30.1 31.3 32.1 33.1 34.2 35.1 36.1

371 38.1 39.1 40.2 41.2 42.3 43.1 44.1 45.1

IlIkana oneHMBaHMA Pe3yJbTATOB TECTUPOBAHHUS

% BepHBIX pemeHni (OTBETOB) [IIxara oreHUBaHUS
85-100 OTJINYHO
70 - 84 XOpOUIOo
50- 69 YIOBIIETBOPUTEIHEHO
0-49 HEYIOBIETBOPUTEILHO

6.2.4. Ilpumepsl 32124 NpU pa3dope KOHKPETHBIX CUTYyAIMI

Tema 1. OcHnosHvle nouamus u onpedenenus. Mcmoynuku, pucku u gopmol
amak Ha ungopmayuro. [lonumuxa u cmanoapmul 6e30nacHocmu

MK-2.

1. Hammcatb oT4eT O pa3iIMYHBIX MCTOYHHKAX yrpo3 0Oe30MmacHOCTH
uHopMaIuy, BKIIOYasi BHyTpeHHUE U BHeIHUE (akTtopsl. [IpuBecTn mpumeps! aTak
U UX MOCJIEICTBHS.

2. Pa3paboTtath NOJUTUKY 0€30MacCHOCTH JJIs HEOOJBIION KOMIIAHUHU, BKIIIOYAs
OCHOBHBIE 3JIEMEHTHI, TAKUE KaK yNpPaBICHHUE JAOCTYNOM, OOyYEHHE COTPYAHUKOB U
pearupoBaHye Ha UHIUEHTHI.

3. OueHuTh pUCKU 11 MHOOPMAIMOHHOW CHCTEMbI, UCIONb3YS METOIAUKY
OLICHKU pUCKOB. OmNpeenuTh YS3BUMOCTH U MPEAJIOKUTE MEPhl I MUHUMHU3ALUN
PHUCKOB.

4. IlpoBecTu aHaNM3 peasIbHBIX CIIy4aeB yTEUYEK JIaHHBIX, ONMUCHIBAsA, KaKk ObLIa
OpraHM30BaHa aTaka M KakKhue Mepbl He OBUIM NPUHATHI i1 NpeAOTBpallleHus
UHITUICHTA.

5. PaspaboraTh mpe3eHTalMI0O O CTaHaapTax O0e30MacHOCTH (HampHuMep,
ISO/IEC 27001), 00bsicHsIs MX 3HAaUEHHE U IPUMEHEHUE B OPTaHU3aIMSIX.

6. Co3garp TabauIly, B KOTOPOM OyIyT MEepedyrcClIeHbl pa3iuyHble (GOPMBI aTaK
Ha MH(POpPMAIINIO, UX OMUCAHUE U CTIOCOOBI 3aIUTHI OT HUX.

Tema 2. Kpunmoecpaguueckue moodenu. Aneopummel  wugposanus.
Aneopummol aymenmughukayuu noavzosameneu. Mooenu 6e30nacHocmu OCHOBHBIX
ONepayUOHHbIX CUCHIEM.
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IK-2.

1. Onucath OCHOBHBIE KpUNITOTpadUUECKHEe MOJIEIH, BKIIOYasi CHMMETPUYHBIC
U aCUMMETPHUYHBIE alropuT™mbl. [IpuBecTH mnpuUMepbl M OOBSICHUTH, B KaKUX
CUTyalUAX KaXIyI MOJEIb CIEAYET UCIIOIb30BATh.

2. Pa3pabotarh aHanu3 anroputMoB mudpoBanus (Hampumep, AES u RSA):
NPUHIUI Pa0OThI, MIPEUMYIIECTBA U HEAOCTATKU KAk JAOTO arOpUTMA.

3. Omnwmcate MeTOAbl ayTEHTU(PUKAIIMU T0JIb30BATEJNICH, BKIOYas MapOJIH,
TOKEHBI U OuoMeTputo. [IpuBecTu npumepsl, I1e MPUMEHSIOTCS TH METO/IbI.

4. Peanu3oBaTh MPOCTOM MPUMEP HUCIOJIB30BAHUS aIrOpuUTMa MIU(PPOBAHUS
(manpumep, AES) Ha BbIOpaHHOM sI3bIKE mporpamMmupoBaHus. OmnucaTh, Kak
paboTaeT Ko U Kakrue OMOIMOTEKH UCTIONb30BAIHUCH.

5. IlpoBectn aHanmu3 Mozenel 0€30MacCHOCTH B OJHOM M3 ONEPaIMOHHBIX
cucteM (Hampumep, Windows, Linux). OnucaTh, Kak OHHM pEaTH3yIOT 3allUTy
uH(GOPMAITIH U YIIPABICHUE JOCTYTIOM.

6. HccrnenoBaTh COBpPEeMEHHBIE YIPO3bl ISl KPUNTOTpaQUUECKHX METOOB
3amuThl THPOPMAIIMH U TIPEIJIOKUTH CIIOCOOBI UX TPEOOJICHUS.

Tema 3. Aomunucmpuposanue cemeu. 3awuma ungopmayuu 6 cemsx.
Mnuocoyposnesas sauuma KOpRoOpamueHulx cemell.

MK-2.

l. Hamumcarp oTyer O mNpUHOMIAX AAMUHHUCTPUPOBAHMS CETEH, BKIIOYAS
OCHOBHBIE 33/1a4¥ U OTBETCTBEHHOCTh CETEBOT0 aIMUHUCTPATOPA.

2. OnwucaTte pa3audyHbIe METOJbI 3alUThl MHPOPMAIMKU B CETAX, BKIIOYASL
(daepBoiibl, cucTeMbl OOHapykeHus BTopxeHud u VPN. IlpuBectu npumepsl ux
WCIIOJIb30BAHUA.

3. Pazpaborarh KOHIIEMIIMIO MHOTOYPOBHEBOM 3aIlMTHI ISl KOPIOPATUBHOM
CeTH, BKJII0Yas (PU3NUECKYI0, CETEBYIO U MPUKIIAIHYIO 3aITUTY.

4. TIpoBecTy MpaKTUYECKOE UCCIIEIOBAHNE 110 HACTPOUKE (haepBOJia U CUCTEMBI
OOHApy>XEHHUsI BTOPXKEHHUM B TECTOBOM cerw. Omnmcarh MPOIECC HACTPOUKH U
pe3yJbTaThl TECTUPOBAHMUSL.

5. Omnucare HanboJsiee pacpOCTpaHEHHBIE YIpo3ax OE30MacHOCTH B CETAX H
IpeJIaraeMble MEPhI IO UX MPEAOTBPALLICHUIO.

6. Pa3paboTrath pyKOBOJACTBO IO MPOBEACHUIO ayJuTa 0€30MacHOCTU CETEBOI
UH(PPACTPYKTYpPHI, BKIIFOYasi OCHOBHBIE ATAIlbl 1 METO/IbI.

Tema 4. Tpebosanus k cucmemam 3awumel UHDOpPMAYUU U HANPAGIEHUS

paseumust  cpeocme 0Oe30nacHocmu  npeonpusimusl. IIpasosvie nocneocmeus
HeCaHKYUOHUPOBAHHO20 0OCMYNA K uHgopmayuu
IIK-2.

1. Onucate OCHOBHBIE TpeOOBaHHMS K CHUCTEMaM 3allUThl HH(OpMaIuy,
BKJIIOYAsi PYHKIIMOHAIIbHBIC, HA/IC)KHBIE U YCTONYHMBBIC ACTICKTHI.

2. Paspaborarh aHanM3 HaMpaBleHUW pa3BUTUS CPEACTB O€30MaCHOCTH
MPEANPUITUSA: HOBBIE TEXHOJIOTUU U MOXO/IbI.

3. HccrnemoBaTh mMpaBOBBIE AaCMEKTHI 3alUThl WHGOPMAIUU: 3aKOHBI U
HOPMAaTHUBHBIE aKThl, PETYJIHPYIOLIIUE O€30IaCHOCTh JaHHBIX.

4. IIpoBecTn uccaea0BaHNE O MOCIEACTBUAX HECAHKIIMOHUPOBAHHOTO JTOCTyNa
K UH(GOpMAIUHU, TPUBO/IS IPUMEPHI U3 peallbHON MPAKTUKH.
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5. IloaroToBuUTh OTYET O POJU PETYIATOPOB B OOCCHEYCHUH 3aIUTHI
uH(GOpMAIH: KaK OHU BIUSAIOT HAa MPAKTUKU U CTAaHAAPTHI 0€30MMaCHOCTH.

6. Onucarb NPaKTHYECKWE PEKOMEHJAUUH 10 BHEIPEHUIO MOJUTUKHU
0€30macHOCTH Ha yPOBHE MPEANPUSITHS, BKIIOUYAsi TPUMEPHI YCTICIITHBIX PeaTn3alini.

IIxaJyia oueHUBaAHUSA

[IIxana oreHMBaHUA

Kputepun oneHuBaHus

«OTInYHO»

00YyYarOIIUICS SICHO U3JIOXKUJ YCIOBHE 3a1a4H, peleHre 000CHOBA

«Xopormro»

O6yanOHIHﬁCH SICHO H3JIOKUIT YCJIIOBHUEC 3aja4d, HO B 000CHOBaHUH
PEHICHUA UMCIKOTCSI COMHCHMS

«yI[OBJ'ICTBOpI/ITeJ'ILHO»

06yqa}0m1/1171051 H3JIOKWII PCIICHHUE  3ada4H, HO 000CHOBa €ro

bopMyTUpPOBKaMU OOBIIEHHOTO MBIIILJICHHUS;

«HeynoBneTBopUTEIBHO»

oOyyaromuiics He YSICHWI YCIIOBUE 3aJadyM, pPelIeHHe HEe 000CHOBAI
a0 He cian paboTy Ha MPOBEpKY (B Cilydae MPOBEICHUS PEIICHUS
3a71a4 B MUCbMEHHOH Gopme).

6.2.5. TemsI nis pepepaToB

Tewma (pazmen)

Bomnpocsr

Tema 1. OcHOBHBIC TOHATHS U
onpeaeneHus. IcTouHuKH,
prckd U GopMBI aTak Ha
nHpopMmaruro. [Tonutuka u
CTaHAAPTHI 0€30TTACHOCTH

[1K-2

1. Onpenenenue kpuntorpaduu u e€ pojkb B 3alnTe HHOOPMAITUH.
2. OcHOBHBIE BUIbI aTaK Ha UH(OPMAIIHIO: IPUMEPHI U CITOCOObI
3aIHTHI.

3. Ilonutuku 6€30MacHOCTU: KaKue Mepbl HE00XOAUMO MPEAIPUHSATD
IUTSL 3aIIATHI MHPOPMAIIMY B OpPTaHU3AIHH.

4. CrannapTbl 0€30MaCHOCTH: MEXTyHApOIHbIE M HAI[HOHAJIbHBIE
cTaHAapThl 1o 3ammrte napopmanuu (Harpumep, ISO/TEC 27001).

5. OueHka pUCKOB B 00J1aCTH HH(POPMALIMOHHOM 6€301acHOCTH:
METOBI M TTOTXO/IBI.

6. AKTyasbHbIe yTpo3bl 0€30MacCHOCTH MH(OPMAIIH B COBPEMEHHBIX
WH(POPMAIMOHHBIX CHCTEMaX.

7. Ponb yenoBeueckoro akropa B 6e30macHOCTH MHPOPMALIUU: KaK
OImMOKH TOJIK30BATENICH MOTYT IIPUBECTH K yTEUKaM JTaHHBIX.

8. IIpumeps! peanbHbIX aTaK Ha HH(POPMALMOHHBIE CUCTEMbI U aHAJIN3
UX MOCIEACTBUMN.

Tema 2. Kpunrorpapuyeckue
MOJCITH. AJITOPUTMBI
U(ppOBaHUS. AJITOPUTMBI

Ay TCHTU(PUKAIIH
moik30BaTelieit. Monenun
0€30IMaCHOCTH OCHOBHBIX
OTIEePAIIMOHHBIX CUCTEM.

[K-2

1. Kmaccudukanus kpuntorpadhuaeckux MOJCIICH: CHMMETPUYHBIE U
ACUMMETPUYHBIE AITOPUTMBI U PPOBAHUSL.

2. OcHosnble anroputmsel mudposanus: AES, DES, RSA: npuniuns
paboThl U 00TaCTH TPUMEHEHUS.

3. AropuTMmbl ayTeHTU(DUKAINY [T0JIb30BATENECi: METOBI U CpEACTBa
(Hampumep, aposH, TOKEHBI, OUOMETPHS).

4. Monaenu 0e30MMacHOCTH B ONIEPAITMOHHBIX CUCTEMAaX: KaK OHU
pean3yIoT 3aIuUTy HH(HOPMALIUH.

5. [IpuMeHnenne KpunTorpa@puIecKux aIrTOPUTMOB B PA3IMYHBIX
o0nacTsax: oT (PUHAHCOB JI0 TOCYJaPCTBEHHBIX CTPYKTYP.

6. CoBpeMEeHHBIE YTPO3bI I KPUNTOTPAPUIECKUX METOIOB 3AIIUTHI
nH(MOpMaIIMU: aTaKu Ha MHUGPBI U UX YSI3BUMOCTH.
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7. HTerpanust KpunTorpaguuecKux METOA0B B IPOTPaMMHOE
o0ecreyeHue  armnapaTHble peIIeHusl.

8. bynymiee kpunrorpaduu: HOBbIe HANPABJICHUS U TEXHOJIOTUH, TAaKHE
KaK KBaHTOBAasI KpUITOrpaQusl.

Tema 3. AnmuHHCTpHpOBaHKE
ceTeil. 3amuTa nHGOPMAIINH B
ceTsix. MHOTOYypOBHEBasI 3aIlIiTa
KOPIIOPAaTUBHBIX CETEH.

[1K-2

1. OcHOBHbBIEC IPUHLIUIIBI ATIMUHUCTPUPOBAHUS CETEH: 3a7aUu U
OTBETCTBEHHOCTH CETEBOI'0 aIMUHUCTPATOPA.

2. Meto/ibl 3a1IMTHl HH(OPMALIUK B KOPIIOPATUBHBIX CETAX: (hacpBOIIbI,
CHCTEeMBbl OOHAPY>KEHHSI BTOPKECHUN U IPyTHE CPEICTBA.

3. MHOroypoBHEBas 3aluTa ceTeBoi HHOPACTPYKTYPHI: TIOAXOIBI U
TCXHOJIOTHUH.

4. Pons VPN u mmudpoBanus B 3anute HHGOPMAIMH TIPH TIepeade
JAaHHBIX I10 CETAM.

5. Ilpumepsl ycnenHol peain3aiii MHOTOYPOBHEBOM 3aIIUTHI B
KPYIIHBIX OpraHA3alUgX.

6. YTrpo3bl 0€30MaCHOCTH B CETAX: aHAIM3 U CIIOCOOBI UX
MPEAOTBPALLICHHUS.

7. Ayaut 6€30macHOCTH CeTeBOM MH(PPACTPYKTYpPHI: METOMIBI U
IIoaAXO0dhbI.

8. [IpakTUueckre peKOMEHIAINH T10 YIIYYIICHUIO 0€30TTaCHOCTH
KOPIOPATUBHBIX CETEH.

Tema 4. TpeboBanus K
crcTeMaM 3alIuThl HHQOpMAaIuu
M HAaIlpaBJICHUS PAa3BUTHS
CpencTB 0€30MaCHOCTH
npeanpusarus. IIpaBosele
[OCIEACTBUSA
HECAaHKLIMOHUPOBAHHOTO
ImocTyma K nH(pOopMaIiu

[1K-2

1. OcHoBHBIE TPEOOBAHMS K CUCTEMaM 3aIIUTHI HHPOPMALIUN:
(bYHKIIMOHATIBHOCTh, HA/ICKHOCTh, YCTOWYHBOCTb.

2. HanpaBieHus pa3BUTHUS CPEACTB O€30MAaCHOCTH: HOBBIE TEXHOJIOTUU
¥ TTOJIXO/TBI B 3aIIUTE HH()OPMALIUH.

3. IlpaBoBBIE acMeKThI 3aIUTHI HH(POPMAIMU: 3aKOHBI 1 HOPMATHBHBIE
aKTBI, PETyIHpPYIOINe 0e30MacHOCTh JaHHBIX.

4. OTBETCTBEHHOCTh OpPraHU3alMi 32 YTEUKY NaHHBIX: IPABOBBIC
MOCJIEACTBUS U MEPHI BO3ICHCTBHS.

5. Ilpumepsl HECAaHKIIMOHUPOBAHHOTO JOCTYIA K MH()OPMAIH U HX
MPaBOBBIC MOCIIEACTBUSL.

6. Poib perynaropoB B o0ecrieueHnn 3auuThl UHHOPMAIUU: KaK OHU
BJIMSIOT Ha MIPAKTUKY M CTAHAAPTHI O€30MaCHOCTH.

7. Pa3zpaboTka U BHEIpEHUE MOJIUTHUKH 0€30MIaCHOCTH Ha YPOBHE
HPEATIPUATHS: TPUMEPHI U PEKOMEHTAIHH.

8. bynyuiee 3ammThel nH(GOpPMAIMK: KaK IPABOBBIE U TEXHOJIOTUYECKHE
M3MEHEHHSI IOBJIHSAIOT Ha CHCTEMBI O€30IaCHOCTH.

IIxajaa oneHNBaHUA

[ITxana orleHUBaHUSA

Kpurepnn oneHuBaHUS

«OTnaHO» OOyuaronuiicst TIyOOKO ¥ COJEPKATEIBbHO pPACKPBIBACT TEMY
CaMOCTOSITENIbHON paboThl, HE MOMyCTUB OMIMOOK. OTBET HOCHUT
pPa3BEPHYTHIN U MCUEPIIBIBAIOIIUN XapaKTEP.

«Xopomio» OOyuyatomuiicss B 1€JIOM pacKpblBaeT TEMY CaMOCTOSITENbHOM

paboTBI, OJHAKO OTBET XOTSA OBl HAa OJWH W3 HUX HE HOCHUT
Pa3BEpHYTOI'0 U UCUEPIIHIBAIOIIETO XapaKTepa.

«Y IOBIIETBOPUTEIIBHO»

OOyuatonuiics B IEJIOM PacKpbIBaeT TEMY CaMOCTOSITENIbHOM pabOThI
U JIOMyCKaeT psii HETOYHOCTEH,
coJiep>KaHue
COJIepKaTeIbHO, HO JOMYCKasi 3HAYUTEIbHBIE HETOUHOCTH.

(parMeHTapHO PACKPBIBAET

TCOPCTUUCCKHUX BOIIPOCOB HIJIIM HX PACKPBIBACT
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«HeynosnerBopurensHo» | OOyyaromuiicss He BiajeeT BBIOPAaHHOW TEMOH CaMOCTOATENbHOM
paboThI

6.2.6. UnquBuayabHbIe 3a1aHNUS JJI51 KYPCOBOH padoThl (IPOEKTA)
KP wu KII mno mucrmmumue «Kpunrtorpadudeckne METOIBI 3alllUThI
uH(popmam» padoyel TporpaMMon U y4eOHbIM TUIAHOM HE TPELYCMOTPEHBI.

6.3. OLHEHOYHBbIE CPEICTBA HNPOMEXYTOYHOI'O
KOHTPOJIA

Bonpoce! AJ151 NOATOTOBKH K MPOMEKYTOYHON ATTeCTAIMH 110 HTOTaM OCBOEHMS
aucuunanasl Kpunrorpagpuyeckue MeToabl 3a1iMTHI HHpoOpMaNMu:

MK-2.

l. Kommbrorepnsie Bupychl. UX pa3sHOBUIHOCTH.

2. AwutuBUpYCHBIE cpencTBa. [IpuMepsl aHTUBUPYCHBIX IPOTPaMM.

3. ITonsarue naHOOPMAIMOHHONW 0€30MaCHOCTH.

4.  Iloustue KOH(MUACHINATEHOCTH HH(OPMALIUH.

5. [lonsTue pmoctyma K  uHpoOpManuu  (CAaHKUMOHUPOBAHHBIA  H
HECAHKIIMOHUPOBAHHBIN TOCTYII).

6.  llonarus naeHTuduKams, ayTeHTUQUKAIIST 1 aBTOPHU3AIHSL.

7. [Tonsatue yrpo3a 6€30MacHOCTH.

8. [ToHsTHE YSI3BUMOCTDH CUCTEMBI (CETH).

9.  IlousATue aTaku HA KOMIBIOTEPHYIO CUCTEMY.

10. OxapakrepuszydTe MOAXOIbI K  OOECHEYEHHI0  KOMIIBIOTEPHOM
uHpopManmu.

11. Ilepeuucnure OCHOBHBIE M BCIIOMOTAaTENIbHbIE CEPBUCHI OE30MACHOCTH,
JanTe UX KiacCHu(pUKAIUIO.

12.  JlaiiTe XapaKTepUCTUKY TPYII TPEOOBAHUI K CUCTEME 3aIUTHI.

13. «®parMeHTapHbIil»  moaxon B olecrieyeHUM  0OE€30MACHOCTH
KOMITBIOTEPHOW CHCTEMBI.

14. «KoMmiekcHbIi» MOAX0A B 00eCieUeHHH 0€30IaCHOCTH KOMIIBIOTEPHOMN
CUCTEMBI.

15. B dem 3akiroyaeTrcs MOJUTHKA O€30MACHOCTA KOMITbIOTEPHOU CUCTEMBI?

16. Ha yem ocHOBaHa «HU30UpaTeIbHAS» MOJIUTHKA 0€30MaCHOCTH?

17. Ha uem ocHOBaHa «IOJTHOMOYHAs MOJUTHKA O€30MACHOCTH?

18. Tlonstue kpunrtorpadguu. OCHOBHBIC BUABI MIU(POB.

19. OO6ob6menHass cxema KpuntocucteMmbl. [lOHATHS CUMMETPUYHOU U
ACUMMETPUYHON KPUIITOCUCTEMBI.

20. Ilepeuucnure OCHOBHBIE aJITOPUTMBI KpUInTorpadguyeckux
npeoOpa3oBaHUIA.

21. Ilepeuucnure OCHOBHBIE METOJbl KPUOTOrpaUUYECKON  3alUThI
UHPOpPMAIIUU B KOMIIBIOTEPHBIX CUCTEMAaX U CETAX.

22. Kak xmaccupumupyroTcs CpeAcTBa KPUNTOTpaUuecKol  3aliuThl
uH(popmMaruun?
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23. OcHOBHBIE JOCTOMHCTBA M HEIOCTaTKW aIroput™Ma MIHGPOBAHUS
IaHHBIX ¢ moMoiso DES.

24. IlepeuucnauTe  OCHOBHbIE  KOMOWHAIIMHM,  HWCIIOJB3yeMbIe  IPHU
mudpoBarnu anroputmom DES.

25. Ilepeuucnure OCHOBHBIE peXUMBI paboThl anroputma DES.

26. Kak oOecrieunBaeTcs KPHUIITOCTOMKOCTh aCUMMETPHYHBIX
KpUINITOCUCTEM?

27. KakoBO OCHOBHOE€ Ha3Ha4€HHE XeUI-PyHKIUN?

28.  KakoBbl OCHOBHbBIE TPUHIUIBI POPMUPOBAHUS XeII-(DYHKIIHU?

29.  OtrnuuuTenbHble OCOOCHHOCTH OTEYECTBEHHOTO CTaHJapTa  Xelll-
byukiuu ('OCT P 34.11-94) ot anroput™oB xemupoBanust MD5 u SHA.

30. Ilepeuucnure OCHOBHBIEC ANTOPUTMBI IEKTPOHHON LU(PPOBOI MOAMHUCH
U YKQKHUTE Ha UX TPUHIIUIHAIbHBIC OTIAYUSI.

31. TunuyHble aTaku HA ONEPALIMOHHYIO CUCTEMY

32. TloHsATHE 3aUIIEHHON ONEPAIMOHHON CUCTEMBI.

33. AmnmapartHoe oOecrieueHrne CpeJICTB 3alUThI OIIEPAITMOHHON CHCTEMBI.

34. IIpoGmemsl 6e3omacHoCcTH IP-ceTei.

35. HawuOonee pacnpocTpaHEHHbIE BapUaHThl AaTaK HA KOMIIBIOTEPHYIO
cucteMmy Ha ocHoBe npotokoia TCP/IP.

36. CdopmynupyiiTe cnucok (PyHKIMOHATBHBIX J1€PEKTOB C TOUYKU 3PEHUS
3allUThI B UCTIOJIB3yeMO# oneparmonHoi cucrteme (OC).

37. Hazoute anementsl 6e3onacHoct OC UNIX?

38.  OCHOBHBIE TPAKTUYECKHUE BOMIPOCHI 3aIIUTHI HHPOPMALIUH.

39. IIporpaMMHbIe Cpe/ICTBA 3alIUTHl U YHUUTOXECHUS HHPOPMALIUH.

40. OcHOBHBIC MPHUHIUIIBI TOCTPOCHHS TOJCUCTEMbl HHGOPMAIIMOHHON
0€30MacHOCTH.

41. OOmme mpuHIUIEI 0OecTieueHrs] HHPOPMAIIMOHHON 0€30MacHOCTH.

42. CpenctBa o0ecriedeHus] KOH(OUICHIIUATEHOCTH TaHHBIX.

43. CpenctBa uneHTU(PUKAIUY U ayTCHTHU(DUKAINH TTOJIH30BaTEIICH.

44, TlpuBenute OCHOBHBIE CXEMbl HUACHTU(GUKANNN W ayTeHTU(DUKAITUU
[10JIb30BATEIIS.

45. CpenctBa ayTeHTU(DUKALIMY 3JIEKTPOHHBIX JAHHBIX.

46. IlpuBeaute  KiIacCU(UKALUIO  CHCTEM  3alIUThl  MPOTPAMMHOTO
oOecreueHusl.

47. CpaBHUTE OCHOBHbICE TEXHMYECKHE METOJIbI W CpEJCTBA 3allUThI
IPOrpaMMHOT0 00eCTICUEHUSI.

48. Ha3zoBuTe OTINYUS CUCTEM 3AIIUTHI OT HECAHKIIMOHUPOBAHHOTO JOCTyIa
OT CUCTEM 3alllUThl OT HECAHKIIMOHUPOBAHHOT'O KOIMUPOBAHUSI.

49. TIlpuBeaute onpeneneHrue MOHATHI «IIPOTOKOJIUPOBAHUEY U «aYTAT

50. HazoBwute 3a/1auu, peannu3zyeMble IPOTOKOJIUPOBAHUEM U ayAUTOM.

51.  JlaiiTe XapakKTEpUCTUKY 3aJa4ll aKTUBHOTO ayAuUTa.

52.  IlpuHIUIIBI MOCTPOCHMS ¥ CBOMCTBA MOTOKOBBIX MIU(POB.

53. OcCHOBHBIE METOJIbl KPUNTOAHATN3a CUMMETPUYHBIX U aCUMMETPUYHBIX
mudpos.
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54. Ilpumenenue kpunrorpapuyecKux METOI0B AJIs 3alIUThl OECTIPOBOIHBIX
CEeTeH.

55. Ponw u crpykrypa ceptuduxatoB OTKphIThIX Kitoueit (PKI).

56. Mexanusmbl u ctanaaptel mudposoi noamucu (PKCS, X.509).

57.  ANropuTMBbl T€HEpALUMU KIIFOYEH U METOBI YIIPABICHUS KIIOYAMMU.

58. Meroabl obecneyeHHs] LEJOCTHOCTU JaHHBIX B CHCTEMax 3allUThI
uH(popMaIuu.

59.  Crangapt I'OCT P 34.10-2012 u ero nmpuMeHEHHE Il JIEKTPOHHOU
HOJIITUCH.

60. Ilpunuumnsl paboThl U puMeHeHue anropurma RSA.

61. OcobeHHOCTH U TpPUMEHEHUE KpUNTOrpaduu C BIUIUNTUYECKUMHU
kpuBbiMu (ECC).

62. MexaHU3MBI AHOHUMHOCTH U KOH(UIEHIINATEHOCTH B
KpUNITOTpadhUIECKUX CUCTEMAX.

63. OcHOBBl KpunTOrpadUuecKord 3amUThl MOOWJIBHBIX W OOJAYHBIX
CEPBUCOB.

64. CoBpemeHHbIe pHIOKeHUs Kpunrorpadun. [Ipumepsr.

65. Kakue onsnementsl  Oe3omacHoctu  coaepxkutr  OC  Windows
2000/XP/Vista?

66.  DTanbl IOCTPOEHUS MOACUCTEMBI HH(POPMALIMOHHON 0€30MaCHOCTH.

67. JoctouHcTBa  OMOMETPUYECKHX  CIOCOOOB  WACHTH(PUKALMH U
ayTeHTU(PUKALUU 110 CPABHEHUIO C TPAAUIIMOHHBIMHU.

68. IlpaBoBbie MOCJIECTBUS HECAHKI[MOHUPOBAHHOIO chbeMa u
UCIIOJIb30BaHUs KOH(UIeHINATbHON HHGOPMALIHH.

69. Oco0eHHOCTH TPUMEHEHUS TEXHUYECKUX CPEJICTB YHHUUYTOXKCHHUS
uH(pOpMAIIMN HA MATHUTHBIX U ONTHYECKUX HOCUTEIISX.

70.  Ilepeuncnure QyHKIIMU U KOMIOHEHTHI ceTu VPN.

71.  Knaccupunupyiite VPN 1o cmnoco0y TEXHMUECKOW peanu3alud |
ApPXUTEKTYPE TEXHUUYECKOIO PEIICHMUS.

72. Kakue kpunrorpapuyeckue MPOTOKOJIbl HCHOIb3YIOTCS A 3alUThI
TEXHOJIOTUU «KIIUEHT-CEPBEP»?

73. IlpuMeHeHHEe aCUMMETPUYHONW  KpUOTOrpauu B DIIEKTPOHHOMN
KOMMEPIUH.

74.  IlpuHuumnsl paboTsl U mpuMeHeHue npotokona SSL/TLS.

75.  OcCOOEHHOCTH TIOCTPOEHHS W HCIOJb30BAHUA KPUOTOTrpapUuUYECKUx
TOKEHOB.

6.4. MeToanueckue MaTepuaJibl, ONpeaeJsle NPoueIypbl OlleHUBAHUSA
3HAHUH, YMEHUIl, HABLIKOB M (WJIH) ONbITA AeSTEJbHOCTH, XapPAKTEePHU3YIOIIUX
Tanbl POPMUPOBAHUA KOMIIETEHIN

OCHOBHOM 1I€bI0O TPOBEACHUS TMPOMEKYTOUHOM AaTTECTAllUM  SIBJISAETCS
OTIpENICTICHNE CTEMEeHU JIOCTHIKEHUS IIeJied 10 y4eOHOW IUCIUIUIMHE W e
pazaenaMm. OcCyIIeCTBISIETCS 3TO MPOBEPKOM M OLIEHKOM YPOBHSI TEOPETUUYECKOU
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3HAHUU,
MPAKTUYECKUX

MOJIYYCHHBIX 00yYaroUMUCH,

3ajad,

YMCHHA IIPUMCHATL HX B PCIICHHUHN
CTCIICHU OBJIaJCHUA 06yanOHIPIMHC$I IMPAaKTHYCCKUMHU

HaBBIKAMH U YMEHHUSAMH B 00beMe TpeOoBaHMiA paboueil IporpaMMBbl 1O JUCITUTUIHHE,

a TaKKe X YMEHHUE CAMOCTOATEIbHO paboTaTh ¢ yueOHON IUTEpaTypou.
Opranu3anusi NpoBEACHUS MPOMEKYTOUYHOM aTTECTAlMU PErjlaMEHTHpPOBaHa

«lTonoxenuem 00 opraHuzanuu 00pPa30BATEIBHOrO Mpolecca B ¢eaepaibHOM
TOCyJapCTBEHHOM aBTOHOMHOM OOpa30BaTeIbLHOM  YUPCIKICHUU
MOJINTEXHUICCKUN YHUBEPCUTET

«MOCKOBCKHU

6.4.1. Iloka3zare/iu OLleHHUBAHMSI KOMIIETEHIUII HA PAa3JIMYHbIX ITaNax MX

(¢popMuUpOBaHUs, IOCTHKEHUHE OOYYAIONIUMHUCH IUIAHHUPYEMbIX pe3yJabTAaTOB

OﬁyquI/Iﬂ Mo JTUCIMIIINHE

IT1K-2 Pa3padotka nndopmanuonHoro odecnevyenust ACYII

Kpurtepuu ouennBanus

Jran
(ypoBeHb)
HEYI0BJICTBOPHUTEIbHO YIOBJIETBOPUTEIbHO X0poLIo OTJIMYHO

3HATh Oobyuatomuiics OO0yuaromuiics OOyuaromuics OOyuatommuiics
JEMOHCTPUPYET MOJIHOE JEMOHCTPHUPYET HEMOIHOE | JEeMOHCTPUPYET JEMOHCTPUPYET
OTCYTCTBHE WU COOTBETCTBHE CIIEAYIOIIUX | YACTHYHOE MIOJTHOE
HEI0CTaTOYHOE 3HAHM: COOTBETCTBHE COOTBETCTBHE
COOTBETCTBHE CICAYIOIUX | - CTAaHIAPTHHIC 3aJa4u CIIEAYIOIINX CIICAYIOIINX
3HaHWM: npoeccuoHaNbHOM 3HaHU: 3HaHUM:
- CTaHJapTHHIC 3a7a4uu JeSITEIbHOCTH; - CTaHJapTHHIC - CTaHJapTHEIE
npodeccuoHaNTEHON - CYLIHOCTb U 3HaYCHUE 3a7aun 3a1auu
NEATENHHOCTH; nH(OpPMAITH B pa3BUTUH B | MTPO(PECCHOHATLHO | MPOodeCCHOHATEHOM
- CYLIHOCTb ¥ 3HaYCHUE Pa3sBUTHUH COBPEMEHHOTO i 1esTeNTbHOCTH; JeSITENbHOCTH;
nHGOPMALIUK B Pa3BUTUH | MH)OPMALIMOHHOTO - CYLIHOCTb U - CYLIHOCTb U
B Pa3BUTUM COBPEMEHHOI'O | OOIIeCTBa; 3HA4YEHHUE 3Ha4YEHHUE
UHQOPMAITIOHHOTO - COBpEMEHHBIE HHpOPMAIIH B uHQOpMAIH B
00I1IeCTBa; TEH/ICHIINU Pa3BUTHS pa3BUTHH B pa3BUTHU B
- COBpEMEHHbBIE UH(POPMATHKH U pasBUTHH pa3sBUTUH
TEHJICHIINU Pa3BUTHS BBIYUCITUTEITBHON COBPEMEHHOT'0 COBPEMEHHOTO
UHQOPMATHKH U TEXHUKH, KOMITBIOTEPHBIX | HHPOPMAIMOHHOTO | MH(POPMALMOHHOTO
BBIYUCITUTEIbHOM TEXHOJIOTHH U IyTH UX oOmiecTBa; 00111ecTBa;
TEXHUKH, KOMIIBIOTEPHBIX | IPUMEHEHHS B - COBpEMEHHBIE - COBpEMEHHbIE
TEXHOJIOTHI ¥ ITyTH UX npogeccCuoHATEHON TEHJICHIINN TEHJICHIIUU
NPUMEHEHHS B JeSITEbHOCTH; pasBUTHSA pa3BuTHA
po(ecCHOHATBHON - OCHOBBI WH(POPMATHKH H WH(POPMATHKH H
JIeSITEIbHOCTH; UHPOPMAITHOHHO- BBIYUCITUTEIBHOM BBIYMCIIUTEIEHON
- OCHOBBI KOMMYHHKaIIMOHHBIX TEXHUKH, TEXHUKH,
UH(POPMALIIOHHO- TEXHOJIOTHIA; KOMITBIOTEPHBIX KOMITBIOTEPHBIX
KOMMYHHUKAIIMOHHBIX - OCHOBBI MAaTEMAaTHKU HA | TEXHOJIOTHH U IIyTH | TEXHOJIOTUH U IIyTH
TEXHOJIOTHIA; ypOBHE, HEOOXOAUMOM WX IPUMEHEHUS B | UX IPUMEHEHUS B

- OCHOBBI MaTEMaTHKH Ha
YpOBHE, HEOOXOTUMOM
JUTSL PEILICHUS
CTaHJIAPTHHIX 33724
podecCHOHANTEHON
JIESITEILHOCTH;

JUTSI pEIIEHUS
CTaHJApPTHBIX 3a/1a4
npodecCuOoHaTLHOM
JIeSITEIILHOCTH;

- BUJIBI YTPO3,
BO3HHKAIOIIHE B IIpOLecce

npodecCHOHATBEHO
H NeATCIBHOCTH;

- OCHOBBI
WHPOPMAITHOHHO-
KOMMYHHKaLlMOHH
BIX TEXHOJIOTHI;

poheCCHOHAIBHOM
JIeSITETbHOCTH;

- OCHOBBI
MHQOPMAIIOHHO-
KOMMYHHKAITHOHHBI
X TeXHOJIOTHH;
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- BUJBI YTPO3, UHPOPMATIOHHON - OCHOBBI - OCHOBBI
BO3HMKAIOLINE B IIPOLIECCE | ACSTEIbHOCTH; MaTEeMaTHKH Ha MaTeMaTHKH Ha
UHQOPMAIIOHHOH - METOJIBI U CPE/ICTBA YPOBHE, YPOBHE,
JesITeNbHOCTH; oOecrieueHust HEOOXOJUMOM Ul | HEOOXOIUMOM IS
- METOBI U CPEACTBa UH(POPMALTMOHHON pereHus peLeHus
obecrnieueHus 0e30macHOCTH OOBEKTOB CTaHIaPTHBIX CTaHJAPTHBIX 3a7a4
WHPOPMATMOHHOH npodeccuoHaIEHON 3aj1a4 npoQeccHoHATEHON
0e30macHOCTH OOBEKTOB JeSITEIbHOCTH; npodeCCHOHAIBHO | JESTETbHOCTH;
PO eCCHOHATTEHOM - TIOHSTHUA W JIeATeIbHOCTH; - BUJIBI YTPO3,
JeSITEeNbHOCTH; KOH(HICHINATEHON - BUZBI YTPO3, BO3HHKAIOIINE B
- IOHATUS WHPOPMAITUH, BO3HHKAIOIHE B nporecce
KOH(pUICHINAIEHON NEPCOHAIBHBIX JAaHHBIX U | IpoLecce HHGOPMALIMOHHON
UHQOpMAIHH, rOCYJapCTBEHHOH TaliHbI. | MHPOPMAIIMOHHOW | JIESITENbHOCTH;
MEPCOHANBHBIX JAHHBIX U JeSITeIbHOCTH; - METOABI U
roCyJapCTBEHHON TalHBI. - METOABI U cpeacTBa

cpencTBa obecrieueHus

obecrieueHust UHQOPMaOHHOH

nHPOpPMaMOHHOH | Oe3omacHoCTH

0e30omacHOCTH 00BEKTOB

00BEKTOB npodeccHoHATEHON

npoeCcCHOHAIBHO | ESTEIbHOCTH;

i e TEbHOCTH; - IOHATUS

- TIOHSITHSI KOH(HICHITUATEHO

KOHQUIeHIMATBHO | i uH(pOpMaIuy,

it uaopmanuy, NEepPCOHABHBIX

HEPCOHAIBHBIX JAHHBIX U

JAHHBIX U roCyJapCTBEHHON

rocyJapCTBEHHOU TalHBbIL.

TalHBbI.

yMeThb OOyuatomuiicst He ymeer | OOywarommiics OO0yuaromuics Oobyuatomuiics

WIN B HEJOCTaTOYHON JEMOHCTPHUPYET HEIOIHOE | JeMOHCTPUPYET JEMOHCTPUPYET
CTETICHH yMEeT COOTBETCTBHE CIIEAYIOIIUX | YACTHYHOE MOJTHOE
BBITOJIHSATS ! YMEHHUIL: COOTBETCTBHE COOTBETCTBHE
-IIPUMEHS T -IPUMEHSITh CIIEAYIOINX CIICAYIOIINX
MaTeMaTHYeCKHe METOMIbI, | MaTeMaTHYECKUE METOMBI, | YMEHUIl: YMEHUIA:
BBIYMCIIUTEIBHYIO BBIYUCIIUTENBHYIO -IPUMEHSTh -IIPUMEHSTh
TEXHUKY JJIS1 pEICHUS TEXHUKY ISl PeIICHHS MaTeMaTHYeCKHe MaTeMaTHIeCcKue
MIPAKTUYECKUX 3a7a4; - MPAaKTUYECKUX 334a4; - METO/BL, METOZBI,
BBIOMPATh HEOOXOMMBIC BBIOHMpATh HEOOXOMMbIC BBIYUCIUTEIBHYIO | BBIYUCIUTEIHHYIO
nHPOPMAaILOHHbIE WH(POPMaIIMOHHEIE TEXHUKY IS TEXHUKY IS
pecypcsl U HCTOUHUKHI pecypcsl M HCTOUHUKHU pereHus peleHus
3HaHUH B 3JIEKTPOHHOU 3HAHWUM B 3JIEKTPOHHOM NPAKTUYECKUX MIPAKTUYECKUX
Cpeze - BBISIBIISITh YTPO3bl | Cpefie - BBISIBIATH YIPO3bl | 3aj]ay; - BRIOMpaTh | 3a/ad; - BEIOUpPaTh
“H()OPMAITMOHHOM WH(GOPMAITMOHHOM HeoOXOqUMEBIE HE0OXOIUMEBIE
0e30macHOCTH; Ge3omacHOCTH; nH(pOpPMAIIMOHHBIE | HH()OPMAIIMOHHBIE
- aHAJTU3UPOBATH U - aHATM3UPOBATH pecypcesl 1 pecypesl U

BBIOUPATH METOIBI U
cpencTBa oOecTieUeHUS
UHQOPMAIIOHHOH
0e301acHOCTH.

BBIOUpATH METOMBI U
cpencTBa 00eCIICUCHUS
WHPOPMAITHOHHON
0e30IacHOCTH.

WCTOYHWKH 3HAHUN
B 3JIEKTPOHHOM
Cpeac - BbIABJIATH
yIpo3bl
WH(OPMAITMOHHOM
0e30MIacHOCTH;

- aHATU3UPOBATH U
BBIOUPATH METOIBI
U CpelicTBa

HMCTOYHUKHU 3HAHUH
B 3JIEKTPOHHOU
Cpezie - BBISIBIIST
YTPO3BI
“HH)OPMAITHOHHOM
0e30IMacHOCTH;

- aHAJTU3UPOBATH U
BEIOMPATh METOIBI
1 CPEICTBa
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obecrnieueHus obOecrniedeHus
nH(pOpPMAITMOHHON | HHPOPMAITMOHHOM
0e30IacHOCTH. 06e30macHOCTH.
BJIAJETh OOyuaromuiicst He BnajgeeT | OOyJaroImuiics BiajeeT B OO0yyaromumMcst OO0yyaromuiics
WM B HEJTOCTATOYHOM HETIOJTHOM 00bheMe U JTOTTYCKAIOTCS cBOOOTHO
CTCITICHHU BJIAJICET : MIPOSIBIISICT HE3HAYMTEIIbHBIC [IPUMEHSET
- AJIEMEHTAMHU HEJ0CTaTOYHOCTh OINOKH, MOJTyYCHHBIS
(hyHKIIMOHATBHOTO BIIa/ICHUS] HABBIKAMU : HETOYHOCTH, HaBBIKH, B TIOJTHOM
aHayn3a; - 3JIeMEHTaMHU 3aTPyIHECHUS, o0beMe BIIAJICET:
- YUCIICHHBIMU (YHKITHOHAJIEHOTO YaCTUYHO BJIAJICET | -3JIEMCHTAMHU
METOJIaMH pPEIICHUS aHaIn3a; HABBIKAMH: (hyHKITMOHATBHOTO
CUCTEM - YUCIIEHHBIMU -3JIEeMEHTaMHt aHaImn3a;
mddepeHInaTBHBIX U METOJaMH PEIICHUS (YHKIMOHAIBHOTO | -YHUCICHHBIMU
anredpandecKux CUCTEM aHaIn3a; METOJIaMH PEIICHUS
ypaBHEHUH, METO/TaMHI nmuddhepeHInaNbHBIX U -4UCIIEHHBIMA CUCTEM
AHAIUTHYECKON anrebpanvecKux METOIAMHU UG depeHITnaTbHbL
TEOMETPUH, TEOPUU YpaBHEHUH, METOIaMU pEIICHUs] CUCTEM X |
BEPOSTHOCTEH H aHAIUTUYECKOHN nmuddhepeHInanbHbl | anreOpandecKux
MaTeMaTUYECKOU reOMETPUH, TEOPUU XU ypaBHEHU,
CTaTHCTHUKH, BEPOSATHOCTEH U anreOpandeckux METOJIaMH
MaTEeMaTHYECKOW JIOTHKH, | MaTeMaTHYECKOM YpaBHEHUH, AHAJIMTHIECKOH
Teopuu rpadoB U TEOPUN | CTATHCTUKH, METOJJaMH TEeOMETPHH, TEOPUU
aJITOPUTMOB; MaTeMaTUYECKOW JIOTUKH, | aHAJUTUYECKOU BEPOSATHOCTEN U
-OuOIMOTEYHO- Teopuu rpadoB U TEOpUU TE€OMETPUU, TEOPUU | MATEMATHUECKOM
oubnrorpaduIeckuMu aJITOPUTMOB; BEPOATHOCTEH U CTaTHCTHUKH,
3HAHUSIMU; -OM0JINOTEYHO- MaTeMaTHYECKOM MaTeMaTUYECKOU
- METOJIaMH U CPEJICTBA oubnuorpapuIecKuMu CTaTUCTHKHU, JIOTUKH, TEOPUHU
obecrnieueHus 3HAHUSAMU; MaTeMaTHYECKOH rpadoB ¥ TEOpUHU
“H()OPMAITMOHHON - METOJIaMH U CPEJCTBA JIOTUKH, TEOPUN aNTOPUTMOB;
0e30macHOCTH. obecrieueHus rpadoB U Teopun -OnOIMOTEYHO-
MHPOPMAITHOHHON aITOPUTMOB; OoubmorpapuuecKu
0e301acHOCTH. -0M0IMOTEYHO- MM 3HAHUSIMU,
oubnuorpaguueck | - METOAAMHU U

UMM 3HAHUSIMU;
- METOJJaMH U
cpencTaa
obecrieueHust
WHPOPMATMOHHON
0e30macHOCTH.

CpeacTBa
obecrieueHus
UH()OPMAITMOHHOH
0e30IMacHOCTH.

6.4.2. MeTonnka OeHUBAHNUS Pe3yJIbTATOB NMPOMEKYTOYHOM aTTeCTALMHU

IlokazarenaMu OLCHUBAHUS KOMIIETCHIIMII Ha DTale

IIPOMEKYTOUYHOU

aTtectanuu no nucuuiummae «Kpunrorpadguueckne MeTobl 3aIUTHl HHPOPMAITUN)
ABJISIFOTCS PE3YJIbTAThl O0YUEHUS IO TUCLUILIINHE.

O1eHOYHBIHN JHUCT Pe3yJbTATOB 00y4YeHNs 0 JUCHMILIMHE

YposeHb
c(hopMHPOBAHHOCTH
Kon
3HaHus YMeHus HaBpikn KOMIIETCHIIMY Ha
KOMITETEHIINH
JIaHHOM JTamne /
OLIEHKA
[K-2 Ha ypOBHE Ha YPOBHE YMEHUN: Ha ypOBHE
Pa3paboTka 3HAHUU: YMETh IPUMEHSTh HaBBLIKOB:
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WHPOPMALIMOH | 3HAThH METOAMKH MTOUCKA, cOOpa | MPaKTUYECKUMHU
HOTO METOUKU U 00paboTKU HaBbIKaMU
o0ecrieyeHuss | MOMCKa, cOOpa | MHPOpPMALIUY; IIoMCKa U
ACVYII 1 00paboTKH yMETh HaXOJIUTh U aHajau3a u
UHPOPMALIUKU; | OCYIIECTBIIATH CHHTE32
aKTyaJlbHbIE CUCTEeMaTH3aIHIo, uHbOopMaIuy;
HUCTOYHUKU KPUTUYECKUM aHAIIU3 U METOAUKON
uHpopmaluu B | cuHTE3 HH(OPMAITUH, CHUCTEMHOTO
cdepe HOJYYCHHOM U3 Pa3HbIX | MOAXOJA JUIS
npodeccuoHan | HCTOYHHUKOB, pelieHus
BHOU YMETbh IPUMEHSTh MOCTaBJICHHBIX
JEeSATENIbHOCTH; | CUCTEMHBIN MOAXOM Ul | 3aj1ad
3HATh peILIeHHs TOCTABICHHBIX | HAIpaBJICHUS
OCHOBHbIE 3a/1a4 HalpaBJICHUS MOJITOTOBKU
MPUHIIUTIBI 1 HOJTOTOBKH.
METO/IbI
CHUCTEMHOT0
aHaym3a.
OmnenHka 1o JUCHHILTHHE (CpeIHee apupMeTHIecKoe)
OneHka 10 AWCHUIIMHE 3aBHCHUT OT YPOBHSA  C(POPMHPOBAHHOCTH

KOMITETEHIINN, 3aKpPeIJICHHBIX 3a AWCIUIUIMHOW M TPEACTAaBISIET CO0OW CpemHee
apu(pMETHIECKOE OT BBICTABIICHHBIX OIICHOK IO OTACIBHBIM Pe3yJIbTaTaM OO0ydeHUS
(3HaHMSI, YMEHUSI, HABBIKH).

O1eHKa «3a4TEHO» BBICTABJISECTCS, €CIU cpeHee apuhMETHUECKOE HAXOAUTCS
B uHTepBaiie oT 2,4 no 5,0. OueHka «HE 3aYTEHO» BBICTABISIECTCS, €CIU CPEIHEE
apudpmeTnyeckoe HaxoauTcss B uHTepBase ot 0 1o 2,4.

[IpomexyTouHast arrectarusi oOydaromuxcs B Gopme 3aueTa MPOBOJUTCS IO
pe3yJibTaTaM BBINIOJIHEHUSI BCEX BHUIOB YueOHOW paboOThl, MPEIyCMOTPEHHBIX
y4eOHbIM TuUTaHOM 1o auciuiuinHe «Kpunrorpadguueckue wmeTonbl 3alUThI
uHboOpMaIMK», TPU OATOM YUYUTHIBAIOTCA PE3YdbTaThl TEKYILIEro KOHTPOJIA
yCIEeBaEMOCTH B TeueHue cemectpa. OleHka CTeneHH JOCTHKEHUST 00y4YaroluMUCS
IUTAHUPYEMBIX ~ pe3yJbTaTOB  OOy4YeHUs MO  JUCUUIUIMHE  MPOBOJUTCS
penojaBaTeaeM, BeIyIUM 3aHATUS 110 AUCHUIIMHE METOJIOM 3KCIIEPTHOW OLEHKHU.
[To uToram mNpPOMEXKYTOUHOW AaTTECTAUUM IO IUCIUIUIMHE BBICTABISAETCS OLEHKA
«3aYTEHO», UJIH «HE 3a4TCHOY.

HIxkana
Onucanue
OLICHUBAHHUSA
BrimonHeHs! Bce BUIbI Y4eOHOI pabOThI, MPEeIyCMOTPEHHbBIE YY€OHBIM TJIAHOM.
CTyAeHT JeMOHCTPUPYET COOTBETCTBUE 3HAHUM, YMEHUI, HABBIKOB IPUBE/ICHHBIM B
TabIuuax TMokaszareneil, omepupyeT NpUOOPETEHHBIMU 3HAHUSMH, YMEHUSIMHU,
3aIIT€HO HaBbIKaMH, HpI/IMeHSIeT X B CI/ITyaIII/DIX HOBI:IHIGHHOfI CJIIOXKHOCTH. HpI/I 3TOM MOFYT

OBITH JOMMYHICHbI HE3HAYUTCIIBHBIC OI_HI/I6KI/I, HCTOYHOCTHU, 3aTPpyAHCHUA IIpHU
AHAJIMTUYCCKUX  OlI€paluidx, IEPEHOCE 3HAHUN | yMeHI/Iﬁ Ha  HOBBIC,
HCCTAHIAaPTHLIC CUTYyallUuH.
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He BbimosHeH oauH wiu Oosee BHJIOB y4yeOHOW paboThI, MPEayCMOTPEHHBIX
yueOHbIM TIaHOM. CTyIeHT NeMOHCTPUPYET HENOJHOE COOTBETCTBHE 3HAHMHU,
YMEHHUH, HaBBIKOB MO 3TanmaM (ypoBHSM) C(OPMHUPOBAHHOCTH KOMIIETEHIIUH,

He 3aureno o .
JOIMYCKAIOTCs 3HAYUTCIbHBIC OHH/I6KI/I, MMPOABIACTCA OTCYTCTBHUEC 3HAHHMU, YMCHHUMH,
HABBIKOB IIO pAOY HOK&38.T€J'ICI>1, CTYACHT UCHBITHIBACT 3HAUYUTCIIbHBIC 3aTPYAHCHUA
Ipu ONICpUPOBaHNHU 3HAHHUAMU U YMCHUAMMU IIPHU UX NICPEHOCC HAa HOBBIC CUTyalluU.
7. daekTpoHHast HHGOPMANITMOHHO-00pa3oBaTe/IbHAA cpeaa

Kaxxapiii oOydaronuiicsi B Te4YeHHE BCEro Tepruoaa o0ydeHus: 00ecrieunBaeTcs
WH/IMBHUIyJIbHBIM HEOTPAaHUYCHHBIM JIOCTYIIOM K 3JIEKTPOHHON HWH(OPMAIMOHHO-
oOpazoBarensHOil cpene YeOokcapckoro wuHctutyTa (puimana) MOCKOBCKOTO
MOJINTEXHUYECKOTO YHUBEPCUTETA U3 JIOOOW TOYKH, B KOTOPOM HMMEETCS JOCTYI K

UH(POPMAIIMOHHO-TEIEKOMMYHHUKAIIMOHHON cetn  «WHTepHer» (mamee — ceThb
«HTEepHETY), KaK HA TeppUTOpHH (Pruihaa, TaKk U BHE ee.
OnexTpoHHas HH(DOPMAIMOHHO-00pa3oBaTeNbHAsA CpeJa — COBOKYIHOCTh

MHPOPMAIIMOHHBIX U TEJIEKOMMYHUKAIIMOHHBIX TEXHOJOTHUH, COOTBETCTBYIOIINX
TEXHOJIOTUYECKUX  CPEICTB, OOECHEYMBAIOIIMX  OCBOCHHUE  OOYYarOLIMMHUCH
00pa30BaTEeNbHBIX IPOrPaMM B MOJHOM O00BbEME HE3aBHUCHUMO OT MECTa HaXOXKICHUS
0o0yyarommxcs.

DnekTpoHHas HH()OPMaIIMOHHO-00pa30oBaTeibHas cpeia 00eCIeUnBaeT:

a) IOCTYI K y4eOHBbIM IIaHaM, paboYuM MporpaMMam JUCUUILIUH (MOIyJIei),
IPAKTUK, AJEKTPOHHBIM YUE€OHBIM M3JaHUSIM U DJIEKTPOHHBIM 00pa30BaTEIbHBIM
pecypcaM, yKa3aHHBIM B pabOurX MporpaMMmax JUCIUIUINH (MOyJIe ), MPaKTHK;

0) dbopmupoBaHUE DIIEKTPOHHOTO MOPTHOIMO OOYUYAIOIIETOCs, B TOM YHUCIE
coXpaHEeHHue ero padoT U OLIEHOK 3a 3TU PaboTHI;

B) (pukcaruio xoja 00pa30BaTeNbHOTO nporecca, pe3yJIbTaToB
IPOMEKYTOYHOM aTTECTAIIMK U PE3YIHTATOB OCBOCHHUS MPOTpaMMBbI OaKaaBpHara;

I') IPOBEJICHUE Y4YE€OHBIX 3aHSITHUN, MPOLEAYpP OLEHKU PEe3yNbTaTOB OOYyUYEeHHS,
peanu3anys KOTOPBIX MPEIyCMOTPEHAa C MPUMEHEHHUEM JJIEKTPOHHOTO OO0Yy4YeHHS,
TUCTAaHLIMOHHBIX 00pa30BaTEIbHBIX TEXHOJIOTHII;

1) B3aUMOJICHCTBUE MEXIy YYaCTHUKaMH OOpa30BaTeIbHOTO MpOLecca, B TOM
YHClie CUHXPOHHOE W (WJIM) AaCHHXPOHHOE B3aMMOJICHCTBUS TMOCPEICTBOM CETH

"Nutepuer".
@OyHKIIMOHUPOBAHUE IEKTPOHHOM MH(OPMaLMOHHO-00Pa30BaTEIbHON Cpebl
o0ecnieunBaercs COOTBETCTBYIOILIUMU CpelCcTBaMu MH(POPMALIMOHHO-

KOMMYHUKAIIMOHHBIX ~ TEXHOJNOTUH W  KBanudukamuendn  paOOTHUKOB, €€
MCIIOJIB3YIOIINX U MOAIEPKUBAIOIINX.

DYHKITMOHUPOBAHUE DJIEKTPOHHOW MHGOPMAIIMOHHO-00pa30BaTEIbHOM CpeIbl
COOTBETCTBYET 3aKOHOAATENbCTBY Poccuiickon denepanuu.

OcuHoBHbIME cocTaBisromMu DNOC dunmnana sBIsFOTCS:

a) calT UWHCTUTYTa B ceTd VIHTepHEeT, pacloJIOKEHHBIM M0 ajapecy
www.polytech21.ru, https://chebpolytech.ru/ koTopsrit o6ecrieunBaert:

- poctyn oOydarommxcsd K Yy4eOHbIM IUIaHaMm, padodyuM MOporpaMmmam
TUCUUIUIMH, TMPAaKTHUK, K M3JaHUSAM DJEKTPOHHBIX OHOJMOTEUHBIX CHCTEM,
AJIEKTPOHHBIM HMH(POPMALIMOHHBIM U 00pa3oBaTelIbHBIM pecypcaM, yKa3aHHBIX B

38




pabounx mporpammax (pasmensl caiita «CBemeHus 00 o0OpazoBarenbHOMN
OpraHU3alun»);

- nH(popMupoBaHUEe 00yUaAIOIMUXCS 000 BCEX M3MEHEHUSIX YU4eOHOTO Mmporiecca
(HOBOCTHAs JICHTA CaiiTa, ICHTa aHOHCOB);

- B3aUMOJCHMCTBHE MEXIy Y4YaCTHHKaMU 00pa30BaTENbHOTO Ipoliecca
(mogpaszaensl caiita «3agaTh BONPOC AUPEKTOPY»);

0) oduuuanbHbIEe 3JIEKTPOHHBIE aJpeca MOAPA3JIEIECHUN U COTPYIHUKOB
UHCTUTYTa ¢ SHaekc-momeHoM (@polytech2l.ru (cnHCOK KOHTaKTHBIX JIaHHBIX
nojpasneneHuil @unnana pasMelleH Ha oduuuanbHoM caiite Punmana B paszelne
«KOHTaKTb», CIHUCKH KOHTAKTHBIX  O(DHIMATBHBIX  AJIGKTPOHHBIX  JIaHHBIX
npernojaBareneil  pasMeinleHbl B noapasnenax «Kadeape») obecneunBaror
B3aMMOJICHCTBHE MEXK]Ty YYACTHUKAMH 00pa30BaTEIbHOTO MPOIIECCa;

B) JUYHBIM KaOuHeT oOyuarorierocst (moprdoiano) (BXoJ B JUYHBIM KaOUHET
pa3MenieH Ha odunuanbHoM caiite Punmana B pazgene «CTyaeHTy» MHOApasnese
«InexTpoHHass WHOOPMAIMOHHO-00pa3oBaTelbHas Cpela») BKIIOYaeT B celd
nopTdoIuo  CTyNEHTa, OJJIEKTPOHHBbIE BEAOMOCTH, PEUTHUHI  CTYJIEHTOB U
00ecIeunBaeT:

- uKcanuio xona 00pa3oBaTEIBHOTO MPOLIECCa, PE3YIbTATOB MPOMEKYTOUHOU
aTTEeCTallMu U Pe3yIbTaTOB OCBOCHUS 00Pa30BATEIbHBIX MPOTPaMM 00yUaIOLTUMHUCH,

- (opmupoBaHUE SIEKTPOHHOTO MOPTQPOINO OOYUAIOIIETOCsS, B TOM YHUCIE C
coxpaHeHue paboT 00yUarmIIerocs, peleH3uid U OIEHOK Ha 3TH padoThI,

I) DJIGKTPOHHBbIE OWOJMOTEKH, BKIIOYAIOIIME JJICKTPOHHBIE KaTaJIOTH,
MOJTHOTEKCTOBBIE IOKYMEHTHI M 00ECTIEUNBAIOIINE JOCTYM K Y4eOHO-METOAMYECKUM
MaTepHaliaM, BBIITYCKHBIM KBAJIM(PUKAMOHHBIM padoTaM U T.1.:

Yebokcapckoro uncruryta (punnana) - <K MPBUCy

1) 3JeKTpOHHO-O0MOMMoTeunbie cuctemMbl (OBC), BKItOUarOmMe 31EKTPOHHBIN
KaTaJor U MOJIHOTEKCTOBBIE IOKYMEHTBHI:

- OBC «JIAHb» -https://e.lanbook.com/

- O6pazoBarenpHas miatdopma FOpaitt - https://urait.ru

- IPR SMART -https://www.iprbookshop.ru/

e) mwiatdopma G poBOTrO o0pa3oBaHUSA [TomuTexa -
https://lms.mospolytech.ru/

&) cucTeMa « AHTHILIaruar -https://www.antiplagiat.ru/

3) cucteMa »3JeKkTpoHHoro aokymeHtoobopora DIRECTUM Standard —
o0ecreynBaeT JOKyMEHTOO00pOT Mex 1y Duiinanom U Y HUBEPCUTETOM;

n) cuctema «1C Ynpasnenue BY3om DnextponHbiit nekanar» (MoCKOBCKHiA
MOJINTEXHUYECKUN YHUBEPCUTET) oOecneunBaeT (hUKCAIMI0 X0/1a 00pa30BaTeIbHOTO
npoliecca, pe3ysibTaToB IMPOMEKYTOYHOM aTTeCTallud U PE3yJIbTaTOB OCBOCHUS
00pa3oBaTeNbHBIX MPOrpaMM 00yYarOITUMUCS;

k) cucrema «POLYTECH systems» obOecneunBaeTr WH(GOPMAIIMOHHOE,
JOKYMEHTaJIbHOE  aBTOMATHU3HPOBAaHHOE  COMPOBOXKICHHE  00pa30BaTEIBLHOTO
npolecca;

1) cucrema «AOUTYpUEHT» oOecrieunBaer JOKYMEHTAJIBHOE
aBTOMATHU3UPOBAHHOE COMPOBOXKACHHE PAOOTHI MPUEMHON KOMHUCCHHU.

39



8. IlepeyeHb OCHOBHOWI M [ONOJHUTEJbLHOH Y4eOHOW JUTEpPaTyphbl,
Heo0X0AMMOIi 11l OCBOEHUS JUCITUNJIMHBI

OcHOBHas JIUTEpaTypa:

1. BaykoB, A. A. 3amura wHpOpManuu : y4eOHUK uisi By30B / A. A.
BuykoB. — 3-e u3n., nepepad. u non. — Mocksa : U3parensctBo FOpaiit, 2025. —
161 c. — (Boiciiee oOpazoBanue). — ISBN 978-5-534-07248-8. — Teker :

anekTpoHHbt //  OOpazoBarenbHas 1natdopma IOpaiit [caiit]. — URL:
https://urait.ru/bcode/561313.
2. TymOunckas, M. B. 3anmra unpopmanuu Ha OpeANpUITHH : yuyeOHOE

nocobue ana By3oB / M. B. Tym6unckas, M. B. [lerpoBckuii. — 2-e u3a., cTep. —
Canxrt-IletepOypr : Jlanp, 2025. — 184 c. — ISBN 978-5-507-52967-4. — TekcT :

ANEKTPOHHBIN //  Jlanb : 3nexkTpoHHO-OMOMMoTeuHas cucrtema. —  URL:
https://e.lanbook.com/book/463043. —  Pexum  pmoctyma: s aBTOPHU3.
II0JIb30BaTEIIEH.

3. IIpoxopoBa, O. B. HWnadopmanuoHHas O€30MMaCHOCTh U 3aluTa

nHpopManmu : yaeOnuk mis By3oB / O. B. [IpoxopoBa. — 6-¢ u3zg., crep. — CaHKT-
[TerepOypr : Jlanwp, 2025. — 124 c. — ISBN 978-5-507-52899-8. — TekcrT :

ANEeKTPOHHBIN // Jlamb : dnexTpoHHO-OMOMMoTeunas cuctema. —  URL:
https://e.lanbook.com/book/462293. —  Pexum  poctyma: i aBTOpPH3.
IIOJIb30BATEIIEH.

4. Basunun, . A. HHpopMalnMOHHBIE TEXHOJOTUH B YIPABICHUH

KaueCTBOM M 3ailuTa uHpopmaiuu : yueoHoe nmocodue s By3oB / 5. A. BaBuiuH,
B. I'. Connaros, U. I'. MankeBuu. — Cankt-IletepOypr : Jlanb, 2025. — 196 c¢. —
ISBN 978-5-507-51437-3. — Texkct : »2yekTpoHHBIN // JlaHb : 3JIEKTPOHHO-
oubnuoteunass cuctema. — URL: https://e.lanbook.com/book/447242. — Pexum
JOCTYyTIA: JUIsl aBTOPU3. MOJIH30BATENCH.

ﬂ OIIOJITHUTCJIbHAA JINTCPATYPA.

1. 3enkoB, A. B. NudopmarmonHas 0O€301MacCHOCTh W 3alllyTa
uHpopMaIuu : yueOHUK A By30B / A. B. 3eHkoB. — 2-e u3n., nepepad. u nom. —
Mocksa : UznmarensctBo FOpaiit, 2025. — 107 c¢. — (Bwicmiee oOpa3oBanue). —

ISBN 978-5-534-16388-9. — Tekcr : anekTpoHHbIl // OOpa3oBaTenbHas miatgopma
FOpaiit [caitt]. — URL: https://urait.ru/bcode/567915.

2. Jlocb, A. b. Kpunrorpapuyeckue MeToabl 3allUThl UHPOpPMALUU IS
U3yYarouX KOMIBIOTEPHYIO 0€301acHOCTh : yueOHUK /it By30B / A. b. Jlock, A. HO.
Hecrepenko, M. U. PoxkoB. — 2-e u3a., ucnp. — Mocksa : M3narensctBo FOpaiir,
2025. — 424 c. — (Bricmiee obpazoBanue). — ISBN 978-5-534-12474-3. — TekcT :
anekTpoHHbit //  OOpazoBarenbHass 1iatdopma IOpaittr [caiit]. — URL:
https://urait.ru/bcode/560426.

Ilepuonuka:
Cucremsl yrpaBieHUs U WHPOPMAIIMOHHBIC TEXHOJOTHUU: HAYUYHBIN KypHaT -

URL: http://sbook.ru/suit/- TekcT : 37E€KTPOHHBIHI
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9. IIpodeccnonanbHbie 0a3b1 JAHHBIX U HH(POPMAIIHOHHO-CIIPABOYHbIE

CHUCTEMBI

[IpodeccronansHas 6a3a
JAHHBIX U HH(OPMALIMOHHO-
CIIpaBOYHBIC CUCTCMBI

Nudopmanius o npaBe cOOCTBEHHOCTH (PEKBU3UTHI JJOTOBOPA)

YHuBepcurerckas
nH(pOopMalOHHAas cucTeMa
POCCHA

https://uisrussia.msu.ru/

Tematnueckas dJekTpoHHass Oubnmoreka u  0Oaza I
NPUKJIATHBIX ~ HWCCIEAOBaHWHA B 0O0JIACTH  SKOHOMHUKH,
yIpaBJICHUS, COI[MOJIOTHH, JUHTBUCTHUKH, ¢bunocodumu,

bunosorun, MEXIYHAPOJHBIX OTHOILIECHUW, TpaBa. CBOOOHBIN
JOCTYyIl

Hay4Has JIEKTPOHHAS
6ubsmoreka Elibrary
http://elibrary.ru/

Hayunas onexrtponnas Oubmuorexka eLIBRARY.RU - 310
KpynHeHmuii  poccuiickuii  MHQOPMAIMOHHO-aHATTUTUYECKHHA
nopran B 00JacTM HAayKHM, TEXHOJOTHMH, MEIHULUHBI |
o0Opa3oBaHusl, cojepkaluil pedeparsl U MOJIHbIE TEKCTHI Oosee
26 MIH HayuyHbIX cTared W MyOJMKalMid, B TOM YHCIE
JJIEKTpOHHBIE Bepcun Ooznee 5600 poccuilckux Hay4dHO-
TEXHUYECKUX JKYpPHAJIOB, U3 KOTOPhIX Oonee 4800 >kypHaAIOB B
OTKPBITOM JIOCTYIIE€ CBOOOIHBIHN JOCTYII

cauT MHcTHUTYyTa HAY4YHOR
uHpOpMaIUU IO
obmecTBeHHBIM Haykam PAH.
http://www.inion.ru

bubnuorpadpuueckne 6a3pr  mamasix HMHWUOH PAH mo
COLIMAJIbHBIM M I'YMaHUTapHBIM HayKaM BeayTcs ¢ Hadana 1980-
X ToaoB. OO0muii 06bEM MacCHUBOB COCTaBisieT Oosee 3 MIIH.
500 Teic. 3anuceit (manHble Ha 1 sHBaps 2012 r.). Esxeromusrii
npupocT — 0koJ0 100 TeIC. 3anuceil.

B 6a3bl 1aHHBIX BKIIOYAIOTCS aHHOTUPOBAHHBIE OMHCAHUS KHHUT
W crared wu3 KypHajoB u cOopHukoB Ha 140 s3bIKax,
noctynuBuiMx B ®PyHnameHtanbHyo Oubimoreky HMHUOH
PAH.

Ornucanus cratel ¥ KHUT B 0a3ax JaHHBIX CHA0XEHbI MIH(PpoOM
XpaHEHUS] W CChUIKAMH Ha TIOJHBIE TEKCThl HCTOYHUKOB W3
Hay4Ho#i 371eKTpOHHOM OMOIHOTEKH.

®denepanbHbIA OpTaI
«Poccuiickoe

oOpa3oBaHue» [DNEKTPOHHBIN
pecypc] — http:// www.edu.ru

@®enepanbubiii  moptan  «Poccuiickoe  oOpa3zoBaHue» — —
YHHUKaJIbHBIN HHTEPHET-pecypc B cepe 00pa3oBaHUs U HAYKH.

ExxenHeBHO MyOJIMKyeT camble aKTyallbHble HOBOCTH, QHOHCHI
cOOBITHH, UHPOPMALIMOHHBIE MaTepHalbl AJIS IIUPOKOTO Kpyra

yuTareyne.  ExkeHemenpbHO  Ha  moOpTaje  pa3MenaroTcs
OKCKJIFO3MBHBIE ~ MaTepUalibl,  HWHTEPBBIO C  BEAYLIMMH
coeguamcraMu —  negaroraMu, ICHUXoJioraMu, Y4YCHBIMH,

PENOPTAKU ¥ AHATUTUYECKHUE CTAThU.
Uurarenu MNoiy4arT OOCTYH K HOPMATHBHO-IPaBOBOH 0aze
chepbl 00pa3oBaHUS, OHM MOTYT IIOJB30BATHCA CAMBIMU
Pa3IUYHBIMU TOJE3HBIMU CEPBUCAMHM — TAKHUMH, KaK OHJIailH-
TECTUPOBAHUE, OIIPOCHI 10 AKTYaJIbHBIM TEMaM M T.J.

computerra.ru-Kommnsroreppa

HoBoctn mnpo KoMIbIOTEpHI,
JKEJIe30, HOBBIE TEXHOJOIUH,
nH(pOpMaLMOHHbIE

TECXHOJIOTHH

Komneroteppa — 3TO pecypc O COBPEMEHHBIX TEXHOJIOTHSX,
KOTOpbIE TPHIILIN B TOTPEOUTEIHCKUNA CErMEHT W3 Hay4YHBIX
chep. 3amaua — TOHATHBIM SI3BIKOM PAcCKa3aTh YHUTATEISAM O
TOM OyIyiieM, KOTOpOe YK€ HACTYNMWJIO U CTallo JOCTYIMHBIM
pSAAOBBIM MOTpeOuTensM. Pecypc momoraer pazoOpaThcsi B
TaKUX CJIOKHBIX Ha TEPBBIA B3TJISAA BelIax, Kak OJOKYEHH,
00JaYHBIC  TEXHOJIOTHUH,

JOIIOJIHCHHAasA u BUPTYyaJbHasA

PCAITBHOCTH, I/ICKYCCTBGHHBIﬁ MHTCIIICKT, pO6OTOTeXHI/IKa n
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TIPYTHX,
YCTPOWCTBaMH, KOTOpBIE AENAIOT KU3Hb Ipolle, Oe30macHee U

a TakKKC 3HAKOMUT C HOBBIMHU TPOAYKTAMU U

MHTEpECHee.

WNudopmannonnsie
TEXHOJIOTHH — TICPUOTTIECKOE
HayYHO-TEXHUYECKOE U3aHHEC
B 00y1acTH MH(POPMAITMOHHBIX
TEXHOJIOTHH,
ABTOMATHU3HPOBAHHBIX CHCTEM
Y UCTIOJIb30BaHUS
MH(OPMATHUKH B Pa3TUIHBIX
TIPUIIOKECHUSIX

novtex.ru

N3patenbcTBO  BBIITYCKAET TEOPETUUECKUE U IMPUKIIATHBIC
HAyYHO-TEXHUYECKUE JKypHaJIbl, OOECIEYMBAIOIINE HAYYHOM,
MIPOU3BOJICTBEHHOM, 0030pHO-aHATUTUYECKOU u
oOpa3oBaTenbHON MH(pOpMaLKel pyKOBOJIAIIMX PaOOTHUKOB M
CIELMAIUCTOB  MPOMBIIUICHHBIX  NPEANPUATHI, HAyYHbBIX
aKaJeMUYECKHX U OTPAClIeBBIX OpraHU3alui, a TakkKe yueOHBIX
3aBeIcHUN B 00OJacTH MPUOPUTETHHIX HAIPABICHUU DPa3BUTHUS

HAyYKH U TEXHOJIOTHiA.

iXBT.com - akTyanbHbIE
HOBOCTH U3 cdepsl [T, 0030pbI
CcMapT(OHOB, IIAHIIETOB,
MIEPCOHAIBHBIX KOMIIBIOTEPOB,
KOMITBIOTEPHBIX
KOMIUICKTYFOIIUX,
MIPOTPaMMHOTO 00€CTICUCHHUSI U
nepudepuiHbIX YCTPOUCTB

1XBT.com CIIeLIMATM3UPOBAHHBII pOCCUMCKHI
UHGOPMAIIMOHHO-aHAIMTUYECKHUI CaliT ¢ CaMbIMH aKTyallbHbIMH
HoBocTsiMU u3  chepsr [T, KOCcMoOca U
aBTOMOOWIBHOM oTpaciu. JleTansHbiMH 0030pamMul CMapT(OHOB,

HAyKH, TEXHUKH,

MJIAHICTOB, MNEPCOHAJIBHBIX KOMIIBIOTCPOB, KOMIIBIOTCPHBIX
KOMILIEKTYIOINX, OBITOBOM TEXHUKH M YCTPOMCTB JUIsl pEMOHTA,
cajia ¥ Oropoja, MporpaMMHOro obecreueHus: U nepudepuitHbIx
ycTpoiicTB. Ha caiite eXeqHEBHO OCBEHIAIOTCS BOMPOCHI

(G POBBIX TEXHOJIOTHI U COBPEMEHHBIX pellleHui Ha ux 0ase.

ixbt.com
CoBeplilieHCTBOBaHUE o0pa3oBaHUs U HHXEHEPHOU
ACATCIIBHOCTH BO BCEX HUX IPOABJICHUAX, OTHOCAINIUXCA K
y4eOHOMY, HAy4YHOMY W TEXHOJIOTUYECKOMY HAalpaBiICHHUAM,
Acconmanus WH)KEHEPHOTO

oOpa3zoBanus Poccun

http://www.ac-raee.ru/

BKJIrO4as IIPOLECChI npenoagaBaHusl,
HCCIICIOBaHUs, p8.3pa60TKI/I HHXXCHCPHBIX peIHeHI/Iﬁ, OKa3aHUus

HIUPOKOro CIHCKTpa O6p3.30BaT€J'IBHLIX YCIyT, obecrieueHUs

KOHCYJIbTUPOBAHMH,

CBsi3ell ¢ OOIIECTBEHHOCTHbIO, NPOM3BOJCTBOM, HAyKOH H

UHTETpAllM B MEXIYHapOJHOE Hay4YHO-00pa30BaTEIbHOE

MPOCTPAHCTBO. CBOOOHBIN JTOCTYTI

10. IIporpammuoe obOecnedyeHue  (JIMLIEH3MOHHOe W  CBOOOJHO
paClIPOCTpaHSIeMOG), HCIIOJb3YEMO€ TIPH OCYHIECTBJICHUHU Oﬁpa?»OBaTe.]IbHOI‘O
nmpomecca

Nudopmanus o nmpase
[Iporpammuoe COOCTBEHHOCTH (PEKBU3UTHI
Aynutopus
obecrnieueHue JIOTOBOpa, HOMEP JIUIEH3UU U
T.1.)
Ne 2076 Yuebnas aynuropus mist (Kaspersky Endpoint CyOnuieH3uOHHBII 10r0oBOp Ne

MPOBEJICHUS YICOHBIX 3aHATHN
BCEX BUJOB, ITPELYCMOTPEHHBIX

Security mst Ouzneca — [M111-126/2023 ot 14.12.2023

Pacmmpennsiii Russian
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MPOTPAMMOM CPETHETO

PO eCCUOHATHLHOTO
oOpazoBaHust/OakanaBpuara/
crenuainrera/
MarucTpaTypbl/CpPeHETO
poeCCUOHATHLHOTO
o0Opa3oBaHwsI, OCHAIIICHHAS
000pYJIOBaHUEM U TEXHUYECKUMHU
cpeacTBaMu 00y4EHUsI, COCTaB
KOTOPBIX OINPEIENSICTCS B
pabourx mporpaMmax JTUCIUTUINH
(Moyeit)

Jlaboparopust «BeraucauTensHOM
TEXHUKHU, APXUTEKTYPBI
MEPCOHAIILHOTO KOMITBIOTEpA U
nepudepuiHbIX YCTPOUCTBY
Jlaboparopust MOIETUPOBAHUS
TEXHOJIOTUIECKUX MTPOIECCOB

Edition. 150-249 Node 2
year Educational Renewal
License

'Windows 7 OLPNLAcdmc

noroBop NeJ103 ot 30.05.2012) ¢
norncornamenusivMu ot 29.04.14 u
01.09.16

(6eccpouHast TUTIEH3US)

MS Windows 10 Pro

noroop Ne 392 469.223.3K/19 ot
17.12.19 (6eccpoyHas TUIICH3US)

Microsoft Office Standard
2019(Microsoft DreamSpark
Premium Electronic
Software Delivery
Academic(Microsoft Open
License

HOMED JUIEeH3UN-42661846 ot

30.08.2007) ¢ momcoriameHusIMu
o1 29.04.14 1 01.09.16 (6eccpounas
JIUTICH3HS )

KOMIIAC-3D v20 u v21

CyOnuiieH3u0HHBII 10T0BOp Ne
Hmn-22-00044 ot 21.03.2022
(6eccpounas JIUIICH3MS)

MathCADv.15

Cy06mnwi1. 1oroBop
Ne39331/MOC2286 ot 6.05.2013)
HOMeEp NueH3un-42661846 ot
30.08.2007) (6eccpounas
JTUTICH3HS)

1C: npennpusitue 8

norosop Ne 08/10/2014-0731

PascalABC

CBOOOHO pacIpoCTpaHsIeMoe
porpaMMHOE o0ecrieueHne
(6eccpouHas TUIIEH3MSA)

Microsoft Visual Studio
2019

CBOOOIHO pacrpocTpaHsIeMoe
[IpOrpaMMHOE OOecreueHue
(6eccpouHas JIMIICH3MS)

Python 3.7 CBOOOJTHO PacIpPOCTPAHIEMOE
porpaMMHOe oOecTieyeHHne
(6eccpouHas JIUIICH3MS)

AIMP OTEYECTBEHHOE CBOOOIHO

pactpocTpaHseMoe MPOrpaMMHOE
obecrnieuenue (OeccpoyHas
TTALICH3US )

Ne 2116 YueGHast aytuTOpHs
JUISL IPOBENICHUST yUeOHBIX
3aHATHI BCEX BUJIOB,
MIPeIyCMOTPEHHBIX IPOTrPAMMO
cpeaHero npogeccuoHaIbLHOTO
obOpasoBanHus/OakanaBpuara/
CHEeLUANNUTETa/ MATUCTPATYPHI,
OCHaIlleHHasi 000pYI0BaHHEM U
TEXHUYECKUMHU CPEACTBAMHU
00y4eHus1, COCTaB KOTOPBIX
orpenensercs B pabounx
MporpaMMax JTUCIUIUINH
(Monyei)

'Windows 7 OLPNLAcdmc

norosop NoJ103 ot 30.05.2012) ¢
norcornamenusiMu ot 29.04.14 u
01.09.16

(ObeccpouHast TUTICH3NS)

Kaspersky Endpoint
Security nis 6usHeca —
Pacmmpennsiii Russian
Edition. 150-249 Node 2
year Educational Renewal
License

CyOnuueH3noHHbIH JoroBop Ne
[I11-126/2023 ot 14.12.2023

Microsoft Visual Studio
2019

CBOOOJTHO PaCIpOCTpaHsIeMoe
nporpaMMHoe o0ecrieyeHue

(6eccpounast JIUIICH3MS)
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JlaGopatopus «IIporpammHoro
00ecrneveH s U COTPOBOKACHUS
KOMITBIOTEPHBIX CHCTEM)
Kabunet naHpopManmoHHbIX
cucteM u TexHonorud AO «HITK
«IJIAPA»

KOMIIAC-3D v20 u v21

CyOnuueH3noHHbIH JoroBop Ne
Hn-22-00044 ot 21.03.2022
(6eccpouHast TUTIEH3US)

PaitNet

CBOOOIHO pacrpocTpaHsIeMoe
porpaMmmMHoOe o0ecriedeHre
(6eccpouHas nTUIIEH3MA)

Ne 1126 ITomerenue s
CaMOCTOSITEIIbHON PabOTHI
oOydJaronuxcs

Security quist OuzHeca —
Pacmmpennsiii Russian
Edition. 150-249 Node 2
year Educational Renewal
License

AIMP O0TEYEeCTBEHHOE CBOOOIHO
pacnpocTpaHseMoe MPOrpaMMHOE
obecnieueHue (OeccpouHast
JIULICH3US)

Kaspersky Endpoint CyOnunieH3noHHBIN 10roBOp No

ITI11-126/2023 ot 14.12.2023

Windows 7 noroBop NeJ103 ot 30.05.2012) ¢
OLPNLAcdmc norcoriameHusMu ot 29.04.14 u
01.09.16
(6eccpouHast JIMIICH3MS )
AdobeReader CBOOOHO pacrpocTpaHsIeMoe

porpaMMHoe oOecrieueHue
(6eccpoyHast JIMIICH3MS)

["apaHT- cripaBo4HO-
IIpaBoOBasi cucTeMa

Horosop NeC-002-2025 ot
09.01.2025

Yandex Gpayzep

CBOOOIHO pacrpoCcTpaHsIeMoe
porpaMMHOE o0ecrieueHne
(6eccpouHast TMIICH3H)

Microsoft Office Standard
2007(Microsoft
DreamSpark Premium
Electronic Software
Delivery
Academic(Microsoft Open
License

HOMEp JulEeH3un-42661846 ot
30.08.2007) ¢ nomncornameHusiMu
o1 29.04.14 1 01.09.16

(GeccpouHast TUIIEH3USA)

Zoom CBOOOJIHO PaCTIPOCTPAHIEMOE
MporpaMMHOe o0ecrieueHue
(6eccpouHast JIMIICH3MS)

AIMP OTEYECTBEHHOE CBOOOIHO

pacrpocTpaHsieMoe POorpaMMHOe
obecnieuenue (OeccpouHas
JIULICH3US)

11. MaTtepHaJibHO-TEXHHYECKOEe o0ecreueHne JUCHUIIHHBI

Tuno u HOMCP MOMCIICHUS

[TepedeHb OCHOBHOTO 00OPYIOBAaHUS M TEXHHUECKHUX
CPEACTB OOYUCHHMSI

VYueOHast ay TUTOpHS IS

MPOBEJICHUS YUCOHBIX 3aHATHIA | DKpaH, aBTOMATHU3WPOBAaHHBIC pabouyne MecTa Ha 15
BCEX BHUJIOB, IPEyCMOTPEHHBIX | OOydYalomUXcs, aBTOMATH3UPOBAHHOE pabodyee MecTo
MPOrPaMMO CpeHETO mpernojaBaTeliss, MapKepHas J0CKa; CIeIHaM3UpOBaHHASL
PO eCCHOHAITBHOTO MeOenb  Juist  cepBucHOro  obcmyxuBanms  IIK ¢

OOGopynoBaHue: J0cka ydeOHas, CTEH/IbI,

IPOEKTOp U
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oOpa3oBanusi/OakanaBpuara/
cnenuaanrera/
MarucTpaTypbl/CpeHETO
po¢eCCHOHATBHOTO
o0Opa3oBaHUs, OCHAIIICHHAS
obopyoBaHUEM U
TEXHUYECKUMHU CPEACTBAMU
00yd4eHus1, COCTaB KOTOPBIX
orpeensercs B pabounx
MporpaMMax JIUCHUIUIMH
(Monyneit)

JlabGopaTopus
«BBIYHCINTEILHON TEXHUKH,
aApPXUTEKTYPHI IEPCOHATBHOTO
KOMIIbIOTEpa U epupepuitHbIX
YCTPOMCTBY

JIaGopatopusi MOJETUPOBAHUS
TEXHOJIOTUYECKUX MPOIECCOB
Ne 2076 (r. Yebokcapsl, yiI.
K.Mapkca. 60)

3a3eMJICHHEM U 3alIUTON OT CTATHYECKOTO HAPSHKEHUS
TexHuyeckue cpeacTBa 00yueHUs: KOMIbIOTEpHAs
TEeXHHUKA

(npomteccop Core 13, omepatuBHas MaMsATh oO0beMOM 4
['6) ,15 KOMITJIEKTOB KOMIBIOTEPHBIX KOMIUICKTYOIIUX IS
nmpous3BeneHUs  COOpPKH, Pa30OpKM W CEPBUCHOTO
obcnyxuBanuss [IK u oprrexHukw, MPOrpaMMHOE
obecrieuenne 001Iero U MPoheCcCUOHATBLHOTO HA3HAYEHUS

YyeOHast aytuTopus AJis
MIPOBEJICHUS YUEOHBIX 3aHITHIMA
BCEX BUJIOB, IPEyCMOTPEHHBIX
MPOrpaMMOM CPEIHETO
poheCCUOHATBLHOTO
obOpasoBanus/OakanaBpuara/
CHEIMAIUTETa/ MATUCTPATYPHI,
OCHAIIIEHHAs1 000py0BaHUEM U
TEXHUYECKUMU CPECTBAMU
00y4eHus1, COCTaB KOTOPBIX
orpeensercs B pabounx
MporpaMMax JIUCHUIUIMH
(Momyneit)

Jlaboparopus «IIporpammuoro
o0ecreyeHns: U COIPOBOKICHUS
KOMITBIOTEPHBIX CHCTEM)
Kabuner nHpOpMaIIMOHHBIX
cucteM u TexHosioruii AO
«HITIK «2JIAPA»

Ne 2116 (r. YeGokcapsl, yiI.
K.Mapkca. 60)

O6opynoBaHue: KOMILIEKT MeOenu AJsl yueOHOro
mporecca; Iocka yueOHasl; CTeH/IbI, aBTOMaTH3UPOBAHHEIC
paboure Mecta Ha 15 oOyyarommuxcs,
aBTOMATH3UPOBAHHOE pabouee MECTO MPeroIaBaTelis,
TexHuveckue cpencTBa 00yUYeHHsI: KOMITBIOTEPHAS
TEXHHKA; MYJIbTUMEIUHHOE 000pyI0BaHkEe (IIPOEKTOP,
9KpaH), MapKepHas JI0CKa, MPOrpaMMHOE 00eCIIeUeHHE
o011ero u Mpo¢eCcCuOHANTBHOTO HA3HAYEHUS

[Tomemenue s
CaMOCTOSITENIbHOM pabOTHI
o0yyJaronmxcst

Ne 1126 (1. Yebokcapsl, yiI.
K.Mapkca. 60)

OO0opynoBaHue: KOMITIEKT MeOeH IJis1 y9eOHOTO
nporiecca;

TexHUYECKHE CpEeNCTBA O0YUYEHUS: KOMIIBIOTEPHAS
TEXHHMKA C BO3MOXHOCTBIO IOAKIIOUEHHUS K CETH
«MHTEepHET» U 00ECIICUCHUEM JIOCTYIIA B JICKTPOHHYIO
nH}OpMaIIMOHHO-00pa3oBaTeNIbHYIO cpeny Punnana

12. MeToaunueckue
MUCIUTLIHHBI

YKa3aHus JJd

Memoouueckue ykazanus 0714 3aHAMUN TeKYUOHHO20 MUNA
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B xome JeKUMOHHBIX 3aHATUH O0O0ydaromiemycss HEOOXOJWMO BECTU
KOHCIIEKTUPOBaHUE Yy4yeOHOro Marepuana, oOpamiaTh BHUMAaHUE Ha KaTEropHH,
(opMyIMPOBKH, PACKPHIBAIOIIUE COACPKAHUE TEX WM MHBIX SBJICHUN U MPOIECCOB,
HAyYHBIE BBIBOJIBI M IPAKTUYECKUE PEKOMEHAALINH.

HeoOxomumo 3amaBaTh MpemnojaBaTeN0 YTOUYHSIOIIUE BOMPOCHI C IIEIBIO
VSCHEHUST TEOPETHUYECKUX  IOJIOKEHUM, pa3pelieHus] CIOPHBIX  CUTyalui.
[lenecoobpa3zno  gopabarbiBaTh CBOM  KOHCIEKT JIEKIIMU, Jenas B HEM
COOTBETCTBYIOILME 3allMCM W3 OCHOBHOM U JIONOJIHUTEIBHOW JIMTEpaATypHl,
PEKOMEHJIOBAaHHOM TMpernojiaBaresieM M NpPelyCMOTPEHHOM y4eOHOM mporpammoi
JTUCIUTUTUHBI.

Memoouueckue ykazanus 014 3aHAMUIL 1A00PAMOPHO20 MUna.

BoimonHennio  m1abopaTOpHBIX  paOOT MPEAIIeCTBYET IMPOBEpKa 3HAHUMN
CTYJICHTOB — WX TEOPETHMYECKOW TOTOBHOCTH K BBHINOJHEHUIO 3amaHus. [IpoBepka
3HaHUU MPOBOAMUTCA B (opMe, KOTOPYIO ONpENeNsIeT MpernojaBaTeslb TUCIUIUINHBI
(TecTupoBaHue, OIpoc).

[Tpu npoBeneHny 1abOPaTOPHBIX 3aHATHI BBIICIAIOT CIASAYIOUINE Pa3IeIbl:

— oOmue nonaoxxeHus (mepeyeHpb J1a00paTOPHBIX UK MPAKTUYECKUX

—  3aHATUH);

— 0001mue TpeOOBAHMS K BBIIIOJHEHUIO padoT;

— MHCTPYKLHMS MO KaXKJ0i pabore;

— CIpaBOYHBIE MATEpPUAJIbI U T. JI.

JlabGopaTopHble 3aHATHS MO3BOJSAIOT Pa3BUBATh y 00YyYarOLIErocs TBOPUYECKOE
TEOPETUYECKOE MBIIUICHHE, YMEHHE CaMOCTOSITEIbHO H3ydaThb JIUTEpaTypy,
aHAIM3UPOBATh MPAKTUKY; ydaT YETKO (GOPMYIUPOBATH MBICIb, BECTH AUCKYCCHIO, TO
€CTh UMEIOT HCKIIOYUTEIBHO BAXKHOE 3HAYEHHE B PAa3BUTUU CAMOCTOSITEIIBHOTO
MBIILJICHUS.

['oToBsSICH K JOKJIaay WM BBICTYIUICHMIO B paMKaX HHTEPAKTUBHOU (OpMBI,
pu He0OXOIUMOCTH, CIIeyeT 0OpaTUTHCA 3a MOMOIIBIO K MPENOaBaTENIO.

Memoouueckue yKazanusa K camocmoamenvHoil padome.

CamocTtosiTenbHass paboTa 00y4YarOIIErocsi SIBISETCS OCHOBHBIM CPEICTBOM
OBJIAJICHUS YI€OHBIM MaTEPHUaJIOM BO BpeMs, CBOOOTHOE OT 00sS3aTEebHBIX YICOHBIX
3ansTUi. CamocTosiTenbHass paboTa OO0y4arIIerocss Haja YCBOEGHHUEM Y4YeOHOTO
MaTepualia Mo Yy4eOHOM JAMCIMUIUIMHE MOJET BBIINOJIHATHCS B OMOIHMOTEKE
YHUBEPCUTETA, yUeOHBIX KaOMHETaX, KOMIIBIOTEPHBIX KJIACCaX, a TAKXKE B JIOMAITHUX
ycinoBusx. CopepskaHue M KOJIMYECTBO CAMOCTOSITENIbHOM pPabOThl 00yYaromerocs
onpeaensieTcss y4eOHOW MporpaMMon JUCHUIUIMHBI, METOJMYECKUMH MaTepualamH,
PAKTUYECKUMHU 3aIaHUSIMU M YKa3aHUSAMHU MPEToaBaTesl.

Camocmoamenvnasn paboma ¢ ayoumopHoe 8pems MO}cem GKII0UaAmb:

1) KOHCIEKTHpOBaHME (COCTABICHUE TE3UCOB) JICKITUH;

2) BBITIOJIHEHHE KOHTPOJIBHBIX padoT;

3) peuieHue 3aaady;

4) paboTy CcO CITpaBOYHON U METOIUYECKON JTUTEPATYPOH;

5) paboTy ¢ HOpMATHBHBIMH IIPABOBBIMU aKTAMH;

6) BBICTYIUIEHHUA C JOKJIAaJaMH, COOOIIEHUSIMHA Ha CEMUHAPCKUX 3aHITHUSAX;

7) 3alUTy BBINOJHEHHBIX PaboT;
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8) yuactue B OMNEpPaTUBHOM (TEKYIIEM) OIpPOCE IO OTIAEIbHBIM TEeMaM
U3y4aeMOW TUCIUIUINHBI;

9) ydactue B coOeceqoBaHUSAX, JEIOBBIX (POJIEBBIX) UIPax, TUCKYCCHUSX,
KPYTIBIX CTOJIaX, KOHPEPCHITUSX;

10) yuactre B TECTUPOBAHUU U JIp.

Camocmosamenvnan padboma 60 6HeaAyOUMOPHOE 8PEMA MOMHCEM COCMOAMDb
u3:

1) moBTOpeHuUs JIEKIMOHHOT'O MaTepHaa;

2) TMOJATOTOBKU K MPAKTUUYECKUM 3aHSATUSIM;

3) usydeHus yueOHOU U HAYYHOU JIUTEPATyPHI;

4) wW3yuyeHuss HOPMATUBHBIX NPABOBBIX AaKTOB (B T.4. B AJIEKTPOHHBIX 0Oazax
JAHHBIX );

5) peleHus 3a1a4, ¥ UHBIX MPAKTUYECKUX 3aJaHUN

6) TOATOTOBKH K KOHTPOJIbHBIM paboTaM, TECTUPOBAHUIO U T.1I.;

7) TOATOTOBKH K MPAKTUYECKHUM 3aHATHUSM YCTHBIX JOKJII0B (COOOIICHMHN);

8) moaroroBku pedeparoB, 3CC€ W HMHBIX HHAWBHUIYAIbHBIX ITHCHMEHHBIX
paboT 10 3aJJaHUTO0 MIPETOIaBaATEIS,

9) BBIIOJIHEHUS KYPCOBBIX pabOT, IPEIYCMOTPECHHBIX YICOHBIM IIJIAHOM;

10) BBIMOTHEHUSI BBIMTYCKHBIX KBATU(UKAIIMOHHBIX padoT U Ap.

11) BeiienieHust HanboJee CIOXKHBIX U MPOOJEMHBIX BOMPOCOB MO U3ydaeMOil
TeMe, TMOJy4YeHUE Pa3bICHEHUW W PEKOMEHAAIMN 10 JaHHBIM BOIpOcaM C
npenojaaBaTe MU Ha KOHCYJIbTaIUSIX.

12) npoBesieHHs CaMOKOHTPOJISI MYTEM OTBETOB Ha BOMPOCHI TEKYIETO
KOHTPOJISl 3HAHWUM, PEIlIeHUs] MPEJCTaBICHHBIX B yUeOHO-METOJUYECKUX MaTepraax
kadenpsl 3amay, TECTOB, HamucaHus pedepaToB U 3CCE MO OTIEIBHBIM BOIPOCAM
U3y4aeMoOu TEMBI.

Texymuii KOHTPOJIb OCYHIECTBIsICTCS B (DOPME YCTHBIX, TECTOBBIX OIPOCOB,
JIOKJIAJIOB, TBOPYECKUX 33 IAHUU.

B crydae mpomnyckoB 3aHATHI, HAIMYWS UHIWBUIYATHHOTO Tpaduka oOydeHus
U JUISl 3aKpeIUIeHUs] MPAaKTUYECKUX HABBIKOB CTYJAEHTaM MOTYT OBITh BbIJAHbI
TUIOBbIC WMHAWBUIYyaJbHBIE 3a/laHUsl, KOTOPbIE€ JOJKHBI OBITH CHAHBI B
YCTAaHOBJICHHBIN ITPENOAABATENIEM CPOK.

13. OcoOenHocTH peajM3auvu JAMCHUIVIMHBI JJIS UHBAJUIOB M JHI C
OrpaHNYeHHBIMHU BO3MOKHOCTSIMU 310POBbSI

O6yuenne mo guctuiuimHe «Kpunrorpaduyeckue METOAbI  3alUTHI
uH(pOpMaIM) WHBAIUJIOB M JIMI C OrPAHMYECHHBIMH BO3MOXHOCTSIMU 370POBbSA
(mamee OB3) ocymecTBisieTcss MpenojaBaTeleM C Yy4eToM OCOOCHHOCTEH
NCUXO(PU3NYECKOTO PA3BUTUS, WHIUBUIYAIbHBIX BO3MOXXHOCTEH U COCTOSHUSA
3JI0POBbS TAKUX O0YYaIOIIUXCA.

JIJist CTyIEHTOB C HapyIICHUSIMU OMOPHO-ABUTaTeNnbHON QyHKiuu u ¢ OB3 mo
CIyXy TMpelyCMaTpUBAETCA COMPOBOXKICHHUE JEKIUA M MPAKTHUYECKUX 3aHATHUI
MYJIbTUMEIUUHBIMU CPEJICTBAMU, PA3/IaTOYHBIM MaTEpPUAJIOM.
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Hns crynentoB ¢ OB3 mo 3peHuio mnpegycMaTpuBaeTcs MNPUMEHEHHE
TEXHUYECKUX CPEJICTB YCHUJICHUS OCTaTOYHOI'O 3pEHMs, a TaKXKe MpelyCMOTpeHa
BO3MOKHOCTH pa3pabOTKU ay1HoMaTepraoB.

[lo mucuunnmae «Kpunrorpapuueckue METOABl 3aIIUTHl  HMHPOPMALTUN
oOydeHne MHBAJIUIOB U JIHI] C OTPAHUYECHHBIMUA BO3MOXKHOCTSIMHU 370POBbSI MOXKET
OCYIIECTBIISITECS KaK B ayAUTOPHHM, TaK U C HCIOJB30BAHUEM JJIEKTPOHHOU
UH(OPMAIMOHHO-00pa30BaTENbHON  Ccpeibl, 00pa30BaTENbHOIO  MOpTalia U
AJIEKTPOHHOM TOYTBHI.
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JIUCT JOIOJIHEHUU 1 USMEHEHUN

paboueit mporpaMmbl JUCIUTIIMHBI

Paboyasg mporpamMma AUCHMIUIMHBI PACCMOTPEHA, OOCYKIEHA W Ooa0o0peHa UIs
ucrnondeHus B 2026-2027 yyeOHOM roay Ha 3acenanuu Kadeapbl, mpoTokoa Ne 9
oT «22» Mmas 2026r.

BHeceHbl JIONOJHEHUSI M M3MEHCHHUSI B YAaCTU aKTyaIW3allMy JIMIIEH3MOHHOIO
IporpaMMHOIO O6€CH€‘—ICHI/IC, HCIIOJBb3YEMOC Ipu OCYIICCTBJICHHUHN
06D330B3T€HBHOFO npoliecca 10 JaHHOW JMCIUILJIMHBI, a TAaKKE COBPEMEHHBIX
HDOd)CCCI/IOHaJII)HBIX 0a3 JaHHBIX H I/IHd)ODMaIII/IOHHI)IX CITPABOYHBIX CHCTCMaAX,
aKTyaJIM3allMM TI€PCYHS] OCHOBHOM W AONOJIHMTEILHOM V‘I€6HOI>’I JUTEPATYPHI,
HCO6XO,Z[PIMOI>1 JJI1 OCBOCHUA AW CIMITIINHBI.

Pabouasi mporpamma JIUCHUIUIMHBI PaccCMOTpEHa, OOCY>KJIeHa MU OJI00peHa s
ucnonaHenus B 202 -202  y4yeOHOM rojy Ha 3acefanuu Kadeapbl, IpOTOKoJ No
oT  « » 202 r.

Bnecennl JOITIOJIHCHUA U U3MCHCHMUA

PabGouass mporpamma JIHCUUIUTMHBI PacCMOTpEHa, OOCYXKJeHa M OJ00peHa s
ucnongHenus B 202 -202  yyeOHOM rojy Ha 3acefaHuu Kadeapbl, IPOTOKOJ No
OT _ « » 202 r.

BHeceHb! I0N0JHEHUS U U3MEHEHUS

PaGouass mporpamMma AMCHMIIMHBI PAacCMOTpeHa, OOCYXKIeHa M 0J00peHa Jyis
ucnonHeHus B 202 -202  yuyeOHOM roAy Ha 3acenaHuu Kadeapsl, IPOTOKOT No
OT  « » 202 r.

BHeceHbI I0N0JHEHUS U U3MEHEHUS
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