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Pabouas mporpamMma JJUCIIUIUIMHBI pa3paboTaHa B COOTBETCTBUH C:

- ®degepanbHBIA TOCY/AAPCTBEHHBI 00pa30BaTe/bHBIM CTAaHZAPT BBICIIIETO
oOpa3oBaHus - OakasaBpyaT 1o HarpasieHuto moarotoBku 09.03.01 — Mudopmatuka
Y BBIUMC/IWTE/IbHAsI TEeXHWKa, YTBEP)KJEHHbIM MpUKa3oM MUHUCTEpCTBA HAyKU U
BbICIIero oOpa3oBanust Poccuiickoit ®@epeparuu Ne 929 ot 19 cenrsiops 2017 r.
3aperucTpupoBaHHbili B MuHiocte 10 okTsa6pst 2017 roga, per. Homep 48489 (nanee
— dI'OC BO).

- yueOHbIM TUTaHOM (OYHOM, 3a04HOM (hopM 0OyueHHs) TIO HarlpaBJeHHIO
noarotoBku 09.03.01 «MHbopMaTHKa ¥ BIYMCIUTETbHAs TeXHUKa».

Pabouasi miporpaMM [JWCLIMIUIMHBI BK/IIOUaeT B cebsi OL[eHOUHBbIe MaTepHuaslbl
JJ/1s1 IPOBeZIeHUsT TEKYLLero KOHTPOJISl YCIIeBaeMOCTHU U TIPOMEXXYTOUHOM aTTeCTaliu
no gucturuinHe (1.8 ®oHJ OLEHOUHBIX CpPeJCTB [/ MPOBEJeHUs TeKYyLIero
KOHTPOJII  YCIIeBaeMOCTH, TIPOMEeXYTOYHOW aTTecTaljud I10 WUTOramM OCBOEHUS
JMACLTUTI/IAHBI)

Astop [TukvuHa HaTtanvg EBreHbeBHa, KAaHAWAAT Tearoriyeckrx HayK,
no1eHT Kaheapbl “HGOOPMAIIMOHHBIX TeXHOJIOTHUH U CUCTEeM VIIDaBJIeHUA

(ykazamb ®HO, yueHyto cmeneHb, yHeHOe 38aHue WU O0NHCHOCMb)

ITporpamma ofjo6peHa Ha 3acefiaHuM Kadeapsl THOOPMAaIIMOHHBIX TEXHOJIOTHI
u cucteMm ynpasseHus (potokosn Ne 8 ot 12.04.2025r).



1. IlepeueHb IUIAHMPYeMbIX Pe3y/bTaTOB O0yYeHUs] 1O JUCLUIUIMHE,
COOTHECeHHbBIX C IUIAHUPYeMbIMH pe3y/IbTaTaMH OCBOeHUsi 00pa3oBaTe/1bHOI
nporpammsl (L{es11 ocBoeHUs JUCHMNIMHBI)

1.1. OensiMy 0CBOEHUS JUCLIUIVIMHBI «3aljuTa UH(POpMaLi» SIBJISFOTCS:

— MojiyyeHWe  CTyJleHTaMM 3HaHMM O  TeOpeTHYeCKMX  OCHOBAx
Kpunrorpapuu;

— (dopMUpOBaHre HaBLIKOB pabOThI C COBPEMEHHBIMU IMPOTPAMMHBIMHU U
TeXHUUeCKUMH cpeAcTBaMu OBM, obecrieunBaroMMM  3allUTy  XPaHHUMOM,
obpabatbiBaemMoii ¥ TlepefiaBaeMoM  WHGMOPMAI[MKM  OT  CAydyallHOTO WU
TpeJHaMepPeHHOr0 03HAKOMJIEHUSI, U3MEHEHUS U YHUUTOXKEHWS;

— n3ydeHre Croco0OB U CpeACTB HeCaHKLMOHUPOBAHHOTO MAOCTyIa K
nHbOpMaI[1H, CITOCOO0B U CPe/ICTB 3all[UThl KOH(MHEHIIMATEHOW NH(OPMALIUH.

1.2. O6nactu  mpodeccHoHA/NLHOM  JlesiTelbHOCTH — u(Wmn)  cdepbl
npoecCUOHAILHOM  IeSiITeIbHOCTA, B KOTOPBIX  BBIMTYCKHWKHM, OCBOUBIIIHE
MpOrpamMmy, MOT'YT OCYII[eCTB/ISITh TTPO(eCCUOHAIbHYIO JesiTeTbHOCTD:

06 Ces3b, UH(OpMAYUOHHbIE U KOMMYHUKAUUOHHble mexHono2uu (8 cgepe
npoeKmupoeaHus,  paspabomku, eHeOpeHus U  3Kcnayamayuu — cpeocme
8bIYUCAUMEAbHOU MeXHUKU U UH(MOPMAYUOHHBbIX CuUCmeM, YNnpaeneHusi Uux
JHCU3HEHHbIM YUK/IOM).

1.3. K OCHOBHBIM 3a7lauaM HW3y4YeHUS AUCLIMIUVIMHBI OTHOCUTCS TOATOTOBKA
oOyyJaroImMxcss K BBINIOJIHEHUIO TPYAOBBIX (YHKIMM B  COOTBETCTBHUU  C
ripodeCcCHOHALHBIMU CTaHAAPTaMMU:

O600611IeHHbIE TPY/IOBbIE (YHKLIUH TpynoBbie GpyHKLH
Kop v HanMeHOBaHMe
npodeCcCOHANBEHOTO 0 YPOBEHb yPOBeHb
CTaHjapTa HarMeHOBaHUe KBanmMurKany HaviMeHOBaHHe KOJ (TorypoBeHb)
A u KBa/IM(PUKaIuu
06.001 TIporpammuct Ananus
Hpocbs;;t:omnhﬂbn?l 6 TpeboBaHUH K D/016
ZapT TIPOTPaMMHOMY
«[TporpammucT», obecrieueHNIO
YTBep>KJeHHBII
MIPHUKA30M Pa3paboTka
MuHHUCTepCTBOM TpyAa Pa3paboTka TeXHUUYECKUX
U COLIMAIbHOM 3all[UThI TpebOBaHUH U crienUKaLyii Ha
Poccuiickoii D TIPOEKTUPOBAHKE 6 NPOrpaMMHbIe D/02.6 6
®Defepaliuu OT MPOrpPaMMHOT0 KOMIIOHEHTBI U X
18.11.2013 Ne 679u obecrieuenust B3aUMO/IeIiCTBIE
(3aperucTpupoBaH B
MuHucTepcTBe Tpyza U
COL|a/IbHOM 3alL[UTHI [IpoekTupoBaHue
Poccuiickon 6 MIPOrpaMMHOr0 D/03.6
®enepanyu oT 18 obecnieueHust
nekabpst 2013 r.
Ne30635)
. Pazpabotka
06.028 CucremMHbIM A Pa3paboTka 6 npaiiBepos A/016 6
TIPOTPaMMHUCT KOMIIOHEHTOB N
n .y YCTPOMUCTB
podeccroHaNbHbIH CUCTEeMHBIX




O6006111eHHbIE TPYOBbIE (HYHKLIUH TpynoBble GYHKIMA
Kop v HanmeHOBaHMe
npodeCcCOHANBEHOTO 0 YpOBeHb yPOBeHb
CTaHzlapTa HaviMeHOBaHUe KBanmMurKany HaviMeHOBaHHe KOJI (TTorypoBeHb)
A u KBarmMuKaiu
PaspaboTtka
KOMITHJIITOPOB,
3arpy34rKoB, A/02.6 6
cra”apT «CHUCTeMHBIN cBopupikos
MIPOTPaMMUCT», yTB.
ITprkasom MPOrpaMMHBIX Paspaboria A/03.6 6
MutHncTe 6 CHUCTEMHBIX YTUIUT
PCTBOM TpyZa TIPO/IyKTOB
Y COL{IaTIbHOM 3aLl{UThI Cosnanie
PO o1 29 cenrabps I/IHCprM'ELHTaHLHLI
2020 ropga N 678u X CpefiCTB AJ04.6 6
MPOrpaMMHPOBAHH
s
PaspaboTtka
Mo/eni busHec- C/08.6 6
TIPOLIeCCOB
3aKa3uMKa
BriaBnenue 6
TpeboBanuii K IC C/11.6
Ananmus 6
TpeboBaHUI C/12.6
PaspaboTtka 6
apxurtektypsl IC C/14.6
IIpoekTrpoBanue u 6
nuzaiia C /166
06.015 Crnienipanuct rno BeimosiHeHue paboT
VH(POPMaLMOHHBIM Y yrpaBiieHre PaspaboTka 6a3 6
cucTemMam paboTamu 1o AHHBIX VIC C/17.6
ITpodeccrioHanbHbIM CO3/IaHUI0
CTaHJAPT (MopudvKaun) u OpraHu3aLMOHHOE 6
«Crieryanucrt mo C COTIPOBOXK/IEHUIO 6 u
MH(OPMALHOHHBIM nC, TeXHOJIOTHYEeCKOe
CUCTEMam», YTB. aBTOMAaTH3UPYIOIIN obecrneyenye
TIPUKa30M X 3aJaunt KOZJMpOBAHHS Ha C/18.6
MWMHHUCTEPCTBOM TpyJa OpraHM3alioHHOTO A3BIKAX
U COLIMA/TbHOM 3allIUThI yTipaB/ieHust U NpOrpaMMUpOBaHH
P® 18 HosiOpst 2014 T. OU3HEeC-TIPOLIeCChI q
Ne896H
OpraHuv3aLroHHOe 6
u
TeXHOJIOTUYeCcKoe
obecrieueHue C/19.6
MOJY/TbHOTO
TectupoBanus M1C
(Bepudukaryn)
Co3panue 6
TO/b30BATENBCKOR | (- o5 o
JOKYMeHTaL|1 K
UC
Opranusauys C/40.6 6
PEeTo3UTOpHUsI




Kop v HaumeHOBaHVe
poheCcCUOHATBFHOTO

CTaHapTa

O6006111eHHbIE TPYOBbIE (HYHKLIUH TpynoBble pyHKIH
0 YpOBeHb yPOBeHb
HaviMeHOBaHUe KBanmMurKany HaviMeHOBaHHe KOJI (TTorypoBeHb)
A u KBarmMuKaiu

XpaHeHUs JAaHHBIX
0 CO3JaHUH
(MouduKanyn) u
BBozie IC B
9KCIUTyaTaluo

1.4. KomneteHuuu obyuatroierocsi, ¢opMrvpyeMble B pe3ysbTaTe OCBOEHHS

JUCLIMTITUHBI
HaumenoBanue | Koj u HaumMeHOBaHUe Koa n Ilepeuensb nIAaHUpPyeMBIX
KaTeropuu KOMIIeTeHI{UH HavMeHOBaHUe pe3y/IbTaTOB 00yueHUst
(rpynmnbi) HHANKATOpa
KOMIIeTeHI{ U} AOCTHIKEHM S
KOMIIeTeHI[UH
IMK-1. Criocoben IMK-1.1 3HaTk: Ha ypogHe 3HaHUil:
BBITIO/THATH PabOTHI U Mozen busHec- 3HaTh CTaHJApPTHBIE 3a,aUn
yrpaBjieHre pabotamu TIpOLIeCcCoB npo¢eCcCUOHATbHOU
10 CO3/,aHUI0 3aKa3uuKa, JlesiTe/IbHOCTY;
(MoguduKanun) u TpeboBanus K VC, Ha ypogHe yMeHUL:
coripoBoxzaenuto VC, apxurekTypy 1C yMeTb [IPUMEHATh
aBTOMaTH3UPYIOLUX MareMaThyeCcKue MeTO/bl,
3aauun BBIUHC/IUTE/IbHYI0 TEXHUKY
OpraHu3alMOHHOI O JJ1s1 pelLleHust
yTipaBJieHus U Ou3Hec- NIPaKTUYeCKUX 3a7ay;
TIPOLIeCChbl HA YpOBHE HABbIKOB:
BJIa/leTh NIPAKTUYeCKUMU
HaBbIKaMU IIOKUCKa U
06paboTky MHMOpMAIH.
Cosanme [1K-1.2 Y™meTsb: Ha ypogHe 3HaHUil:
npoektupoBaTe VIC, | 3HaTh CTaHJApTHbBIE 3a/auu
(MoguduKalys) o
u pa3pabatbiBaTh 6a3bl | rpodeccroHanbHOM
manubix NC, JlesiTeJIbHOCTH;
COIIPOBOXKeHHe
C WCII0J1b30BaTh COBpeMeHHble TeH/eHLH
TeXHOJIOTUN pa3BUTHSI MHPOPMAaTUKHU U
MPOrpaMMMPOBAHHUSL | BBIYMC/IUTE/IbHOM TEXHUKH,

KOMITbIOTEPHBIX
TeXHOJIOTHM U TIyTU UX
TIpUMEeHeHUs B
ripoecCMOHa/IbLHOM
JesITeTbHOCTH;

Ha ypoeHe yMeHuli:

yMeTb TIPUMEHSITh
CcoBpeMeHHbIe TeH/EeHIIUN
pa3BUTHS UHPOPMATHKHU U
BBIUMC/TUTE/TEHOW TeXHUKH,
Ha ypOBHe HaBbIKOB:
BJIa/IETh TTPAKTUUECKUMU




HaBbIKaMU TIOMCKa U
aHa/iM3a v CUHTe3a
vHbOopMaLIvu.

I1K-1.3 BnageTs:
TeXHOJIOTUSIMHU
MOZYTBHOTO

TectupoBanuss IC

(Bepudukarym),
opraHusaruei
perno3uTopuit

XPpaHeHuA JaHHBIX

Ha ypoeHe 3HAHULL:
3HaTh OCHOBBI
vH(OpMaI[OHHO-
KOMMYHHUKAITHOHHBIX
TeXHOJIOT UL

TIOHATHUS
KOH(UAeHIIMa/IbHON
MH(popMaLy,
TIepCOHAbHBIX IaHHBIX U
roCcyZilapCTBEHHOU TalHBbI.
Ha ypoeHe yMeHUL:
yMeTb aHaJIM3UPOBATh U
BLIOMpATh METOZBI U
cpezicTBa 0bOecrieueHust
rH(MOpMaI[MOHHOU
6e3omacHOCTH.

HA ypOBHe HABbIKOB:
B/IQJIeTh 37IEMEeHTaMU
(byHKIIMOHA/ILHOT'O
aHasm3a;

6uboTeyHo-
oubmorpaduueckumMu
3HAHUSIMU.

Pa3paboTka,
OT/a/iKa,
MoaubUKaLUs U
To/iiep>KKa
CHCTEMHOTO
TIPOrPaMMHOTO
obecrieueHust

[TK-3. Criocoben
pa3pabatbIBaTh
KOMITOHEHTBI CUCTEMHBIX
TPOrPAMMHBIX
MIPO/TyKTOB

IK-3.1

Pa3pabaTeiBaeT
JipaliBepbl YCTPOMCTB

Ha ypoeHe 3HaHULL:

3HATh CYIL[HOCTh U
3HaueHue UHHOpPMaIUH B
Pa3BUTHU B Pa3BUTHU
COBpEMEeHHOT0
MH(OPMaI[IOHHOTO
o0111eCTBa;

HA ypoeHe yMeHUll:

YMETH UCII0J/Ib30BATh
CcOBpeMeHHbIe TeH/IeHIIUN B
o61acT UH(OPMATUKH U
BBIUHC/IUTE/IbHON TeXHUKU,
Ha ypOBHe HaB8bIKOB:
B/Ia/IeTh HaBbIKAMH aHa/IM3a
¥ BbIOOpa METO/IOB U
WHCTPYMEHTOB JIJIs
obecrieueHust
HH(MOpMaI[MOHHOU
6e30macHOCTH.

ITK-3.2 Ha ypoeHe 3HAHULL:
Pa3pabatbiBaet 3HaTh OCHOBBI MaTeMAaTHUKU
KOMITUJISITOPBI, Ha ypOBHe, He0OX0IUMOM

3arpy34MKHY, JUISL PeIlleHnsT CTaHJaPTHBIX
COOPIHKH 3a/1au poeCcCoHaTbHOM
JesITe/TbHOCTH;
Ha ypoeHe yMeHUL:




yMeTb IIPUMEHSITh
VH(}OpMal[OHHO-
KOMMYHUKAITMOHHBIX
TeXHOIOTUU

Ha ypoeHe HaBblKOB:
B/Ia/leTh OLIEHKOW PUCKOB,
pa3paboTKy CTpaTerui
3alUThbl, IPUMEHEeHHUe
COBPEMEeHHbIX TeXHOJIOTUH
3alUThI JAHHBIX, a TAKXKe
MOHUTODPUHT U ayUT
VMH(GOPMaLMOHHBIX CUCTEM.

ITK-3.3
Pa3pabaTbiBaeT
CHCTEMHBIe YTHTUThI

Ha ypoeHe 3HaHULL:

3HaTb BU/IbI yTPO3,
BO3HMKalOIMe B MpoLjecce
rH(MOpMaI[MOHHOU
JlesiTe/TIbHOCTY;

Ha ypoeHe yMeHUL:

yMeTb BbIOMpaTh
aKTyasibHble
MH(pOPMaLIMOHHbIE PeCypChl
Y UICTOYHUKM 3HAHUU B
37IeKTPOHHOM Cpejie, a
TaK)Ke YMEeTb BbISIB/IATh
yrpo3bl UH(GOpPMaLMOHHOMN
6e30macHOCTH.

Ha ypoeHe HaBbIKOB:
B/1a/leTh pa3BUTh HaBbIKU
VX TIPaBUILHOTO
TIpUMeHeHUsI /111 3aLUThl
JIJAHHBIX U CUCTEM OT
BO3MOJKHBIX yIPO3 U aTak

ITK-3.4. Co3naet
VHCTPyMeHTaJIbHbIe
cpeJicTBa
TPOrpaMMUPOBaHUS

Ha ypoeHe 3HaHUL:

3HaTh METO/IbI U CPEe/ICTBA
obecrieueHust
rH(MOpMaI[MOHHOU
6e3omacHOCTA 00BHEKTOB
ripodeccoOHa/IbLHOM
JesITe/TbHOCTH.

HA ypoeHe yMeHUll:

yMeTb BbIOUpAaTh
Heo0X0UMbIe
WH(OPMaIMOHHBIE PECYPChI
Y UICTOUHUKU 3HAaHUU B
3/IEKTPOHHOM cpejie -
BBISIBJISITh YTPO3bI
MH(POPMaLIMOHHOU
0e30I1acCHOCTH.

Ha ypoeHe HAaBbIKOB:
BJIa/IeTh METOZAMU U
cpezicTBa obecrieueHust
HMH(MOPMaI[MOHHOU




| | | GesomacHocTH.

2. Mecto gucuumimHbl B cTpyKType OIIOII

Hucuyruivia  B1.JI(M).B.[IB.1.2 «3amura HH(pOpMal[uKi» peanu3yeTcs B
paMKax BapWaTMBHOM 4acTh byoka 1 «3JDneKTuBHbIE AUCLUIUVIMHBI (MOY/IN)»
NporpaMMbl OakasaBpuara.

OuctmriimHa «3aiqyta “HGOpMaI[iH» TMperojaeTcsi 00yUarouMcs TI0 OUHOMN
dopme obOyueHusi — Bo 4-M ceMecTpe, TI0 3a04HOM hopme — B 6 cemecTpe.

HNuctunvHa «3aiura UHGOpMaluU» SIBASIeTCS TPOMEeXKYTOUHBIM 3TarlloM
dbopmupoBanus komneteHmii [1K-1, IT1K-3 B npouecce ocBoenusi OITOIT.

MucrunivHa «3aiura “HGopMali» OCHOBBIBAETCS Ha 3HAHUSAX, YMEHUSIX U
HaBbIKaX, TPUOOPEeTeHHBIX TIPU M3yYeHUM AUCIMIUIMH [lepCrieKTUBBLI pa3BUTHS
MHGMOPMATUKNA U BBIUMCIUTENbHONW TeXHUKWU, BBefeHre B MHMOPMATUKy, YueOHast
TpaKTHKa: O3HaKOMUTe/IbHas TpaKkTHUKa, O6BbeKTHO-OPUEeHTHPOBAHHOE
nporpaMmmurpoBaHue, [IporpaMMypoBaHue [ijisi MOOMIBHBIX YCTPONCTB, CTPYKTYDBI U
a/IrOpUTMbl  00pabOTKM JaHHBIX U SIB/ISETCS TIPeAIIecTBYIOLIeN g W3ydeHUs
OUCIUTUTMH ~ YueOHasi TpakTWKa: Hay4yHO-MCC/iefioBaTelbCcKasi pabora (rmosydyeHue
MePBUUHBIX HaBBIKOB HAy4YHO-HCC/Ie[0BaTeNbCKOM paboThbi), YueOHas TpakTHKa
TeXHOJIOThYecKasi (MPOEeKTHO-TEXHOJIOTUUeCcKast) TpakThuka, MeToAbl U CpefcTBa
MIPOEKTUPOBaHUS WH(OPMAI[MOHHBIX CUCTEM M TEeXHOJIOTUM, MUKpOIpolieCCOpHbie
YCTPOUCTBA CUCTEM yTipaB/IeHUs, VHTepHeT-TeXHO/IOT1H, NHuTtepHeT-
rporpaMMupoBaHue, OyHKI[MOHATbHOE U JIOTUUeCKoe MporpaMmupoBaHve, OBM u
nepudepuiiHbIe YCTPOUCTRA, OnepaljoOHHbIe CUCTEMBI, CucremMHoe
TporpaMMHpOBaHuUe, ABTOMAaTH3UPOBaHHbLIE HMH(OPMaILMOHHO-YTIPaB/ISIOIIe
CUCTEMBI, [TpousBo/icTBEHHAs TpaKTHUKa: ripeAUTIIOMHast TIPaKTUKa,
l'ocypapcTBeHHast WTOroBasi —arrecTalusl: MOACOTOBKA K cJavye W CJaya
rOCyJapCTBEHHOr'0 3K3aMeHa, ['oCcyjapCcTBeHHass UTOroBasi aTTeCTalusi: BbIIOJHEHHe
U 3alllUTa BLIMYCKHON KBaM(UKaLMOHHOW PabOTHI.

dopMoii MPOMEXXYTOUHOM aTTeCTAI[dH 3HAaHHK 00yJaeMbIX MO OUHOHN (opme
oOyueHHs] SIBASIETCS 3aueT BO 4-M CeMecTpe, 1O 3a0uHOM ¢opMe 3aueT B 6-M
cemecTpe.

3. O0BeM JUCIUIIMHbI
04YHasa popMa obyyeHus:

Buj yueOHO# padoThI MO AMCIUIUINHE Bcero B 3.e. 1 yacax Cemectp 4
B yacax

O6masn TpyA0EMKOCTE AMCIHILTHHEI 3 3.e. -108 ak.uac 108 ak.uac
Konmakmmuas paboma - AyoumopHhble 3aHsamusi 36 36
Jlekyuu 18 18
JlabopamopHble 3aHsmus 18 18
CeMuHapbl, npakmuueckue 3aHsImusl - -
KoHcynbmayus - -
CamocmosmebHas paboma 72 72

KypcoBasi padoTa (KypcoBo#i IPOEKT) - -

Buj npomMexyTouHOM aTTecTaluu 3auer 3aueT




3a04Has popma 0byyeHuns:

Bup yue0HO# paboThI MO JUCHUIUIHHE Bcero B 3.e. 1 yacax Cemectp 6
B yacax

O6mast TPyAOEMKOCTE AMCLUILTHHEL 3 3.e. -108 ak.uac 108 ak.uac
Konmakmuas paboma - AyoumopHble 3aHsamusi 8 8
Jlekyuu 4 4
JlabopamopHble 3aHaImus 4 4
CeMuHapbl, npakmuyeckue 3aHsmusl - -
KoHcynpmayus - -
CamocmosmebHas paboma 96 96

KypcoBasi pa6oTa (KypcoBo# mpoeKT)

Buj npomMe)xyToUHOM aTTeCcTal[uu

3auet — 4 yaca

3aueT — 4 yaca

4. Copaep)xaHue JMCHMILUIMHBI, CTPYKTYPHUPOBaHHOEe 10 TeMaM (pa3jesiam)
AMCIMIUTAHBI C YKa3aHHeM HX 00beMOB (B aKajieMHYeCKMX Yacax) U BH/OB

yueOHbIX 3aHATHI

4.1. YuyeOHO-TeMaTHUECKUH IVIaH
O4yHas opma 0byHeHns

KonmnuectBo yacoB Koz

KOHTaKTHasi paboTa UHAUKaTopa

Tewma (pasgen) PR ,5;3‘12};1‘;*;‘; caM(;c;:g;::bHa OCTIKEHvH

u € 3aHATHS o 3AHSTHS KOMIIEeTeHITUH
Tema 1. OcHOBHBlE TIOHATHS U [IK-1.1,
onpegeneHus. VICTOUHUKY, PUCKU U IK-1.2,
dopMbl atak Ha UHGbOpPMaIUIO. I1K-1.3,
ITonutuka u CTaH/JapThl 4 4 - 18 IK-3.1,
6e30MacHOCTH IK-3.2,
I1K-3.3,
MK-3.4
Tema 2. Kpurrorpaduueckue IK-1.1,
MoJe/u. AJrOpUTMBI IIM(pPOBAHUSI. IK-1.2,
AJropuTMBI ayTeHTU(QUKaIU IK-1.3,
T0J/Ib30BaTeJiel. Mopemm 4 4 - 18 IK-3.1,
6e30MacHOCTH OCHOBHBIX IK-3.2,
OnepaLMOHHBIX CUCTEM. I1K-3.3,
MK-3.4
Tema 3. AJMUHHCTPHpPOBAaHUE IK-1.1,
cerefi. 3aumra wuHGOpMALKMU B IK-1.2,
ceTsix. MHOroypoBHeBasi 3aluTa IK-1.3,
KOPITOPATHUBHEIX CETeld. 4 4 - 18 IMK-3.1,
IK-3.2,
I1K-3.3,
MK-3.4
Tema 4. TpebopaHuss K cHCTeMam MK-1.1,
3aLL{UTBI vHpopMaLun u IK-1.2,
HampasjleHus1  pasBUTHA  CPelCTB IK-1.3,
Ge3omacHoCTH TIpeIIPUSATHSI. 6 6 - 18 MK-3.1,
ITpaBoBBIE MoC/aeJCTBUS IK-3.2,
HEeCaHKLJUOHWPOBAHHOTO JOCTyHa K I1K-3.3,
rHbopMaIu IK-3.4
Koncynbranuu - IK-1.1,
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IK-1.2,

IK-1.3,
IK-3.1,
IK-3.2,
IK-3.3,
MK-3.4
IK-1.1,
IK-1.2,
IK-1.3,
Koutpossb (3auer) - [K-3.1,
IK-3.2,
IK-3.3,
IK-3.4
nroro 36 72
3ao4yHasa popMa obyyeHus
KonnuectBO yacoB Koz

KOHTaKTHasi paboTa WHAUKATOpa

Tewma (pasgen) o | mtoparonms ;;aMI?T};P:CI KI; caMgcl;r:g;Te;ILHa JOCTHeHui

u € 3aHATHs e ST KOMIIeTeHLIUU
Tema 1. OcHOBHble TIOHATUS U 1IK-1.1,
onpezenieHusi. VICTOUHHKYM, PUCKU U IK-1.2,
¢opmbl  aTtak Ha UWHGOPMALHIO. ITK-1.3,
[MonmTHKa u craHjaptel | 2 - - 24 IK-3.1,
6e3011acHOCTH I1K-3.2,
IK-3.3,
K-3.4
Tema 2.  Kpunrorpadpuueckue IK-1.1,
Mofiefi. AJITOPUTMBI 1IKM(POBaHUSI. IK-1.2,
AJIropuTMBI ayTeHTUHUKALUN IK-1.3,
TOJIb30BaTesiel. Mogem | - 2 - 24 MK-3.1,
Ge3omacHoCTH OCHOBHBIX IK-3.2,
OnepaLvOHHbIX CUCTEM. I1K-3.3,
IK-3.4
Tema 3. ApMUHHCTPHPOBaHHE MK-1.1,
ceteil. 3ammra uUHboOpMalMM B IK-1.2,
ceTsix. MHOroypoBHeBast —3alura IK-1.3,
KOPIOPATUBHBIX CETeH. 2 - - 24 MK-3.1,
IK-3.2,
IK-3.3,
K-3.4
Tema 4. TpeboBaHus K cUCTeMaM IK-1.1,
3aLUThI uHpopmarm 5 IK-1.2,
HarpaB/ieHUss  pa3sBUTUS  CPeJCTB IK-1.3,
Ge3omacHoCTH TIPe/ITIPUATHSI. - 2 - 24 [K-3.1,
ITpaBoBBIE Toc/aeICTBUS I1K-3.2,
HEeCaHKI[UOHUPOBAHHOTO JMIOCTyMa K IK-3.3,
vHbOpMaLUH I1K-3.4
Koncynbranyu IK-1.1,
IK-1.2,
ITK-1.3,
i i TK-3.1,
[K-3.2,
ITK-3.3,
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I1K-3.4

IK-1.1,
IK-1.2,
IK-1.3,
KoHtposib (3auer) 4 MK-3.1,
IK-3.2,
IK-3.3,
[K-3.4

UTOIro 8 96

4.2, CopepkaHue JUCHUIIUHBI

Tema 1. OcHOBHbIe NOHATHUA U onpejesneHvs. VICTOYHUKH, PUCKH H
¢opmbl aTak Ha uHpopmanuio. [ToMTHKA U CTaHAAPTHI 0€30MaCHOCTH

OCHOBHble  TIOHATHUA  3alUTBl  HMH(OPMAaLMU:  KOH(HAEeHLMaIbHOCTb,
1{e/IOCTHOCTb, JOCTYITHOCTb.

WcTtouHrKy yrpo3 6e30macHOCTU: BHyTPEHHUE U BHEIITHUe YTPO3bI.

Bugpl atak Ha MH(OpPMAaLMIO: aTaku Ha KOH(PUJEHLMaJIbHOCTD, LeJIOCTHOCTD,
JOCTYTHOCTb.

- [Ipumepbl  aTtak: BHUPYChl, TPOSIHCKME  TIPOrpPaMMbl,  (DUILIVHT,
MaHUMYJIALUU C JaHHBIMHU.

OLieHKa pHCKOB U YA3BUMOCTel MH(OPMAaLMOHHBIX CUCTEM.

- AHanu3 ys13BUMOCTeN CUCTeMbl: MeTOZUKA U UHCTPYMEHTHI.

- Prcky, cBsi3aHHBle C yTeykKamMu [aHHbIX, HeCaHKLIMOHWPOBaHHLIM
[OCTYIIOM U BpeJoHOCHBIM [10.

[MTosmTrKa 6e30MacHOCTH:

- Pa3paboTka 1 BHeipeHue MOJUTUKKU 0e30MacHOCTH UH(POPMaLUH.

- Ba)XHOCTh pasrpaHuyeHus J0CTyna, KOHTPOJIE U MOHUTOPUHTA.

- [TomuTrKa 3aluThl [aHHBIX, I[IpaBWiIa pe3epBHOT0 KOIMPOBaHUS,
BOCCTaHOBJIEHUS T10CJ/Ie UHLU/EHTOB.

Me>x1yHapo/iHble CTaHAapThl U perjameHThl Oe3omacHoctu: ISO/IEC 27001,
NIST, GDPR.

- 00630p TpeboBaHWii M CTaHAAPTOB 0€30MACHOCTU /I Pa3MUUHbIX cdep
[eATe/IbHOCTH.

- [IpyuMeHeHHe CTaHJapTOB /i1  IIOCTPOEHUs]  CUCTeMbl  3alUTHI
MH(OpMAaILM1 B OpraHu3aLyiu.

Tema 2. Kpunrorpagpuueckue Mopgenu. ANropuTMbl HIK(POBAHMA.
AnroputMbl  ayTeHTH(UKanuu moJsib3oBareneil. Mopaenn 0e30macHOCTH
OCHOBHBIX OIePAl{MOHHBIX CUCTEM.

Kpunrorpaduueckue Mozienu:

- Mogen CMMMeTPUUHOIO U aCUMMETPUYHOTO IM(POBaHUSI.

- Vicnonib30BaHue 1UGPOBBIX MOANUCENH M X3UI-QYHKLUU [/151 TIPOBEPKU
1[€JIOCTHOCTH JJaHHBIX.

- [Mpuniunel  paboThl  Mofenedt  6e30MacHOCTH  HA  OCHOBE
KpUNTOrpaduyeckux poTOKOJIOB.

AnropytMsl M POBaHUS:
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- CummeTtpuunsle anroputmel: AES, DES, RC4.

- Acnmvmmetpuunble anroputMmel: RSA, ECC (KpuBble 3/UITMNITAYECKOU
Kpunrorpapuu).

- [IprimeHeHUte aJrOpUTMOB B peasibHbIX MPUWIOKeHUAX: 3alliUTa [aHHBIX,
9/71eKTpOHHad roura, VPN.

AnropuTMbI ayTeHTU(hUKALIUK T10JTb30BaTe1el:

- [TaposbHass  ayTeHTUdUKalUsi, [ByxdakKTOpHasi ayTeHTU(UKals,
buomeTpus.

- [Tpotokonel ayrenTUUKarmu: Kerberos, LDAP, SSO (Single Sign-On).

Mogenu 6e30MacHOCTH OTepaLiOHHbBIX CUCTEM:

- Mogaenu 6e3onacHocty: Bell-LaPadula, Biba, Clark-Wilson.

- Ponb oneparjioHHBIX CMCTeM B 3allliTe JaHHBIX: [IpaBa JOCTYyIa, 3aljydTa
OT BUPYCOB U BPEJOHOCHBIX TIPOrPAMM.

- KoHTposms pgocTyma W yrnpaBieHWe TMpaBamMu MOJb30Baresield B
pasnnuHbix OC: Windows, Linux, macOS.

Tema 3. AgMUHUCTPpUPOBaHHUe ceTeil. 3amuTa HH(pOpMaLMU B CeTsX.
MHoroypoBHeBas 3aliUTa KOPINOPAaTUBHBIX CeTeM.

AJMUHHCTPUPOBaHUe ceTeil U yripaBJieHre 6e30MacHOCTbIO:

- OCHOBHBIE 33/1aui aJMUHUCTPUPOBAHUSI CeTeBOM Oe30TacHOCTH.

- Co3paHue 3alUIIEHHBIX CeTeBBIX HWHGPACTPYKTYp U obecrieueHue
[OCTyIIa.

3aiqurta nHhopMaLK B CeTSIX:

- MeTo/ibl 3alUThI Nepefaun JaHHbIX: mmdpoaHue Tpaduka (SSL/TLS,
[Psec).

- 3amumra Ha ypoBHe npuioxkenun: HTTPS, SSH.

- [TpoTokonbl 6e3omacHOM nepefaun JaHHbIX: VPN, Kkpuntorpaduyeckre
TIPOTOKOJIBI.

MHoroypoBHeBasi 3aliTa KOPIIOPaTUBHBIX CETEN:

- KoHuernuyss MHOrOC/I0MHON 3anuThl: 3aijuTHbie cTeHbl (firewalls),
cucTteMsbl TipefoTBpallieHus: Bropxkenuit (IDS/IPS), mmdpoBanue.

- 3aiuMra KOpPHOpaTUBHBIX [JaHHbIX C mnoMmoublw VPN, DMZ,
CerMeHTaLUU CeTH.

- KoHTposib 1 ynipaB/ieHre J0CTYIIOM B KOPIIOPATHUBHBIX CETSX.

Bomnpocel yripaBieHys UHLUAEHTaMU U OTBEeTHbIMUA MepaMHy Ha YIpO3bl:

- PearvpoBaHue Ha aTaku W WHLUWJEHTHI: OJ/IOKUPOBKA, aHalnu3 WU
BOCCTaHOBJIeHHeE.

- Ucnons3oBanve SIEM-cuctem i1 MOHUTOPMHIa UM aHajau3a
6e301acHOCTH.

Tema 4. TpeGoBaHusi K CHCTeMaM 3alUThl HHGOPMaLMU U HaNpPaB/IEHUSs
pa3BUTHA CpeACTB Oe3omacHocTH npeanpusatvs. I[IpaBoBble MOC/TIeACTBHUSA
HeCAaHKLIMOHUPOBAHHOIO J0CTyNa K HH(popMaLun

TpeboBaHMs K ciCTeMaM 3all[UThl UHGOPMAI[UK:

- CraHfapTel KOH(WJEHLMaTbHOCTH, L[eJIOCTHOCTH W  [JOCTYITHOCTH
JJAHHBIX.
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- Cucrembl  3amuThl  WHGOpPMAI[MW: AHTUBUPYCHBIE  IIPOTPAMMBI,
daepBoJIbI, CUCTEMBbI KOHTPOJISI ZIOCTYTIA.

- [MosuTHKYM 0e30MacCHOCTH: pas3rpaHdYeHHe TIpaB IOCTYIa, ay/JuT
6e301acHOCTH, aHa/IK3 ySI3BUMOCTE.

HamnpaB/ieHusi pa3BUTUS Cpe/iCTB 6€30MacHOCTH:

- Pa3ButHe 00/1aUHBIX TeXHOJIOTHI U obecrieueHre 6e30IMaCHOCTH JAaHHBIX
B oOsake.

- Vicriosib30BaHHe WCKYCCTBEHHOTO WHTE/JIEKTa M MAIIMHHOTO 00yueHUs
IS BBISIBJIEHUSI YTPO3.

- Pa3BuTre OHOMETpPUUECKMX TEXHOMOTHH [ ayTeHTUhUKALMK |
3al[UThI JAHHBIX.

[TpyMeHeHre THHOBALIMOHHBIX CPEAICTB /1S 3alllUThI NH(OPMALIUK:

- [lelieHTpan30BaHHbIE CHUCTEMbI O€30macHOCTH (O/I0KUeH).

- Vcrionb3oBaHue KPUIITOBAMIOT U LIMGPOBBIX MO/IMCeN /Jisi TpaH3aKIui
1 KOHTPaKTOB.

[TpaBoBbIe MOC/eICTBYSI HECAHKI[MOHUPOBAHHOT'O AOCTYTIA:

- Bausinue Ha 6€30MacHOCTh U KOH(MUJeHIMa/IbHOCTh MH(OPMALIUH.

- 3aKOHbI U peryupoBaHUe: 3all[uTa JaHHbIX, OTBETCTBEHHOCTh 3a YTeUKYy
MH(pOpMaLu.

- [IprMeHeHMe 3aKOHOB IO 3alure AaHHbIX (Haripumep, GDPR) wu
OTBETCTBEHHOCTH 3a HapyllleHWe TpaB Ha UH(OPMaLIUIO.

- [TpumepsI TIPaBOBBIX TI0C/IeZICTBUIA: mrpadml, yroJIOBHAast
OTBETCTBEHHOCTbD, Cy/[e0HbIe TIPOIIeCCHI.

5. YueOHO-MeToJuuecKoe of0ecrieueHHe CaMOCTOATETbHOH PabdoOThI
CTY/IeHTOB

CamocrosiTenibHasi paboTa TIPOBOAMTCS C  LeJIbIO:  CHCTeMaTu3alud |
3aKpervieHWsl TIOJyYeHHBIX TeOPeTHUeCKHUX 3HaHWW W TIPAaKTUYeCKUX yMeHUH
obyyarouxcs; yriayOsieHdsT U pacllupeHHss TeopeTUUeCKUX 3HaHWW CTYZeHTOB;
dopMUpOBaHMS YMEHMI MCII0/Ib30BaTh HOPMAaTUBHYH), TIPAaBOBYIO, CITPaBOUHYIO
OOKyMeHTaLMIo, Y4eOHYI0 W CriellasbHYI0 JIUTepaTypy; Pa3BUTHs MO3HaBaTeTbHbBIX
criocobHOCTeM W aKTMBHOCTM  OOyuarolMXCsi:  TBOPUECKOW  WHUILIMATHUBHI,
CaMOCTOSITE/ILHOCTH, ~ OTBETCTBEHHOCTH,  OPraHW30BaHHOCTH;  (OPMUPOBaHME
CaMOCTOSTETEHOCTH MBIIILIEHUS, criocobHoOCTeH K CaMOpa3BUTHIO,
COBEepIIEHCTBOBAHUIO U CaMOOpraHu3alyd; (OpMUPOBaHUS TMPOdeCcCUOHaTbHBIX
KOMIIeTeHLII; Pa3BUTUIO MCCIIe[i0BaTeIbCKUX YMEHUN CTYZEeHTOB.

®opMbI U BU/IBI CAMOCTOSITE/TLHON PabOTHI CTY/I€HTOB: UTeHWe OCHOBHOW U
NOTIONTHUATE/TbHOM  JIMTepaTypbl — CaMOCTOsATe/IbHOe U3y4yeHHWe MaTepuaga IIo
PEeKOMeH/IyeMbIM JIUTePaTypHbIM UCTOYHUKaM; paboTa ¢ 6MOIMOTEeUHBIM KaTaloroM,
CaMOCTOSITeJIbHBIA  TOA00p HeobxoAuMol nuTepaTyphl; paboTa co coBapewM,
CIIPABOYHUKOM; TIOMCK  HeoOXoauMoM uHbopManuu B ceTH  VIHTepHeT;
KOHCIIEKTUDOBaHWe HWCTOUHWKOB; pedeprpoBaHMe HWCTOUYHUKOB; COCTaBJIeHHe
AHHOTAIMH K TIPOUMTAHHBIM JIUTEPATYPHBIM WCTOYHHKAM; COCTaBIeHHe peLleH3UH 1
OT3bIBOB Ha TIPOUMTAHHBIN MaTepuas; COCTaBeHHe 0030pa MyO/UKaluii 10 TeMe;
cocTaBeHHe U pa3paboTKa TEePMHHOJIOTMUECKOTO  CJIOBaps;  COCTaBJ/ieHUe
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XPOHOJIOTMYECKOW TabsuIlpl; cocTaBieHre Oubmmorpadun (6mbmmorpaduueckoi
KapTOTeKH); TOATOTOBKA K Ppa3/MuUHbIM (QopMaM TeKylleld U TMpOMeXyTOUHOU
arrectaiii (K TeCTUPOBaHHIO, KOHTPOJBHOW paboTe, 3aueTy); BbBIIOJHEHHE
JIOMAIITHUX KOHTPOJIbHBIX PabO0T; CaMOCTOSTe/TbHOE BBLITIOJTHEHWE TMPAKTHUeCKUX
3a[]laHUM PenpOAYKTUBHOTO THIA (OTBETHI Ha BOIIPOCHI, 3a/laUM, TECTHI; BLITOTHEHHE
TBOPYECKUX 3aZlaHUN).

TexXHO/IOTHsI OpraHU3al[iH CAMOCTOSITe/TbHOW PaboThl 00yUaroIUXCsl BKTFOUaeT
WCTIO/Tb30BaHHe  WH(MOPMAI[MOHHBIX W MaTepHa/ibHO-TEXHUUECKUX  PeCcypCoB
oOpa3oBaTe/IbHOTO yUpeXXAeHus:: OMOMMOTeKY C UATAJbHBIM 3a/I0M, KOMITbIOTEPHbIE
KJacChl C BO3MOXHOCTbIO paboThl B MHTepHeT; ayautopuud (Kaacchl) mAJist
KOHCYJ/TbTAalJUOHHOM [J1esiTeTbHOCTH.

[Tepen BbIMOHeHWeM OOyYarOIUMUCS BHEAYJUTOPHOW CaMOCTOSITeTbHOMN
paboThl TIperofiaBaTe/ib MPOBOAUT KOHCYJLTUPOBAaHWE TIO0 BBITIOJIHEHUIO 3ajlaHuS,
KOTOPBI BK/IIOUaeT 1jeflb 3a/laHUs, €ro COJlepP)KaHusl, CPOKH BBITIOJIHEHUS,
OPHEHTUPOBOUHBIA 00heM pabOThl, OCHOBHBIE TpeOOBaHHS K pe3y/jbTaTaM pabOThHI,
KpUTepHUH OlleHKW. Bo BpeMsl BBITIOJHEHUS OOYyYaroIUMHCS BHeayAUTOPHOMN
CaMOCTOSITe/TbHOW paboThI ¥ TIPU HEOOXOAUMOCTH TIPEIo/iaBaTe /b MOXKET ITPOBOJUTh
WHAWBH/Iya/IbHbIE U TPYTITIOBbIe KOHCY/IbTALHH.

KoHTpo/Ib  camMOCTOSITe/IbHOM ~ pabOThI  CTYJEHTOB  ITpeyCMAaTpHBAET:
COOTHeCeHHe COJIep>KaHUsI KOHTPOJIA C IeJIIMUA 00yUeHHsI; 00beKTUBHOCTb KOHTPOJIS;
Ba/IMHOCTb KOHTPOJIi (COOTBETCTBUE TIpeAbsBIsSeMbIX 3aflaHUi TOMY, 4YTO
Tipe/iriojiaraeTcsl MPOBepPUTh); AuddepeHLIMAI[MI0  KOHTPOJIbLHO-M3MePUTeNbHBIX

MaTepHasoB.
@®opMbl KOHTpOJISI CaMOCTOSITE/IbHOM  pabOThI: TPOCMOTP W TIpOBepKa
BBITIOJTHEHUST ~ CAMOCTOSATebHOW  paboOThl  TperofjaBaTesieM;  OpraHU3alys

CaMOITIPOBEPKH, B3aWMOTIPOBEPKH BBHITIOJIHEHHOTO 3aJilaHWs B TpyMIe; 00OCy»KaeHue
pe3y/IbTaTOB BBITIOJTHEHHON pab0ThI Ha 3aHSATHH; MPOBe/leHHe MMCbMEHHOTO OTpOoCa;
MpOBeJieHe YCTHOrO OIpOoca; OpraHu3alusi U TMpOBeJleHHe WHAWBUAYATbHOIO
cobece/loBaHusI; OpraHU3aIys U TTPOBe/leHHe cobece[0BaHUS C TPYIITION.

[TepeueHb BOMPOCOB, 0TBOJUMbBIX Ha CAMOCTOSITe/IbHOE 0CBOeHHe AUCIUTL/IUHBI,
(hopMBbI BHEAYAMTOPHOI CaMOCTOSTe/TbHOM PadOThI

HaumMmeHoBaHHe TeM
(pa3pesnoB)
M CIUILTHHBI

HepE‘IEHb BOITPOCOB, 0OTBOAUMBIX Hd CaMOCTOATE/IbHOE
0CBOE€HME

®DopMbI BHEAYAUTOPHOM
CaMOCTOATEe/IbHOW PabdoThI

Tema 1. OcHoBHbIE
TIOHSITUS U
oTipe/iesieHusl.

VI CTOYHUKH, PUCKU U
¢hopMmEI aTak Ha
vH(OpMaLuIo.
[TonuTrKa U cTaHAapThI
6e3omacHoCTH

1. Onpegenenue 3alUThl MTHGOPMAIUY U €€ OCHOBHbIE 11e/TH.
2. OCcHOBHbIe MOHATHSA: KOHOUAEHLMaTbHOCTD, 11e/I0CTHOCTb,
JOCTYITHOCTb MH(OPMALUH.

3. Uctounrku yrpo3 nHbopMaluu: BHyTpeHHUe 1 BHEIIIHHe
(hakTopHI.

4. ®opMsI aTak Ha UHGOPMALIMIO: BPeAOHOCHLIE TTPOTPAMMEBI,
couyanbHast UHKeHepust, (GUIIUHT U Ap.

5. TTonmuTriku 6e30TacCHOCTH: OCHOBHBIE KOMITOHEHTBI ¥ UX
3HayeHUe B OpraHM3aLvu.

6. CrangapTs! 6e3omacHocTy nHGopmauun: ISO/IEC 27001 u

JIpyTHe.

N3yuenue nurepatypel 110
OCHOBHBIM TIOHSITUSIM 3aILIUTHI
vnHdopmarun. ITpoBesenre
aHa/IM3a BO3MOXXHBIX YIPO3
IJ1s1 ~H(popMaLuy B
pa3uuHbIX chepax.

15




7. OlleHKa PUCKOB M YSI3BUMOCTeH B 00/1aCTH 3aIIUTHI
nHbopMaIn.

8. ConmasnbHasi UH)KeHepusi: MeTO/IbI U ITPUMephl aTak.

9. ByusiHue yenoBeueckoro (akropa Ha 6e30macHOCTb
vH(OpMaLy.

10. byayiiee 3amuTthbl nHGOPMAL[MK: HOBbIe YTPO3bI U MOAXO/bI.

Tema 2.
Kpunrorpaduueckue
Mozieny. AJIrOpUTMbI
g poBaHUs.
AJITOpUTMBI
ayTeHTU(UKaALUU
T0JIb30BaTesel.
Mogenu 6e3011acHOCTH
OCHOBHBIX
oTepaliOHHbIX CHCTEM.

1. O630p KpunTorpahHuUyeCcKUx MOZe/lei: CHUMMeTPUYHAS U
acMMMeTpHYHasi Kpunrorpagwusi.

2. Anroputwmsl mMdpoanus: DES, AES, RSA u ux
0cobeHHOCTH.

3. Xs1m-pyHKUH 1 UX IPUMeHeHre B 3aluTe nHHopMaLyu:
SHA-1, SHA-256 u ap.

4. AJITOpUTMBI ayTeHTU(QUKALIAK: TTaPOJTH, TOKEHbI, GHOMEeTpHSI.
5. Mogenu 6e30macHOCTH B OTiepaljuOHHBIX cicTeMax: Windows,
Linux, macOS.

6. Posib Kpunrorpahuueckux MeTo/I0B B 00ecreueH|n
0e301acHOCTH OTIePALIMOHHBIX CUCTEM.

7. TlpuMepbl IpUMeHeHHs pa3/IMYHbIX a/ITOPUTMOB LIU(PPOBAHUS
B peasIbHBIX CUCTeMaX.

8. Ceptudukatsl 1 HH(GPACTPYKTYpa OTKPLIThIX Katoueid (PKI) B
ayTeHTU(HUKALIMY TT0/Ib30BaTeei.

9. CooTBeTCTBHE CTaHAApPTaM 0e301acHOCTH aJITOPUTMOB
MQppoBaHUsL.

10. Bynyiiee kpunTorpaguueckux METOZOB: HOBbIE PeILieHUs U
TOJXO/BL.

WccnenoBaHre MeTozioB
ayTeHTU(UKAIIH
T0JTb30BaTe el U Ux
sddexkTuBHOCTU. [IpOBEIeHME
aHaJM3a Mo/ienei
0€e30MacHOCTH OCHOBHBIX
OTePAL[UOHHBIX CUCTEM.

Tema 3.
AJMUHUCTPUPOBaHUE
ceTel. 3aluTa
“H(OpMaLUU B CeTsIX.
MHoroypoBHeBast
3alyTa KOPIOpaTHBHBIX
ceTen.

1. OCHOBBI aIMUHHCTPHUPOBAHUS CeTel: 3aZlauil 1 MHCTPYMEHTHI.
2. Yrpo3bl 6€30TIaCHOCTH B CETSX: THUIIBI U UCTOUHUKH.

3. MeTogp! 3amuThl MHGOPMAaLUK B ceTsx: mmdpoBanue, VPN,
¢aiipBoJIBI.

4. MHoroypoBHeBasi 3allluTa KOPIIOPaTUBHBIX CeTel: KOHLETLNU
Y TIOJXOABI.

5. Posib ceTeBBIX TIPOTOKOJIOB B O€30MaCHOCTH MH(OPMALIUH.

6. TIpuMeHeHMe cricTeM 0OHApYKeHHS ¥ TIPeIOTBpaIlleHHs
Brop>keHuit (IDS/IPS).

7. CucteMsl yripaB/ieHus: 6e3omacHoOCThiO uHpopMaruu (SIEM):
(GYHKLUUM ¥ TIPUMEpBI.

8. OCHOBHbIe TIPUHITUTIBI TIPOEKTHPOBaHUs 0e30TIaCHBIX CeTel.
9. OOyueHue COTPYAHUKOB 0€30ITaCHOCTH B KOPIIOPAaTUBHOMN
cpege.

10. Byayiiee ceteBoii 6€30MacHOCTH: TPEH/IbI U TEXHOJIOTHH.

[IpoBenenne anammsa
MHOT'OYPOBHEBOM 3al[UThI
KOPITOpPaTUBHBIX CeTel.
Uccnenosanne npriMepos
YCIEeLIHOr 0
aZIMUHHCTPHUPOBaHUs ceTell C
aKIIeHTOM Ha 06e301acHOCTb.

Tema 4. TpeboBaHus K
crcTeMaM 3allUThl
nHbopMaIu u
HarpaBJieHUs] pa3BUTHsI
cpencTB 6e30MacHOCTH
TIPe/ITIPUSITHSL.
ITpaBoBbIe noc/ieACTBUS
HECAHKLIMOHUPOBAHHOTO
Jl0CTyTia K MHGOPMaLuH

1. OcHoBHbIe TpeOOBaHUS K CHCTeMaM 3all{UThl HH(OPMaLHH:
KOH(QUIeHLIMabHOCTb, 1[e/I0CTHOCTD, IOCTYTTHOCTb.

2. HopmaTuBHBIE JOKyMEHTHI M CTaH/AapThl B 00/1aCTH 3aIUThI
nHbopMaIn.

3. HanpaBsnieHust pa3BuUTHs CpeicTB 6@3011acHOCTU: TeH/AeHLIMU U
VHHOBAaLIWH.

4. Ponb TexHOOTHI B 00ecrieueHny Ge30macHOCTH MH(OPMAaLu
Ha NpeTpUATHIX.

5. TTpaBoBbIe acrieKThl 3alUThl MHGOPMALIMK: 3aKOHBI U
peryJisiLun.

6. ITocnesncTBYSA HECAHKIIMOHUPOBAHHOTO OCTYTIA K
vH(popMalK: Iopuanueckre U (MHaHCOBBIe.

7. IlprMepsbl yCenHoro BHeIpeHrs CUCTEM 3allUThI B
KOMITaHUSX.

8. BiussHue GDPR u Apyrux pery/isiyii Ha 3aifuTy
VH(pOPMaLUH.

9. O1leHKa yrpo3 U OLleHKa PUCKOB B KOHTEKCTe IPaBOBbIX

WccnepoBanue rpaBoBbIX
rocaeiCTBUN
HEeCAHKLIMOHUPOBAHHOTO
JlocTyTa K uHhopMariu.
ITpoBeneHMe aHamM3a
COBpEMEHHBIX TeHIEHIIUH B
obmacTu cpeficTB
Ge3omacHOCTH.
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MOC/IeICTBUM.
10. byaymiee cucteM 3amuThl MHGOPMALMK: HOBBIE TIOJXOAbBI U
BbI30BBI.

LUlkana oueHnBaHUA

[ITkana oLleHMBaHUS Kputepuu olieHMBaHus

«OTIUHO» OOyuaromuiicsi TIyOOKO U COZiep>KaTebHO pacKpbIBaeT
TeMY CaMOCTOSITe/IbHOM paboThl, He OMYCTUB OLIMOOK.
OTBeT HOCUT pa3BePHYTHIM U MCUEPIbIBAIOIINN XapaKTep

«XopolLo» OOyuatoruiicss B IIeJIOM  packpbiBaeT  TeMy
CaMOCTOSITeJTbHOM pabOThl, OJIHAKO OTBET XOTs ObI Ha
OJUH W3 HHAX He HOCHUT  pa3BepHYTOro0 M
MCUepIIbIBAIOIIIEro XapakTepa

«YpnoBneTBopuTeNibHO» | OOyuatomuiics B 1eJIOM  packpbiBaeT  TeMy
CaMOCTOSITeJTbHOW ~ paboOThl U [IOMyCKaeT S
HETOUHOCTel, (hparMeHTapHO pacKpbIBaeT COJep’KaHue
TeOpeTUYeCKUX BOMPOCOB  WIM HX  pacKpbIBaeT

Cofiep>KaTesibHO, HO [0y CKast 3HauuTesbHbIE
HETOYHOCTH.

«HeynoenetBopurenbHo | OOyuvaroiuiics He  B/afieeT  BbIOpaHHOW — TeMoM

» CaMOCTOSITe/IbHOM paboThI

6. O1ieHouHBbIe MaTepHa/bl ((OoH/ OLEHOYHBIX CPeACTB) /I/i MPOBeAeHMs
TeKYIlero KOHTPOJISI YCIIeBaeMOCTH, MPOMEKYTOUYHOW aTTecTaljud M0 MTOram
OCBOEHHS AUCI{UILTHHBI

6.1. ITacnopT (hoHAAQ 01]eHOYHBIX CPe/ICTB

Ne | KoHTpOupyeMsble Kop u WNupvikatop HavmenoBanu
paszesbl (TeMbl) HalMeHOBaHUe JOCTH)KEHUST e
JUCLIATITUHBI KOMIIETEHIUH KOMIIETEHI U OLIEHOUHOT O

cpefcTBa
Tema 1. OcHOBHBIE ITK-1.1 3HaTh: Mogenn
TIOHSITHUS U OTIPe/IeIeHUSI. Ou3HeC- MpoLeCCoB

1. | Yicrounuky, pucku u [IK-1. Crioco6en 3aKa34uKa, Onpoc,
dbopMmbI aTak Ha BBINOJHATL paGOTHI TpeboBanus Kk VC, noKaz,
vHpopmaito. [lomMThKa | y ypasnenne apxurekTypy UC pedepar, Tect,
1 CTaH/apThbI paboTamu 1o [TK-1.2 YMeTs: 3aueT
besomacHocT CO3/IaHUFO0 npoekTupoBats UC,

(Mogudukanmu) U | paspabareiBaTh 6a3bl

COTIPOBOXKIEHUIO nJanHbix VG,

NG, WCII0/1b30BaTh
TeXHOJIOTUU
IIporpammupoBaHus
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aBTOMaTU3UPYIOLU
X 3a/jaun
OpraHu3al[MIOHHOT0
yTpaBJieHus U
OM3HeC-TIPOoLIeCChl

ITK-1.3 BnagneTs:
TEXHOJIOTUSIMU
MO/yJIbHOT'O
TecTrpoBaHusINIC
(Bepudukaiyn),
opraHu3aljuei
Pero3suToOpun
XpaHeHUsl JAHHbIX

ITK-3. Criocoben
pa3pabaTtbIBaTh
KOMITOHEHTBI
CHCTEMHBIX
MIPOrPaMMHBIX
MPO/IyKTOB

ITK-3.1 Pa3pabatbiBaeT
JlpaiiBephl YCTPOMCTB
ITK-3.2 Pa3pabaTbiBaeT
KOMITW/ISITOPBI,
3arpy3uuKy, COOPIIUKH
ITK-3.3 Pa3pabaThiBaeT

CUCTEMHbBIE YTUJINTHI

IK-3.4. Cosnaet
MHCTPYMEHTa/bHbIe

Onpoc,
AOK/Iaz,
pedepat, Tecr,
3ayer

Tema 2.
Kpunrorpaduueckue
Moeu. AJITOPUTMBI
mdpoBaHusl.
Anroput™msbl
ayTeHTUUKALIUN
rosb3oBaTesneii. Mozenu
0e30MacHOCTH OCHOBHBIX
OTepalMOHHBIX CUCTEM.

[MK-1. Criocoben
BBIMOJ/THATH PabOThI
U yIipaBJieHue
paboTamu 1o
CO3/JaHUIO
(MoguduKalmn) u
COTIPOBO’KZEHHUIO
UC,
aBTOMaTU3UPYIOLU
X 3a/1aun
OpraHU3al[OHHOT0
yTpaB/IeHUs U
OM3HEC-TIPOLIeCCHI

ITK-1.1 3HaTh: Mogenun
Ou3HeC- MpoLeCCoB
3aKa3yuuKa,
TpeboBanus Kk VC,

apxurekTypy 1C

[IK-1.2 Y™merTs:
ripoektupoBats VC,
pa3pabartbiBaTh 6a3bl
JaHHbIiX IC,
WCII0JIb30BaTh
TeXHOJIOTUU
[IporpammupoBaHus

ITK-1.3 BnagneTs:
TEXHOJIOTUSIMU
MOZY/TbHOTO
TecTrpoBaHusINIC
(Bepudukaiyn),
opraHusaljuei
Pero3suTOpun
XpaHeHUs! TaHHbIX

Onpoc,
AOKJIaz,
pedepat, Tecr,
3ayer
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ITK-3. Criocoben
pa3pabaTbiBaTh
KOMITOHEHTbI
CHCTEMHbIX
MPOrPaMMHBIX
MPO/IYKTOB

[TK-3.1 Pa3pabaThiBaeT
JipaliBepbl YCTPOMCTB
[TK-3.2 Pa3pabatbiBaeT
KOMITUJIITOPBI,
3arpy34MKu, COOPLIVKH
ITK-3.3 Pa3pabatbiBaeT

CHUCTEMHBIE YTU/INTBI

I1K-3.4. Co3pnaet
WHCTPYMeHTa/IbHble

Ormpoc,
JOKJIa,
pedepar, TecT,
3ayer

Tema 3.
AMUHUCTPUPOBaHUE
ceTeu.
Kpurnrorpaduueckue
METO/IbI 3allIUTHI
vH(OopMal1Y B CeTSX.
MHoroypoBHeBas 3allyra
KOPIIOPaTHUBHBIX CeTeM.

[TK-1. Criocoben
BBITIOJTHSITH PabOThI
U yIipaBJieHHe
paboTamu 110
CO3/JaHUIO
(MoauduKaumu) u
COTIPOBOXKJEHHUTO
UC,
aBTOMaTHU3UPYIOLIH
X 3a/jaun
OpraHU3aL[HOHHOTO
yTIpaBJ/ieHUs U
OM3HeC-TIpOoLIeCChl

[1IK-1.1 3HaTh: Mozenu
Ou3Hec- MpoLeccoB
3aKa34uKa,
TpeboBanus Kk VIC,

apxutektypy UC

[T1K-1.2 Ymerts:
npoektuposats 1C,
pa3pabaTbiBaTh 6a3bl
Jik:1315130. 9 % (OF
WCTI0/b30BaTh
TeXHOJIOTUU
[TporpammupoBaHust

ITK-1.3 BnageTs:
TeXHOJIOTUSIMU
MO/y/IbHOT'O
TectrpoBaHusalC
(Bepudukarym),
opraHusaruen
perno3uTopui
XpaHeHus1 JaHHbIX

Ormpoc,
AoKaz,
pedepat, Tecr,
3aueT

[TK-3. Criocoben
pa3pabaTbiBaTh
KOMITOHEHTBI
CHCTEMHbIX
MIPOrPaMMHBIX
MPO/JIYKTOB

ITK-3.1 Pa3pabaThiBaeT
JipaliBepbl YCTPOMCTB
[TK-3.2 Pa3pabatbiBaeT
KOMITUJIITODBI,
3arpy34MKu, COOPIIVKH
ITK-3.3 Pa3pabatbiBaeT

CHUCTEMHBbIE YTU/TUTBI

I1K-3.4. Co3pnaet
WHCTPYMeHTa/IbHble

Ornpoc,
AoKan,
pedepat, Tecr,
3aueT
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Tema 4. TpebGoBanus K

cucTeMam 3aLLUThI
VH(pOopMaLn "
HarpaB/ieHUsl  pa3BUTHSA
CpeJiCTB Oe3omacHoCTH
npeanpusitusi. [IpaBoBbie
T110C/1e/JCTBUS

HeCaHKIMOHUPOBaHHOTO
Jl0CTyTa K UH(opMaLuu

[TK-1. Criocoben
BBITIOJTHSITH PabOThI
U yIipaBJieHHe
paboTamu 110
CO3/]aHUTO0
(MoauduKamu) u
COTIPOBO>KZIEHHUIO
ncC,
AaBTOMaTHU3UPYIOLIH
X 3a/jaun
OpraHu3al[MOHHOT0
yTIpaB/ieHUs U
OH3HeC-TpoLIeCChI

ITK-1.1 3Hatk: Mosenn
Ou3Hec- MpoLeccoB
3aKa3uuKa,
TpeboBanus K VC,

apxutektypy VC

[1K-1.2 Ymerts:
npoektuposarts VG,
pa3pabaTbiBaTh 6a3bl
Jannbix NG,
WCII0J1b30BaTh
TeXHOJIOTUN
ITporpammupoBanus

I1K-1.3 BnageTs:
TeXHOJIOTUSIMU
MO/yJIbHOT'O
TectrpoBaHusaC
(Bepudukaiym),
opraHusaruen
perno3uTOpUit
XpaHeHus1 JaHHbIX

Onpoc,
AoKan,
pedepat, Tecr,
3aueT

[MK-3. Criocoben
pa3pabaTtbIBaTh
KOMITOHEHTBI
CUCTEMHBIX
TIPOTrPaMMHBIX
TIPO/IYKTOB

[TK-3.1 Pa3pabaThiBaeT
JipaliBepbl YCTPOMCTB
[TK-3.2 Pa3pabatbiBaeT
KOMITWJISITODBI,
3arpy34MKU, COOPLIVKH
ITK-3.3 Pa3pabatbiBaeT

CHUCTEMHbIE YTU/IUTBI

[1K-3.4. Co3spaer
WHCTPYMeHTa/IbHble

Onpoc,
AOKJIaz,
pedepat, Tecr,
3ayer

Jranbl (OpMHMPOBaHMS KOMIleTeHIIMA B mnponecce ocBoenuss OITOII
TIPSIMO CBSI3aHBI C MECTOM JIMCLIMIIIMH B 00pa3oBaTeibHOM Tiporpamme. KaxkbIi 3Tar
dbopmMUpOBaHHsS KOMIIETEHI[UY, XapaKTepU3yeTcsl OIpefie/IeHHbIMU  3HaHUSIMU,
YMEHUSIMA W HaBblKaMU U (WIM) ONBITOM MOpO(ecCUoHabHOM [JesTebHOCTH,
KOTOpble  OLIEHHMBAIOTCS B  TIpoljecce TeKyIlero KOHTPOJis  yCIleBaeMOCTH,
MIPOMEXXYTOUHOM aTTeCcTalluM 10 AMCLUILIMHe (TIpaKTHKe) U B TIpoLiecce WTOTOBOU
aTTeCTaLUH.

MuctunnHa «3aiyura WHGOPMAalU»  SBJSETCS TPOMEKYTOUHBIM 3TarloM
KOMILJIeKCa JWCLIUIVIMH, B XOJe HW3yuyeHUsl KOTOPBIX y CTYAeHTOB (hOPMUPYIOTCS
komrieteHuu [1K-1, TTK-3.
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®opmupoBanus KomrieteHMKA [IK-1 HauvMHaeTcsi C M3ydeHUs JUCLIUTIIMHBI
«3atura uHpopMalum».

@opmupoBanus komnereHuuu IIK-3 HauuMHaeTcsi C WM3ydyeHUs AUCLIUIIIMHBI
«[TepcriekTrBBI pa3BUTHS MH(OPMATUKU U BBIYMC/IUTE/ILHOM TEXHUKN», « BBezeHne B
uHpOpPMaTHKy», YueOHasi TIpaKTHMKa: O3HAKOMUTe/bHas TMpakThKa, «OOBeKTHO-
OpHEHTHPOBaHHOEe IMPOrpaMMHpOBaHHe», «IIporpamMmupoBaHye s MOOUIBHBIX
yCTPOUCTB», « CTPYKTYPhI U arOPUTMbl 00pabOTKH JaHHBIX».

3aBepiiaercsi pabora 10 (OPMUPOBAaHUIO Y CTYAEHTOB  YKa3aHHbBIX
KOMIIeTeHLIM B XOZe U3y4YeHUs [JUCLUIUIMH YueOHasi TIpakTHKa: Hay4yHO-
ucciefoBaresnbckass  pabora  (To/siydeHWe — T€PBUYHBIX ~ HABLIKOB ~ HAy4YHO-
MCCiejoBaTeIbCKOM paboThl), YueGHas MpaKTHKA: TexXHoJorndeckasi (TIPOEKTHO-
TeXHOJIOTUYeCKasl)  TpakTWKa, MeToapl W CpeAcTBa  INPOEKTUPOBAaHUS
MH(OPMAIIMOHHbIX CHUCTEM M TEXHOJIOTUM, MWUKpPOIPOLIeCCOPHbIe yCTPOMCTBa
cucTteM  ynpasieHus, IHTepHeT-TexHO/IOrUM, VIHTepHeT-iporpaMmMupoBaHue,
@OyHKUMOHA/NBHOE M JIOTWYecKoe mporpammupoBaHue, OBM u nepudepuiinbie
ycTporictBa,  OmnepaupoHHble — cucTteMbl, CHCTeMHOe  IIpOrpamMMHpPOBaHHUe,
ABTOMaTU3UPOBaHHbIE VH()OPMaLMOHHO-YTIPaBJIIOLIHAe CUCTEeMBI,
[Ipou3BoACTBeHHas MPAaKTHKA: TIpeAAUIIOMHas IIPaKTUKa.

UtoroBass oneHka cdopmupoBaHHocTd  KomreteHuuy — [1K-1, TIK-3
ornpefesnsiercs B nepuo ['ocysapcTBeHHasi UTOroBasi arTecTalusl: IMOATOTOBKA K
cjaue M cjavya TroCyJapCTBeHHOro 3K3ameHa, ['ocyzapcTBeHHass WTOroBast
aTTecTal[ysi: BbITIOJTHEHUE U 3all[UTa BbIMTYCKHOW KBa/TU(HUKALIMOHHON PabOoThI.

B nporjecce usyuenusi AUCHUIUIMHBI, KOMIIETeHI|UU TaK)Xe ()OPMHUPYIOTCA
I03TaIHo.

OcHoBHbIMU  3TanaMu  ¢popmupoBanusi [IK-1, TIK-3 npu wusyuyeHuu
NUACLUILIVHBI b1.A(M).B.[IB.1.2 «3aimTa nHbopMaLmn» SABJISIeTCS
rocsie/joBaTe/lbHOe H3yueHUe Cojlep)KaTesbHO CBsSI3aHHBIX MeXAy coboll Tem
yueOHbIX 3aHATHHN. M3yueHWe Ka)k[ol TeMbl MpeJriosiaraeT OB/aZieHrne CTyJeHTaMu
HeoOXOJUMBIMU JIeCKPUTITOPAMU  (COCTaBJISIFOL[UMM) KOMIIeTeHUUH. [Ifsi OLleHKH
YPOBHS C()OPMHPOBAHHOCTA KOMITETEHLIMA B TMpOLiecCe W3yUeHUs JUCLUIIIUHBI
Ipe/lyCMOTPEHO TIpOBeJileHHe TeKylllero KOHTpOJIS YCIIeBaeMOCTH I10 TeMaM
(pa3zenam) AUCLIMIUIMHBI ¥ IPOMEXXYTOYHOW aTTeCcTalyy N0 JUCLUTIMHE — 3a4eT.

6.2. KoHTpO/IbHBIE 3a/jaHMsI U MaTepHasibl, HEOOXOAUMBIe /I OI[€HKH
3HAaHUM, YMEeHHUM ¥ HAaBbIKOB M (WIH) OMNbITA JesATe/IbHOCTH, XapaKTepPU3YHIHX
Tanbl (GOpMHUPOBAHUA KOMIIETEHIMI B MpoIecce 0CBOEHHs 00pa3oBaTe/IbHOMI
NPOorpamMmablI

6.2.1. KoHTpo/ibHBbIEe BOMNpOChl MO TeMaM (pa3jesaM) //isi ompoca Ha

3dHATHAX

Tema (pa3gen) Bornpocsl

Tema 1. OcHoBHbIE IK-1

TIOHSITUSL M OTIPe/IeJIEHHSI. 1. [Tonsitve nHdoOpMaly ¥ MHGOOPMAL[MOHHBIX PeCYPCOB.
VlcTounyKy, prcKY U 2. OcHOBHBbIE 11e/11 U 3a/lauk 3alUThl UHPOPMAaLUHU.
(hopMbI aTak Ha
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unpopmanuro. [lommTuka u | 3. Knaccudukarus nHdopMaryy 1o cTerneHu
CTaHAdPTBI 0e301acHOCTH KOH(I)I/I,E[GHL[I/IEIJIBHOCTI/I.
4. [TpyHLMIBI TOCTPOEHUS CUCTEM 3all{UThl UH(OPMAaLUH.
5. Turnb! yrpo3 nHbOpPMAaLIMOHHOM 6€30MacHOCTH.
6. VICTOYHMKY yTPO3 ¥ BO3MOXKHBIE KaHa/lbl yTeUKH UH(POPMaLUU.
7. Knaccudukaius ysi3BUMOCTel U MeTOZbl UX 0OHapy KeHUsl.
8. [TocnmencTBus peanusanuy yrpo3 U OLleHKa PUCKOB.
9. MeTo/p! aHanmM3a 3alUIEHHOCTH UHPOPMAaLUHU.
10. [Moaxoap! K 0becrieyeHHIO HETIPEPBIBHOCTH WH(POPMALIOHHBIX
TIpOLIeCCOoB.
[K-3
11. OmnpefeneHre MOJUTUKY 3aIIUTHI UHPOPMAaLUU.
12. MexaHW3MBbl 3alUThl KOHPUAEeHLIMaIbHbIX [JaHHBIX.
13. [TpUHLIUITBI KOMIIJIEKCHOM 3alllUThl UH(OPMAaLIUU.
14. Posib monb3oBaresisi B obecrieuennu Ub.
15. Cucrema o0yueHusi 1 THOOPMHUPOBaHUS TIepCOHasIa Mo BOIIPOCaM
UBb.
16. dopmupoBaHUe KyIbTypbl HTH()OPMALMOHHOW 06€3011acHOCTH.
17. [TpuHLUMIBI BIOOPA TEXHUUECKHUX 1 TIPOTPAMMHBIX CPe/ICTB
3alUTBL.
18. CoriacoBaHue Mep 3alliUThI C [IPOM3BO/ICTBeHHbIMU 3a/lauaMu.
19. PernamenTs! pearupoBaHys Ha UHLIUEHTHI.
20. Wnuterpauusi Ub B KOPriopaTUBHYIO CTPATETHIO.
Tewma 2. [K-1
Kpunrorpapuueckue 1. TexHUuUecKue KaHa/bl yTeUKU MHPOPMaLKK.
Mo/ie/. AJITOPUTMEL 2. MeTo/ibI 3aLUThI OT aKYCTHUECKUX U BUOPOaKyCTUUECKUX yTeuek.
M1POBAHUS. AJITOPUTMBI | 3 OKpaHMpOBaHKe TIOMeleHHH 1 000py10BaHUsl.
ayTeHTH(HKaLH 4, KOHTPO/Ib 3/IeKTPOMarHUTHOM COBMECTUMOCTH.
nosb3oatesiel. Mozem 5. Vicnonb3oBaHue HIM(PPOBaHUsl KaHA/IOB CBS3U.
6€e30TacHOCTH OCHOBHBIX N
OTIeALIHOHHBIX CHCTeM. 6. Cpe/icTBa 110/1aB/IeHUS] TOOOUHBIX U3TYUEHHH.
7. MeTozp! ¥ cpefiCTBa KOHTPOJISL JOCTYTIA B [TOMELLleHHSI.
8. bruomeTprueckue cucteMbl UeHTUGUKALMK U ayTeHTU(PUKALWK.
9. TexHUUYecKye CUCTeMbI OXpaHbl U CUTHA/IM3aL{1u.

p—
e

KowmriiekcHbie crcTeMbl (hM3UMUeCKOM U TeXHUUeCKOM 3all[UThI.

I1K-3

CraHziapThl 10 TEXHUYECKOM 3alljuTe UHPOPMaLMK.

[TpaBuna sKCIUTyaTaluy 3alUILEHHBIX TEXHUYECKUX CPeJCTB.
CepTtudunpoBaHHble Cpe/iCTBa 3allUThl MHPOPMALMH.
[Toxbop v BHepeHMe cUCTeM KOHTPOJIS JOCTYIIa.
JloKyMeHTHpOBaHVe Mep TeXHUUeCKOU 3alllUThI.

ITpoBesieHye IPOBEPOK TEXHUUECKOW 3allUILLEHHOCTH.
ObecrieueHre TeXHUYECKOM 3allUTHI B pacIipee/IéHHbIX
cucremax.

Nk wWN =

8. O6ecrieueHne 3ayThl MHGOPMALMK Ha PabOYMX MecTax.

9. Opranu3aliys 3aluIEéHHbIX 30H U KaOWHEeTOB.

10. MOHUTOPHHI COCTOSIHHSI TEXHUUECKOM 3alI[UThI Ha 00BEKTE.
Tema 3. [IK-1
AJIMUHHCTPUPOBaHUe 1. CpezcTBa aHTUBUPYCHOM 3all{MThI.
ceTeii. 3aiura 2. MesxceTeBble 5KpaHbl U CUCTEMbl KOHTPOJIS TpaduKa.
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MH(OPMaLUH B CETSIX.

MHoroypoBHeBas 3aiura

KOPIIOPAaTUBHBIX CeTel.

Wcrons3oBanue cuctem oOHapykeHust Brop>kennit (IDS).
[TporpaMMHBbIe cpefCcTBa KOHTPO/IS LIeJIOCTHOCTU [JaHHBIX.
OG6HoB/IeHMe U yTipaB/ieHHe ysi3BUMocTsamu [10.

[TpUHLIUIIBI TOCTPOEHUS OTKA30yCTOMUYMBBIX CUCTEM.
Vcrnonib30BaHye pe3epBHOTO KONMMPOBAHUS U BOCCTAHOBJIEHUSI.
[IporpaMMHBbIe cpeCcTBa pasrpaHUYeHus JOCTyTa.

CpeacTBa 3alMThI OT HeCaHKLIMOHUPOBaHHOTO Aoctyna (HC/I).
0. Cpe/icTBa 3alUTHI JaHHBIX HAa MOOW/TBHBIX YCTPOMCTBAX.

e R

ITK-3

1. Pa3paboTka BHYTPeHHUX peryiaMeHTOB MH(OPMAaLIMOHHON
6e30macHOCTH.

[TpoBesieHne MHCTPYKTa)Kel M TpeHUHI 0B 110 Vb.
OpraHnu3anusi KOHTPOUIA 3a JleiCTBUSIMU [TepCcoHaJla.
YnpasiieHue yueTHBIMU 3alMCAMU U JOCTYIIAMU.

[TonmTrKa naposielt U 3aliUTa yYeTHBIX JJaHHbIX.

KoHTpo/b MCI0/1b30BaHMs BHEILIHUX HOCUTe el HH(OpMaLUH.
AyaWT NIPOrpaMMHBIX Y OPraHU3aLMOHHBIX Mep.
MHurerparys opraHusalidiOHHbIX U IIporpaMMHbIX Mep B VIC.
Peanu3arjus npuHILIMIIAG MUHAMAaJIBHBIX IPUBUJIETUN.

0. dopMHpOBaHHe OTYETHOCTH 110 cobmoaeHuio Vb.

LN WD

—_

Tema 4. Tpeboanus K
CHCTeMaM 3all{UThI
vHbopMaIu 1
HarpaB/ieHUsI Pa3BUTHS
cpenctB Ge3omacHOCTU

npeanpusatys. IIpaBosele

TIOC/Ie/ICTBUST
HEeCaHKL[MOHUPOBAHHOTO
JocTyra K nHpopMaLuu

[K-1

. O61Me TpebOBaHUS K CHCTEMAM 3all[UThl UH(HOPMAIHH.

. [IpuHLMMNbI cepTU(UKALMY CPe/ICTB 3allUThl MHPOPMaLUH.

. YpoBHHU JoBepus U Knaccudukarys VIC 1o ypoBHIO 3alUILEHHOCTH.
. MeTtozpbl o1jeHKU 3(DPeKTUBHOCTUA CUCTEM 3alllUThI.

. MuHMMM3aLMs paB JOCTYIIa U yIpaBieHue NPUBUIETHUsSIMU.

. OTBeTCTBEHHOCTH 3a HapylleHHe pe)xruMa KOH(UeHLIMaTbHOCTH.
. [TocnencTBUSI HECAHKIJMOHUPOBAHHOTO JOCTYTIA K MH(POPMaLUK.

. ITopsimok pacciiefoBanust UHLMAeHTOB Ub.

. Opranu3anyst BHyTpeHHEero KOHTPOJISI CUCTeMBbI 3allUThl.

10. Orjenka yiepba ot peasy3alyy yrpos.

OO UT A WN -

[K-3

11. HopmaTtuBHO-TIpaBoBasi 6a3a 3amuThl HHGopMaiuu B PO.

12. Opranu3auys NpoLeccoB 3allyUThl UH(MOPMAaLIMK Ha NPeJpUsTHH.
13. Arrecrauusi 06beKTOB nH(MOpMaTH3aLyu 1o TpedboBanusm Mb.

14. B3aumoeticTBre ¢ KOHTposiMpyroiumu opraHamu (PCTIK, ®CB u
Ap.).

15. IIpaBoBble acrieKThl 06pabOTKY TIepCOHA/IBHBIX JAHHBIX.

16. TIpuHLMITEI TOCTPOEHUST Oe30macHBIX KOpropaTuBHbIX VC.

17. TlepcrieKTUBBI pa3BUTHSI TeXHOJIOTUM 3alliUThl HH(OPMaI1H.

18. CootBetcTBHUe TpeboBanusiM cTaHgaptoB Vb (I'OCT, I1SO).

19. Pa3paboTka BHyTpeHHel HOpMaTUBHOM AOKyMeHTaluu 1o U1Bb.

20. YripaB/ieHre XU3HEHHBIM LIUKIOM WHPOPMAIIMOHHOM 6e301acHOCTH B
OpraHu3aLyH.

IITka1a oljeHMBaHMA 0TBETOB Ha BONPOCHI
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IITkana o1feHUBaHUSs

Kpurepuu onjeHvBaHus

OOyuarommuiicst r1yb0Ko M coflep)KaTelbHO pacKpbIBaeT OTBET Ha

«OTIMUHO» KaX/IbI TeOpeTUYeCKWi BOMNPOC, He AOMyCTHB ommbok. OTBeT
HOCUT pa3BepHYTbIN M MCUepIIbIBAIOIINM XapaKTep.

OOyuaroLuiicsi B I1eJIOM pacKpbIBaeT TeOPeTHUeCKHe BOIPOCHI,

«Xopor1o» OJJHAKO OTBeT XOTsl Obl Ha OAMH W3 HUX He HOCUT Pa3BEPHYTOTO U

HMCUEPIIbIBAOIIETr0 XdpdKTepd.

«Y JOB/IETBOPUTEJILHO»

OOyuaroLMiics B 1]eJIOM pacKpbIBaeT TeOpeTUYeCKre BOTIPOCHI U
JIOTlyCKaeT  psii HETOUHOCTel, (pparMeHTapHO  pacKpbIBaeT
coZilep)kaHue TeOpeTHMUeCKUX BOMNPOCOB WM MX pacKpblBaeT
cofiepyKaTesbHO, HO [0y CKasl 3HaYUTe/IbHble HETOYHOCTH.

«HeypnoBneTBopuTensHO OOyuaroumiicsi He 3HAaeT OTBETOB HA  TIOCTaBJIeHHbIE
» TeopeTUYeCcKHUe BOIIPOCHI.
6.2.2. TeMbl 013 0OK/1a[0B
Tema (pa3gen) Bornpocsl
Tema 1. OcHoBHbIE [IK-1
TIOHSITUSL M OTIPe/IeJIEHMSI. 1. BBezieHue B 3a1uTy MH(OpMaLM1: OCHOBHbIE TIOHATUS U
WcTouHuKY, PUCKU U TePMUHBI.
hopmbI aTaK Ha 2. Purcku yTeuek nH(OpMaLy B COBPeMeHHBIX MH(OPMAaL[MOHHBIX
uHdopmayro. IIOMMTHKA ¥ | ~ioremax
CTAHAAPTEI Ge30MacHoCTH | 3 [MTpuHLMIBE 06ecneueHys: HHGOOPMALIMOHHOM 6e30TMacHOCTH.
4. du3nyeckue yrpo3sl U UX BMsSHUE Ha 6e301acHOCTD
VH(pOopMaL1H.
5. OcHoBHbIe (OPMBI aTaK Ha UH(OPMALMIO: BUPYChI, (PUILIKHT,
DDosS.
I1K-3

6. Crangaptsl 6e3onacHocty uHGopmaruu: ISO/IEC 27001 u
Jpyrue.

7. [MTommTrKY 6e30MacCHOCTH: CO3/jaHKe U yTIpaBJIeHHe.

8. Knaccugukanys yrpos s uH(opmalyu: BHyTPeHHHE U
BHeIIIHMe PUCKU.

9. CoBpeMeHHbIe MeTO/IbI 3all{UThI OT YIPO3 yTeueK [JaHHBIX.
10 OTuuUecKue acreKThl 3alUThl MH(QOPMALIMK B OpraHU3alUsiX.

Tema 2.
Kpunrorpaduueckue
Mojenu. AIropuTMbI
mdpoBaHust. AJTOPUTMBI
ayTeHTU(UKAIIN
To/ib3oBaTeseir. Mogenm
6e301acHOCTH OCHOBHBIX
OTePaLMOHHBIX CUCTEM.

1 BBegieHne B Kpurnrorpaguo: OCHOBHbIE BU/IbI IIIM(POBaHUSI.

2. [TpUHLIUIIBI CUMMETPUYHOTO M aCHMMETPUYHOTO LIKM(POBaHMUS.
3. Anropurmsl umdposanus: DES, AES, RSA u ux oco6eHHOCTH.
4 AyTeHTH(UKAaLUS TT0/Tb30BaTe/Iei: UTO 3TO U KaK OHa paboTaer.
5 [TpumeHeHue KpunrorparyecKux MeTO/I0B B OTlepaljuOHHbIX
cucremax.

[TK-3

6. Mogenu kpuntorparueckoil 3aluThl B COBpeMeHHbIX
OTepaLMOHHBIX CUCTeMaXx.

7. CraHzapThl ¥ IPOTOKOJIbI ayTeHTU(pUKaLmu: Kerberos, LDAP.
8. Hcnosnb30BaHue 1UGPOBLIX TIOATIHCEH /17151 00ecTieueHust
TMIO/J/IMHHOCTH [JaHHBIX.

9. CoBpeMeHHbIe KpUnTorpapuueckye rnoAxo/bl K 3aliure

KOPIOPATUBHBIX JJaHHbIX.
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10.

3awura nepesaun gaHHbIX: TLS/SSL u gpyrue npoToKoJ/isl

6e30MmacHOCTH.
Tema 3. [IK-1
AJMUHHUCTPUPOBaHHUE 1. OcHOBBI ceTeBOl 0€301TaCHOCTH: TIPaBH/Ia ¥ METO/bI 3alI[UThI.
ceTeld. 3arura 2. IIpotokoJel 3amuTsl B cetsax: [Psec, VPN.
MH(OpMAIIMK B CeTsX. 3. Pricku 11 yrpo3bl 6€3011aCHOCTH TTPU paboTe B OTKPBITHIX CETSIX.
MHoroypoBHeBas 3auyTa | 4 3aluTa JOKaJbHbIX CeTel U UHTepPHeTa.
KOPTOpATHBHBIX CETEH. 5. [TpuMmeHeHHe OpaHAMay3pOB U CUCTeM OOHAPYKeHUSI BTOP>KEHUH.
IK-3
6. Crparerum MHOrOypOBHEBOM 3allIUThI KOPIIOPAaTUBHBIX CETeu.
7. YmipaB/ieHre 6e30MacHOCTBIO CeTeBOM MH(PPACTPYKTYPHI.
8. 3amuTa OT aTak Ha YPOBHe MPUIO>KeHHI 1 BeO-CepBHUCOB.
9. MeTo/ bl MOHUTODUHTA U pearpoBaHUsI Ha UHLU/IEHTHI B CETSIX.
10. TexHonoruu 3amuTthl Wi-Fi 1 6ecripoBoiHbIX ceTel.
Tema 4. Tpeboanus K IIK-1
CHCTEeMaM 3allUThI 1. CraHzapThl ¥ TpeOOBaHMS K CHCTEMaM 3allUThl MH(pOpMaryu.
MH(OpMALMN 1 2. Pa3paboTka v BHe/[peHHe CUCTeMbl 6e30MacCHOCTH Ha
Harpas/IeHUs pa3sBUTUSA TpeANpUsATHL.
cpeAcTs GesonacHocTu 3. OLieHKa PUCKOB U TJIAHUPOBAaHUe Ge30MacHOCTH MpeTIpUsATH.
npeAnpusTisi. Tlpaosee | 4 VIHCTpyMeHTHI U CpeJiCTBa 3alUThl UH(OPMAaLUH.
Egsggﬁziﬁlpomnﬂoro 5. [TopsioK pearpoBaHUs Ha UHI[AZEHTHI 6€301aCHOCTH.
JocTyra K nHpopMaLuu
IK-3
6. 3akoHO/|aTeIbHbIe TpeOOBaHUS K 3alyTe WHPOpMAaLH B

pa3UUHBIX CTpaHax.

7.

HpaBOBbIe noc/jieCTBUA yTeuek JaHHBIX U

HECAaHKIIMOHUPOBAHHOI'O AOCTYyTIA.

8.

OTBeTCTBEHHOCTD 3a HapylleHWd B objactu 3dlHUTHI

vH(dOopMaluu.

9.

BBOJ'II-OL[I/IH YIpo3 U METOZJ0B 3dllIUThl B KOHTEKCTE PA3BUTUA

TeXHOJIOTUH.

10.

Bynyiriee v TpeH/ibI B 00/1aCTH 3alUTHI MH()OpPMAaLWK:

HCKyCCTBEHHbIﬁ HWHTEJ/IJIEKT U dBTOMATHU3adllK.

IIIkana oneHUBaHUSA

Ilkana oljeHMBaHUs

Kputepuu orjeHUBaHHUS

O6yuatoruiics TyboKO M Cofiep>KaTelbHO PacKpbIBaeT TeMY [OK/Iaja,

«OT1IMuHO» He J0mycTHUB OMOOK. OTBET HOCUT pa3BepHYTHIA M WCUepIbIBAIOIIUIA
XapakTep.
OO6yuaroIuiics B L{eJIOM pacKphbIBaeT TeMy [0K/afia, OHAKO OTBET XOTs
«X0poLo» yaroLy | packp y AOK/1aja, oA

ObI Ha OZIMH W3 HUX He HOCHUT Pa3BepHYTOr0 U MCUePIbLIBAIOIIEro XapaKTepa.

«Y IOBJIETBOPUTEJILHO»

HETOYHOCTeH, (parMeHTapHO pacKpbiBaeT CoOjlepKaHHe TeopPeTHUYeCKUX
BOTMPOCOB MJIM UX PACKPBIBAET CO/IEPKATENbHO, HO [IOTyCKas 3HAUUTE/TbHbIE
HETOYHOCTH.

OOyuaroimuiicss B 1jeJIOM pacKkpbiBaeT TeMy [JOK/IaJa U JOMyCKaeT psif

«Hey0B1eTBOPUTE/ILHO»

O0yuaronuiicst He B/lajieeT BbIOpaHHOH TeMoi

6.2.3. OnleHOUHBIE CpPe/CTBA 0CTATOYHbIX 3HAHHUH (TeCT)

IIK-1.
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1. Kakoii u3 MeT0/10B IM()POBaHMSI SIB/IAETCS CHMMETPUYHBIM?
1) RSA

2)  AES
3) ECC

4)  Diffie-Hellman

2.  Yro Takoe Kpunrorpaguueckmuu x31u?

1)  Asroputm mm@ppoBaHUs

2)  Metop nosiyyeHUs1 YHUKaIbHOTO UIeHTU(PUKATOPaA JaHHBIX
3) MeTo/ reHepaly C/Iy4YalHbIX UHACET

4)  AnropuTMm A5 TIPOBEPKH MO TMHHOCTHA COOOIeHUH

3. Kako¥ TN aTak MCIO0Jb3yeTcs A/l B3/IoMa MapoJied C MOMOLIbIO
npeABapUTe/IbHO BLIYUC/IEHHbBIX X31I-3HAUeHUM?

1)  Araka «rpy0o¥ CUbI»

2)  Araka o c10Bapro

3)  Araka C UCTI0/Tb30BaHHUEM PaJy’KHBIX Ta0/HI]

4)  Artaka «4ejioBeK rocepeguHe»

4. Kakod aaropuTM HCHOAb3yeTca /iA ImUu(poBaHHsA [JAAaHHBIX B
coBpemeHHbIX Wi-Fi ceTsix?

1) DES

2)  AES

3) RC4

4) RSA

5. Kakoii mexaHu3M ayTeHTU(PUKAIMU MCHO/Ib3yeTCsl B TMPOTOKOJIe
WPA2 pnsa 3amurbl Wi-Fi cereit?

1) ECDSA

2) TLS

3) PSK (Pre-Shared Key)

4)  AES

6. Kakoi U3 nmepeyuc/ieHHbIX a/JITOPUTMOB He SIBJ/IAETCS aJTOPUTMOM
aCMMMeTPUYHOro mudpoBaHusn?

1) RSA

2)  ElGamal

3) AES

4) ECC

7.  Kakyio ¢pyHKIHUIO BBINO/THAET MyO/TMYHBIN K/TI0Y B aCHMMETPUYHOMN
Kpunrorpagpumn?

1)  Ludpyet gaHHBIE
2)  [HewwudpyeT naHHbIE
3)  IloamuceiBaeT CoOOIeHUS
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4) [TpoBepsieT noAnucu

8. Kak Ha3bpIBaeTcsi araka Ha CHCTeMYy, NPH KOTOPOHM NbITAKTCA
Nnoj00paTh CEKPeTHHIN K/IKY MeT0/[0M «rPy00il CHIbI»?

1)  Araka c UCTO/Ib30BaHKEM Paly>KHbIX TabIHL]

2)  Araka o cioBapro

3)  Araka Ha ocHOBe IIH(dpa

4)  ATaka MeTOZIOM ITOJTHOTO repebopa

9. Kakoii anropurm wucnoabsyerca B SSL/TLS pgas obecneueHust
KOH()MIeHIMA/IbHOCTH U 1e/IOCTHOCTH /JaHHBIX MPU Nepejaye yepe3 HHTEPHeT?

1)  AES

2) RSA

3) DES

4) RC4

10. Kakoe 13 3THX YTBep)K/JeHHH 0 M(PPOBOH MOANUCH BEPHO?

1)  Ludposas noAmMmuch UCTIONb3yeTCs s dpoBaHus coobIeHni

2)  Uudporas nognuck obecrieurnBaeT KOHPUAEHLIMATBHOCTb COO0LIeHUS

3) lwudpoBas NoANMUCH WCIOAL3YeTCS JJjs TIPOBEPKU TOAJMHHOCTU U
1[e/IOCTHOCTH COOOIIIeHuSI

4) L{ndpoBasi moANMCH UCIIOIL3YeTCs /i CO3AaHUsI TTapoJIst

11. Yrto Takoe PKI (Public Key Infrastructure)?

1) Cucrema ynpaBiaeHus IMGPOBLIMH TTOATUCIMU

2) Cucrema 151 IW(PPOBAHUS CUMMETPUUHBIMU a/IFCOPUTMaMU

3) Cucrema, UCTIO/B3YIOLLAS TOJBKO OJHOPAa30Bble K/IHUU

4)  MexaHu3M /s yOpaB/ieHUST U XpaHeHWs MyOJUUHBIX W TIPUBATHBIX
KJ/IFOUen

12. UYro Takoe '"crporuéi pexumM muppoBaHua" B KOHTEKCTe
asnropurma AES?

1)  Pexum, rje Kakabiii 610K JaHHBIX MU(PYyeTCs OTAeTbHO

2)  PexuM, KOTOpPBIA 3aripeljaeT MCII0/b30BaHMEe BCEX CUMBOJIOB, KpOMe
Ludp

3) PeskyM, MCTI0/Ib3YIOIMMK 0/10KH (DUKCMPOBAHHOTO pa3Mepa

4) PexxuM, Korjia OJIMH KJIH04 MCIIOIb3YeTCs [/ BCeX CeCCUi

13. Kakou u3 aJirOpuTMOB SIB/ISIETCSI a/ITOPUTMOM X3IUMPOBAHUA?

1) RSA
2)  AES
3) SHA

4) Diffie-Hellman

14. B kakom ciy4yae ucnosibdyercs aaroputm HMAC?
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1)
2)
3)
4)

15.

st co3manyst LUPPOBBIX MOAMUCEH
st 3a1IUATHI 1{e/TOCTHOCTH JaHHBIX
[nst reHepaluy CydyaHbIX YUCe
s pemvidpoBaHUs COOOITIEHMIA

Kakon MPOTOKOJI HCITOJ/IB3YETCHA JIA 3dllIUThI f-)JIEKTpOHHOﬁ Imo4ThI C

NMOMOILIbI0 KpUnTorpaguueckux MeTo0B?

1)
2)
3)
4)

16.

SSL
IMAP
S/MIME
SMTP

Uro o3Hauaer TepMHH "KOH(PHUAEHIHA/IBHOCTL" B KOHTEKCTe

3alUThl HH(popMaIumn?

1)  3ammra OT HECAaHKLIMOHMPOBAHHOIO JOCTYMa K JaHHbIM

2)  YpocroBepeHHWe MOJIUHHOCTHA OTIIPABUTEIS

3) IloaTBepykaeHue LJeJIOCTHOCTH JJaHHBIX

4) Y ocToBepeHye aBTOPCTBA JaHHbIX

17. Kakou aJIrOpUTM Kpunrtorpaduueckoro X3LIMPOBAHUA
HCNO/Ib3yeTcA [/isi TPOBepPKHM MO/J/IMHHOCTH MapojieM B COBPeMeHHBIX
cucreMmax?

1) MD5

2)  SHA-256

3) DES

4) RSA

18. Uro mpeacraB/isieT c000il MeTO/| aTaKYIHOI[ero, KOTOPbIH NMbITAeTCA

yraaaTtb CEKpETHbIﬁ K/TI0Y, HCd/1eAyd BO3MOXHbDbIE KOMGI/IHauI/Il/l 3HAUeHun?

1)

ATaka ¢ pagy’>KHbIMH Tab/MI[aMu

2) ATaka MeTo/]0M MoJTHOTO Tiepebopa

3)  Araka 1o c10Bapo

4) ArTaka c ucrosp30BaHueM ys3BumocTten B [10

19. UYrto Takoe "cumMMeTrpuuHoe mudppoBanue’?

1) Wcrionb3oBaHve  OJWHAKOBBIX  KaOued  Ajisg  udpoBaHUs U
JenrdpoBaHUs

2) Vicniosib30BaHue IBYX K/TrOUei: IyO/IMUHOTO ¥ IPUBAaTHOTO

3) Vicrionb30BaHve YHUKaIbHBIX KJTIOUeH 1 KaXK/I0ro ceaHca

4) Vcrionb3oBaHye OHOTO KJIr0Ua [/ BCeX MO/Ib30BaTeiel CUCTeMbI

20. Kak Ha3bIBaeTcsi MexaHHM3M, MO3BOJISIOLIIUN ayTeHTU(HLIUPOBATH

M0JIb30BaTe/iA C IOMOIMIBIO €ro 0TIIeYdTKd nanbua?

1)
2)

buomMeTrpuyeckast ayTeHTUhUKALUS
MHorodgakTtopHas ayTeHTU(HKaI[1s
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3)  TlaposnbHasi ayTeHTU(DUKALIUS

4)  PoneBasi ayTeHTU(PUKALIUS

I1K-3.

21. Kakod "3 nepevydc/IeHHbIX MeTOAOB IMM(pPOBaHUA MCIOJIb3yeT
acCMMMeTPUYHbIe K/TIOUHU?

1) RSA

2)  AES

3) DES

4) RC4

22. [lna yero ucnosib3yercs nporokosa SSL/TLS?

1)  [Ons wmdpoBaHus 3/1€KTPOHHBIX TUCEM

2)  [ns 3aliUThl J@HHBIX, epe/laBaeMbIX 0 CeTU

3)  [Ons ayTeHTHU(UKALIMM MOJIb30BaTe/en

4) I71st 3a1UThI Oa3bl JaHHBIX

23. Uro Takoe ABYCTOPOHHSAS ayTeHTH(UKaIUA (mutual
authentication)?

1)  Koraa TosbKO cepBep ayTeHTU(hHULIUPYeT K/IWeHTa

2)  Korpa oba yuactHuka obmeHa mHbopMalyei ayTeHTU(OULMPYIOT APYT
Apyra

3) Korza knveHT ayTeHTUGDUILAPYeT ce0s ¢ TIOMOII[LIO TTapoJIst

4)  Korga o6a yyacTHHKA HCITIO/Ib3YIOT O/IMHAKOBbIE ITapOJTH

24. Kakod U3 MeTOJ0B 3aliUThl /JaHHBIX HCHOJIb3yeTcaA JJs
o0ecrieyeHUsI LeJIOCTHOCTH M 3alIUTHI OT MOJMeHbI JAaHHBIX B MpoIecce HX
nepejayu?

1)  IIudposanue

2)  OneKTpOHHasi MOJIHCh

3)  XsmwmpoBaHue

4)  OTKpBbIThIE KIHOUU

25. Urto Takoe cucrema ynpasyenus kiawdamu (KMS)?

1) MexaHu3M Jij1s1 TeHepalyu Tap Karuen

2)  MexaHu3M fyisd yIipaB/ieHusi JOCTYTIOM K IaHHbIM

3) Cucrema 11 XpaHeHHUsl, pacrpe/ie/IeHUs U 3allUThI K/TIouen

4)  TIpoTokon AJisi 3alUThl UH(OPMaLUU

26. Kak Ha3piBaeTcsi Cmocod, NPH KOTOPOM CeKPeTHBbIH KJ/IHY

UCT0/Ib3yeTcA AJis Aen(poBaHusa 3aiM(pPOBaHHBIX AAHHBIX?

1)
2)
3)

[MTudpoBaHKe € UCIIOIb30BaHUEM CUMMETPUYHBIX K/THOUer
AcrMMeTprUUHOe M(ppoBaHue
Xs1IMpoBaHue
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4)

27.
HeBepHO?

1)
BXOJa

2)

3)

4)

28.

DJIeKTPOHHAas MOAIIUCH

Kakoe u3 3THX YTBepXAeHHM 0 KpuOTorpauueckux Xxs3miax
Xs1-(yHKIUs BCer/la TeHepupyeT YHUKAIbHBINA pe3y/ibTaT /151 KaXKA0Tr0
X311~ yHKIUS UCTIONBb3YeTCs [/l IPOBEPKU LIeJIOCTHOCTH JaHHbIX
Xs1-(hyHKI[MY He MOTYT ObITh paciir@poBaHbl 00paTHO

X111~ yHKI[UU SBSIFOTCSI HeOOpaTUMbIMU

Kakoii u3 3THX aaropurMoB mudpoBaHus sBAsAETCA Haubosiee

3¢ ¢deKTUBHBIM /IS 3aLUTHI AAHHBIX B 00/IaUHBIX CEPBHCAX?

1)
2)
3)
4)

29.

AES

RSA
Diffie-Hellman
ElGamal

Kakou IMPOTOKOJI UCIIOJ/JIB3YyEeTCHA /I YCTAHOB/IEHUA 3dIIUILICHHOI0

KdHdJ/ida CBA3U MEXAY K/IMEHTOM U CepBEPOM B l/lHTepHETE?

1)
2)
3)
4)

30.

SSL/TLS
HTTP
FTP
SMTP

Kak Ha3bIBaeTcs MeTo/|, MPHM KOTOPOM /Ba Y4YaCTHHKa OOMeHa

MOTyT 00MEHHBATHCS K/II0OUaMH 0e3 Toro, uro0bl OHM ObL/IH NepexXBauyeHbI
TpeTbeu CTOPOHOM?

1)
2)
3)
4)

31.
)
2)
3)
4)

32.
D

Hupdu-Xennmman

RSA

Onb-I'amans

RSA u Juddu-Xennimvan

Uro Takoe ceprudukar X.509?

Tun uudpoBoi noAmnMcu

CraHpgapT [/ 3alUThI MTapoJieit

dopwmar /11 XxpaHeHHs1 ¥ 0OMeHa MyO/TMYHBIMA K/TFOUaMH
MeTo/ reHepaliy CTy4YalHbIX UMCesT

Uro npejcTaBJ/isieT c000M aTaka «4e/I0BeK MmocepeauHe»?
ATaka, TpyU KOTOPOM 3/I0YMBIIIJIEHHUK Te€pexBaTbiBaeT U HW3MeEHseT

AdHHBIE MeXAYy ABYyMs CTOPOHAMH

2)
3)

ATaka Ha cepBep, C Lie/IbI0 TIeperpy3uTh ero
ATaka, TIpU KOTOpPOM Tapojib TIO/b30BaTessl YKpajeH C TOMOIIbO

repexBara CeTu

4)

ATaka Ha mH1dp C UCT0/Ib30BaHUEM Paly>KHbIX TabJIHL]
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33. Urto Takoe "MHorogakTopHasa ayreHTU(puKanusa'"?

1) MeToz, pu KOTOPOM /IJIsl BXO/la B CUCTEMY UCII0/Ib3yeTcs iBa U Ooiee
pa3HbBIX Criocoba MPOBEPKH MOAJTMHHOCTU

2) Vcrionb3oBaHve eMHOTO Maposis J/1sl BCeX M0Jb30BaTesien

3) Vcrionb3oBaHue 0JHOPA30BBIX MapoJien

4) Metop, 1ip¥ KOTOPOM MCII0JIb3YeTCs TOJIbKO MapoJib

34. UYrto Takoe kpuntorpadguueckas 3alljiTa Ha 0CHOBE /UTUNITHYECKUX
KPMBBIX?

1)  Meron, WUCNONB3YKOIUK [OITAe BBIYMCIEHUS Ui  yBe/JUYeHUs
Oe3o0macHOCTH

2)  MeToj, UCTIO/B3YIOIMI MaTeMaTUueCKrie 0COOEHHOCTH 3/UTATITUYECKUX
KPHUBBIX /1J1s1 obecTieueHust 6e30MacHOCTH

3) MeTtog, UCo/b3yIOLIUKM TOJTBKO OHOPA30BbIe K/IHOUU

4)  Meto/, UCMOIB3YIOIIUH X3IIUPOBAHUE

35. Kakoii u3 MeT0/I0B 3allMTHI AAHHLIX Mpe/Io/iaraeT UCMo/Ib30BaHHe
JIMUHBIX 0MOMeTPHUUYEeCKHX XapPaKTePUCTUK, TAKHX KaK OTIIeYaTKH Ma/ibleB WA
paay)xHas o00o/10uKa rsa3a?

1)  buomeTtpuueckasi ayTeHTU(PHUKALUS

2) [TaponbHast ayTeHTUPUKALUS

3) CeKpeTHBIN KJTH0Y

4) OTKPBITBIN K/THOY

36. Kakoii anropurMm 3amutbl HHGOPMALUM MCHOJIB3yeTCs AJs
M (poBhIX NoANKCeH B 3/IEKTPOHHOU mouTe?

1)  RSA
2)  AES
3) SHA-1
4) DES

37. Kakoil aaropuT™M HCHO/Ib3yeTC B OO/JBIIMHCTBE COBPeMEHHBIX
cucreM 1A mudpoBaHus JaHHBIX B 0a3e JaHHBIX?

1) AES
2) RSA
3) MD5
4)  SHA-256

38. Kakon THn araKk yame BCero HUCHoJAb3yeTca /JIA MOHMCKa
yA3BHMMOCTeH B KpUNTOrpaguyecKux NpoToKo/iax?

1)  Artaka «rpy0oii CHIbI»

2)  ArTaka C uCrno/ib30BaHUEM paJyKHbIX Tab/HI]

3)  Araka Ha ocHOBe 1IH(]pa

4)  Artaka 1o C/0Bapo
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39. Kakoi MexaHH3M HCIO/Ib3YeTCs /i1 3alUThI JaHHBIX B 00/1aKe?
1) CumMMeTpryHOe 1MdpoBaHue

2)  AcumMmeTpu4HOe IM(POBaHUE

3)  MmHorodakTropHasi ayTeHTU(pHKALKS

4) VPN

40. Kak Ha3bIBaeTcs MNpoOLlecC, NMPUM KOTOPOM KpunrTorpaguyeckuu
K/IIOY HCIO0J/Ib3yeTcs JAJisi NPOBePKH LeJIOCTHOCTH [aHHBIX, a He A HX
mucdpoBaHun?

1) XsIIUpOBaHKe

2) DJIeKTPOHHAsi MOAMNKUCh

3)  AyrteHtudUKals

4)  Huddu-Xennmax

41. Kakou aaropurM HCHOJb3yeTCcs /1A CO3JAHUSA ayTeHTHUYHBIX
nu¢poBbIX NoANuUce B 0/10KueiiHe?

1) RSA
2) ECDSA
3) SHA
4)  AES

42. Uro Takoe meTo/ " AByX(haKTOpPHO! ayTeHTU(UKALMHU " ?

1)  Hcnonw3oBaHWe ABYX pa3HbIX KpPUMNTOrpauuecKux aarOpUTMOB [I/Iist
1m1MdpoBaHUs

2)  WUcronb3oBaHue  KOMOWHAlMKA  Tlaposis W OWomMeTpud  AJis
MO/TBEPKeHUST TMUHOCTH

3)  MWcnonb3oBaHue maposis M OAHOPA30BOrO KOZQ, OTIIPABJIEHHOTO Ha
TeseoH

4)  Wcrnonb3oBaHue ABYX WeHTU(HOUKATOPOB /1Jisi KaXK/I0TO TI0/Ib30BaTe sl

43. Kak Ha3biBaeTrcsli KpunTorpaguuecKud MPOTOKOJ, KOTOPbIU
o0ecrnieurBaeT 0e30MacHOCTH Be0-caiiToB?

1)  HTTPS
2) FTP

3) POP3
4)  IMAP

44. Kakoil aaropurM HCHOJIb3yeTCs B 0/I0KYeH-TeXHOJIOTUSX [JIsf
NMPOBEPKH TPaH3aKLUU?

1)  SHA-256
2) RSA
3) DES

4)  MD5
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45. Kakou Tun mudpoBaHMs  MCNOAb3yeTcs /sl Mepejadyu
KOH(pHUJeHIIUATBHBIX JAaHHBIX B MPWIOKEHUAX C HUCIO0/Ib30BaHHEM M0/ THUHOr0
K/1oua?

1) RSA
2)  AES
3) SHA
4) DES

Kirou K Tecry:

1.2 2.2 3.3 4.2 5.3 6.3 7.1 8.4 9.1

10.3 114 12.1 13.3 14.2 15.3 16.1 17.2 18.2

19.1 20.1 21.1 22.2 23.2 24.2 25.3 26.1 27.3

28.1 29.1 30.1 31.3 32.1 33.1 34.2 35.1 36.1

37.1 38.1 39.1 40.2 41.2 42.3 43.1 44.1 45.1

LLIkasia oueHNBaHMS pe3ysibTaTOB TECTMPOBAHMS

% BepHBIX pelleHuH (OTBETOR) [MTkana oreHMBaHUS
85-100 OTJIMYHO
70 - 84 XOpOLLIO
50- 69 YZ0BJIETBOPUTE/IBHO
0-49 HeY/I0BJIETBOPUTE/IbHO

6.2.4. TIpumMepsl 3a1a4 NpPU pa30ope KOHKPETHBIX CUTYyaI{Hil

Tema 1. OcHogHble noHsimusi u onpeoeneHusl. YICmOuHUKU, pucku u (opmbl
amak Ha uH¢opmayuro. Tlonumuka u cmaHdapmsl 6e3onacHocmu

IIK-1.

1. Hammcatb 0630p OCHOBHBIX MOHSITHM 3alUThl WH(OPMAalLMK, BKJIIOUast
KOH(U/IeHLIMaIbHOCTh, Le0CTHOCTh U AocTynHocTh (CIA). IlpuBectu npumepsl,
W/UTFOCTPUPYIOLLMe KaK0e ITOHATHe.

2. Pa3paboTath MmosMTHKY 06e30macHOCTU [i/isi BHIMBILLIZIEHHOW OpraHU3aluy,
BKJ/IFOUAOLIYIO OIMUCaHNe UCTOYHUKOB YIPO3 ¥ Mephl 10 UX MUHUMU3ALUY.

3. OueHuTh PUCKU [/ MH(POPMALMOHHOM CHUCTEMbI, UCMO/b3ys] METOAUKY
OLIeHKU PUCKOB, U IIPe/JIOKUTb Mepbl /I CHUKeHUs STUX PUCKOB.

IIK-3.

4. TlpoaHamv3upoBaTh peajibHbIM Cly4yald yTeUYKH [JaHHbIX B KOMIIAHUH,
OTMChIBas1, KakK MPOU30IIIa aTaka U Kakve ObLTH MOoC/IefiCTBYSI.

5. [ToAroTOBUTH Mpe3eHTALMI0 0 MeXKIYHapOJHBIX CTaH[apTaxXx 0e30MmacHOCTH
(naripumep, ISO/IEC 27001), 00bsiCcHSISI MX 3HaUEHHe 1 TIPUMeHeHre B OpraHu3aliyu.

6. Co3pmatb Tabuily, B KOTOpOU OyAyT mepeunciieHbl pa3/inyHble (POPMbI aTak
Ha UH(OpPMaLHIO, UX OTKCaHUe U CTIOCOOBI 3al[UThl OT HUX.
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Tema 2. Kpunmoepaguueckue modeau. Aneopummbl  WuUdpo8aHus.
Aneopummbl aymeHmucpukayuu nosnb3oeameneti. Modeau 6e30nacHocmu OCHOBHbIX
ONnepayuoHHbIX CUCMEM.

IIK-1.

1. Omnwmcate OCHOBHbIe KpunTorpaduyeckue MoOJead: CHMMETPUUHbIE U
aCUMMeTpHYHbIEe a/ITOPUTMBbI LIKM(POBaHUS, UX MPEUMYILeCTBa U HeJJOCTaTKH.

2. TlpoBectn aHanmu3 anroputMoB LMdpoBanusi (Harpumep, AES u RSA):
MIPUHLIMIT Pa0OTHI ¥ 06/1aCTH IPUMEHEeHMUS.

3. OnucaTh pa3nvuHble MeTO/bl ayTeHTU(MKALIUU T10/Ib30BaTeel (Harpumep,
TapoJik, TOKeHbl, OMoMeTpHst) U uX 3(D(PeKTUBHOCTE.

IIK-3.

4. Peanv3oBaTh NMprUMep MCMOJb30BaHUS a/irOpPUTMa MG POBaHUs (HarpuMmep,
AES) Ha BBIOPaHHOM sI3bIKe TIPOrPaMMHPOBAHUsS, C OOBSCHEHHWEM HCII0/Ib3yeMbIX
6ubsoTeK U UX GyHKLUH.

5. IlpoBect wcciegoBaHHe Mojeseli 0e30macCHOCTM B OJHOM M3
OTepalMoOHHBIX cucTeM (HanpuMmep, Windows wau Linux), omuchiBas, Kak OHHU
peanM3yroT 3alUTy MH(OpPMaLUK.

6. VccnenoBaTh COBpeMeHHble Yrpo3bl [Jisi KPUIITOrpaUuecKUuxX MeTO/|0B
3alUThl THPOPMALUK U TIPe/JIOKUTh CIIOCOOBI UX YCTPaHEHHUsI.

Tema 3. AOmMuHucmpupogaHue cemetl. 3awjuma uHpopmayuu 6 cemsx.
MHozoypoeHesas 3aujuma KopnopamueHbix cemell.

IIK-1.

1. OnucaTb OCHOBHble NPUHLIUMBI aJMUHHCTPUPOBAHUS CeTel, BKJIIOUas
33/layM U OTBETCTBEHHOCTb CeTeBOr0 a[MUHHCTPAaTOpa.

2. TlpuBecTu TpuUMepbl METOOB 3aluThl WHGOPMALIMM B KOPHOPATHUBHBIX
CeTsIX, TaKUX KakK (paepBo/Ibl U CUCTeMbI 0OHapY KeHHsl BTOP>KeHU.

3. Pa3paboTarh KOHIIEIMAI0 MHOTOYPOBHEBOUW 3alllUThI AJisI KOPIIOPAaTHBHOM
CeTH, BK/IFOUasi BCe YPOBHU 3allUTHI ((pU3UUeCKUM, CeTeBOM, IPUK/IAJHON).

ITK-3.

4. TIpoBecTH NpakTAYeCKOE UCCIel0BaHKe 110 HACTPOKMKe (paepBoJia U CUCTEMBI
oOHapy>KeHUsI BTOP)KeHHI B TeCTOBOM CeTeBOM Cpejie, OMUChIBasi TIPOL[eCC HACTPOUKHU
Y pe3y/bTaThl.

5. Cos3gaTh Tipe3eHTalM0 O Haubojiee PpacrpoOCTPaHEHHBIX —yrpo3ax
6e301acHOCTY B CETSIX U TIPe/I/I0XKeHHbIX Mepax T0 UX MpeJoTBpallleHHUI0.

6. Pa3paboTraTh PyKOBOZCTBO IO TIPOBeZIeHUI0 ayjuTa 06e301acHOCTU CeTeBOi
MH(MPaCTPYKTYPhbl, BK/IH0UYasi OCHOBHBIE 3Tarbl U METO/IbI.

Tema 4. TpebosaHusi K cucmemam 3awjumbl UH(OpMaAyuu U HANpaeneHus

paszeumusi cpedcme 6e3onacHocmu npeonpusimusi. IIpasosble nocnedcmeust
HeCaHKYUOHUPOBAHHO20 00Ccmyna K uHgopmayuu
IIK-1.

1. Omnmcath OCHOBHbIe TpeOOBaHUWS K CHUCTEMaM 3all[UThl HWH(OPMAaIUH,
BK/IFOUasi (PYHKIIMOHA/IbHbIE Y He(DYHKIIMOHA/IbHbIE aCIleKThI.

2. WccnepnoBaTh HarpaB/ieHUsl pa3BUTHsL CPe/CTB 0e30MacHOCTH, BK/IHOYas
HOBbIE TeXHOJIOTMU Y TIOAXO/bI K 3alUuTe UH(GOPMaLUU.
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3. PaccMoTpeThb TIpaBOBble acMeKThl 3alllUThl HWH(OpPMALMU: 3aKOHbI U
HOPMAaTHBHbIE aKThl, PeryUpyIoLie 6e30MacHOCTh aHHbBIX.

I1K-3.

4. TTpoBecTH uCC/IefJOBaHKE O MOCIEeICTBUSIX HECAHKLIMOHMPOBAHHOIO J0CTyTa
K UH(pOpMal[1H, TIPUBO/S TPUMEpPHI U3 pealbHOM MPaKTUKU.

5. TloAroToBUTH OTYET O pOJIM PETYNATOPOB B 00eCrieueHuM 3allUThl
MHGOpMAaIL[MK: KaK OHU BJIMSIIOT Ha MPAKTUKKU U CTaHAAPThI 0€30MacHOCTH.

6. Onucatb MNpakKTUUeCKHWE PpPEKOMEHJALMU T10 BHEAPEHUIO0 MOJUTUKU
6e301acHOCTH Ha YPOBHe TPeATPUsITHS, BK/IHOUast IPUMephI YCTelIHbIX peaiTru3alyi.

Ulkana oueHnBaHUA

[ITkana oLleHUBaHUS KpuTepuu olileHMBaHus
«OTIMyHO» 00yYarIUICs SICHO W3/I0XKH/I YCIIOBHE 3a/laui, pellieHrHe 000CHOBa
«X0opo1o» 00y4JaroImuiCs SICHO M3/I0XKUJ YC/IOBHE 3a/laud, HO B 000CHOBaHWU
pellieHNsI UMEeITCsSl COMHEHHS;
«Y [IOBNIeTBOPUTE/IEHO» oOyyaroluiicss U3/I0KWM pellleHHWe 3aZlaud, HO 000CHOBas ero

(opMyTIpPOBKaMH 0OBIIEHHOTO MBIIIIIEHUS;

«HeyznoBneTBopuTeibHO» | 00y4YaroIUics He ySICHW/ yCIOBHe 33/jauM, pelleHre He 000CHOBa
mibo He czan paboTy Ha MPOBEPKY (B C/Iyuae MpOBeJeHHs pelleHus
3aZiau B MUCbMEHHOM (opme).

6.2.5. Temn! a1s pedepaToB

Tema (pa3gen) Borpocsr

Tema 1. OcuoBHble moHsaTua U | I1K-1

onpezesenusi. ICTOUHMKY, 1. OCcHOBHbIe MOHATUS 3aLLXTHI MH(QOPMAaLIMU: OTpe/iesieHue, e U
PUCKH U (DOPMBI aTak Ha TIPUHIUIIBL.
mHdopMmariuio. [lomTika 1 2. Bu/ibI ICTOUHUKOB yrpo3 6e30macHOCTH MH(POPMAaIK: BHYTPEHHUE U

CTaHAAPTHI Oe30TMacHOCTH BHEIIHVE.

3. OcHoBHbIe (hOpMbI aTaK Ha UH(POpPMaLMIO: BUPYChI, GhuimHr, DDoS-
aTak! U JIPyTHe.

4. TTonutrka 6e30macHOCTH: pa3paboTka 1 BHeApeHHe 3G heKTHBHOMN
TIOJTUTUKK Oe30T1aCHOCTH B OpraHU3alvu.

IK-3

5. OLleHKa pUCKOB B 00/1aCTH 3aIlUThl UHGOPMALIUK: METO/IbI U
MO/IXO/TbI.

6. CrangapThl 6e30macHOCTH UH(GOPMAIUKU: MeXKIYHapOJHbIEe U
HalMOHa/bHbIe cTaHgapThl (Haripumep, ISO/TEC 27001).

7. Posib uenioBeueckoro ¢akropa B 6e30rmacHOCTH HH(MOPMALIUK: Kak
OIITMOKHU TI0/Th30BaTe/Ield MOTYT MIPUBECTU K yTeUKaM JJaHHBIX.

8. [IpumepnI peasbHBIX aTak Ha UH(POPMALJMOHHbIE CUCTEMbI U aHa/IN3
WX TI0C/Ie/ICTBUM.

Tema 2. Kpurnrrorpadpuueckune | ITK-1

MOZie/Ti. AJITOPUTMBI 1. OcHoBHbIe KpUnTorpadguyeckrie Mo/ie/i: CHMMeTPUYHbIE U
ppOBAHKS. ATOPUTMEI aCMMMeTpPHYHbIe a/IrOPUTMbI IIU(PPOBaHUSI.
Ay TeHTHUKALIM 2. Anroputmel mmdposanus: AES, DES, RSA: npuHLuUmB! paboThl 1

rmosib3oBaTesie. Mogenu

ob/1acTv TIpUMeHeHus.
6e30MacHOCTH OCHOBHBIX

3. A]'IFOpI/ITMbI HYTeHTI/ICbI/IKaL[I/II/I I10/Ib30BaTe/IeH: I1apoOJikd, TOKEHBI,
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OrepalOHHBIX CUCTEM.

OroMeTpHs ¥ UX WCTIO/Ib30BaHKe.
4. Mogenu 6e30TacHOCTH B OTepalOHHbIX CHCTeMax: Kak OHH
peanu3yoT 3aluTy HH(OPMaLK U yIipaB/ieHHe JOCTYIIOM.

[K-3

5. [IpumeHeHue KpUriTorpaguueckux MeTO/I0B B 3alllTe HHPOPMaLUH:
TIPHUMepHI U CLIeHapHH.

6. CoBpeMeHHbIe Yyrpo3bl il KpUnTorpadryeckux MeTo/|0B 3alliuThl
MH(OpMaLMK: aTaky Ha LIUQPBI U YA3BUMOCTH.

7. VInTerpauys Kpunrorpaduueckux TEXHOJIOTUIA B MPOrpaMMHOe
obecrieueHue ¥ anrapaTHble PereHus.

8. Byayiee kpunrorpaduu 1 Moziesieil 6e30macHOCTH: HOBbIe
HarpaBJ/ieHUs] ¥ TeXHOIOTHH.

Tema 3. AfMUHHUCTPUPOBaHUE
ceTeii. 3auTa MHGOpPMALIMK B
ceTsix. MHOroypoBHeBasi 3alliiTa
KOPIIOpaTHUBHBIX CeTel.

ITK-1

1. OCHOBHBIe NTPUHLIUIIBI 3IMUHUCTPUPOBAHNS CeTel: 3aZiaur U
OTBeTCTBEHHOCTb CeTeBOr'0 aJ[MUHUCTPATOPa.

2. MeTozipl 3aLUThl HH(GOPMALMK B KOPIIOPAaTUBHBIX CETSX: (paepBOJIbl,
cucTeMbl 0OHapy)KeHUs1 BTOP)KeHUH U pyTHe CpefiCTBa.

3. MHoroypoBHeBasi 3all{uTa ceTeBoi UH(PACTPYKTYPhI: MOAXOAbI U
TeXHOJIOTUMU.

4. Posis VPN u mimdpoBaHus B 3aljuTe MHPOPMALIMK MpH Mepejjaue
JI@HHBIX I10 CeTSM.

[TK-3

5. [Ipumeps! ycriemHoW peanu3aldi MHOTOYPOBHEBOM 3all[UThI B
KPYITHBIX OpraHy3alusx.

6. YTpo3bl 6e30IMaCHOCTH B CETSX: aHATU3 U CITIOCOOBI UX
rpe/ioTBpaLL[eHusL.

7. Ayout 6e30macHOCTH ceTeBOM UH(GPACTPYKTYPbl: METOZBI U
TIOXO/bL.

8. IlpakTrueckue peKOMeH/Ial|HU T10 yJTyUllIeHHI0 6e301acHOCTH
KOPITOPATUBHbBIX CeTeH.

Tema 4. TpeboBaHus K
CcrCcTeMaM 3alliUThl MH(OpMaLn
W HarpaBJIeHUs pa3BUTHS
cpezicTB 6e30MacHOCTH
rpeanpusatys. IlpaBosble
MoC/Ie/|CTBUS
HEeCaHKL[MOHUPOBAHHOTO
mocTyTia K mH(popMalm

IMK-1

1. OcHoBHBIe TpeOOBaHUs K CHCTeMaM 3allUThl HHPOPMAaLIUK:
(YHKLIMOHAIBHOCTb, Ha/leXKHOCTh, YyCTOMUMBOCTb.

2. HanpaByieHusi pa3BUTHsI CPe/iCTB 6@301acHOCTH: HOBbIE TEXHOJIOTHU
Y TIO/IXO/IbI B 3all[UTe UH(OPMaLUHU.

3. IlpaBoBbIe aceKThl 3alUThl UHPOPMALMU: 3aKOHbI 1 HODMAaTUBHbIE
aKTbI, PeryMpyroIye 0e30MacHOCTh JAHHBIX.

4. OTBeTCTBEHHOCTb OpraHU3alL[1ii 3a YTeUKy [JaHHbIX: [IPaBOBbIE
MOC/Ie[ICTBUSI U Mepbl BO3J,eMCTBUS.

IK-3

5. TIpyMepbl HeCAaHKIIMOHUPOBAHHOTO AOCTYTa K MH(MOPMAaLIUK U UX
TIPaBOBbIE TIOC/IE/ICTBUSI.

6. Posib perysiiTopoB B 06eCrieueH|H 3aliyuThl UHGOPMALMK: KaK OHU
B/IUSIFOT Ha MPAKTUKHU U CTaHJapThl 0€30TIaCHOCTH.

7. Pa3paboTKa 1 BHe/ipeHUe TIOJIMTUKA 0e30T1aCHOCTH Ha YPOBHE
MIPeTNPUSATHS: TIPUMEPbI M PEKOMEH/Ial[|H.

8. Byayiiee 3aiuthl HHGOPMALIMKU: KaK MTPAaBOBbIE U TEXHOJIOTMUYECKHE
M3MEeHEeHMs TIOBJTUSIFOT Ha CUCTeMbI 0€30TTaCHOCTH.
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IIIkasa onjeHUBAHUS

[ITkasa oLjeHUBAHUS Kputepuu orjeHUBaHUS

«OTnnyHO» OOyuaromiicsi T1y0OKO U COZepKaTesibHO pAacKpbIBAaeT TeMy
CaMOCTOSITe/IbHOM paboThl, He [OMYyCTUB OLIMOOK. OTBET HOCUT
pa3BepHYTHIA M MCUEPNbIBAIOLINI XapaKTep.

«Xopo1io» OO6yuarouiicsi B 1IeJIOM pacKpbiBaeT TeMy CaMOCTOSITe/TbHOMN
paboThl, OfIHAKO OTBET XOTS Obl HAa OAWH W3 HUX HE HOCUT
Pa3BepPHYTOr0 U MCYEPIIbIBAIOIIEr0 XapaKTepa.

«YnoBnerBopuTenbHO» | OOyuaroImuiACS B 1[eJIOM PACKpPbIBaeT TEMY CaMOCTOSITETbHOU
paboTHI U IOTyCKaeT psifi HETOUHOCTeM, )parMeHTapHO PacKphIBaeT
coflepXkaHue TeOpeTMYeCKHMX BOIMPOCOB WM MX pPacKpbIBaeT
COJieprKaTesbHO, HO JI0MYyCKasi 3HaunuTeIbHble HETOYHOCTH.

«HeynoBnerBoputensHO» | OOyuaromuiicss He BiajieeT BbIODaHHOM TeMOW CaMOCTOSITEIbHOMN
paboThI

6.2.6. IlHanBU/ya/IbHbIE 3aiaHNsI /I/IA KYPCOBOii paboThI (MpoeKTa)
KP u KII no auctmrivHe «3arura uHboOpMaruu» paboueii mporpamMmoin u
yueOHBIM IJITaHOM He TIpelyCMOTDEHBI.

6.3. OIEHOYHBbIE CPEJCTBA ITPOMEXYTOUYHOI'O
KOHTPO/JIA

Bomnpocsl Ajisi NOAr0OTOBKYU K MPOMEXYTOYHOM aTTeCcTalui 10 UTOraM 0CBOEHMS
AUCIUILUTUHBI 3aiyTa UHGOPMaLUH:

IIK-1.

1. KowmrbroTepHble BUPYChI. VX pasHOBUHOCTH.

2. AHTUBUDPYCHBIe cpeACcTBa. IIpyMepbl aHTUBUPYCHBIX IPOTrPaMM.

3. [TonsiTne nHGOPMAaIIMOHHON 6e30MacHOCTH.

4. [ToHsATHE KOH(bUAEHIMaTbHOCTH MH(POPMaLUH.

5. [Tonatne pgoctyma K  uHpoOpMauuu  (CaHKLMOHHWDOBAaHHBIM U
HeCaHKLIMOHWPOBAaHHBIN [JOCTYM).

6. [TonaTusa naeHTUPUKALMS, ayTeHTU(PUKALUS U aBTOPU3aLiUs.

7. [MoHsiTHe yrpo3a 6e301acHOCTH.

8. [ToHsATHE YySA3BUMOCTBL CUCTEMBI (CETH).

9. [ToHsATHe aTaKy Ha KOMIIBIOTEPHYIO CUCTEMY.

10. OxapakTepusyiTe TIOAXOAbI K  00eCITeUeHWI0  KOMITbIOTEPHOU
MH(pOpMaLu.

11. TlepeunciuTe OCHOBHBIE W BCIIOMOTraTe/bHbIE CEPBUCHI 0E30ITaCHOCTH,
JlalTe UX K/IaCCU(PUKALUIO.

12.  [laiiTe XapaKTepPUCTUKY TPYyMN TpeOOBaHUM K CUCTEMe 3all[UThI.

13. «®dparmeHTapHbIli»  TOAXOA B obecrieueHnn — 6Ge30macHOCTH
KOMITbIOTEDHOU CUCTEMBI.

14.  «KowmruieKkcHbIN» TTOAXOA B 00ecriedueHNH 0e30MacHOCTA KOMITbIOTEPHOM
CUCTEMBI.
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15. B uem 3ak/touaeTcs MOMTHKA 6€30T1aCHOCTH KOMITbIOTEPHOM CUCTEMBI?

16. Ha yem ocHOBaHa «u30upaTe/ibHasH» MOMUTHKA 0€30TacHOCTH?

17. Ha uem OCHOBaHa «IOJTHOMOYHasi» TIOJIMTHKA Oe301acHOCTH?

18. ITonsTtme kpunrtorpaguu. OCHOBHBIE BUABI ITU(POB.

19. OO06oOiieHHass cxemMa KpUIITOCUCTeMbl. [IOHSATUS CHUMMETPUYHOM WU
ACMMMETPUYHOM KPUIITOCUCTEMBI.

20. Ilepeuucnure OCHOBHbIe a/IrOPUTMBI KpHUITTOrparuecKux
npeobpa3oBaHuUi.

21. TlepeuniciuTe OCHOBHble MeTOZAbl KpUNTOrpauueckod  3allUThl
MH(MOpMaLMU B KOMITbIOTEPHBIX CUCTEMAaX U CEeTSIX.

22. Kak xkmaccubulypyroTcsl CpeAcTBa KpunTorpaduueckod — 3alllUThbl
nHbopmauu?

23. OcCHOBHble [IOCTOMHCTBA U HEJOCTAaTKM aJropuTMa ILIW(POBaHUS
JlaHHbIX ¢ oMo DES.

24. TlepeumciuTe  OCHOBHble  KOMOWHALIMM,  WCIIO/Ib3yeMble  TIpU
mMgppoBaHuu anroputmom DES.

25. TlepeumciiuTe OCHOBHBIE PeXXUMbI paboThl airoput™a DES.

26. Kak obecrieurBaeTcst KPHUITTOCTOUKOCTh aCUMMeTpPUUYHBIX
KPUIITOCHUCTEM?

27. KakoBO OCHOBHOe Ha3HaueHHue Xell-(PyHKIUU?

28.  KakoBbI OCHOBHbIE MPUHIUITBI (HOPMHPOBaHUs Xell-QyHKIUN?

29. OranuMTe/ibHble O0COOEHHOCTH OTeUeCTBEHHOTO CTaHJapTa  Xelll-
dbynkumu ('OCT P 34.11-94) ot anroputmoB xelvpoBaHusi MD5 u SHA.

30. IlepeuncivTe OCHOBHBIE aATOPUTMbI 3JIEKTPOHHOM 1L[M(POBOM TOAUCU
Y YKaKWATe Ha UX MPUHLIUMUAbHbIE OT/IAUKS.

31. CoBpeMeHHble TIpuIOKeHUs1 Kpuntorpaduu. [Ipumepsi.

32. TunuyHble aTaky Ha ONePaLMOHHYI CUCTEMY.

33. TloHsiTHe 3alUIIIeHHOM OepaljuOHHOU CUCTEMBI.

34. AmnmapaTHoe obecrieueHre Cpe/ICTB 3allUThI OTIepallMOHHON CUCTEMBI.

35. TIpoGsembr 6e3omacHocTH IP-ceTeid.

36. Haubonee pacrnpocTpaHeHHble BapUaHTbl aTaKk Ha KOMITBIOTEPHYIO
cucTemy Ha ocHoBe nipotokosa TCP/IP.

37. CdopmynupyiTe cnMcoK (yHKIMOHANBHBIX Je(eKTOB C TOUKU 3peHUsI
3allUThI B UCTI0/Ib3yeMoi oneparjuoHHou cucteMe (OC).

38. Kakue snemeHThl  Oe3omacHoct  cogepxur OC  Windows
2000/XP/Vista?

39. HasoBute 3nemeHThI 6e3omacHoct OC UNIX?

40. OcHoBHbIe MpaKTUUeCKUe BOTPOCHI 3allUThl UHGOPMALIUU.

41. TlporpaMMHbIe Cpe/CTBa 3alMThl U YHUUTOKEHUSI UH(POPMaL|H.

42. OCHOBHBIE TIPUHLMIIBI TIOCTPOEHUS] TMOLCUCTEMBbI HWH(POPMALIMOHHOMN
6e30macHOCTH.

43.  OTarbl MOCTPOEHUS MOACUCTEMbI MH(POPMAL[MOHHOM Oe30T1aCHOCTH.

44.  OO61iye TIPUHIUITEI 00ecrieueHUss THGOPMalMOHHOM 6e30MacHOCTH.

45. CpeactBa obecrieueHus1 KOH(MOU/IEHIIMATLHOCTH JaHHBIX.

46. CpeacTBa uieHTU(PUKALIMM U ayTeHTU(hUKaL[UX 110/Tb30BaTesel.
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47. TlpuBeiuTe OCHOBHble CXeMbl WAeHTUGUKALMM U ayTeHTU(dUKaIUU
T10/1b30BaTeJIsl.

48. JlocToMHCTBA  OHOMETpPUUECKMX  CIIOCOOOB  HMAEHTU(PHUKALMU U
ayTeHTU(UKALIUU 10 CPaBHEHUIO C TPaJULIMOHHBIMU.

49. CpenctBa ayTeHTU(DUKALIUU 3/IEKTPOHHBIX JAaHHBIX.

50. TIpuHIUIT MUHUMAJTbHBIX TIPUBUIETUN B CCcTeMe 6e3011aCcHOCTH.

51. UTto Takoe MHOTOypOBHeBasi Mo/jie/lb 0€30MacHOCTH?

52.  OcHOBHbIe 3Tarbl aHa/M3a yrpo3 HHGOPMAaIMOHHON 6e30MacHOCTH.

53. Cpasnure npoTokosibl SSL u TLS ¢ Touku 3peHust 6e30macHOCTH.

54. Urto Takoe «OpaHAMay3p» U KakK OH paboTaeT?

55. IIpumepsl peanu3aljuu MOIUTUK O6e30T1aCHOCTH B KOPIIOPATHBHOM cpefie.

56. IlpaBoBbie T10C/IeICTBUSA HeCaHKLIMOHUPOBAHHOI'O cbeMa u
MCI10J1b30BaHUs1 KOH(MU/IeHLIUaTbHOM UH(OPMALIUU.

I1K-3.

57. Oco0eHHOCTH TIpUMEHEHHS TeXHUUYECKUX CpeACTB YHUUTOXKEeHUs
VH(OpMaLMM Ha MarHUTHBIX U ONTUYECKUX HOCUTE/ISIX.

58. [IlpuBegure  KjacCM(UKALMIO  CUCTEM  3al[UTbl  MPOrPaMMHOIO
obecrieueHusl.

59. CpaBHUTe OCHOBHbIe TexXHUYECKHMe MeTOAbl W CpelCcTBa 3alUThbI
IIPOrPaMMHOT0 00ecrieueHusl.

60. Ha3zoBuTe OT/IMUMA CUCTEM 3aLLUTHI OT HECAHKLIMOHUPOBAHHOI'O AOCTYIIa
OT CUCTEM 3allUThl OT HECAHKL[MOHMPOBAHHOI'O KOMTMPOBAHUSI.

61. IIpuBeguTe onpezaeneHre MOHATUU «IPOTOKOJIMPOBAHUE» U «ayIUT».

62. HasoBure 3aziaum, peanv3yeMsble IIPOTOKOJIMPOBAHNUEM U ayJUTOM.

63. [lalTe XapakTepPUCTHUKY 3aZja4i aKTUBHOTO ayAuTa.

64. TIlepeunciure PyHKIMU U KOMIIOHEeHThbI ceTH VPN.

65. Knaccudpummpyiite VPN 1o criocoby TeXHHUYeCKOW peanu3aliuv U
apXUTEKType TEXHUUECKOT'O pelleHUs.

66. KakoBbl  criocoObl  3amuUThl  MHGOpPMALMM  TIPU  MEXCEeTEeBOM
B3aMMO/IeHiICTBUM ?

67. Kakue kpunTtorpaduueckde MNPOTOKO/bI MCIONb3YIOTCS AJS 3allUThl
TeXHOJIOTUU «KJIUEeHT-CepBep»?

68. 3akoHozaTe/bHBIE aKTbl PD, perynupyroiye 3aiyUry WHPopMarju.

69. MexayHapoaHble  CTaHZapThl B oOsactd  MH(OPMAI[IOHHOM
6e3omnacHoctu (ISO/IEC 27001).

70. OTBeTCTBEHHOCTb 3a HapyllleHWe TIOJIMTUKU  WHGOPMAaIMOHHOM
6e30macHOCTH.

71.  MexaHu13Mbl pe3epBHOIO KOIMPOBAHWS U BOCCTAHOB/IEHUS [JaHHBIX.

72.  OpraHusanysi KOHTPOJISI JOCTYIIa B JIOKaJbHOW CeTH.

73.  VHdopmarmoHHasi 6e3011acHOCTD TIPU Ya/IEHHOUW paboTe.

74.  TlpuHIumbl 6e30MacHOro yaneHys HHGOpMaI[iy B OpraHU3aLUsIX.

75.  OcobeHHOCTH 3alUThl UH(POPMALIUU B MOOUTBHBIX YCTPOMCTBAX.
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6.4. MeToanueckue MaTepuaJibl, onpe/e/soiye Npoueaypbl OLleHUBAHUSA
3HAHUM, YMEHUM, HAaBbIKOB M (WIM) ONbITa JAesATe/IbHOCTH, XapaKTepPU3yHIHNX
sTanbl GopMHUPOBaHMSA KOMIETeHLIUH

OCHOBHOM 1le/IbI0 TIPOBeJleHHsI TPOMEXYTOYHOM aTTecTaldd SIBJISeTCs
oripefie/ieHNe CTelleHW [OCTWKeHHs Liefiell 1o yueOHOW [JUCLUIUIMHE WK ee
paszenaMm. OCylecTBASeTC 3TO NPOBEPKOM M OLIEHKOW YPOBHS TeOpeTUYeCKOU
3HaHUM, TIOYYeHHBIX OOYyYaroIUMUCS, yMeHHWs TPUMEHSTh WX B pellleHUun
NMpaKTUUeCKUX 3a/lay, CTerleHW OBJaZieHuss OOyJarIUMUCA TMPaKTUUeCKUMU
HaBbIKaMH Y YMeHUSIMH B 00beMe TpeboBaHul paboueli IporpaMMbI 10 AUCLIUTIIIVHE,
a TaK)Ke UX yMeHUe CaMOCTOsTeIbHO paboTaTth ¢ yueOHOM ITepaTypo.

OpraHusanysi TpoBe/leHUs] TIPOMEXXYTOUHOM aTTeCTaljuy perjiaMmeHTHpOBaHa
«[TonmokeHreM 00 opraHu3alK 0Opa3oBaTe/NLHOrO TMpolecca B (egeparbHOM
rocy/lapCTBeHHOM aBTOHOMHOM 00pa3oBaTe/IbHOM yupexJeHun «MOCKOBCKUM
MOIUTEXHUYECKU YHUBEPCUTET»

6.4.1. lMokasaTenn OLEHMBAHUA KOMMETEHUWU Ha pPas/IMyHbIX 3Tanax Wux
dopMmnpoBaHns, AOCTUXKEHME 0OyYalLWNUMNCS MAHUPYEMbIX Pe3ynbTaToB 0by4yeHus
no gucunniavHe

Kopg u HaumenoBanue kommerenuuu IIK-1. CrocofeH BbBINOJHATH PadOThl M yNpaBJ/ieHHE
padoramu no co3jaHuK0 (MoaupUKanuu) U conpoBoXxaeHur0 IC, aBTOMaTH3UPYIOIUX 3a/|auu

OpPraHu3anMOHHOr0 YIIPaB/IeHUs U OU3HeC-mpoLecchl

KpuTtepuu oLleHUBaHHUsA
Jran

(ypoBens) HeymBHeT:Op“Te“bH YAOBJIETBOPUTE/IHHO X0pPOLIO OT/INYHO

3HaTh OO6yuaroruiics OOyuarormiics OO6yyaroruicst OOyuarormiics
JIeMOHCTpUpYeT JEMOHCTPUPYET JEMOHCTPUDYeT | AEMOHCTPUPYET
TIOJTHOE OTCYTCTBHE | HEIOJIHOe YacTUYHOE TIOJTHOE
WM HEeZIOCTaTOYHOE | COOTBETCTBUE COOTBETCTBHE COOTBETCTBHE
COOTBETCTBUE C/IeIyIOLIMX 3HAHUM: | C/IeAYFOIMX CJIeIyFOLIX
creyromuxX 3HaHui: | Pa3paboTka Mojjenu | 3HaHUA: 3HaHUM:
Pa3paboTka Mojieii | GU3HEC-TIPOI[eCCoB Pa3paboTka Pa3paboTka
OU3HeC-TpoLIeCCoB 3aKa3uuKa Mozieni OM3HeC- | MojiesTu OM3Hec-
3aKa3yrKa TIPOLIeCCOB TIPOLIeCCOB

3aKa3yMKa 3aKa3uMKa

yMeThb OOyuarowmiics: He OO6yuarormiics OOyuaroruicst OOyuarormiics
yMeeT W/ B JIEMOHCTPUPYET JEMOHCTPUDYeT | IEMOHCTPUPYET
He/[0CTaTOUHON HeroJHoe YacTUYHOE TIOJTHOE
CTeTeH! yMeeT COOTBETCTBHE COOTBETCTBHE COOTBETCTBHE
BBITIO/THSTh! C/IeIyIOLMX YMEHUH | C/IeyFOIUX CJIe Ty FOLIIX
Pa3pabatbiBaTh 6a3bl | Pa3pabaThiBaTh 0a3bl | yMEHHA: YMEHUH:
Jannbix 1C JanHbix 1C Pa3pabaTbIBaTh Pa3pabaTbIBaTh

6a3w1 ganHbix VIC | 6a3bel ganHbeix VIC

BJIA/IeTh OOyuarowmiicsi He OO6yuarormiics OO6yyarormmcst OOyuaroLmiics
BIaJieeT WK B BJIaJIeeT B HETIO/THOM | JIOTYCKArOTCS CBOOO/IHO
He/[0CTaTOUHOMN oObeme U MPOSIB/ISIET | HE3HAUUTE/IbHbIE | TIPUMEHSIeT
CTeTeHH BJIA/IEeT: HeJ0CTaTOUHOCTb OIIMOKH, TIO/TyYeHHbIe
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TeXHOJIOTUSIMU
MpOrpaMMHPOBaHUS,
TeXHOJIOTUSIMU
MO/1y/IbHOTO
tectupoBaHus 1IC
(BepuduKaLn)

BJ1a/|eHUs HaBbIKaMU
paboThI
TeXHOJIOTHUSIMU
MpOrpaMMHPOBaHHUS
TeXHOJIOTHUSIMU
MO/1y/IbHOTO
TectupoBanus MC
(BepudUKaLM)

HETOUYHOCTH,
3aTpy/AHeHUs,
YaCTUUHO
BJIajieeT
HaBbIKAMU
paboThI
TeXHOJIOTUSIMU
MIPOrpaMMHPOBaH
ust
TeXHOJIOTUSIMU
MO/y/IbHOTO
TeCTUPOBaHUs
ncC
(BepudUKaLN)

HaBBIKU, B TIOJTHOM
obbemMe BajieeT
HaBBIKaMU PabOTHI
TeXHOJIOTHUSIMU
TIPOrpaMMUPOBaHU
s

TEXHOJIOTUSIMU
MO/TyJTBHOTO
TectupoBanus N1C
(BepudUKaLM)

KOI[ U HaMMEeHOBdHHEe KOMIIeTeHIIUH

NPOrpaMMHBIX PO/yKTOB

ITK-3. CnocoGeH pa3padarbiBaTh KOMIOHEHThI CHCTeMHBIX

3HaTh OO6yuarouuiics Ob6yuaronuiics OO6yuarouuiics Ob6yuarornuiics
JeMOHCTpHUpYeT JIeMOHCTPUpYeT JeMOHCTPUpPYeT | JeMOHCTPHPYEeT
TIOJTHOE OTCYTCTBHE | HEIOJTHOe YacTUUYHOE TIOJTHOE
WM HeZJOCTaTOYHOE | COOTBETCTBHE COOTBETCTBHE COOTBETCTBHE
COOTBETCTBHE C/IeIyIOLIMX 3HAHUM: | CJIeAYFOIUX CJIeIyFOLIX
cnepyrowyx 3HaHu: | CosgaHue 3HaHWUU: 3HaHUM:

Co3panue uHCTpyMeHTa/bHbIe | Co3zaHue Co3panue
WHCTPYMeHTa/IbHble | Cpe/iCTBa WHCTPYMEHTA/bH | HTHCTPYMEHTa/IbHbI
CpeACcTBa TIPOrPaMMUPOBaHUsI | ble CPeZICTBa e cpeAcTBa
MIPOrPaMMHPOBaHHUS MPOrpaMMHPOBaH | MPOrpaMMHPOBAHU

ust s
yMeThb OOyuarormiics He OOGyuatommiics OOyuaromuiics OOGyuarormmiics
yMeeT W/ B JeMOHCTPUPYeT JeMOHCTPUDYeT | AEMOHCTPUPYET
He/[0CTaTOUHOMN Hero/IHoe YacTUYHOE TIOJTHOE
CTereHu yMeeT COOTBETCTBHE COOTBETCTBUE COOTBETCTBHE
BBITTOJTHSTS! CIIeIyFOLIX CJIeIyFOILIX CJIeIyFOLIX
Pa3paboTkd YMeHUI: YMeHUI: YMEHUI:
KOMIIHJISITOPBI, Pa3paboTka Pa3paboTka Pa3paboTka
3arpy34MKHY, KOMITHJISITODBI, KOMITUJIITOPBI, KOMITUJISITODBI,
cbopmyku 3arpy3uMKy, 3arpy34MKHY, 3arpy3urKy,
cOopIMKU cOOpIIMKH cObopiMKu
BaajeTrb | OOyuarormuiics He OOGyuatoruiics OO6yuarormmcst OOGyuaroruiics
BajieeT UM B B/1aJleeT B HETIOJIHOM | [IOIyCKaroTCs cB060/IHO
He/[0CTaTOUHOMN oObeme U MPOSIB/ISIET | HE3HAUUTE/IbHbIE | TIPUMEHSIeT
CTelleH! BJIafleeT: HeJ|0CTaTOYHOCTh OLINOKH, NOTy4YeHHbIe
Pa3paboTkoii B/IaJIeHUs] HaBbIKAMHU | HETOYHOCTH, HaBBIKH, B TIOJTHOM
CUCTeMHbIe YTUIUThI | paboThI 3aTpyHeHus], obbeme Brazieet
Pa3paboTkoit YaCTUYHO HaBBIKaMH PabOTHI
CUCTEMHbIe YTUINUTHI | BrafieeT PaspaboTkoit
HaBBIKaMH CUCTEMHbBIE
paboTsl YTUIATBI
Pa3paboTkoii
CUCTEMHbIe
YTHJTATHI
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6.4.2. MeToauKa OLleHHBAHUA Pe3y/IbTaTOB MPOMEeKYTOUHOM aTTeCTal[u1

[Toka3arensiMM OLleHMBaHUS KOMIIETEHL[MM Ha 3Tare [POMEeKYTOYHOU
aTTecTaliuM MO0 [JUCLUIUIMHE «3aluTa WHGOpMaluu» SBJSIOTCS  pe3y/bTaThbl
o0yueHus TI0 AUCLIUTITUHE.

O1eHOYHBIH JINCT Pe3y/IbTAaTOB 00y4YeHHUs MO0 JUCIUILITHHE

YpoBeHb
Ko chopMUPOBaHHOCTH
KOMIIETeHIHH 3HaHus YmMenus Hasbiku KOMITIeTeHLIUU Ha
JlaHHOM JTarie /
OLleHKa
Ha ypOBHe Ha ypOBHe Ha YpOBHe
3HaHUWM: YMEeHUI: HaBbIKOB:
3HaTb yMeTb 3/1eMeHTaMH1
CTaH/apTHbIE MIPUMEHSTh (yHKIL[MOHAIBLHOTO
3aZiaumn MaTeMaTUUeCKy | aHa/u3a;
ripoecCroHa/bH | € MeTO/bI, O6ub/IMoTEeUHO-
Ol /1esiITeNIbHOCTH; | BBIUMC/IUTENBbHY | Oubsorpaduryeck
3HaTh 10 TEXHUKY U1 | UMU 3HaHUSIMU.
[TK-1. Criocoben | COBpeMeHHbIe pelieHurs
BBITOJTHSTh TeH/eHLIUN MpaKTUUeCKUX
paboThl U pasBUTUSA 3a/a4,
ynpasjeHne MH(OPMaTHKU 1 yMeTb
paboTaMM Mo | ppypCIUTe BHOMN aHa/IM3UpOBaTh
CO3AAHMIO TeXHUKH, 1 BBIOMpPATh
(MomuduKarpm) KOMIbIOTEPHBIX MeTOZbI U
conpOBon,qumo TeXHOJIOTUN U CpefcTBa
1cC, MyTH UX obecrieueHust
aBToMatHsupyio | IPUMEHEHHs B VMH(OpMaLMOHH
Ly 332U npoeccroHanbH | OM
OpraHM3aLMOHHO | OH /IeATe/IbHOCTH; | 0e30MacHOCTH.
ro yripaBJ/IeEHUS U 3HATH OCHOBEI
Ou3Hec- VMH(OPMAaLMOHHO-
TIpoLieCChl KOMMYHHKAaLOH
HBIX TEXHOJIOTUH;
3HaTh [OHATHUSA
KOH(U/JeHIUa/IbH
ol nHdopMaLHy,
TepCOHaMbHbBIX
JAHHBIX U
roCy/lapCTBEHHOU
TavHBbI.
Ha YpOBHe Ha YPOBHe Ha YPOBHe
[K-3. Crioco6en | 3HAHUM: YMeHUN: HaBbIKOB:
paspabatbiBaTh | 3HaTh CYLHOCTb | YMeTb BBIOMPATh | UMC/IE€HHBIMU
KOMITOHEHTb | ¥ 3HA4YeHHe HeoOXoAuMbIe MeToZaMu
CHCTEMHBIX vH(popMalLu B VMH(OPMaLMOHH | pelleHUs CUCTeM
NPOrPpaMMHBIX | Da3BUTHU B ble pecypcCel U b depeHIMATBHBI
HPOAYKTOB pasBUTHH VICTOYHUKHU XU
COBpPEMEHHOI0 3HaHWU B anrebpanuecKnx
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MH(GOPMALIMOHHOT | 37IeKTPOHHOU yPaBHEHUH,
0 o0111ecTBa; cpeze MeToZaMu
3HaTh OCHOBBI YMeTb BBISBJISITh | aHATUTUUECKON
MaTeMaTHKH Ha yTPO3BI reoMeTpuH, TeOpUU
YPOBHe, WHGOPMALIMOHH | BEPOSITHOCTEH U
HEe00XO0IMMOM o MaTeMaTHhueCKOoM
JJ1s1 pellieHust 0€e30MacHOCTU. | CTaTUCTHKH,
CTaHJAPTHBIX yMeTb MaTeMaTHueCKOu
3a/au TIPUMEHSITh JIOTUKH, TEOPUH
npodecCHOHaNbH | MaTeMaTHUeCcKHd | Tpad)oB U TeOpUU
Ol 1esiTe/IbHOCTH; | € MEeTO/bl, aJITOPUTMOB;
3HATh BU/IBI BBIUNCJ/IUTENIBHY | 3/IeMeHTaMu
yrpo3, 10 TEXHUKY /11 | GYHKIIMOHAIBHOTO
BO3HUKAIOIe B | pelleHUs aHa/M3a;
riporiecce MPaKTUUeCKUX O6ub/IMoTeUHO-
MH(POPMAaLIMOHHO | 3ajay; 6ubnmorpadryeck
i 1eATeILHOCTH; | YMeTh VMU 3HaHUSIMU;
3HaTh METO/Ibl U | aHA/M3UPOBATh | METOJAMU U
cpefcTBa Y BbIOMPATh cpeAcTBa
obecrieueHUst METOZbI U obecrieueHust
MH(MOPMalIMOHHO | CpejiCTBa rH(bOpMalMOHHOM
i1 6esomacHocTH | obecmeueHUs 6e30MacHOCTH.
00BeKTOB uH(pOpPMaIMOHH
npodecCMOHa/IbH | O
OM ieATeNIbHOCTH. | 6e30TacHOCTH.

OrjeHKa 1o AUCHUIIIHHE (CpeiHee apudMeTUUeCcKoe)

OueHka TI0 [JUCLUIIMHE 3aBUCAT OT YPOBHA C(OPMHUPOBAHHOCTH
KOMTIETeHIIWM, 3aKpervIeHHbIX 3a AUCIUIVIMHOW U TIpe/icTaB/sieT coboit cpexmHee
apr(MeTHUeCKOe OT BBICTABJEHHBIX OL[€HOK TI0 OT/Ie/IbHBIM pe3y/ibTaTaM 00yueHHs
(3HaHUSI, yMeHUs1, HaBbIKK).

O1eHKa «3auyTeHO» BBICTABJISIETCS, €C/IM CpefjHee apu(MeTUUeCKoe HaxOUTCS
B uHTepBasie oT 2,4 no 5,0. OueHKa «He 3auTeHO» BbICTABJISIETCS, €C/IA CpeJHee
apudMeTUUeCKOe HaxoAUTCs1 B MHTepBasie oT 0 10 2,4.

[TpomexxyTouHasi arTecTaiusi oOyuarouuxcs B (popme 3aueTa MPOBOAUTCS TI0
pe3yJbTaTaM BBLITIOJTHEHWS] BCeX BHAOB yuyeOHOUM paboThl, MpeayCMOTPeHHBIX
yueOHBIM TJIaHOM TI0 JTUCLIUTUIMHE «3allfuTa HHGOPMAI[UK», TIPH 3TOM YUUTHIBAIOTCS
pe3yJibTaTbl TEeKYIero KOHTPOJ/SL yClleBaeMOCTH B TeueHue cemectpa. OrjeHKa
CTereH!d [OCTVDKeHHUs O0yJaroIUMHCS TIIaHUPYEMbIX pe3yIbTaTOB O0yueHHs II0
OUCLUIUIMHE T[POBOAUTCA MperojaBaTesieM, BeAyLIUM 3aHATUS 10 AUCLIUIIMHE
MEeTOZOM SKCIepTHOM oOreHKU. [lo uToramM mNpoOMeXyTOYHOM aTrTecTaluu Mo
OUCLIUIIIMHE BBICTABJISIETCS OL|@HKA «3aUTeHO», WU «He 3aUTeHO».

IITkana
Onucanue
OLleHHBaHMSA
3auTeHo BeIrmosiHeHb! BCe BU/BI yUeOHOUM pabOoThl, TIPeyCMOTPEHHbIE YUeOHBIM TUIAaHOM.
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CTy,E[eHT AEMOHCTPHUDPYET COOTBETCTBHE 3HEIHHI>i, YMEHHﬁ, HaBBIKOB IMPpHBE/IEHHBIM B
T(:16J'II/IL[aX HOKEB&TEIIEI‘/JL ornepupyer HpI/IO6peTeHHbIMI/I 3HAHUAMH, YMEHUAMU,
HABBIKAMH, MTPUMEHAET UX B CUTYydlHUAX TTOBBIIIIEHHOM C/IOKHOCTH. HpI/I 3TOM MOTYT
OBITh AOITylIleHbl HE3HAUWTE/IbHbIE OH_II/I6KI/I, HETOYHOCTH, 34aTPpyAHEHHA IIpU
dHa/IMTUYEeCKKUX  OIlepalyiiax, rnepeHoce 3HAaHUM U YMeHI/Iﬁ Ha  HOBbIE,
HeCTaHAapTHbIe CUTYyallhH.

He BbirosiHeH oAuH wau Oosiee BUIOB yueOHOI paboOThI, TpesyCMOTpPEHHBIX
yueOHbIM m1aHOM. CTYZeHT [eMOHCTPUPYET Hero/JIHOe COOTBETCTBHE 3HaHWH,
yMeHU, HaBBIKOB MO 3TanaM (ypoBHSIM) C(OPMHUPOBAHHOCTH KOMIIETEHLIUM,

He 3aureHo o <
JIOTTyCKAIOTCsl 3HAUUTe/IbHbIE OLIMOKU, TPOSIBISETCS OTCYTCTBUE 3HAaHUWM, YMeHUH,
HaBBIKOB T10 psiJly MOKa3aTesiel, CTy/IeHT UCIIbIThIBaeT 3HAUUTe/IbHbIe 3aTPYJHEeHusI
TP ONepHPOBAaHUY 3HAHUSIMU U YMEHUSIMU TIPU KX TIePEHOCe Ha HOBbIE CUTYaLUH.
7. 3ﬂeKTp0HHaﬂ l/IHq)opMauI/IOHHO-o6pa3OBaTeJIbHaﬂ cpeaa

Kakap1ii 0O0yuatoluiicss B TedeHHe BCero rnepuozia o0yueHus obecrieurBaeTcs
WHAWBU/Iya/JIbHBIM HeOorpaHWYeHHBbIM [OCTYIIOM K 3/IeKTPOHHOW HMH(OPMAaLMOHHO-
obpa3oBarenpHOM cpefe YebGokcapckoro wuHCTUTYTa ((uimana) MOCKOBCKOTO
TOJIUTEXHUYECKOTO0 YHUBEpPCHTeTa M3 000N TOUKH, B KOTOPOU MMeeTCsl JOCTYM K

MH(OPMAaI[MOHHO-Te/IeKOMMYHUKALIMOHHOW  ceTH  «VIHTepHeT» (nJamee — ceTb
«/IHTepHeT»), KaK Ha TeppuTOpUH (hrrana, Tak U BHE ee.
OneKTpoHHass WHGOPMAIMOHHO-00pa3oBarebHasi Cpefla — COBOKYITHOCTD

MH(MOPMAIIMOHHBIX U TeeKOMMYHUKALIMOHHBIX TeXHOJIOTHM, COOTBETCTBYIOIIUX
TEeXHOMIOTMUECKUX  CPeJCTB, obecreunBalOIUX  OCBOeHHEe  0OyJaroIuMHCs
oOpa3oBare/ibHBIX TIPOTPaMM B TIOJTHOM 00bEéMe He3aBUCHMO OT MeCTa HaXOXKJeHUs
00yUaroIUXCsl.

OnekTpoHHast UHGOPMaLIMOHHO-00pa3oBaTe/IbHas cpejia 00ecTieurBaerT:

a) IOCTYTI K y4eOHbIM 1yilaHaM, pabourM mporpaMMam JUCIUTIIMH (MofyJieit),
MPAaKTUK, 37eKTPOHHBIM YyueOHbIM M3[AHUSIM W 3/IeKTPOHHBIM 00pa3oBaTebHbIM
pecypcaM, yKa3aHHbIM B pabounx mporpammax JUCLUIUIMH (MOAY/iel), IPaKTUK;

6) dopmupoBaHUe 3/IEKTPOHHOrO TMOPTGO/IHM0 00yUaroierocs, B TOM UHCIIe
coXpaHeHHe ero paboT U OI[eHOK 3a 3TH PaboThI;

B) (pMKCaLIUIO xojia oOpa3oBaTebHOTO ripotiecca, pe3y/ibTaToB
TIPOMEXXYTOUHOM aTTeCTal[u U Pe3y/IbTaTOB OCBOEHUs TTPOrpaMMbl 6akaiaBprara;

T) IpoBefieHre yueOHBIX 3aHSATHM, TIPOLIeAYP OLIeHKH pe3y/bTaTOB 00yueHwus,
peasi3aiiisi KOTOPBIX MpeAyCMOTpeHa C TIPUMeHeHWeM 3JIeKTPOHHOTO 00ydeHwus,
JMVCTAHILIMOHHBIX 00pa3oBaTeIbHBIX TEXHOJIOTHH;

1) B3aMO/IeHiCTBHE MeXy YYaCTHUKaMH 00pa30BaTeIbHOrO Ipoliecca, B TOM
yKrc/ie CUHXPOHHOe W (W/M) aCHHXPOHHOE B3aWMOJIEMCTBHUSI TOCPEeJICTBOM CeTH
"NuTepHet".

@OYHKIMOHUPOBaHUE 3/IeKTPOHHOW MH(MOPMallMOHHO-00pa30BaTeTbHOM Cpe/ibI
obecrieuriBaeTcst COOTBETCTBYIOLLIUMHU CpeJiCTBaMU HMH(OpMalMOHHO-
KOMMYHUKAIIMOHHBIX ~ TeXHOJOTMM W  KBa/M(uKaleld  pabOTHUKOB, ee
WCIT0JIb3YIOIIUX U TIO/1eP>KUBAIOLLIKX.

DOyHKIMOHUPOBaHUE JIEKTPOHHON MHGOPMAI[MOHHO-00pa30BaTeIbHONU Cpeibl
COOTBETCTBYET 3aKOHOAAaTeNbCTBY Poccuiickor ®Pefepalyu.
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OcHoBHBIMU cocTabJisitoMu DUOC punuana siBsOTCS:

a) CauT WHCTATYyTa B CeTHW VIHTepHeT, pacroJIO)KeHHbIA TI0 aZApecy
www.polytech21.ru, https://chebpolytech.ru/ koTopsiii obecrieuriBaer:

- gocTtyn oO0ydvamomuxcs K yueOHbIM I7laHaM, pabouyvM TporpaMMam
OUCIWTUTAH, TPaKTHUK, K W3/IaHUAM 3/eKTPOHHBIX OHUO/IMOTEUHBIX CHCTEM,
3JIEKTPOHHBIM HHGOPMAI[MOHHBIM W 00pa3oBaTe/lbHBIM pecypcaM, YKa3aHHBIX B
pabounx nmnporpammax (pa3genbl caiita «CBemeHuss o006 oOpa3oBaTenbHOM
OpraHu3al[in» );

- nHbOopMHUpPOBaHUe 00yuUaroIuXcst 000 BCeX U3MEHeHHUsAX yueOHOro Ipoiiecca
(HOBOCTHasI JIeHTa caliTa, 1eHTa aHOHCOB);

- B3aMMOJIENICTBME MeXKJy Y4yaCTHUKamMu oOpa3oBaTe/lbHOTO TIpoljecca
(moapasesibl calTa «3aaTh BOMPOC AUPEKTOPY»);

6) odulanbHBIe 3/EKTPOHHBIE afipeca IIOfpa3/ie/leHnid W COTPY/AHUKOB
uHCTUTYyTa C $HAekc-jomeHoMm @polytech21.ru (CryMcOK KOHTaKTHBIX JaHHBIX
nozipaszenieHuii ®unuana pasMelieH Ha odpuluanbHOM caiiTe dunuana B pasfene
«KOHTaKkTbl», CMHUCKM KOHTAaKTHBIX  O(MUIMAIBHBIX  3JIEKTPOHHBIX  JIaHHBIX
mperiofiaBaTesiel  pa3MmellieHbl B Tiogpasfenax «Kadeapwei») obecrieurBaroT
B3aMMO/I€HICTBIE MEXK/Y yUaCTHUKaMH 00pa30BaTe/IbHOTO TIPOLIecca;

B) JIMUHbIA KabuHeT obyyaroiierocs (opT¢osuno) (BXOA B JUUHBIM KaOWHET
pa3MellleH Ha odulManbHOM canTe Punvana B pasgene «CTyaeHTy» mojpasjesie
«DJIeKTpOHHasi MH(OPMallMOHHO-00pa3oBaTe/ibHasi Cpefla») BK/IOYaeT B cebs
nopT(oaMo  CTy[ileHTa, SJeKTPOHHble BeJOMOCTH, DPEUTHHT CTyJEeHTOB U
obecrieuriBaerT:

- puKcarmro xoja o6pa3oBaTe/IbHOTO TIPOLeCCa, Pe3y/IbTaTOB TTPOMEXYTOUHOM
aTTeCTal[iu U pe3y/IbTaTOB 0CBOEHUs 00pa3oBaTe/IbHBIX MPOrPaMM 00YUarOIIMMUCH,

- (hopMupoOBaHUe 3/IEKTPOHHOTO TOPT(OIUO 00yYarol[erocs, B TOM UYHCTe C
coxpaHeHue paboT obyyaroierocs, pelieH3uii 1 OLleHOK Ha 3TH PaboThI,

r) 9JIeKTPOHHble OWOMMOTEeKH, BK/IHOYAIOL[Me 3JIeKTPOHHBbIE KaTasorH,
TOJTHOTEKCTOBbIe JOKYMEHTHI U obecrieurBaroIye AOCTYI K yueOHO-MeToJuuecKuM
MaTepHrasaMm, BbITyCKHbIM KBa/TM(HUKAIIMOHHBIM paboTaMm U T.J.:

Yebokcapckoro uHcturyTa (unuana) - « MPBUC»

1) 31eKTpoHHO-O0uboTeuyHble cucteMbl (3BC), BK/ItOUarolye 371eKTPOHHbBIN
KaTasior ¥ MOJIHOTEKCTOBbIE IOKYMEHTHI:

- ObC «JIAHb» -https://e.lanbook.com/

- O6pasoBarenbHas miaTdopma FOpaiit - https://urait.ru

- IPR SMART -https://www.iprbookshop.ru/

e) naTdopMa LM¢ppoBOro obpa3oBaHus [TonuTexa
-https://lms.mospolytech.ru/

K) cucTemMa «AHTUTLIaruaT» -https://www.antiplagiat.ru/

3) cucTeMa 37eKTpoHHOro mgokymeHToobopora DIRECTUM Standard —
obecrieuriBaeT JOKyMeHTO000POT Mexxay dumanoM U YHUBEPCUTETOM;

1) cuctema «1C YmpaBnenve BY3oM DneKTpoHHbIN JleKaHaT» (MOCKOBCKUM
MOJIMTEXHUYECKUI yYHHBepcuTeT) obecrieurBaeT (PUKcalUio XoAa 06pa3oBaTeIbHOTO
npoljecca, pe3yJ/ibTaTOB IPOMEXYTOUYHOM aTTecTalid W pe3y/bTaTOB OCBOEHUS
obOpa3oBaTe/ibHbIX TTPOrpamMM 00yJarOIUMHUCS;
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K) cuctema «POLYTECH systems» obOecreurBaer WHGOPMAILMOHHOE,
JOKyMeHTa/bHOe  aBTOMATHM3UPOBAHHOE  COTIPOBOXKJeHWe  00pa30BaTe/IbHOrO
TIpoLiecca;

n) cucrema «ABUTYpUEHT» obecrieuriBaeT JIOKyMeHTa/IbHOe
aBTOMAaTH3UPOBAHHOE COTIPOBOXKZEeHHe Pab0Thl MPHEeMHOM KOMHCCHH.

8. IlepeueHb OCHOBHOW U [ONMOJTHHUTE/JbHOW YyueOHOW JIMTepaTyphbl,
Heo0X0AUMO¥ I/Isi 0CBOEHHSI AUCIHUTITHHBI

OcHOBHag iTepaTypa:

1. BuykoB, A. A. 3amurta uHopmaluy : yueOHUK Ay By30B / A. A.
BHykoB. — 3-e u3g., nepepab. u gorn. — Mocksa : W3gaTesnsctBo FOpaiit, 2025. —
161 c. — (Bwoicmiee obpa3oBanue). — ISBN 978-5-534-07248-8. — TekcT

3/IeKTpOHHBIM // (O6pa3oBarenpHasi 1iatdhopma FOpaiit [caiit]. — URL:
https://urait.ru/bcode/561313.
2. TymbuHckass, M. B. 3amura uHbOpMaI[iy Ha MPeANPUATHH : yuebHOe

nocobue g1 By30B / M. B. Tym6unckas, M. B. TleTpoBckuii. — 2-e u3f., cTep. —
Caukrt-ITetepOypr : Jlanb, 2025. — 184 c. — ISBN 978-5-507-52967-4. — TekcT :

9JIEKTPOHHBIM // JlaHb :  3/eKTPOHHO-OMO/MMoTeuHass cuctemMa. —  URL:
https://e.lanbook.com/book/463043. —  Pexum jocTyma: [  aBTOpU3.
TN0/Tb30BaTesIei.

3. [TpoxopoBa, O. B. WHadbopMaimonHass 06e30MacHOCT, U 3all[ydTa

nHbopmaruu : yueOHUK /151 By30B / O. B. IIpoxopoBa. — 6-e u3g., crep. — CaHKT-
[Metep6ypr : Jlawp, 2025. — 124 c. — ISBN 978-5-507-52899-8. — TekcT :

9/IEKTPOHHBIN / JlaHb :  3/eKTPOHHO-OmMO/ivoTeuHass cuctema. —  URL:
https://e.lanbook.com/book/462293. —  Pexum  [focTyma: [Jjsi  aBTOPH3.
T10JIb30BaTeJIeu.

4. BaBumun, $. A. WHdopMaloOHHble TEXHOJOTMM B yIIpaBAeHUU

KaueCTBOM U 3aIluTa WHbopMaluu : yuebHoe rocobue st By30B / . A. BaBuiuH,
B. I'. Conpgatos, 1. I'. MankeBuu. — Cankr-IletepOypr : Jlaub, 2025. — 196 c. —
ISBN 978-5-507-51437-3. — TekcT: »>/eKTpOHHbIV / JlaHb : 3/J€KTPOHHO-
bubmuoreunas cuctrema. — URL: https://e.lanbook.com/book/447242. — Pexxum
J0CTyTa: Ajis aBTOPU3. MOJIb30BaTee.

JononHuTenbHas dTepaTypa:

1. 3eHKoB, A. B. VHdopMairoHHast 6e30macHOCTh U 3aluTa uHpopmamu
: yueObHuK a5 By30B / A. B. 3eHKoB. — 2-e u3f., riepepab. u gom. — Mocksa :
W3pgatensctBo FOpaiit, 2025. — 107 c. — (Briciiiee obpa3oBanue). — ISBN 978-5-
534-16388-9. — Tekct : amekTpoHHBIM // O6pa3oBaTenbHasi Tardgopma FOpaidt
[caiit]. — URL: https://urait.ru/bcode/567915.

2. Jlocs, A. b. Kpunrorpaguueckve MeTOAbl 3aljUTbl UH()OPMALUU /IS
M3yuaroluX KOMITbIOTepHY0 6e30macHOCTD : yuebHuUK fyisi By3oB / A. B. Jlocs, A. HO.
Hecrepenko, M. 1. PoxxkoB. — 2-e u3f., ucrp. — Mocksa : M3gatensctBo FOpawr,
2025. — 424 c. — (Bpriciiee obpazoBanue). — ISBN 978-5-534-12474-3. — TekcT :
3/1IeKTpOHHBIM // O6pa3oBarenbHasi matdpopma FOpaiit [caiit]. — URL:
https://urait.ru/bcode/560426.
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Ilepuioayika:

1. WM3Bectuss TynbCKOro rocyJapCTBEHHOrO YHUBepcuTeTa. TexHUYeckKue
HayKu: HayunbIii pelLieH3UPYeMbIi JKypHaJl.
https://tidings.tsu.tula.ru/tidings/index.php?id=technical&lang=ru&year=1.

- TekCT : 2/1IeKTPOHHBIM.

2. HayuHblM TepUOJUYECKUM >KypHas
roCyJapCTBEHHOIO0  YHUBEPCHUTETA.

MH(OpMaTUKa»
TeKCT : 3/IeKTPOHHBIM.

3. HayuHblM TmepUOAUYECKUM >KypHAaI
YHUBEpPCUTETA.
PaIM037IeKTPOHUKAY

roCy/1JapCTBeHHOTO
yTpaB/ieHue,

Cepus

«BectHuk  HOXHO-Ypanbckoro
«BpluuCIMTeIbHAs ~MaTeMaTUKa U
HayuHblii peljeH3upyeMblid >KypHasl. https://vestnik.susu.ru/cmi -

Cepusg  «KomribroTepHbIie

HayuHsbii1

JKypHaJl. https://vestnik.susu.ru/ctcr - TeKCT : 3/1eKTPOHHBIN.

9. MpoeccnoHanbHble 6a3bl

CncrTembl

OaHHbIX WU

IMpodeccuonanpHast 6a3a
JIAHHBIX ¥ MH(HOPMALMOHHO-
CIIPaBOYHBIE CHUCTEMBI

Wudopmaliys o mpaBe COOCTBEHHOCTH (PEKBU3HUTHI JOrOBOPA)

YHuBepcureTckas
vH(pOopMal[MOHHasi cUucTeMa
POCCUd
https://uisrussia.msu.ru/

TemaTnueckas 371eKTpOHHast OMb/MoTeKa U 6asa Ayist
TMIPUK/IA/IHBIX UCC/IeJOBAaHUM B 00/1aCTU SKOHOMUKH,
yTIpaBJIeHus], COLMOIOTHH, TUHTBUCTUKH, (prmocoduy,
(buiosi0rum, MeX/[yHapOAHbIX OTHOILIIEHUH, TpaBa. CBOOOTHBIN
JIOCTYTI

HayuHasi 3/IeKTPOHHasI
oub/moteka Elibrary
http://elibrary.ru/

Hayunast snektponHas 6ubnroreka eLIBRARY.RU - sto
KPYTHEUILINI POCCUMCKUI NH(POPMAaLIMOHHO-aHATUTUYEeCKUI
ropTtan B 06/1aCTH HayKW, TeEXHOJIOTUH, Me/IULIHBI U
obpa3oBaHusl, cofiepskalluil peepathl ¥ MOJTHbIE TEKCTBI
Oosiee 26 MJTH HayUHBIX CTaTel U MyOIMKALMM, B TOM YKCIIe
3/IeKTPOHHbIe Bepcuu Oosee 5600 poCCUIICKUX HayYHO-
TeXHUYECKHX )KYPHAJIOB, U3 KOTOPhIX Oosiee 4800 )KypHasIoB B
OTKPBITOM JIOCTYTIe CBOOOAHBIN OCTYTI

cait lHCTUTyTa HayyHOU
vuHbopMaLyu 1o
0011]eCTBeHHBIM HayKaM
PAH.
http://www.inion.ru

bubmmorpaduueckue 6a3bl ganapix MTHUOH PAH no
CoLMa/IbHBbIM ¥ TYMaHUTApHBIM HayKaM BeZlyTCsl C Hauasa
1980-x romoB. O6mMii 00bEM MaCCHBOB COCTaBJIsIeT Oosiee
3 mytH. 500 ThiC. 3anuceit (gaHHbIe Ha 1 stHBaps 2012 r.).
E>xeropHbiii npupocT — 0kos10 100 TeIC. 3anucei.

B 6a3bl JaHHBIX BK/IFOYAOTCSI aHHOTUPOBAHHbBIE OTMHCaHUS
KHUT U CTaTel u3 )KypHa/IoB U cOOpHUKOB Ha 140 si3bIKaXx,
noctynuBiMx B @yHpameHTanbHyo 6ubnmmoreky MHUOH
PAH.

Onwucanusi ctaTei ¥ KHUT B 6a3ax JJaHHbIX CHabKeHbI HIMPPOM
XpaHeHUs U CCbUIKaMH Ha IOJIHbIe TeKCThl NICTOYHUKOB 13
Hayy4Hoi1 371eKTpOHHOM 6UOIHOTEKH.

denepaabHBIN OPTal
«Poccuiickoe

obpa3oBaHue» [IeKTPOHHBI
1%

denepanbHbIi TopTan «Poccutickoe obpa3oBaHue» —
YHUKAaJTbHBIN UHTEpHeT-pecypc B cdepe obpa3oBaHUs U
HayKU.

E>kefiHeBHO MyO/IMKYeT caMble aKTyasbHble HOBOCTH, aHOHChI
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https://vestnik.susu.ru/cmi
http://www.inion.ru/
http://elibrary.ru/
https://uisrussia.msu.ru/
https://vestnik.susu.ru/ctc

pecypc] — http://www.edu.ru

coObITHH, HTHPOPMAITMOHHBIE MaTepHasIbI [I/Is IIMPOKOT0 Kpyra
yutaresneil. ExxeHelenlbHO Ha MopTasie pa3MeLatoTCs
5KCK/IH03UBHbIE MaTepuasbl, UHTEPBBIO C BeJyLUMU
CrielianvMcTaMy — ejilaroramMmu, rCUxo/0raMu, Y4eHbIMH,
PernopTaxy U aHaIUTUUeCKHe CTaThbH.

YuTaTenu rosiyyaroT JOCTYTT K HOpMAaTHBHO-TIPaBOBOM Ha3e
cdepsl 06pa3oBaHMsl, OHM MOTYT T0/Ib30BaThCSI CAMBIMU
pa3UUHBIMU T10J1Ie3HBIMU CEPBUCAaMH — TAKUMH, KaK OHJIalH-
TeCTHPOBaHMe, OMPOCHI N0 aKTyaIbHbIM TeMaM U T.[.

NudopmaiiioHHbIe
TeXHOJIOTUU —
nepuoAuecKoe HayyHo-
TeXHUUeCKoe U3flaHue B
o6siacTi “HGOPMALIMOHHBIX
TEXHOJIOTHH,
aBTOMAaTHU3UPOBaHHbBIX
CUCTEM U UCTIO/b30BaHUs
MH(GOPMaTHKU B Pa3IUUHBIX
TIPUIO’KEHUSIX

novtex.ru

Pa3BUTHA HAYKU U TeXHOJIOTHM.

W3aaTenbCTBO BBIYCKAeT TeOpeTUUecKue U NpUK/IajHble
Hay4yHO-TeXHUUYeCcKHe )KypHasbl, 0becrieurBaroiiie HayyHou,
TIPOM3BO/ICTBEHHOM, 0030pHO-aHATUTHUECKOU 1
obpa3oBaresibHOM MHpOPMaLel pyKOBOJSIUX PaOOTHUKOB U
CreLMayiCTOB MPOMBILIEHHbBIX TIPeATIPUATUNA, HAyYHBIX
aKafleMU4eCKHUX U OTpac/eBbIX OpraHy3aLii, a TakxKe
yueOHBIX 3aBe/ieHHid B 00/1aCTH IPUOPUTETHBIX HAIlPaBJIeHUM

Accoumanysi TH)XeHepHOTr 0
obpa3oBanust Poccuun
http://www.ac-raee.ru/

MIPOCTPAHCTBO. CBOOO/IHBIN OCTYTT

CoBepiieHCTBOBaHWEe 00pa30BaHUsI U MH)XXeHEPHOH
JIesITeJTbHOCTH BO BCEX UX MPOSIBJIEHUSIX, OTHOCSILUXCS K
yueOHOMY, HAyYHOMY M TEXHOJIOTUUECKOMY HarlpaB/IeHUsIM,
BKJTIOYast TIPOLIeCCHI MPero/iaBaHusi, KOHCY/IbTUPOBaHUS,
WCC/Ie/JOBaHMsI, pa3padOTKN MH)KeHEePHBIX pelleHni, OKa3aHus
IIIMPOKOTO CIieKTpa 00pa3oBaTe/IbHbIX YCIyT, 00ecrieueHust
CBsi3eii ¢ 00I1eCTBEHHOCTBIO, TIPOU3BO/ICTBOM, HAYKOU 1
VMHTerpalyu B MeX/[yHapoJHOoe HayuHO0-00pa3oBaTe/ibHOe

10. TIIporpammHoe oOecrieyeHue (/IMIeH3WOHHOe W  CBOOOJHO
PacIpoCcTpaHsieMoe), HMCIO0/JIb3yeMoe MpPH OCYIeCTB/IEHHH 00pa30BaTe/IbHOr0

nmpoiecca

Aynutopus

[TporpammMHoe obecrieueHue

Wudopmartiys o ipaBe
CoOCTBEHHOCTH (PEeKBU3UTHI
[0r0BOpa, HOMep JIMLIEH3UU U

T.JI.)

Ne 2196 YueGHast
ayJUTOPUS /IS TIPOBEIeHUST
yueOHBIX 3aHATHHN BCeX

Windows 7 OLPNLAcdmc

nmorosop Ne/I03 ot 30.05.2012) ¢
poricoryaiieHdssMu ot 29.04.14 u
01.09.16

(beccpouHast JM1LeH3Ys)

BU/IOB, TIPeyCMOTPEHHbIX
TporpaMMoii Cpe/iHero

Kaspersky Endpoint Security ans 6usneca —
Pacimpennsiii Russian Edition. 150-249 Node

Cy06/u1eH3UOHHBIH ZI0rOBOP
Ne977_1049.ET1/25 ot 10.12.2025

nipodeCcCOHaIBLHOTO 2 year Educational Renewal License

obpa3oBanusi/bakanaBpuara/ P oot

crienpauTeTa/ andex Gpaysep BODO/IHOE PacIpOCTPaHsIeEMOoe
nporpamMmHoe obecrieueHre

MarucTparypel, (6beccpouHast TULIEH3VS)

OCHarllleHHast

060py10BaHNEM U MTC JTnrk Tlorosop Ne2/2026 (091_168.EI1/26) ot

TeXHUYeCKHMU CpeaCTBaMH

27.03.2026

o0yueHus1, COCTaB KOTOPBIX
orpeziesnisieTcsi B pabounx

Microsoft Office Standard 2007(Microsoft
DreamSpark Premium Electronic Software
Delivery Academic (Microsoft Open License

HOMep JIMLeH31n-42661846 ot
30.08.2007) c gorcorJallieHdsiMA OT
29.04.14 1 01.09.16 (6eccpouHas
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http://www.ac-raee.ru/
http://novtex.ru/IT/index.htm
http://www.edu.ru/

TIpOrpaMMax JUCLIATITMH
(Monyneir)

JIULIEH3KS)

I o
NdUVIATT CHICITIVI

Ne 2066 YuebHast
ayZUTOPUS /IS IPOBe/IeHNsT
yueOHBIX 3aHSITUN BCeX
BU/IOB, TIP€/1yCMOTPEHHBIX
MPOrpaMMOM CpeJiHero
nipodeCcCOHaTBHOTO
obpa3oBanwsi/bakanaBpuara/
crieLianuTeTa/
MarucTparypsl,
OCHalI|eHHasI
obopyJoBaHueM U
TeXHUYECKUMH CPeZICTBaMU
o0yueHuUs1, COCTaB KOTOPBIX
orpezie/nisieTcsi B pabourx
nporpammax JUCLIUIJIMH
(Monynein)

Jlaboparopus
«[TporpammupoBanus 1 a3
JAHHBIX»

Jlaboparopus
“HGOPMALIMOHHBIX

TEeXHOJIOTUH

Kaspersky Endpoint Security asist 6usHeca —
Pacimmpennsiit Russian Edition. 150-249 Node
2 year Educational Renewal License

Cy6/M1ieH3U0HHBIH ZJOTOBOD
Ne977_1049.EI1/25 ot 10.12.2025

Windows 7 OLPNLAcdmc Windows Server
2012

porosop Ne/I03 ot 30.05.2012) ¢
nporicoryaieHusiMu ot 29.04.14 u
01.09.16

(beccpouHast JMIEH3Ms)

MS Windows 10 Pro

norosop Ne 392_469.223.3K/19 ot
17.12.19 (6eccpoyHasi IMLIEH3MsI)

Microsoft Office Standard 2019(Microsoft
DreamSpark Premium Electronic Software
Delivery Academic(Microsoft Open License

HOMep /MLeH3un-42661846 ot
30.08.2007) ¢ momcornaiieHUsIMA OT
29.04.14 1 01.09.16 (6eccpounas
JIMLIEH3Ks)

Eclipse IDE for Java EE Developers,
NET Framework,

JDK 8,

Microsoft SQL Server Express Edition,
Microsoft Visio Professional,
Microsoft Visual Studio,

MySQL Installer for Windows,
NetBeans,

SQL Server Management Studio,
Microsoft SQL Server Java Connector,
Android Studio,

IntelliJ IDEA.

CBOGO/THO PacIpoOCTpaHsieMoe
MporpaMmHoe obecrieueHune
(beccpouHast MLeH3Ys)

KOMIITAC-3D v20 u v21

Cy6urien3nonHbii gorosop Ne Hri-22-
00044 ot 21.03.2022
(beccpouHast JIMLEH3Ys)

MathCADv.15

Cy6umun.gorosop Ne39331/MOC2286
ot 6.05.2013)

HOMep /MLeH3un-42661846 ot
30.08.2007) (beccpouHast MLeH3Ms)

SimInTech OTeyecTBeHHOE MPOrpaMMHOe
obecrieueHue

AdobeReader CcBOOO/THO pacmpoCTpaHseMoe
TporpamMMHOe obecrieueHue
(beccpouHast JMLeH3Ys)

AdobeFlashPlayer CBOOO/IHO PacrpoCTpaHsieMoe

MporpaMMHOe obecrieueHune
(beccpouHast JMLEH3Ys)

Microsoft Visual Studio 2019

cB0OO/IHO pacrpocTpaHsieMoe
TporpamMMHOe obecrieueHue
(beccpouHast JM1LeH3Ms)

Python 3.7

cB0o6O/HO pacmpocTpaHsieMoe
MpOrpamMMHOe obecrieueHue
(beccpouHast JMLEH3Ys)

Pascal ABC

CBOOO/IHO PacIpoCTpaHsieMoe
TporpaMMHOe obecrieueHue
(6eccpouHasi IMIIEH3Us)

AIMP

0TeueCTBEHHOe CBOOOIHO
PacrpocTpaHsieMoe TIPOrpaMMHOe
obecrieuenue (6eccpoyHast TULIEH3MsT)

Ne 1126 [Tomerrienue st

Kaspersky Endpoint Security asist 6usHeca —
Pacimmpennsiii Russian Edition. 150-249 Node

Cy0/M1ieH3UOHHBIH ZIOTOBOD
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CaMOCTOSITE/TbHON pabOThI
00yyJaroIXCsI

2 year Educational Renewal License

Ne977_1049.EI1/25 ot 10.12.2025

Windows 7 OLPNLAcdmc

norosop Ne/I03 ot 30.05.2012) ¢
poricoraiieHdssMu ot 29.04.14 u
01.09.16

(beccpouHast JMIeH3Ys)

AdobeReader

cB0o6O/HO pacmpocTpaHsieMoe
MpOrpaMMHOe obecrieueHHe
(beccpouHast MLEH3Ys)

FapaHT— CITPpaBOYHO-TIPABOBasA CUCTEMa

Yandex 6pay3ep

CBOGO/THO PacIpoCTpaHsieMoe
MporpaMMHOe obecrieueHune
(beccpouHast JMLeH3Ys)

Microsoft Office Standard 2007(Microsoft
DreamSpark Premium Electronic Software
Delivery Academic (Microsoft Open License

HOMep uLeH3un-42661846 ot

29.04.14 1 01.09.16 (6eccpounas
JIULIEH3KS)

MTC JIunk

27.03.2026

AIMP

OTeueCTBEHHOE CBOOOIHO
pacrpocTpaHsieMOoe TIPOrpaMMHOe

11. Marepua/ibHO-TEXHHUECKOe 00ecrieueHHue JUCIHILIMHBI

Tun ¥ HoMep TIoOMeIlIleHust

[TepeueHb OCHOBHOT'O 000DPY/I0BaHUS U
TeXHUUeCKHUX Cpe/ICTB 00yueHust

YuebHast ayguTOpHS /151 IPOBe/IeHNs yueOHbIX
3aHATHM BCEX BUJIOB, MPEAYCMOTPEHHBIX
NIPOrpaMMoi cpefiHero rnpogeccoHaIbHOI0
obpa3zoBaHust/6akanaBprarta/ CrieljdaaureTa/
MarucTpaTypbl, OCHaIljeHHasi 000pyJ0BaHIEM H
TeXHUYeCKUMH Cpe/ICTBaMH 00yJeHusi, COCTaB
KOTOPBIX OTIpejiesisieTcsi B pabourx rmporpaMmax
JUCLIMTLTMH (MO/y1eil)

Kabunet cucrem yripaBienus OOO «HITO
«Kackan-I'PYII»

Ne 2196 (r. Yeb6okcapsl, yi1. K.Mapkca, 60)

O6opy10BaHKe: KOMITIEKT Mebesu /1711 yuebHOro
Tporiecca; focKa yuebHast; CTeH/bI
Texnuueckue cpencTBa oOyueHUs:
obopyioBaHue (TIPOEKTOP, IKPaH)

MyﬂbTHMEAHﬁHOE

YuebOHast ayquTOpUs /17151 IPOBEJIeHNsT yueOHbIX
3aHSITUM BCeX BU/IOB, MPe/lyCMOTPEHHbIX
TIporpaMMoii cpefiHero rnpogeccroHanbHOTO
obpa3oBaHust/bakanaBpyaTa/ CrieliaamuTeTa/
MarvucTpaTypbl, OCHallleHHast 000py/J0BaHHEM U
TeXHUUECKUMH CpPeJICTBaMH 00yueHHsi, COCTaB
KOTOPBIX OTIpe/ieNisieTcsi B pabounx mporpaMmax
JUCLMIUIVH (MOZYJ/1ei)

JlabopaTopust ”HPOPMALIMOHHBIX TEXHOIOTHH
Ne 2066 (r. Ye6okcapsl, yi. K.Mapkca, 60)

O6opyioBaHue: KOMILIEKT Mebemu fijist yueGHOro
TMpOLIeCca; 0CKa yueOHasi; aBTOMaTU3UPOBaHHbIe pabouue
MecTa, aBTOMaTU3UpOBaHHOe pabouee MeCTo
TIperno/aBaTessi, MPOEKTOP U IKpaH; MapKepHast 0CKa;
TexHUUeCKHe CpeJICTBa 00yUeHUsl: KOMIIbIOTepHAst
TeXHHUKa

(mpouieccop Core i3, onepaTvBHast NaMsiTh 00bEMOM He
MeHee 8 I'0); cepBep B 1aboparopuu (8-siepHbIH
TIPOLieccop C yacToToit He MeHee 3 I'T'11, orepaTvBHas
namsith 00beMoM He MeHee 16 I'6, xecTKre AUCKU 00IIuM
obvemoM He MeHee 1 T6;

MYyJIbTUMe/MIHOe 000pyAoBaHue (Te/IeBU30p)

[TomewjeHre A CaMOCTOSITENTBHOM  pabOTHI
00yuarouXxcs

O6opyzoBaHUe: KOMILIEKT Mebemu /st yueGHOro
Tporiecca;

TexHuueckue CpeacTBa 00 yUYeHus: KOMITBFOTEepHAas
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TEXHHMKA C BO3MOXXHOCTbIO TIOAK/IFOUEHHS K CeTH
Ne 1126 (r. Yeb6okcapsl, yi1. K.Mapkca, 60) «/IHTepHEeT» U obecrieueHWeM JIOCTyMa B 37€KTPOHHYIO
nHbOopMaIMoHHO-00pa30BaTebHYI0 cpefy Dunana

12. MeTtoguueckue YyKa3aHusA /AIA 00ydyaromierocsi 10 OCBOEHHIO
AUCLIUTI/IMHBI

MemooduuecKue ykazaHusi 0/151 3aHsIMutl 1eKYyUuoOHHO020 mund

B Xome /eKIMOHHBIX 3aHATHM oOydJaroiieMycss HeoOXOJWMO BeCTH
KOHCTIeKTUpOBaHWe yueOHOro Marepuasa, oOpailjaTh BHHMaHHe Ha KaTeropuw,
(dhopMyMpPOBKH, pacKphIBatoll[e CoJiep>KaHue TeX WU UHbIX SIBJIEHUU U MPOLeCCOB,
HayuHble BbIBO/IbI U MIPAaKTUUeCKHe peKOMeH/IalUM.

HeobxomvMo 3ajjaBaTh TIperioflaBaTesil0 yTOUHSIOIIME BOMPOCHI C I[eJIbIO
YSICHEHUSI ~TeOPeTUYeCKUX TIOJIO’KEHWM, pa3pelleHUs] CIOPHbIX  CUTYaLUM.
Llenecoobpa3Ho fopabaTbiBaTb CBOW  KOHCIEKT JIeKI[UM, Jieflas B HeM
COOTBETCTBYIOIIIME 3allCM U3 OCHOBHOM U [IOTIOJIHUTE/IbHOW JIUTepaTyphl,
peKOMeH/JOBaHHOM TiperioiaBaTesieM W TpeAyCMOTPeHHOW y4eOHOUW mMporpammon
JUCLIUTI/TUHBIL.

MemooduuecKue ykazaHus 0151 3aHsimuil 1a6opamopHoz20 muna.

BoimonHeHuto 1abopaToOpHBIX pabOT mMpeAiiecTByeT TpOBepKa 3HaHUM
CTY[IeHTOB — WX TeOpeTUUeCKOW TOTOBHOCTM K BBITIOJHEHHIO 3aaHus. [IpoBepka
3HaHUW MPOBOAUTCS B (hopMe, KOTOPYIO OmpejessieT mperojaBareib AUCLUIIAHbI
(TecTupoBaHue, 0NpocC).

[1pu npoBeieHNM 1ab0PaTOPHBIX 3aHSATHM BbIAESIOT CeyIOIIYe pa3/iesibl:

—  0ob1ue monokeHus (repeueHb 1a00paTOPHBIX WM TTPAKTHUECKUX

—  3aHATUN);

— 00011e TpebOBaHUS K BBITIOJTHEHUIO PaboT;

— WHCTPYKLUSA 10 KaXK[0W paboTe;

— CIpaBOYHbIe MaTepuasbl U T. .

JlabopaTopHble 3aHSATHUS TO3BOJISIIOT pa3BUBaTh y 00ydYaroilerocs TBOpueckoe
TeopeTUUeCcKoe MbIIUIeHWe, yMEeHHWe CaMOCTOSITeIbHO W3yuyaTb JIUTepaTypy,
aHa/JIM3MPOBaTh MPAKTUKY; yuaT YeTKO (pOPMYIUPOBATh MbIC/Ib, BECTU IUCKYCCUIO, TO
eCTb MMEIOT WCK/IHUMUTE/NbHO Ba)KHOE 3HaueHrWe B pa3BUTUM CaMOCTOSTEbHOTO
MBILLL/IEHUSI.

['oTOBSICH K [OK/Ia/ly WM BBICTYIIEHUIO B paMKax WHTEPAKTUBHOU (HOPMBI,
NpY He0OXOJUMOCTH, Cle[lyeT 00paTUThCs 3a TIOMOLLBIO K TIperojaBaTelIto.

MemoduuecKue yKazaHus K camocmosime/ibHoU pabome.

CamocrosiTenibHasi paboTa 00ydYarol[erocsi sIB/sieTCSI OCHOBHBIM CpeZCTBOM
OBJIaZieHUs] yueOHBIM MaTeprasioM BO BpeMsi, CBOOO/IHOe OT 00si3aTelbHBIX yUeOHBIX
3ansiTuil. CamocTositesibHasi pabora oOyudatoiierocss Haj, yCBOeHMeM y4eOHOro
MaTepuasa I0 yueOHOM [AWCIMIUVIMHE MOYKET BBIMOJHATECI B OUbOIHMOTEKe
YHUBepCHTeTa, yueOHbIX KabrHeTax, KOMITbIOTePHBIX K/accaxX, a TakKe B JOMAIIHUX
yciioBusix. CoziepkaHve M KOJIMUECTBO CaMOCTOSITe/IbHOM paboThl oOyuaroiijerocs
oripefiesisieTcsi yueOHOM TpOrpaMMON AUCLIMTIIMHBI, METOAUYECKUMH MaTepuasiaMu,
MPaKTUYECKUMU 3aJaHUSIMU U YKa3aHUSIMU TIperofiaBaTesisl.

CamocmosimenbHas paboma 6 ayoumopHoe 8peMsi MoX}cemm 8K/110Uamb:

1) KoHCmekTHpOBaHMe (COCTaB/eHHEe Te3HWCOB) JEKLUH;
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2) BBITIOJIHEHHE KOHTPOJILHBIX PaboT;

3) pellleHWe 3a/jay;

4) paboTy co CripaBOYHON ¥ METOAUYeCKOM JTUTepaTypoi;

5) paboTy c HOpMAaTUBHBLIMU TIPAaBOBBIMU aKTaMU;

6) BBICTYIUIEHUS C [IOK/Ia/laMH, COOOILIeHUSIMA Ha CeMUHAPCKUX 3aHSTUSX;

7) 3allYTy BBITIOJIHEHHBIX paboT;

8) yuacTve B onepaTMBHOM (TeKyLleM) OIpOCe IO OTJelbHbIM TeMaM
13yuaeMoW JTUCLIUTIUHBI;

9) yuacte B cobece/0OBaHMsIX, [€/IOBbIX (pOJieBbIX) Wrpax, AUCKYCCHUSX,
KPYTJIbIX CTOJIaX, KOH(pEepeHLUsIX;

10) yuacTre B TeCTUPOBAHUU U JP.

CamocmosimenbHass paboma 60 éHedyOumopHoe 8peMsi MO¥cem coCcmosimb
us:

1) moOBTOpeHMs JIEKLJMOHHOI'O MaTepyarna;

2) TIOATOTOBKM K NPAKTAYECKUM 3aHATHUSM;

3) u3ydeHus yueOHOM U HAyUHOU JIUTEPATYPHI;

4) u3yueHUs HOPMAaTUBHBIX IPABOBBIX aKTOB (B T.U. B 3/IEKTPOHHBIX 0a3ax
JlaHHBIX);

5) pelleHus 3a/1a4u, U UHBIX NPaKTUUECKUX 3aJaHUM

6) MOATrOTOBKMU K KOHTPOJIbHBIM paboTam, TeCTUPOBAHUIO U T.[.;

7) TIOATOTOBKU K MPAaKTUUYECKUM 3aHSITHSIM YCTHBIX JOK/IaZloB (CO00I1eHuiN);

8) moArotoBKM pedepaTtoB, 3CCe U UHBIX WHAUBUAYATbHBIX MUCbMEHHBIX
paboT 110 3a/IaHMUIO TIperojaBaTeis;

9) BBINMOHEHUsI KyPCOBLIX PaboT, MpelyCMOTPeHHbBIX yueOHBIM T/IaHOM;

10) BbITIO/THEHUST BBITTYCKHBIX KBAaTM(PUKAI[MOHHBIX PaboT U Ap.

11) BeigesieHust HarboJsiee CJIOKHBIX U MPOOJIEMHBIX BOTIPOCOB TI0 HM3ydaeMoit
TeMe, TIOJlyueHWe Ppas3bsCHEHWW W pPeKOMeHJAlMi 10 [JaHHbIM BOIpoCcaM C
Tiperno/aBare/iiMA Ha KOHCYJ/IbTaLsIX.

12) npoBefieHNs1 CAaMOKOHTPOJISI IyTEM OTBETOB Ha BOMPOCHI TEKYLIETrO
KOHTPOJIsSI 3HaHWM, pellleHus Tpe/iCTaB/eHHbIX B yueOHO-MeToJuueCKUX MaTepranax
Kadenpsl 3a/au, TeCTOB, HalvcaHWs pedepaToB M 3CCe MO OTAe/JbHbIM BOMNpPOCaM
13yuaeMOW TeMBbl.

Tekylmii KOHTPOJIb OCYILECTB/IsIeTCI B (DOPMe YCTHBIX, TECTOBBIX OMPOCOB,
JOK/1a/I0B, TBOPUECKUX 3aJaHUM.

B cnyuae mpomyCKOB 3aHSTUM, HaTUUKsl MHAUBUAYaATLHOTO Tpadrika 00yueHUs
W [ 3aKpervieHusl TMpPaKTUUeCKWX HaBBIKOB CTy/leHTaM MOTYT ObITh BbIZAHbI
TUTIOBbIe ~WHAWBUJya/bHbIe 3aJaHUs, KOTOpble JO/DKHBI ObITh CHaHbl B
YCTaHOBJIEHHBIM TIpero/aBaresieM CPOK.

13. Oco0eHHOCTH pea/M3alMHd AUCHUIUIMHBI JJI1 WHBA/JIMI0B M JIMI] C
OrpaHNuYeHHbIMM BO3MO)KHOCTSAMM 3/10POBbA

OOyueHue 10 JUCIUTUIMHE «3aluTa WH(POpPMai» WHBAMWAOB W JIUI] C
OrpaHMUYeHHbBIMU BO3MOXXHOCTSIMHA  3710pOBbs1  (#asiee OB3) ocyliecTBisieTcs
nperofiaBatesieM C yueTOM OCOOeHHOCTeld  TMCHUXO(PU3MUECKOTO  pa3BUTHA,
WH/IMBH/ya/IbHBIX BO3MO>KHOCTEH U COCTOSIHUS 3/I0POBBSI TAKUX 00yJarOIMXCS.
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1715 CTy/IeHTOB C HapyllleHUsIMU OTMIOPHO-/BUraTe bHOM GyHKIMKU 1 ¢ OB3 o
CIyXy TpefyCMaTpPUBAETCSl COINPOBOXKIEHWE JIeKUWA W TPaKTUYeCKUX 3aHATHUN
MyJIbTUMEIUMHBIMU CPeICTBAaMU, pPa3aTOYHbIM MaTeprasioM.

HOna  crygentoB ¢ OB3 1o 3peHHI0 mMpefyCcMaTpUBaeTCsl NpHUMeHeHHe
TeXHUYEeCKUX CpeJICTB YCWJEHUS OCTaTOYHOrO 3peHHs, a Takke MpeJyCMOTpeHa
BO3MOYKHOCTh pa3pabOTKU ay/[MOMaTepraioB.

[To aucimruiiHe «3amuTa WHGOpMalU» 00yueHHWe WHBAIWJOB W JIMI] C
OrpaHUYEeHHbIMA BO3MOJKHOCTSIMM  3[JOPOBbSI MOJKET OCYLIECTB/STbCS KaK B
ayJUTOPUX, TaK M C MCIOJIb30BAaHUEM  SJIEKTPOHHOW  WH(OPMAalLMOHHO-
oOpa3oBare/ibHOU Cpe/ibl, 06pa30BaTe/IbHOTO MOPTasia U 3/1IeKTPOHHOU TOUTHI.
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JINCT JOIIOJTHEHUN 1 M3MEHEHINI
paboueii mporpaMMbI JUCIUTITMHBI

Paboyasg mporpaMma [QUCLIMIUIMHBL DAacCMOTpeHa, 00CysKaeHa Y ogo0peHa Juis
vcnosiHeHus B 2026-2027 yueOHOM roay Ha 3acenadHyu Kadeapsl, mpoTokoa Ne 9 oT
«22» madga 2026r.

BHeceHBl [OIOJHEHUS YW MW3MEHEHMs B  YaCTU aKTVaJIW3alUuy _ JIULEH3WMOHHOIO
IIPOrPAMMHOT'0 obecrieyeHus, HCII0/Ib3YEMOT'O Ipu OCVIIIeCTB/IEHUHA
00pa3oBaTe/LHOr0 Mpollecca MO0 JaHHOW AUCIMIUIMHE, a TaKXKe COBPEeMEHHBIX
npodeccroHaNbHbIX 0a3 JaHHBIX W MH(OPMAILMOHHBIX CIPABOYHBIX CHUCTEMax,
AKTya/I3al[Uy [1epeyHsi OCHOBHOM WM JIOMOJHHUTEJLHON JUTepaTyphbl, He0OX0AUMOU
JIJIST OCBELIIeHUS JUCITUTINHEI

Pabouass mporpaMma AMCLMIUIMHBI PAacCMOTpeHa, oOcyxzaeHa u ofobpeHa mJisi
ucrnioHeHus B 202_ -202__ yueGHOM rofy Ha 3acefiaHud Kadeapbl, IPOTOKOJ No
OT «» 202 .

BHeceHbI AOIIOJIHEHHA 1 U3MEHEHU S

Pabouass mporpaMMa JUCLIMIUIMHBI pPacCMOTPeHa, OOCy)KJeHa U ofoOpeHa s
vcnomHeHus B 202_ -202__ yuebHOM rojy Ha 3acefaHuM Kadeapbi, TpoToKom No
OT «« 202 r.

BHeceHbI AOIIOJIHEHHA 1 U3MEHEHUS

Pabouass mporpaMma JUCLIMILUIMHBI pacCMOTPeHa, OOCyXKJeHa U ofoOpeHa s
vcrosiHenust B 202_ -202__ yueOGHOM rojly Ha 3acefilaHuM Kadeapbl, IPOTOKOI No
OT «« 202 T.

BHeceHbI JOIIO/IHEHHWSA 1 U3MEHEeHUA
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