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PaGoyass mnporpamma JIUCHMIUIMHBI pa3paboTaHa B COOTBETCTBHU  CO
CJICIYIOIIEH JOKYMEHTAIIUEH:

- (enepalibHBIM TOCYJApPCTBEHHBIM OOpa30BaTENbHBIM CTAHJAPTOM BBICILIETO
oOpazoBaHusi - OakanaBpuar no HamnpasieHuto noaroroBku 09.03.02 —
NHdpopmanmoHHble  CHCTEMBl W TEXHOJOTHH, YTBEPXKICHHBIM  IPUKAa30M
MuHucTepcTBa Hayku U Bbicliero oopasoBanus Poccuiickoit @enepaunn Ne 926 ot
19 cenTs6ps 2017 r. 3apeructpupoBanHblii B Muntocte 12 okta0ps 2017 roga, per.
Homep 48535 (manee — ®I'OC BO);

- mpukazoM MunobOpHayku Poccun ot 05.04.2017 Ne 301 «OO0 yTBEepKaeHUN
[lopsinka opraHMzanuu M OCYIIECTBIEHUS OOpa30BaTEIbHON JEATEIBHOCTH IO
oOpa3oBaTeNnbHbIM  MpOrpaMMaM  BBICIIEr0  O0Opa3oBaHusi —  MpOrpaMMam
OakanaBpuaTa, mporpaMMaM CIeUAIUTETa, MPOrpaMMaM MarucTpaTypbh»;

- Y4eOHbIM IIaHOM (OYHOM, 3a04HOM (PopM 0O0yuYeHHs) MO HAMPaBICHUIO
noarotoBku 09.03.02«NHpopmaimoHHbIE CUCTEMBI U TEXHOJIOTHIY.

PaGouas mporpamma AMCIHUIUIMHBI BKIIOYAET B CEOSl OIEHOYHBIC MaTEpHAIIbI
JUISL IPOBEACHUS TEKYIIETO KOHTPOJIA yCIEBAEMOCTH U MTPOMEKYTOUYHOM aTTECTALMU
no aucummuiiHe (m. 8 DOoHJ OLEHOYHBIX CPEACTB I MNPOBEAEHUS TEKYILIEro
KOHTPOJISL YCIIEBAEMOCTH, NPOMEXKYTOYHOM aTTeCTallMd IO MTOraM OCBOEHHUS
JTUCITUTLIIAHBI).

ABTOp IMukuna Haranus EBI‘CHB@BHa, KaHJuJaT TMCAArorndycCKux HAVK,
OLICHT Kadeapbl HHOOPMAIIMOHHBIX TEXHOJIOTUH U CUCTEM VIIPABJICHUS

(vkazamo QHO, yuenyro cmenens, yueHoe 36aHue unu OOAHCHOCMY)

)

[Iporpamma onobpena Ha 3acenanuu kadeapsl MHGOpMaIMOHHBIX TEXHOIOT U
u cucteM yrpaniieHus (mpotokoi Ne 8 ot 12.04.2025 r.).



1. IlepeyeHb IUIAHMPYEMBIX Pe3yJbTATOB OOYYeHUS MO AUCIHHUILIMHE,
COOTHECEHHBIX C IUIAHHMPYEMBIMH Pe3yJbTATAMH OCBOEHHSI 00pa3oBaTebHOM
nporpammbl (Llesin ocBOeHMs AU CHMIIJINHBI)

1.1. Iempto ocBoenust muctmmuinabl «HHDOpManmonHas 0Ge30MacHOCTHY
ABIIIETCS MPpUOOpeTeHne 00yUYalOIUMUCS TEOPETUUECKUX U MPAKTUIECKUX 3HAHUH B
obnmactu WHGOPMAIMOHHONW OE€30MaCHOCTh W OBJAJEHHWE HABBIKAMH MPUMEHEHHS
COBPEMEHHBIX CPEJICTB 3aIUTH HHPOPMAIHH.

3amayaMu  OCBOE€HMS aucuMIUIMHbl  «MHpopmanmoHHas ©0e30mMacHOCTHY»
ABIIIOTCS ~ TOJNIy4eHHWE CTYJACHTaMH 3HAaHUW O  TEOPETHYECKHX  OCHOBaX
uH(pOpMaIIMOHHOW  Oe30macHOCTH;  (opMUpOBaHME  HABBIKOB  pabOTBl €
COBPEMEHHBIMM  NPOrPaMMHBIMM ¥ TEXHUYECKMMU  cpeiacTtBamu  OBM,
00€ecCreynBaIIMMHI  3aIUTy XpaHUMOM, oOpabaThiBaeMOW U TepenaBacMoi
uH(pOpMAIIMU OT CIy4ailHOTO WM MPEeIHAMEPEHHOTO O3HAKOMJICHUS, U3MEHEHUS U
YHUUTOXKEHUS; U3YUYEHHE CIIOCOOOB M CPEACTB HECAHKIIMOHUPOBAHHOIO JIOCTYIa K
uHpopManuu, cioco00B U CPEJICTB 3alTUTHI KOH(DHICHITMATLHON HHPOpMaIuu

1.2.  Ob6mactu  mpodeccHoHANbHOW  nmeaTrenbHOCTH  u(wmm)  chepbl
npoecCHOHanbHON  ACSITENBPHOCTH, B  KOTOPBIX  BBITYCKHUKH, OCBOWBIIIHE
IPOrpaMMy, MOTYT OCYIIECTBIIATH TPO(PECCHOHATBHYIO ACATEIHHOCTD:

06 Csazv, uHgopmayuonnvie U KOMMYHUKAYUOHHblE MeXHoIo2uu (8 cgepe
NPOEKMUpoB8anus,  paspabomku,  GHeOpeHus U  IKCHIyamayuu  cpeocms
BLIYUCTUMENbHOU — MEeXHUKU U UHGDOPMAYUOHHBIX — CUCEM, YAPAGIEeHUS — UX
HCUBHEHHBIM YUKTIOM).

1.3. K OCHOBHBIM 3ajlayaM HW3Y4Y€HHUS JUCUUIUIUHBI OTHOCUTCS MOATOTOBKA
oOydJarommxcsi K  BBIIOJHEHUIO TPYJIOBBIX (PYHKIMH B  COOTBETCTBUU C
npoeccuoHaNbHBIMU CTaHAAPTAMU:

HaumenoBanue Koa, HaumeHoBaHue 1 Koa n HaumeHOBaHMe TPYAOBBIX
npogeccnoHaIbHBIX YPOBEHb (yHkumii, Ha KoTOpBIE
cranaapros (I1C) kBagnpukanuu OTD, OPHMEHTHPOBAHA AMCLHUIJIMHA
Ha KOTOpHIe
OpHEHTHPOBaHA

AMCHHUIIINHA
06.025
[IpodeccronanbHbIit
crangapt «Crnenraiauct 1o
JM3afHy rpaduuecKux D D/01.6 ®opmanbHas OLICHKA
HOJIB30BATCIbCKIX rpaM4ecKoro T0JIb30BATENBCKOTO
unTepbeiico, YTB. OBpHUCTHYECKAs OLIEHKa unTepdeiica
npukazoMm MuHECTEPCTBOM rpagueckoro D /02.6 Ananu3 paHHBIX O JAeicTBHAX
Tpyla M coumanbHoif | MONBSOBITCIALCKOTO HI0JIb30BaTeNen npu pabote C
samutel PO 29 cenrsops | HHTEPderica unTepbeiicom
2020 Ne 671n1




HanmMmeHoBaHHE Koa, HamMeHoBaHHE U Kon u HauMeHOBaHUE TPYA0OBBIX

npogeccnoHaIbHbIX YPOBEHb (yHkumii, Ha KoTOpBIE
cranaapros (IIC) kBaaupukanun OTP, OPHEHTHPOBAHA JMCUMIINHA
HA KOTOpbIe
OpPHEHTHPOBAHA
AUCHUILINHA
06.015
[TpodeccuonanbHplit
crangapt «Crneunaiuct mo
“H(pOPMAIITMOHHBIM

CUCTEMaM», YTBEPKICHHBIN
npukazoM MuUHHCTEPCTBA
pysa H COLIMAJIbHOU
3aILUTHI Poccuiickoit
Oeneparun ot 18 HOSOps
2014 T. Ne 896H
(3apeructpupoBaH

C
Brinmonnenue padbot u
ynpanenue padoramu | C/14.6 Pazpabotka apxutektypsl MC

10 CO3IaHUIO C/15.6 Pazpabotka mpototunos NC

MUHUCTEPCTBOM  FOCTHUIUHU .

o (MomupuKaumn) u C/16.6 IIpoexTupoBanue u qu3zaita UC
Poccuiickoit @enepanuu 24
1eKabps 2014 - conpoBoxaeHuto NUC, C/18.6 Opranu3zaimoHHOE U

p . ’ ABTOMATU3UPYIOLINX TEXHOJIOTHYECKOE obecreueHue
perucTpanuoOHHbIN Ne

3a1a4n KOJIMPOBAHUs Ha sI3bIKax
35361), ¢ W3MEHEHHEM,
OpraHU3allMOHHOTO IPOrpaMMHUPOBAHUS
BHECEHHBIM IIPUKA30M
ynpaBiIeHus U OM3HecC-
MuHucTepcTBa Tpyaa u
. IPOLIECCHI

CoLIMaIbHOU 3aILUTHI

Poccuiickoit @enepanuu ot
12 nexabps 2016 r. Ne 7271
(3apeructpupoBaH

MUHHCTEPCTBOM  FOCTULIMHU
Poccuiickoit ®enepanyu 13

STHBaps 2017 r.,
pETUCTPALIMOHHBII No
45230).

1.4. Komnerenuuu oOywaroierocs, opMupyemble B pe3yJbTaTe€ OCBOCHHS
JUCLMITIIUHBI

HaumenoBanne Ko n Koa n HaumeHoBaHue Ilepevyens niIaHUpyeMbIX
KATeropuu HAUMEHOBAaHHE HHIHKATOpa pe3yJIbTaTOB 00y4eHHusl
(rpynmnbr) KOMIIeTeHIUii JIOCTHKEHH S
KOMIIeTeHIM i KOMIIeTeHIIN U




Bernonaenue pador
0 CO31aHHIO
(MoauuKkaIum) U
COIPOBOXKICHUIO
UcC,
ABTOMATH3UPYIOIINX
3a7a4u
OpTraHU3aIUOHHOTO
YIpaBJICHUS U
OM3HEC-TIPOLIECCHI

I1K-3. Cnocoben
paspabarbiBaTh
apxurextypsl IC

IIK-3.1. 3HaTs:
WHCTPYMEHTBI U METOJBI
MIPOEKTUPOBAHUS
apxurtextypsl C, 0oCHOBEI
COBPEMEHHBIX CHCTEM
ynpasineHus 6azamMu
JaHHBIX, YCTPOICTBO U
(YHKIMOHUPOBaHHE
coBpemeHHbIX 1C

HA YposHe 3HAHUIL:

3HATh HH(POPMAI[HOHHBIC CHCTEMBI
0e30MacHOCTH,

MEXIyHapOIHbIC CTAaHAAPTHI
nH(pOpMaMOHHOTO 00MEHA;

HA YPOBHE YMEHUIL:

YMETb IIPUMEHSTh MEXKTyHApPOIHbIE
CTaHAapTH HHPOPMAITHOHHOTO OOMEHA;
OCHOBHBIE ITOJIOKEHUSI TEOPHU
HHGOPMAMOHHOM 0€30IIaCHOCTH.

HA YPOBHE HABBIKOE:

BJIaJICTb HaBbIKaMU MPUMCHCHU
MEXTYHAPOIHBIX CTAHIAPTOB
HH(OPMALIMOHHOTO 0OMEHa; OCHOBHBIX
MOJIOKEHHUH TEOPUH HHPOPMALIOHHOI
6e3omacHocCTH.

I1K-3.2. YMmerts:
MIPOEKTHPOBATH
apxurextypy UC

Ha YPOGHe 3HAHUIL:

3HAaThb OCHOBHBIC IOJIOKEHUA TCOPUN
HH(POPMALIMOHHOM 0€30MIaCHOCTH;
AKTYyaJIbHbIC UCTOUYHUKHN I/IH(bOpMaI_[I/II/I B
chepe npodecCHOHATBEHON AESTEIbHOCTH;
Ha ypoGHe YMeHUlL:

yMeTh pa3pabaThiBaTh HHPOPMAIIMOHHBIE
CHUCTEMBI OE30MMaCHOCTH;

MPUMEHSTh IPUHIIUIIBI U METObI
CHCTEMHOTO aHaJIn3a.

Ha YPOBHE HABLIKOG:

METOJIaMU HACTPOHKH MH(POPMAIIMOHHBIX
cucTeM 0€30I1aCHOCTH;

HaBBIKAMU pa3paboTKu HHOPMAIIHOHHBIX
cucteM 0e30MacHOCTH

T1IK-3.3. Bnanetn:
pa3paboTka apXUTEKTypHOU
crierupukanmu NC

HA YPOBHE 3HAHUIL

HOHATHS KOH(UACHINATEHOH
MH(OPMALIUH, IEPCOHANBHBIX JaHHBIX U
roCyapCTBEHHOM TaliHBI;

METOMBI ¥ CPelICTBA O0eCIeYeHH s
nH(popMaLMOHHOI 6€3011aCHOCTH OOBEKTOB
npodeccroHaNBHON eI TeNbHOCTH.

HA YPOBHe YMEHUIL:

AHANM3UPOBATH U BHIOMPATH METOMBI U
cpencra obecriedeHus: HHPOPMAIIMOHHOI
0e30MacHOCTH,

NPUMEHSATh METO/IBI M CPEICTBA
obecrieueHnsT THPOPMAITHOHHON
6e3omacHOCTH OOBEKTOB
npohecCHOHAIBHON JIeITEHHOCTH.

HA YPOBHE HABBIKOS:

MMPaKTUYCCKUMHN HaBbIKaMH IMOWCKa U
aHaJM3a ¥ CUHTEe3a HHPOpMAIINK;
METOJ[AMHU M CPEJICTBA 00CCIICUCHHUS
nH(pOopMaMOHHOI 6€30I1aCHOCTH.

2. Mecto mucuumiuebl B cTpykrype OITOIIT

Hucuummuaa  b1.J{(M).B./JIB.6.1

«udopmanmonnas

0€30MacHOCTbY

peanu3yeTcs B paMKaxX BapWaTUBHOW YacTH bioka 1 «ONeKTUBHBIE NHCIMIUIAHBI

(MoysIM)» MporpamMmbl OakajgaBpuara.
HuctumnuHa «MHpopManronHas 6€301macHOCThY MPENoIaeTCcsl 00yIarOIIUMCS

110 OYHOH Gopme 00yueHus — B 4-M ceMecTpe, 110 3a09HOH opMe — B 6-M ceMecTpe.




Huctmmumnaa «MudopmarmonHas 6€30MacHOCTb» SBISETCS MPOMEKYTOUYHBIM
stanioMm GopmupoBanus komrerenuuii [1K-3 mpomecce ocsoenus OITOII.

Hucrumumnaa «HbOopMarionnasl 6€30MacHOCTY) OCHOBBIBACTCS] HA 3HAHUSX,
YMEHUSX W HaBBIKaX, MNPUOOPETCHHBIX NPH U3YYCHUU JTUCHUTUINH OOBEKTHO-
OpHMEHTHUPOBAaHHOE TporpaMmupoBanue, I[IporpammupoBanue it MOOWMIBHBIX
YCTPOUCTB W SBISICTCS TPEIMISCTBYIONIEH IS W3yYCeHHs] NUCIMIUINH y4eOHas
IPAKTUKA: TEXHOJOTHYECKas (MPOSKTHO-TEXHOJIOTHYECKAs) MPAKTHKA, ba3bl TaHHBIX,
MeToapl UM CpencTBa MPOCKTUPOBAHUS WH(MOPMAITMOHHBIX CHCTEM M TEXHOJIOTHH,

IMPON3BOACTBCHHAA  IIPAKTHKA: TCXHOJOIHYCCKasid (HpOCKTHO—TCXHOJIOFI/I‘ICCKEUI)
ITPpAaKTHKa, IMPON3BOACTBCHHAA IMpaKTHKa: npeaanuIIIIOMHAA IIpaKTHKa,
FOCYI[apCTBeHHaH UTOroBas  arrcCranusia: ImoAroToBka K Caadc MU Ccdada

roCcyJIapCTBEHHOTO AK3aM€EHa, ['oCcy1apCTBEHHAsi UTOTOBAasl aTTECTALIMS: BBIIIOJIHEHUE
¥ 3al1UTa BBIMTYCKHOW KBaTU(UKAITMOHHON PabOTHI.

dopMoil MPOMEKYTOYHOM aTTECTAIMU 3HAHUNM 00y4aeMBIX MO OYHOU (opme
oOy4eHHs SBISETCS 3aUeT B 4-M cemecTpe, 1o 3a04HOM (hopmMe 3a4eT B 6-M ceMecTpe.

3. O0beM TUCHUIIIHHBI
ouHas opma 00yUeHUS:

Bua yuyeoHoii pa6oThl N0 JMCUMILINHE Bcero B 3.e. n yacax Cemectp 4
B yacax

Obuias TPy 10EMKOCTE AHCUHILIHHDI 3 3.e. -108 ak.uac 108 ak.uac
Konmaxmnasn paboma - Ayoumopuuvie 3anamus 36 36
Jlexyuu 18 18
Jlabopamopnvle 3ansmusi 18 18
Cemunapbl, npakmuyeckue 3aHamusl - -
Kouncynemauus - -
Camocmosamenvnas paboma 72 72
KypcoBas pa6ota (KypcoBoOii IpoeKT) - -
Buja npomMexyTo4HOI aTTecTanuu 3ayer 3ager
3a049Has popMa OOyUCHUS:

Bua yueOHo# padoThI 110 JTUCHMILIHHE Bcero B 3.e. m yacax Cemectp 6

B yacax

Obuias TPy10EMKOCTE AHCUHILIHHDI 3 3.e. -108 ak.uac 108 ak.uac
Konmaxmnasn paboma - Ayoumopnuvie 3anamus 8 8
Jlexyuu 4 4
Jlabopamopnvle 3ansmusi 4 4
Cemunapbl, npakmuyeckue 3aHamusl - -
Kouncynemauus - -
Camocmosamenvnas paboma 96 96
KypcoBas pa6ota (KypcoBoii IpoeKT) - -
Buja npomMexyTo4YHOI aTTecTalNN 3ager — 4 yaca 3ayer — 4 uaca




4. Cogepxanne JTUCHMILUIMHBI, CTPYKTYPUPOBAHHOE MO TeMaM (pa3aeiam)
AMCHUIUIMHBI € yKa3aHueM HX 00beMOB (B akajeMHM4YeCKHMX 4Yacax) U BH/IOB

yueOHBIX 3aHATHI

4.1. YyeOHO-TEeMATHUYCCKUI IJIAH

OuHas popma 0OydeHUS

Tewma (pazgen) Pacnpenenenue yacos Camocros- | PopmupyembIe
Jlexuuu | JlaGoparopubie | IIpakrtunyeckue | TEIBHAA RO T
3aHATHS 3aHATHS pabora (xom)
Tema 1. OcHOBHBIE MOHATUS W TIK-3.1
omnpeneneHus. UCTOUHUKH, PUCKH IK-3.2
1 GopMbI aTaKk Ha WHHOPMAIHIO. 4 4 - 18
IMonutnka u CTaHAAPTHI 1IK-3.3
0e301acHOCTH
Tema 2. Kpunrorpapudeckue TIK-3.1
MOJEIIN. AnTopuTMBI [K-3.2
mdpoBaHmsl. AJNTOPUTMBI
ayTeHTU(UKAIN 4 4 - 18 1IK-3.3
MOJIL30BaTEIEH. Monpenu
0€30MacHOCTH OCHOBHBIX
OMEPaIMOHHBIX CHCTEM.
Tema 3. AaMUHHCTpHPOBaHHE TIK-3.1
ceredl. 3ammra uHPOpPMAIUK B 4 4 ) 18 IK-3.2
ceTsiX. MHOroypoBHEBas 3alluTa
KOPIIOPATUBHEIX CETEH. 11K-3.3
Tema 4. TpeGoamusi K T1K-3.1
CHUCTeMaM 3allluThl HH(pOPMAIUU K-3.2
u HaIpaBJICHUS pasBUTHS
Cpe/CcTB 0€30MacHOCTH 6 6 ) 18 1IK-3.3
NPENPUATHSL. [IpaBoBHbIE
MIOCJICACTBHS
HECaHKIIMOHUPOBAHHOTO JIOCTYIA
K HH(OOPMALUH
Koncynbranun - - TIK-3.1
I1K-3.2
IK-3.3
IIK-3.1
Kontpons (3a4er) I1IK-3.2
I1K-3.3
UTOIro 32 40
3aouHas ¢popma 00ydCHUS
Tema (pa3zmen) PacmpeieicHre 4acoB Camocrosi- |  DopmupyembIe
Jlexiun | JlaGopatopubie | Ipaktnueckue | TC/IbHAL KOMITCIEHITHED
3aHSTHSI 3aHSATHSI pabora (ko)
Tema 1. OcHOBHEIE MOHATHS H T1IK-3.1
omnpeaeneHus. UCTOUHUKH, PUCKH TTK-3.2
1 GOpMBI aTak Ha MHGPOPMAIIHIO. 2 - - 24
[TommTuka u CTaHJAPTHI I1K-3.3
0e30macHOCTH
Tema 2. Kpunrorpadpuyeckue TIK-3.1
MOZIEIIN. ANTOpuUTMBI B 2 B 24 [IK-3.2




mmdpoBaHus. ANTOpuTMBI T1IK-3.3

ayTeHTU(UKAIH

[10JIb30BATENEH. Mopenu

0e30MmacHOCTH OCHOBHBIX

OTEPAIMOHHBIX CHCTEM.

Tema 3. AIMHHHCTPHUPOBAHHE I1K-3.1

ceTeil. 3amura uHpOpPMAIMKU B ) ) ) 24 [IK-3.2

ceTssx. MHOTOypOBHEBas 3aluTa TIK 3' 3

KOPITOPATHUBHEIX CETEH. T

Tema 4. TpeGosanuss K TIK-3.1

CHCTEMaM 3alUThl WHPOPMAIH TK-3.2

u HaTpaBJICHUS pa3BUTHS

CPEICTB 0e30MacHOCTH ) ) ) 24 I1K-3.3

MPEANPHSITUS. ITpaBoBbIe

MOCJIEeICTBUS

HECAHKIIMOHUPOBAHHOTO JOCTYIIa

K uH(OpMaIuu

Koncybranun - - I1K-3.1
I1K-3.2
I1K-3.3
ITK-3.1

Konrposns (3auer) 4 [1K-3.2
I1K-3.3
HUTOIro 8 60

4.2. Conep:kaHue QM CHUNINHBI
Tema 1. OcHOBHbIe NOHATHS M omnpeaejeHus. VICTOYHUKH, PUCKH H
¢popmbl aTak HAa nHGopmanuro. IlouTrKa U cTaHAAPTHI 0€30MACHOCTH
OCHOBHBIC  TOHSATHS  3aUTHl  WHQPOpPMAIUMU:  KOH(PUIECHIHUAIBHOCTD,
LEJIOCTHOCTh, JOCTYITHOCTb.
Hcrounnku yrpo3 6€30MacHOCTU: BHYTPEHHUE U BHEUTHUE YTPO3bI.
Bunpl atak Ha uHGOpMaILMIO: aTaku Ha KOH(UIEHIHUATBLHOCTH, 1EJI0CTHOCTD,
JIOCTYITHOCTb.
[Ipumepsl  aTtak: BUPYCHI, TPOSHCKHE MPOTPaAMMBbI,  (DUIIUHT,
MaHHUMYJISALUHU C TAHHBIMHU.
OreHka pUCKOB U YSI3BUMOCTEH HH(POPMAIIMOHHBIX CHCTEM.
) AHaIN3 ysI3BUMOCTEN CUCTEMbI: METOJANKUA U UHCTPYMEHTHI.
Pucku, cBsi3aHHBIE C YTE€UYKaMU JIaHHBIX, HECAHKIIMOHHUPOBAHHBIM
JIOCTYIIOM U BpegoHOCHbIM [10.
_IMonurrka 6Ge30macHOCTH:
Pa3paboTka 1 BHepeHUE NOTUTUKH 0€30MIaCHOCTH MH(POPMALIIH.
BaxkHocTh pazrpaHudeHus 10CTyNa, KOHTPOJISI © MOHUTOPUHTA.
[TonuThka 3amuTBl JAHHBIX, MpPaBUIa PE3EPBHOIO KOMHUPOBAHMUS,
BOCCTAHOBJICHHS TIOCJIE HHIIUIEHTOB.
MexayHapoHble CTaHIapThl M peridameHTsl O0e3zomnacHoctu: ISO/IEC 27001,
NIST, GDPR.




0O0630p TpeOoBaHMIT U CTaHIAPTOB OE30MACHOCTH ISl PA3TUYHBIX cep
NESATENBHOCTH.
) [IpumeHneHne cTaHAapTOB Uil  I[IOCTPOECHHUS  CHCTEMBl  3aIUTHI
UHGOpPMAIUU B OPTaHU3ALINH.

Tema 2. Kpunrorpagpuueckue moaeau. AJNropurMbl MUPPOBAHUSA.
AJropuT™Mbl  ayTeHTH(UKauMu  moJb3oBareseil. Moaean 0e30mMacHOCTH
OCHOBHBIX OIIEPAIIMOHHBIX CHCTEM.

Kpunrorpaduueckue moaenu:

) Mopenu CMMMETPUYHOTO U aCUMMETPUYHOTO IH(PPOBAHHUSL.
Hcnonb3zoBanrue U@PPOBBIX MOAMUCEH U XAUI-PYHKIUN ISl TPOBEPKH
LIEJIOCTHOCTH JAHHBIX.
[lpunuuner  paboTbl  Mojenel  Oe30macHOCTH  HAa  OCHOBE
KpUOTOrpaUuECKUX MPOTOKOJIOB.
Anroputmsl UG POBAHUS:
) Cummetrpuunsie anroput™Mel: AES, DES, RC4.
Acummerpuunbie anroputMbl: RSA, ECC (kpuBble 53ITUNTHYECKON
Kpunrorpapun).
) [IpuMeHeHre anropuTMOB B PEAIbHBIX MPHIIOKEHUSX: 3alUTa JAHHbIX,
3JEKTpOHHasA nmourta, VPN.
ANTOpPUTMBI Ay TEHTU(DHUKALIMU TTOJIb30BATENCH:
) [TaponbHas  ayreHTu(uUKanus, AByX(aKTOpHas  ayTeHTU(PUKALMS,
ouomMeTpus.
) [IpoTtokonsl ayrentudukaruu: Kerberos, LDAP, SSO (Single Sign-On).
_Mopenu 6€30MaCHOCTH ONEPALIMOHHBIX CUCTEM:
Mogenu 6e3onacHoctu: Bell-LaPadula, Biba, Clark-Wilson.
Posib onepanoHHbIX CUCTEM B 3aIlUTE JaHHBIX: IIpaBa JIOCTYyIa, 3alUTa
OT BUPYCOB ¥ BPEIOHOCHBIX IIPOIPAMM.
) KoHTposmp pocTyma uW  ymnpasieHHWE IIpaBaMU —IOJI30BATElIE B
pasmunbix OC: Windows, Linux, macOS.

Tema 3. AaMuHucTpuUpoBaHue cereil. 3amura uHGoOpMAUMU B CeTHAX.

MHOroypoBHeBasi 3a11MTa KOPIOPATUBHBIX CeTeM.
_ AIMHHHCTPUPOBAHHE CETEM M YyIPABJICHUE OE30IIaCHOCTHIO:
OcHOBHBIE 337]a41 aIMUHUCTPUPOBAHMS CETEBOM 0€30MMaCHOCTH.
Coznanue 3alMIIEHHBIX CETEBBIX HH(QPACTpYKTyp U oOecrnedeHue

J0CTyIaA.
3amuTa uHpopMaIK B CETAX:
) Mertos! 3anuTHl Iepeaaun daHHbIX: mudpoBanue Tpaduka (SSL/TLS,
IPsec).
3ammTa Ha ypoBHe npuioxenuii: HTTPS, SSH.
[Iporokomnsr Ge3onacHoi nepenayn ganHbix: VPN, kpunrorpaduueckue
POTOKOJIBI.
MHoroypoBHeBas 3alUTa KOPIIOPATUBHBIX CETE:
) KoHneniuss MHOTOCIOMHOM 3aIluThl: 3amuTHbIE cTeHbl (firewalls),
cuctembl npegorBpamienus Bropxkenuii (IDS/IPS), mudposanue.



3amuTa KOPHOPATUBHBIX JIaHHBIX ¢ mnomomisio VPN, DMZ,
CErMEHTAIINU CETH.

) KonTpomas u ynpasiaeHue J10CTyIOM B KOPIOPATUBHBIX CETSX.

_Bonpocsl ynipasiieHust HHIMIEHTAMU U OTBETHHIMH MEPAMU Ha YIPO3bI:
PearnpoBanne Ha aTaku W UHIWACHTHI: OJIOKMPOBKA, aHalu3 U

BOCCTaHOBJICHHE.
UcnonszoBanne SIEM-cuctem i1  MOHUTOPMHIa W aHAJIU3a
0€30MacHOCTH.

Tema 4. TpeGoBanusi K cucTeMaM 3aIUMTHI HH(POPMAUM U HATIPABJICHUA
pa3BuTHusi cpeaAcTB Oe3omacHocTu npeanpusatus. I[lpaBoBble mnocjeacTBUS
HECAHKIMOHMPOBAHHOIO J0CTYINIA K MH(pOpMaun

_TpeboBanus K cHCTEMaM 3alIUTLL MHPOPMAIIUH:

CranpmapThl KOH(HMICHIIMATBHOCTH, MEIOCTHOCTU U JIOCTYHMHOCTH
JIAaHHBIX.

Cucrembl  3amuThl  MHGOPMAIMHM:  AHTUBHPYCHBIE  MPOTPAMMBI,
(baepBOJIBI, CHCTEMBI KOHTPOJISA JOCTYTIA.

[Tomutrkn 0G€30MacHOCTH: pa3rpaHWYEHUE TpaB JOCTYMa, ayIauT
0€30IaCHOCTH, aHAJIU3 YSI3BUMOCTEM.

_Hanpassenus pa3Butys CpeicTB O€30MaCHOCTH:

Pa3BuTHe 001auHBIX TEXHOJIOTUN U oOecrieueHne 0€30MacHOCTH JJAHHBIX
B 00JIaKe.

Hcnonb3oBaHWe MCKYCCTBEHHOTO MHTEJUICKTAa M MAIIUHHOTO OOY4YeHMS
JUISL BBISBJIEHUSA yIPO3.

Pa3Butne OuUOMETpUYECKHMX TEXHOJOTUWA JJisi ayTeHTUPUKAUUU WU
3aIIUThI TaHHBIX.

_IIpumeHeHne MHHOBAIMOHHBIX CPEJICTB IS 3aIMThI HH(POPMALUH:
JlenieHTpanu30BaHHbIE CUCTEMBI 0€30MacHOCTH (OJIOKYEHH).
Hcnonp3oBanre KpUNTOBATIOT U IMUMPOBBIX MOAMKUCEH JJIS TPAH3AKIIUMA

U KOHTPAKTOB.

_ITpaBoBbie MOCAENCTBUSA HECAHKIIMOHUPOBAHHOT'O JOCTYTIA:

Brusiare Ha 6€301acHOCTh M KOHMUIEHITUATFHOCTh HH(POPMAIIHH.
3aKOHBI U pEryJIMPOBAHME: 3alllUTa JaHHBIX, OTBETCTBEHHOCTh 32 YTEUKY
uH(popMauu.

) [Ipumenenue 3akoHOB Mo 3aummTe JaHHbIX (Hanpumep, GDPR) u

OTBETCTBEHHOCTH 33 HAPYILIECHHUE MTPAB Ha MHPOPMALIHUIO.
[Tpumepsnt MIPaBOBBIX MOCJICICTBUA: mTpadwl, yTOJIOBHASI
OTBETCTBEHHOCTb, CYJI€OHBIE MPOIIECCHI.

5. VY4eOHO-MeTOAMYeCKOe o0ecleYeHHe CAMOCTOATENbHOI PadoThI
CTY/IEHTOB

CamocrosTenbHast pa60Ta IpOBOAUTCA C IOCJIbIO: CHUCTCMATHU3allMd H
3aKPCINICHUA IIOJIYUYCHHBIX TCOPCTUYCCKHX 3HAaHUN W IMPaKTHYCCKUX YMCHI/Iﬁ
oOydJaronuxcsi; yriayOoJleHus W pacIIUpeHUs TEOPETUUYECKUX 3HAHWM CTYJICHTOB;
(opMHpOBaHHA YMEHHMI MCIOJIb30BaTh HOPMATHBHYIO, NPABOBYIO, CIPABOYHYIO
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JTOKYMEHTAIINI0, YYEOHYIO U CHEIUANbHYIO JIUTEPATypPy; Pa3BUTHS MO3HABATEIbHBIX
CHOCOOHOCTEM M aKTUBHOCTH  OOY4YalOIIMXCS:  TBOPYECKOW  HMHULMATHUBBI,
CaMOCTOSITENIBHOCTH, ~ OTBETCTBEHHOCTH,  OPTraHW30BaHHOCTH;  (HOPMUPOBAHHE
CaMOCTOSATEIbHOCTH MBILJIEHUS, CHOCOOHOCTEH K CaMOPA3BUTHIO,
COBEpIICHCTBOBAHUIO W CaMOOpranm3amnuu; (HopMupoBaHHs MpodeccrnoHaTbHBIX
KOMITETEHLIUI; PA3BUTHIO UCCIIEA0BATEIbCKUX YMEHUN CTYIEHTOB.

@opMbI U BUJBI CAMOCTOSITENILHOW pabOThl CTYJEHTOB: YTEHUE OCHOBHOW M
JOTIOJTHUTENBHOW JIUTEPAaTypbl — CaMOCTOATENIbHOE HW3YYEHUE Marepuaia 1o
PEKOMEHTyEeMbIM JIUTEPATyPHBIM UCTOYHUKAM; padoTa ¢ OMOIMOTEYHBIM KAaTaJIOTOM,
CaMOCTOATENbHBIN MOA0OpP HEOOXOAMMOUM JUTepaTypbl; padoTa €O CIOBapeM,
CIIPaBOYHUKOM; TOUCK HeoOXxomumol  uHopmanumu B cetu VHTepHer;
KOHCIIEKTUPOBAHWE HMCTOYHUKOB; pedepupoBaHUEe HCTOYHHKOB; COCTaBIICHUE
AHHOTAlUA K MPOYUTAHHBIM JIUTEPATypPHBIM UCTOUYHHKAM; COCTaBJICHUE PELICH3UN U
OT3BIBOB Ha IMPOYUTAHHBIN MaTepHall; COCTaBlieHHE 0030pa MyOIMKalUi MO TeME;
COCTaBJeHHME U  pa3paboTKa TEPMHHOJOIMYECKOrO  CJOBaps; COCTaBJICHHE
XPOHOJIOTHYECKOW TaONuIlel; cocTaBieHne Oubmuorpaduu (Oubmmorpaduaeckoit
KapTOTEKH); TMOATOTOBKA K pa3NUYHbBIM (opmMaM TeKkymed H NPOMEKyTOUHOU
arrectaumu (K TECTUPOBAHMIO, KOHTPOJIBHON paldoTe, 3adery); BBINOJIHEHHE
JOMAIIIHUX KOHTPOJBHBIX padOT; CaMOCTOSITENbHOE BBITOJIHEHHE MPAKTUUYECKUX
3a/laHUi PEnpOAYKTUBHOIO TUNA (OTBETHI HA BOIPOCHI, 33J]a4H, TECThI; BHIIOJTHEHHUE
TBOPUYECKHUX 3aIaHHM).

TexHonorust opraHu3alKyi CaMOCTOSTENBHOM PaO0ThI 00YUaIOIINXCS BKIIOYAET
UCIIOJIb30BaHUE  HH(POPMAIMOHHBIX U  MaTepUATbHO-TEXHUYECKHX  PECypCcoB
00pa30BaTENbHOTO YUPEKIACHUS: OUOIMOTEKY C YMTAIBHBIM 3aJI0M, KOMIIbIOTEPHBIE
KJIACChl C BO3MOXHOCTBIO paboTel B MHTepHer; ayautopun (KJIacchl) IS
KOHCYJIbTAlIHOHHOMW JIEATEIbHOCTH.

[lepen BhIMOTHEHUEM OOYYAIONIUMUCS BHEAYJUTOPHON CaMOCTOATEIbHOMN
paboThl TpernojaBaTesib MPOBOJUT KOHCYJIHTUPOBAHHE TIO BBIMOJHEHHUIO 3aJaHUS,
KOTOPBIM BKJIIOYAET 1€db 3aJaHUsl, €ro COJEpKaHUsA, CPOKH BBIIOJHEHMUS,
OPUEHTHUPOBOYHBIN 00BEM pabOTH, OCHOBHBIE TPEOOBaHUS K Pe3ysibTaraMm padoTHI,
KpUTEpUU OLEHKH. Bo BpeMsi BBIMOJHEHUS OOYYaIOUUMUCS BHEAyIUTOPHOU
CaMOCTOATENbHON pabOThI U MPU HEOOXOJUMOCTH MPENOaBATENb MOKET MPOBOIUTH
WHJMBUIYaJIbHbIC U TPYNIOBBIC KOHCYJIbTAIUU.

Kontpons  camocrtosaTenbHOM  pabOThl  CTYAEHTOB  MpeayCMaTpUBAcT:
COOTHECEHHUE COAEPKaHUS KOHTPOJIS C UEISIMU 00yUYeHUS; 00bEKTUBHOCTH KOHTPOJIS;
BaJIUAHOCTb KOHTPOJdS (COOTBETCTBHE NPEABABISIEMBIX 3aJaHUM TOMY, 4YTO
npeanoiaraerca MpoBEpUTh); JauddepeHIrnanno KOHTPOIbHO-U3MEPUTEIbHBIX

MaTEepHUAaJIOB.
@DopMbI  KOHTPOJSI CaMOCTOATENIBHOM palOThl: MPOCMOTP U IPOBEpKa
BBITIOJIHEHUS ~ CaMOCTOATENBHOM  paboThl  MpernojiaBaTesieM;  OpraHu3alus

CaMOIIPOBEPKH, B3aHMOIPOBEPKU BBIOJHEHHOTO 3a/laHusi B TpYIINe; OOCYXICHHE
pe3yJIbTaTOB BBIMOJHEHHOW PaOOTHl HAa 3aHATUU; IPOBEJACHHE MMCbMEHHOTO OMpOCa;
IOpOBEJCHHE YCTHOTO OMNpOCa; OpraHu3alvs W TPOBEIACHHE WHIUBUAYaJIbHOTO
co0eceI0BaHus; OpraHu3alys U IpOBEJIEHUE COOECEeI0BaHUs C TPYIIIOHN.
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IlepeyeHb BONPOCOB, OTBOJAUMBIX HA CAMOCTOSITE/IbHOE OCBOEHHUE TUCHUIIMHBI,
(GopMbI BHEAYTUTOPHOM CAMOCTOATEILHOM PadoTHI

HanMeHoOBaHHE TEM
(pa3naenoB)
JUCHMIIIIMHBI

l'[epe‘lem, BOIIPOCOB, OTBOAMMBIX HAa CAMOCTOATEC/IBHOC
O0CBOCHMEC

®DopMbl BHEAYIUTOPHOM
CaMOCTOSATEJIbHOH PaldoThI

Tema 1. OcuoBHbIe
TOHATHS U
OTIpeJIeIICHHSL.
HcTrouHuKH, pUCKH U
¢dopmeI aTak Ha

1. Onpenenenue 3amuThl UHGOPMAIMH U €€ OCHOBHBIC IIEIIH.
2. OcHOBHBIE MOHATHS: KOHPHUACHINAIEHOCTD, LIEIOCTHOCTD,
JIOCTYITHOCTh HHPOPMAITUH.

3. Ucrounuku yrpo3 uHMOpMAIIMU: BHYTPEHHUE U BHEIITHHE
(baxTopsI.

N3yueHue nurepaTypsl 110
OCHOBHBIM ITOHATHUSAM 3aIIHUTEI
nHpopmarun. [IpoBenenne
aHaJIn3a BO3MOYKHBIX YIpO3
Ui nHopManmu B

UH(OPMALHIO. 4. ®opmbl aTak Ha WHGOPMAIIHIO: BPEIOHOCHEIE TPOTPaMMBI, pa3IuuYHBIX cdepax.
ITonmuTnka n cTaHgapThl | COLIMAIbHASA MHKCHCPUSI, (JpI/IH.II/IHI‘ " ap.
0e30IacHOCTH 5. [MomuTrku 6€30MaCHOCTH: OCHOBHBIC KOMIIOHEHTBI U UX

3HA4YeHHUE B OpraHU3alHU.

6. Crarmapts! 6e3onacHoctr nHMGopmarmu: ISO/TEC 27001 u

JIpyTHe.

7. OueHKa pUCKOB H YSI3BUMOCTEN B 00J1aCTH 3aIIUTHI

WH(pOPMAITHH.

8. CounanpHast HHKEHEPHS: METObI ¥ IPUMEPHI aTak.

9. BnusHue yenoBeueckoro Gakropa Ha 0€30MacHOCTh

WH(pOPMAITHH.

10. bynymee 3amuTsl HHGOpPMAIMH: HOBBIE YTPO3bI U TIOIXOBI.
Tema 2. 1. O0630p kpunrorpaguUECKUX MOJACIICH: CHMMETPUIHAS U HccnenoBanne METOI0B
Kpunrorpapuueckue aCUMMETPUYHAs! KpUIITOrpadus. ayTCHTU(PUKAIIH
MOJIENH. AJITOPUTMBI 2. Anroputwmsl mmdposanus: DES, AES, RSA u nx MOJB30BaTENeH U UX
U ppPOBaHHUS. 0COOEHHOCTH. s dextuHoCcTH. [IpoBeneHue
AITOpUTMEI 3. Xom-(yHKINY 1 UX IPUMEHEHHE B 3aIUTe HHpOpMaIuu: aHalm3a Mojienen
ayTeHTH()UKAIHH SHA-1, SHA-256 u np. 0€301acHOCTH OCHOBHBIX
MOJIb30BaTENEH. 4. AITOpUTMBI Ay TEHTH(UKAINH: TTAPOJIH, TOKEHBI, OHOMETPHSI. OTIEPAIIOHHBIX CHCTEM.

Mopenu 6e3011acHOCTH
OCHOBHBIX
OHepaHI/IOHHBIX CHUCTCM.

5. Mopenu 6€301acHOCTH B OIIEPAIlMOHHBIX cucTeMax: Windows,
Linux, macOS.

6. Ponp kpuntorpadguaeckinx METOIOB B 00€CIIeUeHUH
0€30I1aCHOCTH OIEPALIMOHHBIX CUCTEM.

7. [lpuMepbl TPUMEHEHHS Pa3IMYHBIX aJITOPUTMOB IIHU(PPOBAHHUS
B PEaNIbHBIX CHCTEMaX.

8. Ceprudukarel 1 HHPPACTPYKTypa OTKPHITHIX Kinrouei (PKI) B
ayTeHTU(HUKALNH TTOJIb30BaTENCH.

9. CooTBeTCTBHE CTaHAAPTaM 0E30MIACHOCTHU aJITOPUTMOB

UG pOBaAHMSL.

10. Bynymiee kpuntorpa@uyecKux METOJ0B: HOBbIE PEIICHUS U
MOJXOJIBL.

Tewma 3.
AMUHHCTPHPOBaHNE
ceTeil. 3ammTa
WH(GOPMAINH B CETX.
MHoroypoBHeBas
3alIuTa KOPIOPAaTHBHBIX
ceTen.

1. OCHOBBI aIMUHHUCTPUPOBAHUS CETEH: 33 JaUl U HHCTPYMCHTHI.
2. Yrpo3sl 6€301aCHOCTH B CETAX: THIIHI 1 UCTOUHUKH.

3. Metozp! 3amUTHl HHpOpPMAaLUK B ceTax: mudposanue, VPN,
(aiipBoIBI.

4. MHOTOYpOBHEBA 3alllMTa KOPIIOPATUBHBIX CETEN: KOHIIETIIUN
U TIOAXOJIBI.

5. Posb ceTeBbIX MPOTOKOJIOB B O€30MaCHOCTH HH(OpMAaLUH.

6. [IpumeHeHHe cucTeM 0OHAPYKEHUS U TIPEAOTBPAIICHHS
Bropkenuii (IDS/IPS).

7. Cuctemsl ynpasieHus 0ezonacHocTbio nHpopmanuu (SIEM):
(GYHKIUH U IPUMEPBHI.

8. OCHOBHBIC TPUHITUIILI TPOCKTUPOBAHNS O€30TIaCHBIX CETEH.
9. O6yueHHe COTPYAHMKOB 0€30MMaCHOCTH B KOPIIOPATHBHOM

[IpoBenenue ananusa
MHOTOYPOBHEBOU 3aIIUThHI
KOPIIOPAaTUBHBIX CETEH.
HccnenoBanne npuMepos
YCIIEITHOTO
aIMUHUCTPUPOBAHUS CETEU C
aKIEHTOM Ha 0e301MacHOCTb.
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cpene.
10. Bynyiiee ceTeBoi 0€30MACHOCTH: TPEHABI U TEXHOJIOTHHU.

Tema 4. Tpebosanus K
CHCTEMaM 3aIlUThI
nH(pOpMAIIH U
HaTpaBJICHUS PA3BUTHUS
CpeJICTB 0€30IaCHOCTH
TPEANPHUSITHS.
[IpaBoBBI€ MOCIEACTBUS
HCCAaHKIIMOHUPOBAHHOTO
JOCTyTIa K HHPOPMAIUH

1. OcHOBHEBIE TpeOOBaHHUSA K CHCTEMaM 3alTUTHI HH()OPMAITHH:
KOH(QHICHIINAILHOCTD, IEIOCTHOCTb, JIOCTYITHOCTb.

2. HopMaTuBHBIE TOKYMEHTHI U CTAHJIAPTHI B 00JIACTH 3aIlTUTHI
WH(pOPMAITHH.

3. HampaBienus pa3BuTHS CPENCTB O€30NMaCHOCTH: TCHICHITUN 1
WHHOBAIIHH.

4. Ponb TexHOIIOTHH B 00OecriedeHnH 0e301MacHOCTH HH(POPMAIIUN
Ha TIPEATNPUITHIX.

5. IIpaBoBbI€ acTEeKTHI 3aIIUTHl HHHOPMAIIUH: 3aKOHBI U
peryJisnuu.

6. [locnencTBust HECAaHKIIMOHUPOBAHHOTO JTOCTYTA K
nH(pOpMAIIH: IOPUANYECKUE U (PUHAHCOBBIE.

7. IlpuMepsl yCIIEUTHOTO BHEAPESHUSI CUCTEM 3aIlIUTHI B
KOMTIaHHSX.

8. Bmussane GDPR u npyrux perymnsaiuii Ha 3a1IuTy
WHPOPMAITUH.

9. OueHka yrpos u OLleHKa PUCKOB B KOHTEKCTE MPAaBOBBIX
MOCJIEICTBUH.

10. Byyiee cuctem 3aiuThl HHGOPMAIIMK; HOBBIC TIOJXO/bI U
BBI30BEI.

Hccnenoanue mpaBOBbIX
MOCJEACTBUM
HECaHKIIMOHUPOBAHHOTO
JOCTyTIa K NH(GOPMAIUH.
IIpoBenenue aHanuza
COBPEMEHHBIX TEHJEHLUN B
00JacTu CpeCTB
0e301macHOCTH.

MIxana oneHuBaHUA

[IIxana oneHUBaHUA

Kpurepun onieHUBaHMs

«OTI4HO» OOyuatomuiics TayOOKO U COACp)KATEIBHO PACKPHIBAET
TEMY CaMOCTOSITEJIBHOW paldOThl, HE JOIMYCTUB OIIHUOOK.
OTBET HOCHUT Pa3BEPHYTHIN U HCUEPIIBIBAIOIIUN XapaKTep

«Xopomo» OOGyuaronuiics B L[EJIOM pacKpbIBaET TEMY

CaMOCTOSITeNIbHOM pabOThI, OJTHAKO OTBET XOTs ObI HA OJNH
U3 HHUX HE HOCUT Pa3BEPHYTOIO W HCYEPIBIBAIOIIETO
Xxapakrepa

«yI[OBJ'IGTBOpHTGJ'IBHO»

OO6yuaromuiics B EJIOM pacKphIBacT TeMy
CaMOCTOATENbHON pabOThl U JOMYCKAET PsiJi HETOUHOCTEH,
(dbparMeHTapHO PACKPBIBAET COJEPKAHHE TEOPETUUYECKHUX
BOIIPOCOB WJIM HUX PAaCKpPbIBA€T COJEPKATEIBHO, HO
JIONyCKasl 3HAYUTEIbHbIE HETOYHOCTH.

«HeynoBieTBOpUTEIBHO

OOyuwarommiics  He  BJaAeeT  BBHIOpPAHHOW  TeMmou

CaMOCTOSITeJILHOM pabOTHI

6. Ouenounbie MaTepuaJibl ((POHI OLEHOYHBIX CPEACTB) JISl NPOBEACHUS
TeKYIIero KOHTPOJIA YCIeBAeMOCTH, NMPOMEKYTOYHOH aTTeCTAMH MO MTOraM

O0CBOCHHUA NHUCHUIIJINHBI

6.1. ITacopt doHaa OLIEHOYHBIX CPECTB

Ne | Kontponupyembie Kon n Nupukarop 1ocTHXKEHUS Haumenosanue
pazaenbl (TeMbl) HauMEHOBaHUE KOMIIETEHIINH OLICHOYHOT'O
JUCIUTUTUHBI KOMIIETCHIIUHU CpeacTBa
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Tema 1. OcHoBHbIE
TIOHSATHUS U
OTIpe/IeIICHHS.
VcrouHuku, pucku u
(hop™mebI aTak Ha

[1K-3. Cnocoben
pa3pabaThIBaTh
apxutekTypsl C

ITK-3.1. 3HaTs:
MHCTPYMEHTBI U METObI
MIPOEKTUPOBAHMUS
apxutekTypbl UC, ocHOBBI

WH(OpPMAIIHIO. COBPEMEHHBIX CUCTEM
ITonutuka u crangapThl yIIpaBiIeHHs 6a3aMu
OesomacrocTH JAHHBIX, YCTPOHUCTBO U
> YCIP Ompoc, TECT,
HKIITMOHHPOBAHUE
ymiuonup nokaz,
coBpeMeHHBIX 1C pedepar, 3auer
[IK-3.2. Ymers:
MIPOCKTUPOBATh
apxutektypy UC
I1K-3.3. Bnanets:
pa3paboTka
ApPXUTEKTYPHOUI
crenubuxanuu MC
Tema 2. IIK-3. Crocoben IIK-3.1. 3HaTh: Ompoc, TECT,
Kpunrorpaduyeckue paspabaTsIBaTh WHCTPYMEHTHI U METOIbI AOKIIan,
MOJEIIH. AJITOPUTMBI
A p apxurektypsl 1C NPOEKTHPOBAHHS! pedepart, 3ader
mudpoBaHUS.
ANTOpUTMBI apxutektypsl IC, oCHOBBI
ayTeHTU(UKALIN COBPEMEHHBIX CUCTEM
M0JIb30BATENECH.

Mogenn 6e3011acHOCTH
OCHOBHBIX
OIepaIOHHBIX CUCTEM.

ynpaBieHus 0a3zamu
JAHHBIX, YCTPOHCTBO U
(yHKIIMOHUPOBaHHE
coBpeMeHHbix C
ITIK-3.2. Ymers:
IIPOEKTHPOBATH
apxutektypy UC

[1K-3.3.
pa3paboTka
ApPXUTEKTYPHOUI
crienmdukanun MC

Braners:

Tema 3.
AJMUHUCTpPUPOBAHUE
ceteit. 3ammTa
“H(OPMAITUU B CETAX.
MHuoroypoBHeBast
3aInuTa KOPIIOPATUBHEIX
CETEeH.

[1K-3. Cnocoben
pa3pabaThIBaTh
apxutekTypsl C

ITK-3.1. 3HaTs:
MHCTPYMEHTBI U METObI
MIPOEKTUPOBAHUS
apxutekTypbl UC, ocHOBBI
COBPEMEHHBIX CUCTEM
ynpasiieHus: 0azaMu
JAHHBIX, YCTPOUCTBO U
(YHKIIMOHMPOBAaHUE
coBpemeHHbIX C
I1K-3.2. Ymers:
IIPOEKTUPOBATD
apxutektypy UC

[1K-3.3.
pa3paboTka
APXUTEKTYPHOU

Bnanets:

Ormpoc,
TOKJIAI,
pedepar, 3ader

TECT,
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crnenuburanuu MC

4. | Tema 4. Tpe6osanus k | [IK-3. Cmocoben IIK-3.1. 3Hats:

CHUCTCMAaM 3allUTHI paspabatkiBaTh UHCTPYMEHTBI U METOJIbI
uHpOpMaLK 1 apxutekTypbl UC [[POEKTHPOBAHHS
HaIpaBJICHUS Pa3BUTHS

CpezicTB 0e30MacHOCTH apxuTekTypsl IC, OCHOBBI
MIPEAPUSITUS. COBPEMEHHBIX CUCTEM
HpaBOBLIC OCJICACTBUA YIPaBJICHUS 6a3aMI/I

HECAaHKIMOHUPOBAHHOT'O

J0CTYTa K HH(OpMALH JAHHBIX, YCTPOMCTBO U

Ompoc,  Tecr,
JOKJIaN,

coBpeMeHHbIX MC pebepar, 3auer
[IK-3.2. YMmeTs:

MIPOEKTHPOBATH
apxutektypy 1C

IK-3.3. Bnaners:
pa3paboTka
APXUTEKTYPHOUI
crienmdukanun MC

(GyHKIIMOHUPOBaHUE

Jranbl (opMHpOBaHUS KoMIeTeHHuil B mnponecce ocBoeHus OIIOIL
IPsIMO CBSI3aHBI C MECTOM JMCLMIUIMH B 00pa3oBaTeabHON nporpamMme. Kax b atan
dbopMuUpOBaHUS KOMIIETCHI[MU, XapaKTepU3yeTCs OMpPEACICHHBIMU 3HAHUSIMU,
YMEHUSIMU U HaBblKaMU W (WJIM) OMNBITOM NPO(PECCUOHATBLHON JeSTEIbHOCTH,
KOTOpbIE  OIIEHMBAIOTCS B  MPOLECCE TEKYLIEro KOHTPOJSI  yCIEeBAaeMOCTH,
IPOMEKYTOUHOM aTTecTally MO JUCUUIUIMHE (TPAKTUKE) U B MPOIIECCE MUTOTOBOM
aTTecTalllH.

Huctumnaa «MHopmanmonHas 6€30MacHOCTbY SIBISETCA MPOMEKYTOUHBIM
ATarioM KOMIUIEKCAa JHWCIUIUIMH, B XOAE M3Y4YEHUs KOTOPbIX Y CTYAEHTOB
dbopmupyrorcs kommnerenmus [1K-3.

®opmupoBanua komnereHiuu [1K-3 HauMHaeTcss ¢ W3y4ye€HHEM MCHUTUIMH
«OOBEKTHO-OPUEHTHUPOBAHHOE TporpaMMmupoBanue», «lIporpamMmmupoBanue s
MOOMJIBHBIX YCTPOICTBY.

3aBepmraercs pabora 10 (GOPMHPOBAHUIO Y CTYIEHTOB yKa3aHHBIX
KOMIIETEHLIUA B XOJ€ WM3Y4YEHHUs IUCLUIUIMH y4eOHas MpakTUKA: TEXHOJOTMYEeCcKas
(IpOEKTHO-TEXHOJOTUYECKasA) TMpakThKa, «ba3pl NaHHBIX», «MeToabl U CpeacTBa
MPOCKTUPOBAHUS WH(POPMAIIMOHHBIX CHCTEM W TEXHOJOTUI», MPOU3BOJACTBEHHAS
PAKTUKA: TEXHOJIOTHYECKast (MPOEKTHO-TEXHOIOTHYECKas) MpaKTUKa,
IPOU3BOICTBEHHAS IPAKTUKA: MPEIAUIUIOMHAs MPAKTHUKA.

Hrorosas onenka cpopmupoBanHocTH komrerenuuit [1K-3 onpenensercsa B
nepuoa l'ocymapcTBeHHass WTOroBasi arTecTauus: NOATOTOBKAa K cAadye M chaya
roCyJIapCTBEHHOTO AK3aM€Ha, ['0Cy1apCTBEHHAsi UTOTOBAsl aTTECTALIMS: BBIIIOJIHEHUE
¥ 3alUTa BBIMTYCKHOW KBaTU(UKAITMOHHON PabOTHI.

B npounecce u3yuyeHusi TUCHUILINHBI, KOMIIETEHIMH TaK:Ke (POPMUPYIOTCH
MOJ3TAIHO.

OcHoBubiMu dTanamMu  (opmupoBanus [1K-3 npu wu3yueHUH IUCIMIUIAHBI
b1.I(M).B./IB.6.1 «MudopmarrionHas 6€30MacHOCTbY SBJISETCS MMOCIEI0BATEILHOE
U3YYEHUE COJIEPKATEIbHO CBSI3aHHBIX MEXIy COOOH TeM YYEOHBIX 3aHSTHIA.
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N3yuenne kaxaoil TeMbI MPEANOjaraeT OBJIAJCHHE CTYJACHTaAMH HEOOXOIUMBIMU
JECKpUNTOopamMu  (COCTaBIISIIOIIMMM)  KoMmneTeHuuil. JInsi  ouleHku  ypoBHS
c(hOPMUPOBAHHOCTH  KOMIIETCHIIMA B  TPOIECCE  M3YUYEHUS  JTUCHUTLIUHBI
MPEIYCMOTPEHO MPOBEACHUE TEKYIIEr0 KOHTPOJS YCIIEBAEMOCTH [0 TEeMaM
(pazaenam) IUCIUIUIMHBI U TPOMEXKYTOYHOM aTTECTAllUU 110 JUCHUIUIMHE — 3a4eT.

6.2. KoHTpo/IbHBIEC 3aJaHUSI U MaTepHaJibl, HEOOXOAUMBbIE IJI OLEHKH
3HAHUH, YMEHUI U HABBIKOB U (WJIH) ONBITA AEATEJbHOCTH, XaPAKTEPHU3YOUIHX
Tanbl (GOPMHUPOBAHNS KOMIIETEHIIMA B IMpoLEcce OCBOCHHUSI 00pa30BaTeILHOM
MPOrpaMmbl

6.2.1. KoHTpoJsibHBbIE BONPOCHI IO TeMaM (pas3jejaM) JIsA ONpoca HA
3aHATHAX

Tema (pazzgen) Bomnpocsl
Tema 1. OcHoBHBIE I1K-3
HOHSATHS M ONPEICTICHHUSI. 1. [MonsTre nudopmanmu 1 HHPOPMAITMOHHBIX PECYPCOB.
Hcrounuku, pucku u 2. OCHOBHBIE TIEJTH ¥ 33/1a91 3aIIUTH HHOPMAITUH.
dopwmb arak Ha 3. Knaccudukanus nadopmaium no creneHu
ungpopmaruro. [lonutuka u KOH(H/IEHIMATBHOCTH.
CTaHIApTHI besonacHoCTH | 4 [TpuHIHITBI TOCTPOCHUS CUCTEM 3aIUThHI HH()OPMAIIUH.
5. Tunel yrpo3 nHGOpMaIMOHHON 0€30MaCHOCTH.
6. Hcrounuku yrpo3 v BO3MOXKHBIE KaHAJIbl yTEYKU HHPOPMAITUH.
7. Knaccudukanus ys3BUMOCTEN U METOJIBI X OOHAPYKEHUSI.
8. [TocnenctBus peanusaiuu yrpo3 1 OLIEHKa PUCKOB.
9. Mertoap! aHaIM3a 3aMUIIEHHOCTH HH(OPMAITHH.
10.  Tloaxonsl k oOecrieueHUIO HEMPEPHIBHOCTH MH(POPMALTMOHHBIX
IIPOLIECCOB.
11. Omnpenenenye NOIUTUKY 3aIIUTHI HHPOPMALIUH.
12. MexaHn3MBI 3aIUTH KOH(UICHIIUATBHBIX TAHHBIX.
13. [TpuHIUIBI KOMITJIEKCHOH 3aIUThl HH()OpPMAIUH.
14. Ponb nonb3oBarens B obecneuenun Ub.
15. Cucrtema o0yueHus 1 HHGOPMUPOBAHUS IIEPCOHANIA T10 BOIIPOCAM
Ub.
16. ®opmupoBaHue KyJIbTypbl HH(OPMAIIMOHHON 0€30MacHOCTH.
17. [TpuHIUTIBEI BEIOOpA TEXHUYECKHUX U TPOTrPAMMHBIX CPEICTB
3allUTBHI.
18. CornacoBaHue Mep 3alMUThI C MPOU3BOJACTBEHHBIMU 3a1a4aMH.
19. PermamenTsl pearnpoBaHus HA UHUMICHTBI.
20. WuTerpanys b B KOpIOpaTUBHYIO CTPATETHUIO.
Tewma 2. [1K-3
Kpunrorpapuyeckue 1. TexHUYeCKUE KaHAIBI YTEYKU HHPOPMAITHIH.
MOJIEITH. AJITOPUTMBI 2. MeTo/1b1 3aIIUTHI OT AKYCTUYECKUX U BUOPOAKyCTHUECKUX YTEUECK.
MHQPOBAHHS. ANTOPHTMBI | 3 DKpaHUPOBAHUE MOMELICHUNA U 000PYAOBAHMS.
ayTeHTH(HKALHH 4. KOHTPOJIb 37€KTPOMAarHUTHONW COBMECTHMOCTH.
nosk3osatelnel. Mozenu 5. Hcnonp3oBanue mudppoBaHus KAHAIOB CBSI3U.
0e301MacHOCTH OCHOBHBIX N
6. CpencTBa MOAaBICHHS TOOOYHBIX U3ITYUCHUMH.
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OINCPALMOHHBIX CUCTEM.

7. Meroasl U cpencTBa KOHTPOJISA AOCTYyIA B IOMEILCHMUS.

8. buometpuyeckue cucteMbl HIEHTUDUKALNN U Ay TEHTU(PUKALIUH.

9. TexHn4yeckue CUCTEMbI OXPaHbl ¥ CUTHAJIU3ALUH.

10. KomriekcHbie cucTeMbl (PU3UYECKON M TEXHUYECKON 3aIlUTHI.

11. CranpmapThl 10 TEXHUYECKOH 3a1uTe WH(POPMAIIHH.

12. [TpaBuiia sKcIUTyaTalMy 3alUIIEHHBIX TEXHUUYECKUX CPEACTB.

13. CeprudunmpoBaHHbIe CPEACTBA 3ALUTUTHI HH(OPMAIIHH.

14. [TonGop 1 BHEAPEHNUE CUCTEM KOHTPOJISI IOCTYTIA.

15. JIoKyMEHTUpPOBaHHE MEP TEXHUYECKOW 3aLUTHI.

16. [IpoBeneHne NpoBEPOK TEXHUUECKOHN 3AIUIIIEHHOCTH.

17. ObecnieueHne TEXHUYECKOH 3aIUTHI B pacipeaeaEHHbIX

CUCTEMaX.

18. Obecneuenue 3auThl UHGOPMAIIMK HA pabodnX MECTax.

19. Opranu3anys 3auIEHHBIX 30H 1 KAOMHETOB.

20. MOHHMTOPHUHT COCTOSHMS TSXHUYSCKOM 3alIUTHI HA 00BEKTE.
Tewma 3. [1K-3
AJIMUHUCTpHUPOBAaHUE 1. CpencTBa aHTUBHPYCHOM 3aIUTHI.
ceTeid. 3aruTa 2. MeskceTeBble DKpaHbl M CHCTEMBI KOHTPOJIA TpadHKa.
MHAOPMAIIH B CETSX. 3. Hcnonp3oBanue cucteM obHapyxeHus BTopxkenuii (IDS).
MHoroypoBHeBas salluTa | 4, [IporpaMMHEIE CPEICTBA KOHTPOJIS LEJOCTHOCTH JaHHBIX.
KOPTOPATHBHDIX CCTCH. 5. OO6HoBnenue u ynpasnenue yszsumoctsamu [10.

6. [IpyHIMIIBI TOCTPOCHUS OTKA30yCTOMYHMBBIX CUCTEM.

7. Hcnonp3oBanne pe3epBHOIO KOIMPOBAHNS U BOCCTAHOBIICHHUS.

8. [IporpammHbIe CpeACTBA pa3rpaHUYEHUS TOCTYIIA.

9. CpenctBa 3amuThl OT HecaHKIMoHUpoBaHHOTo nocrymna (HC).

10. CpencTBa 3aUTHl JaHHBIX HA MOOUJIBHBIX YCTPOKUCTBAX.

11.  Pa3paboTka BHYTPEHHUX PETIaMEHTOB MH(POPMALTUOHHON

0€30MacHOCTH.

12. IIpoBenenue uncTpyKTake u TpeHuHros 1o Ub.

13. Opranuzanyst KOHTPOJIS 3a JEUCTBUSAMU IIEPCOHAA.

14. VYipasineHue y4eTHBIMU 3aIUCAMU U JOCTyIIaMU.

15. [TonuTrKa maposieil 1 3alnuTa Y4ETHBIX JaHHBIX.

16. KoHTponb ucnonp30BaHus BHEIIHUX HOCUTENEH HH(DOPMAIUH.

17. AyJuT NpOrpaMMHBIX U OPraHU3allMOHHBIX MEp.

18. WHTerpanus opranu3alMoHHBIX U mporpammusix mep B C.

19. Peanu3anus npyuHIMIA MUHUMAJIBHBIX TPUBHJICT .

20. DopmMupoBaHKE OTYETHOCTH 1O coOmoaennio Ub.
Tema 4. TpeboBanus K I1K-3
CHCTEMaM 3aIHUThI 1. O6mue TpeGoBaHMS K CHCTEMaM 3alUuThl HPOPMAIUH.
HH(OpMAIINK 1 2. [MpuHuune! cepTudUKALUN CPEJICTB 3aUTUTHl HHPOPMAIUH.
HalpaBJICHUS PA3BUTHA 3. YpoBHuu noBepus u knaccudukanus MC 1o ypoBHIO 3alMIIEHHOCTH.
CpencTB 6e30MacHoCTH 4. MeTonp! onleHKH 3(Q(PEKTHBHOCTH CHCTEM 3allUTHI.
npeAnpusrus. [pasoseie | 5 MunuMH3anus npas J0CTYIA U yIPABICHUE MPUBUIECTUIMH.
ggziﬁ;ﬁiipommom 6. OTBETCTBEHHOCTH 32 HapyIlIeHUE PeKUMa KOH(PUACHIIUATHHOCTH.
0CTYNA K HEGOpMATIHH 7. IlocnencTBust HECAaHKIIMOHUPOBAHHOTO JJOCTYTIA K MH(POPMAIUH.

8. Ilopsanok paccnenoBanus HHIUAEHTOB 1b.

9. Opranu3zanys BHyTPEHHErO0 KOHTPOJIL CUCTEMBI 3aLUTHI.

10. Onenka ymiep0a OT peaau3amuu yrpos.

11. HopmaTtuBHO-1IpaBoBas 6a3a 3auuThl nHpopmayuu B PO.

12. Opranuzarus mporeccoB 3auThl MHPOPMAIIUK HA TIPEATNPUITHH.
13. ArTtecranust 00beKTOB HHpOpMaTH3aLuu 1o TpedoBanusm Ub.

14. BzaumopneiictBue ¢ kouTponupyronmmMu opraiamu (PCTOK, ®Ch n
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Ap.).

15. TIpaBoBBIE acIeKThI 0OPAOOTKH MEPCOHATBHBIX JAHHBIX.

16. IIpuHuMTBI HOCTpOSHUS Oe30macHbIX KopropaTuBHbIX NC.

17. TlepcieKTUBBI pa3BUTHS TEXHOJIOTHUH 3aIIUTH HH(GOPMAITHH.

18. CootBerctBue TpedoBanusm cranaaptoB Ub (I'OCT, ISO).

19. Pa3paboTka BHyTpeHHEH HOpMaTUBHOU JOKyMeHTaIuu 1o Mb.

20. YpaBneHue KU3HECHHBIM [TUKJIOM HH()OPMAIIMOHHON 06€30I1acHOCTH B
OpraHM3aIlHH.

Ikana OLCHUBAHUA OTBETOB Ha BOIIPOCHI

[Ixama oneHUBaHUA

Kputepuu oneHuBaHus

OOyuaromuiicst TIyOOKO M COJEPKATETHLHO PACKPBIBACT OTBET HA

«OTaugHO» KK TEOPETUYECKUI BONIPOC, HE OMYCTHUB OMMUO0K. OTBET HOCHT
pPa3BEPHYTHINA U MCUEPIIBIBAIOIIUN XapaKTeP.

OOyyaromuiicss B IEJIOM pPACKPHIBAET TEOPETHUECKHUE BOIPOCHI,

«Xopomo» OJIHAKO OTBET XOTs Obl HA OJAWH W3 HUX HE HOCUT Pa3BEPHYTOTO U

HCYCPIIBIBAIOIICTO XapaKTCpa.

«y,Z[OBJ'IeTB OpHUTCIIBHO»

OO0yJarmuiicss B LIEJIOM PACKpPhIBAET TEOPETHUYECKHUE BOMPOCHI U
JIOMYyCKaeT  psAl  HETOYHOCTEW,  (parMEHTapHO  PACKPHIBAET
COJICP)KAaHUE TEOPETHUYECKMX BONPOCOB WM WX  PaCKpPhIBAcT
COJIepKaTeNbHO, HO JOMYCKasi 3HAYUTEIbHBIE HETOUHOCTH.

«HeynoBneTBOpUTEIBHO»

OOyuatoniuiicst He 3HaeT OTBETOB Ha MOCTABJIEHHbIE TEOPETUUECKHE
BOIIPOCHL.

6.2.2. TemsblI aJ191 TOKJIA10B

Tewma (pazaen) Bomnpocsl
Tema 1. OcHoBHBIC [1K-3
HOHATHUS ¥ ONPEICIICHHS. 1. Beenenue B 3ammty nH(pOpMaIMK: OCHOBHBIE IOHATHS U
I/ICTO‘IHI/IKI/I, PUCKHU U TEPMUHEIL.
dopwmb arak Ha 2. Pucku yredek nHpopmanuy B COBPeMEHHBIX HH()OPMAIIHOHHBIX
uHopmanuo. IlonuTuka v | o orenax.
CTAaHAAPTEI 6C30MACHOCTH | 3 [Tpununs! obecriedeHnss THPOPMALTMOHHONW OE30MACHOCTH.
4. duznyeckue yrpo3bl U UX BIMsSHUE Ha 0€301aCHOCTh
UH(pOpMaLIUK.
5. OcHoBHble (HOpMBI aTak Ha UHPOPMALUIO: BUPYCHI, (PUILIUHT,
DDoS.
6. Crannaptsl 6e3omacuocty uapopmaruu: ISO/IEC 27001 u
IpyTHe.
7. [Honutuku 6€30MacHOCTH: CO3/IaHUE U YIIPABIICHUE.
8. Knaccudukanus yrpo3 st uHpopMauu: BHyTpEeHHUE U
BHEIIIHUE PUCKHU.
9. CoBpeMeHHbIE METO/IbI 3aLUTHI OT YIPO3 yT€UEK JTaHHbIX.
10. DTHUYECKHUE aCTIeKThI 3alIUThl HHPOpPMAIIUK B OPTaHU3AIUSIX.
Tema 2. [1K-3
Kpunrorpadudeckue 1. Beenenwe B kpunrorpaduoo: OCHOBHBIE BU/IBI ITHU(PPOBAHMUS.
MOJICIH. AJITOPUTMBL 2. [TpUHIKIIBI CAMMETPHUYHOTO0 M ACHMMETPUYHOTO MG POBAHHUS.
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muQppoBanus. AIropuT™BL | 3. Anroputms! mdposanus: DES, AES, RSA u ux ocob6eHHOCTH.
ayTeHTH(UKaLmu 4. AyTeHTuduKaIys Moiab30BaTeNeii: 4To 3TO U KaK OHA paboTaer.
nonb3oparenet. Mozenm 5. [Tpumenenne kpunrorpaguyeckux METOI0B B ONIEPAIIHOHHBIX
0€3011acHOCTH OCHOBHBIX CHCTEMAX.
OTCPALHMOHHBIX CHCTEM. 6. Mopenu kpuntorpaduyecKkoi 3auThl B COBPEMEHHBIX
OTIEpAIIMOHHBIX CUCTEMAX.
7. CrannapTtsl ¥ IpoToKoJbl ayTeHTH(PuKanuu: Kerberos, LDAP.
8. Hcnonp3oBanue nu(poBbIX MOANUCEHN A1 00CCTICUCHHS
MOAJTMHHOCTH JIaHHBIX.
9. CoBpeMeHHbIE KpUNITOTpaduuecKue moIX0 Ikl K 3aIIUTe
KOPHOPATHBHBIX JTAHHBIX.
10. 3ammra nepenaun nanubix: TLS/SSL u apyrue npoToKossl
0€30I1aCHOCTH.
Tewma 3. [1K-3
AMUHHCTpPUPOBaHUE 1. OCHOBBI CETEeBOI OE30MACHOCTH: MPABUJIA U METOIbI 3AIUTHI.
ceTeit. 3aiura 2. [IpoTokomns! 3amuTsl B ceTsax: [Psec, VPN.
MHAOPMAIIH B CETSX. 3. Pucku 1 yrpo3sl 6e30macHOCTH MpU paboTe B OTKPHITHIX CETAX.
MHoroypoBHeBas salluTa | 4, 3ammTa JJOKaIbHBIX CETEH U MHTEPHETA.
KOPHOPATHBHDIX CCTCH. 5. [Tpumenenne 6paHIMay>pOB U CUCTEM OOHAPY>KEHUS! BTOP>KEHHIA.
6. CtpaTterum MHOIrOYpPOBHEBOM 3aIIMThl KOPIIOPATUBHBIX CETEH.
7. VYnpasienue 6€30MaCHOCTBIO CETEBON HH(PPACTPYKTYPHI.
8. 3ammura OT aTak Ha yPOBHE MPUIIOKEHUN U BEO-CEPBUCOB.
9. MeTo1bl MOHUTOPUHTA U pearupOBaHUS HA UHIIUJCHTHI B CETSIX.
10. Texuonornu 3anuthl Wi-Fi u 6ecipoBOIHBIX CETEH.
Tema 4. TpeGoBanust K [1K-3
CHCTEMaM 3allHThI 1. Crangaptsl ¥ TpeOOBaHUS K CUCTEMAaM 3alllUThl HH(OPMaLIKU.
HHQOpMALII 1 2. Pa3zpaboTka 1 BHEJpeHNE CUCTEMBI O€30MIaCHOCTH Ha
HaIpPaBJICHUS Pa3BUTHUSA TIPENPHSTHH.
cpelcTB besonacHocTu 3. OlleHKa PUCKOB ¥ TUIAHUPOBAHKE 0E€30MAaCHOCTH MPEANPHUATHS.
npeanpuaThs. Tpasosbie | 4 NHCTpyMEHTHI ¥ CpeICTBA 3alIUTHl HH(POPMAIIHH.
HOCIeACTBIA 5. [Topsimok pearupoBaHust Ha HHIUIECHTHI OE30ITACHOCTH.
HECAHKIITOMHPOBATIHOT 6. 3akoHOMaTeNbHBIE TPEOOBAHUS K 3aIUTe HHGOPMAITIH B
JocTyma K nHopMarmm
Pa3TUYHBIX CTPAHAX.
7. [IpaBoBBIE MOCIEACTBUSA YT€UEK JAHHBIX U
HECAHKIMOHUPOBAHHOTO JOCTYTIA.
8. OTBETCTBEHHOCTH 3a HAPYIIECHUS B 00JIACTH 3aIUTHI
UH(pOpMaLIUH.
9. DBOJIOIUS YTPO3 U METOJIOB 3aIIUTHI B KOHTEKCTE Pa3BUTHUS
TEXHOJIOTH.
10. bynymee u TpeHapl B 00J1aCTH 3aIUTH HHGOPMAIIHH:

HCKYCCTBGHHLIﬁ HMHTCJICKT 1 aBTOMATU3alluA.

HIkxana oueHUBaHUA

IIIxana oreHUBaHUSA

Kpurepuu oneHuBaHus

«OT1nuuHO»

OOyuatommuiicst TTyOOKO M COAEPIKAaTeIbHO PACKphIBACT TEMY AOKJIAAa, He
JOIyCTHB OMMOOK. OTBET HOCUT Pa3BepHYTHII U MCUEPIBIBAIOIINI XapaKTep.

«Xopouio»

OOy4JaroIuics B 1IEJIOM PAacKPBIBAET TEMY JIOKJIaja, OJHAKO OTBET XOTs OBl
Ha OJIMH M3 HUX HE HOCUT Pa3BEPHYTOr0 W UCUSPIIBIBAIOIIETO XapaKTepa.
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«y,HOBJ'IETBOpHTeJ'IBHO))

OOyyaromuiicss B LEJNOM pacKpbIBaeT TeMy MAOKIa[a M JOMyCKAaeT Pl
HETOYHOCTEH, (parMeHTapHO pACKPHIBACT CONEP)KAHHE TEOPETUIECKUX
BOIIPOCOB WJIM UX PaCKPBIBAET COJCPIKATEIBHO, HO JIOMYCKas 3HAYMTEIbHBIC
HETOYHOCTH.

«HeynoBneTBOpUTENLHO»

OOyyaromuiicst He BiaJeeT BIOPAHHOM TEeMOM

6.2.3. OuleHOYHBbIE CPEACTBA OCTATOYHBIX 3HAHMH (TECT)

IK-3.

1. Kaxkoii 3 MeTo10B inppoBaHusi IBJISAETCH CHMMETPHUYHbIM ?
1) RSA

2) AES

3) ECC

4)  Diffie-Hellman

2. Yro Takoe kpunrorpagpuyeckuii x3m?

1)  Anropurm mmdpoBaHus

2)  Meroa nonyyeHus: yHUKaJIbHOTO UACHTH(PUKATOPA TaHHBIX
3) Meton renepanuu Ciiy4alHbIX YACEI

4) ANTOPUTM JJ1s1 TPOBEPKU MOJJIMHHOCTH COOOIEHUI

3. Kakoii TMnI aTak MCHOJb3yeTcs JAJA B3J0MAa MapoJieil ¢ MOMOIIbI0
NpeIBAPUTETbHO BIYHCIEHHBIX XJ1I-3HAYEeHNH ?

1)  Araka «rpy0oil CHIIBI»

2) ATaka 1o cjoBapio

3) ATaka ¢ UCTIOIb30BaHUEM PATY>KHBIX TaOJIHI

4) ATaka «4eJIOBEK MOCEePEIUHE»

4. Kakoii aaropurm wucnosab3yercss Ajs MHU(pPOBaHUSA JAHHBLIX B
copemeHHbIX Wi-Fi ceTax?

1) DES

2)  AES

3) RC4

4) RSA

5. Kakoii MexaHu3M ayTeHTH(UKALMH MCIOJIbL3YEeTCS B IPOTOKOJIE
WPA2 nas 3amutbl Wi-Fi cereii?

1) ECDSA

2) TLS

3)  PSK (Pre-Shared Key)

4)  AES

6. Kakoil U3 nmepe4yucjIeHHBIX AJITOPUTMOB He SABJISACTCH AJTOPUTMOM
ACMMMETPUYHOI0 udpoBanus?

I) RSA

2)  ElGamal
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3) AES

4) ECC

7. Kakyro pyHKnuio BbINOJHACT NYOJUYHBINA KJIW0Y B ACHMMETPHUYHOM
Kkpunrorpagpuu?

1) [udpyer nanusie

2)  JHemmdpyer naHHbIE

3) [TonmuceiBaeT cooOmeHus

4)  IlposepsieT moanucu

8. Kak Ha3pIBaercsi araka Ha CHCTeMYy, NPH KOTOPOl NbITAIOTCA
noa00paTh CEKPETHbII KJII0Y METOA0OM «TPy0oH CHIbI»?

1) ATaka ¢ UCIOJIb30BaHUEM PaTy>KHBIX TaOIHIL

2) ATaka 1o cioBapro

3)  Araka Ha ocHOBe mudpa

4)  Ataka METOJIOM ITOJTHOTO Iepedopa

9. Kakoii aaroputm wucnoabsdyerca B SSL/TLS puas obGecneuenus
KOH(PUIEHUNATBLHOCTH U I[eJIOCTHOCTH JAHHBIX NPHU Nepegaye yepe3 UHTEPHeT?

1) AES

2) RSA

3) DES

4) RC4

10. Kakoe u3 3THX yTBep:KAeHuii 0 HU(PPOBOM MOANMUCH BEPHO?

1)  IudpoBas noAnuch UCTOIB3YETCS I MU(POBAHUS COOOIICHUIN

2) Hudporas moanuck odecreunBaeT KOHPUACHIIMATLHOCT COOOIICHUS

3) lludpoBas mNOANMKHCH HUCHOJB3YETCS IS MPOBEPKU TMOJIMHHOCTH U
IIEJIOCTHOCTH COOOIIEHUS

4) [Mudposas moanmMCH UCTIONB3YETCS U1 CO3AAHUS TapOIs

11. Yro Ttakoe PKI (Public Key Infrastructure)?

1)  Cucrema ynpasieHus: HU(GPOBBIMH MOAIUCIMU

2)  Cucrema a1t muppoBaHUS CUMMETPUYHBIMU aJITOPUTMAMU

3) Cucrema, UCNONIB3yIOIIAs TOJIBLKO OJTHOPA30BbIC KIIOUH

4)  MexaHusMm i yOpaBiCHUS W XpaHEHUs MyOJMYHBIX M MPUBATHBIX
KJIFOYen

12. Yrto Takoe 'crpormii pexum mudpoBaHus'" B KOHTEKCTe
aaroputma AES?

1) Pexxum, riie Kaxkaplid 010K JaHHBIX MHAQPPYETCs OTICIBHO

2)  PexuM, KOTOpBIM 3alpemiaeT KCIOJIb30BAaHUE BCEX CUMBOJIOB, KpOME
udp

3) Pexxum, ncronp3yronuit 6;10ku GUKCHPOBAHHOTO pa3Mepa

4)

Pexum, Koraa oJiuH KJIF0Y UCIIOJIB3YETCA JIJIsl BCEX CeCCHil
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13.
1)
2)
3)
4)

14.
1)

2)
3)
4)

15.

Kaxkoii u3 aaropurmMoB siBJISIeTCS aJrOPUTMOM X3 IIUPOBAHUA?
RSA

AES

SHA

Diftie-Hellman

B kakom cay4ae ucnosb3yercs ajaroputm HMAC?
Jlnst co3nanust HUGPOBBIX MOMUCEH

JI1st 3a1UThI EJIOCTHOCTH JaHHBIX

Jl1d renepanuu Ciy4anHbIX YUCET

s nemmdpoBaHusi COOOIICHUN

Kaxkoil npoToKo0JI HCIOJIB3YyeTCs Il 3alUThI 3JIEKTPOHHOM MOYTHI €

NMOMOIIbI0 KPpUNTOrpaguIecKUX MeTOA0B?

)
2)
3)
4)

16.

SSL
IMAP
S/MIME
SMTP

Yro o3Ha4YaeTr TEepMHUH '"'KOHPHUICHUHUAJBHOCTH'' B KOHTEKCTE

3alUThl HHpOpMaLu?

D

3aIIII/ITa OT HCCAHKIIMOHHUPOBAHHOI'O JOCTYIIAa K JaHHBIM

2)  YpaocroBepeHUE MOATUHHOCTH OTIPaBUTENS

3)  IloarBepxaeHUE HEIOCTHOCTH JTAHHBIX

4)  VYgocroBepeHue aBTOPCTBA TaHHBIX

17. Kakoii aJrOPUTM KpUITOrpagpuyeckoro X3IIHUPOBAHMSA
HCHOJIb3YeTCHA [UIA NPOBEPKH MNOMJMHHOCTH Mapojeid B COBPEMEHHBIX
cucremax?

1) MDS5

2) SHA-256

3) DES

4) RSA

18. Yrto mpeacrasisier co00i METOJ aTAKYKIOLIEro, KOTOPbIA NMbITACTCH

yrajaaTh CeKpeTHbIN KJIK0Y, Hccieys BO3MOKHble KOMOMHALMY 3HAYEHUH ?

1)
2)
3)
4)

19.
1)

ATtaka ¢ pagy>KHbIMU TabJIuIIaMU

ATaka METOJIOM MOJHOTrO nepedopa

ATaka 1o cjoBapio

ATaka c ucnoiab3oBaHueM ys3Bumocteit B [10

Yro Takoe "cumMerpuuHoe mudposanue' ?
Hcnonp30BaHne  OJUHAKOBBIX  KiIOUed g  mudpoBaHus U

e ppoBaAHUS
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2)
3)
4)

20.

Hcnonb3oBaHue IBYX KIFOYEH: MyOJIMYHOTO M IPUBATHOTO
Hcrnonp30BaHNE YHUKAIBHBIX KIHOYEH IS KQKO0r0 CeaHca
HMcnonp3oBanue oHOTO KITro4a Ui BCEX IT0JIL30BATENICH CUCTEMEI

Kak nHa3bIBaercsi MEXaHH3M, HO3BOJIHIOH.[I’Iﬁ ayTeHTI/I(l)I/IHl/IpOBaTb

10JIL30BaTeJIsl C MIOMOIIbLIO €ro OTIeYaTKa najbua?

1)

buomMerpuueckas ayTeHTUDUKAIISA

2)  MmuorodakropHasa ayTeHTU(UKAIUSA

3)  IlaponbHas ayTeHTHU(pUKALIMS

4)  PoneBas ayTeHTH(pUKALINS

21. Kaxkoii u3 mnepe4yHMCJEHHBIX MeTOJA0B IU(MPPOBAHUA HCIOJb3YyeT
acMMMeTPUYHbIE KJII0YU?

1) RSA

2) AES

3) DES

4) RC4

22.  Jlas yero ucnoJib3yercs nporokoa SSL/TLS?

1)  Jna mudpoBaHus 3MEKTPOHHBIX MHCEM

2)  Jlus 3amuThl TaHHBIX, IEpeAaBaeMbIX MO CETH

3) s ayTeHTUdUKAIMK T0JIb30BaTeNen

4) JIs1 3a1uThl 0a3bl JTaHHBIX

23. Yro TaKoe JABYCTOPOHHSISI ayTeHTH(PUKANUSA (mutual
authentication)?

1) Korpaa Tonbko cepBep ayTeHTUDUIIUPYET KIUEHTA

2)  Korma ob6a yuactHuka obMmeHa mHpopmaimenn ayTeHTUGUIUPYIOT APYT
Apyra

3)  Korna kineHT ayTeHTUDUIIUPYET ce0s C TTOMOIIBIO TaPOJIS

4)  Koraa o0a yyacTHUKA UCIIOJIB3YIOT OJJMHAKOBBIE TAPOJIU

24. Kakoidi u3 MeTOAOB 3alUTHI JAHHBIX HCHOJb3YyeTCH ISl
o0ecrevyeHsl IEJOCTHOCTH M 3alIUTHI OT NMOJAMEHbI JAHHBIX B Ipolecce HX
nepeaavu?

1) [udposanue

2) DJIEKTPOHHAS TTOJIUCH

3)  XbsmupoBaHHE

4) OTKpBITBIE KITIOUH

25. UYrto Takoe cucrema ynpasJienns kiarouyamu (KMS)?

1) MexaHu3M Ju1sl TEHEepaLuu ap KI4Yen

2)  MexaHu3Mm AJig yIpaBlIeHUs JOCTYIIOM K JaHHBIM

3) Cucrema 1151 XpaHEHHUs!, paCIPEICICHUS U 31Tl KIIFOYEH

4)

[TpoTokon asns 3anuThl HHGOPMALIUU
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26.

Kak mHa3pIBaercss cmocod, NpM KOTOPOM CeKPEeTHbIH KJII0Y

HCMOJIb3YeTcH UM JemudpoBaHus 3alIM(PPOBAHHBIX TAHHBIX?

1)
2)
3)
4)

27.
HEBEPHO?

1)
BXOJ1a

2)

3)

4)

28.

[IudpoBanue ¢ UCMOIB30BAHUEM CUMMETPUIHBIX KITIOUEH
AcuMMeTpUYHOE MIH(PpPOBaHUE

X3IIPOBaHKE

DJIEKTPOHHAS MTOJIUCH

Kakoe u3 3TMX YyTBepKACHHI 0 KPUNTOrPpau4YecKux X3IIax
XauI-QpyHKIMS BCETja TeHEPUPYET YHUKAIBHBIN Pe3yJbTaT ISl KaXK0ro
XoI-QyHKIMS UCTIONIB3YETCS AJIs1 TPOBEPKU IIEJIOCTHOCTH JIaHHBIX
Xo1-QpyHKIIMY HE MOTYT ObITh paciu@poBaHbl 00paTHO

Xa1-(hyHKIUN SBISIOTCS HEOOPAaTUMBIMHU

Kakoit u3 31ux ajaropurmoB mudpoBaHus sBJIAsIeTCH HauOoJsee

3q)q)eKTI/IBHLIM AJIA 3a1IllUThI JaHHBIX B 00JIaYHBIX ceancax?

1)
2)
3)
4)

29.

AES

RSA
Diftie-Hellman
ElGamal

Kakoii npoTokoJ ucnoJib3yercsi sl YCTAHOBJIEHUS 3alMIEHHOIO

KAaHAJIa CBSA3U MEKIY KJIMEHTOM U CepBepPOM B HHTepHeTe?

1)
2)
3)
4)

30.

SSL/TLS
HTTP
FTP
SMTP

Kak Ha3bIBaercsi ME€TOA, NMpPH KOTOPOM JIBa Y4YaCTHHKaA o0MeHa

MOIYT OOMEHUBATBHCH KJKWYaMU 0e3 TOro, 4yro0bl OHU ObLIM NepexBavYeHbI
TpeTbeldl CTOPOHOI?

1)
2)
3)
4)

31.
)
2)
3)
4)

32.

Huddu-Xenaman

RSA

Dnb-1"amanp

RSA u Iuddu-Xenaman

Yrto Takoe cepruduxar X.509?

Tun mudpoBoii moanucu

CraHnmapT ajis 3amuThl mapoiei

dopmMar it XpaHeHUsI 1 OOMeHa MyOJINYHBIMY KITFOYaMHU
Meton reHepanuy CIryqaifHbIX YACe

Yro npeacrasiisieT co000M aTaka «4eJI0OBEK MOcepeauHe»?
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1) ATaka, MpU KOTOPOW 3JIOYMBIIUJIEHHUK IE€PEXBATHIBAET U HM3MEHSET
JAHHBIE MEXKy IBYMSI CTOPOHAMU

2) ATaka Ha cepBep, € LETbI0 IEPETPY3UTH ETO

3) ATaka, TpU KOTOPOM NapoJib MOJb30BATENsl YKPAJE€H C MOMOIIbIO
nepexBara CeTu

4)  Araka Ha mM@dp ¢ UCIIOJIB30BAHUEM PATYKHBIX TaOIULL

33. Yro takoe "MHorogakropHas ayreHTupukanusa'?

1)  Meron, npu KOTOPOM JIsl BXOJa B CUCTEMY HCIIONB3YETCS JBa U OoJiee
Pa3HbIX C0c00a MPOBEPKU MOAJIUHHOCTH

2)  Hcnonb3oBaHME €JUHOTO MAPOJIs 7S BCEX MOJIb30BATEIEH

3)  Hcnonb3oBaHuE OTHOPA30BbIX MAPOJIEH

4)  Meroa, npu KOTOPOM HCIONB3YETCS TOJIBKO NapoJlb

34. Yro Takoe kpunrorpadguueckas 3allMTa HA OCHOBE JIJIMNTHYECKUX
KPHUBBIX?

1) Meton, WCHOJNB3YIOIIMKA JOJITME BBIYMCIECHUS U1 YBEIMYECHUSA
0e30IMacHOCTH

2) Merton, UCTIONB3YIOUUMNA MaTEMAaTHUYECKUE OCOOCHHOCTH AJUITUITUYECKUX
KPUBBIX JUJIsl o0ecrieueHus: 0€300acHOCTH

3) Meron, NCTIONB3YIOIIMK TOJIBKO OJJHOPA30BbIE KIHOYU

4) Meroa, NCTIONB3YIOIIMK XAIIUPOBAHUE

35. Kakoii U3 MeTO/10B 3alIUTHI JAHHBIX NpPeanojaraeT ucnoJb30BaHue
JIMYHBIX OMOMETPUYECKHX XAPAKTEPUCTUK, TAKUX KAK OTNEYATKH NMAJIbIEB UJIH
paay:kHasi 000J109Ka riaa3za?

1) buomMerpuyeckas ayTeHTHDUKAITISA

2) [TaponbHas ayTeHTUDUKAIIS

3)  CekpeTHbld KJIHOY

4) OTKpBITHIN KITIOY

36. Kakoii aJjropurM 3amuThl HHpOPMALMH HMCHOJB3YeTCH s
M (pPoBBHIX NOANKCENH B JJIEKTPOHHOM moyTe?

1) RSA
2)  AES
3)  SHA-1
4)  DES

37. Kakoil ajaroputrM HCHOJb3yeTcsi B OO0JbIIMHCTBE COBPEMEHHBIX
CHUCTEM JJisl IIU(PPOBAHMS JaHHBIX B 0a3e JaHHbIX?

1)  AES
2)  RSA
3) MDS5

4)  SHA-256

25



38. Kakoii THH arak 4vaiie BCero MCHOJb3yeTcsl Jisi TMOMCKA
YA3BHMOCTeH B KpunrorpagpuyecKkux NpoToxkojaax?

1)  Artaka «rpy0Ooii CHUITBDY

2) ATaka ¢ UCIOJIb30BaHUEM PAY>KHBIX TAOIHIL

3)  Araka Ha ocHOBe mUdpa

4) Artaka no cioBapro

39. Kakoii MexaHM3M MCHOJIb3YeTCS JISl 3AIHMThHI JAHHBIX B 00J1aKe?
1)  CummerpuuHoe mudpoBaHue

2)  AcummerpuuHoe muppoBaHue

3)  MmuorodakTopHas ayTeHTU(UKAIIUS

4) VPN

40. Kak Ha3bIBaeTcsi mpolecc, NPU KOTOPOM KpunrorpagpuyecKui
KJIKY HCIOJb3yeTcsl ISl NMPOBEPKH IEJOCTHOCTH JAHHBIX, a He I MX
mndpoBanus?

1) X31IHUPOBAHUE

2)  DneKTpoHHas NOJANKCH

3)  AyreHtudukauus

4)  Huddu-Xemnman

41. Kakoil ajaropurM HCHOJb3YeTCHd ISl CO3JaHUSA AYTEeHTHYHBIX
¢ poBbIX Noanuceil B 0J10K4YeiiHe?

1) RSA
2) ECDSA
3) SHA
4)  AES

42. Yrto Takoe meroa "'AByX(aKTOpHOH ayTeHTUGUKATUN'" ?

1)  Hcmomp3oBaHue ABYX PpPa3HBIX KPUNTOTPadUUECKUX QITOPUTMOB IS
mdpoBaHUs

2) Ucnonb3oBaHnue  KOMOWHAIIMUM  Mapoiass U OUOMETpUU IS
MOATBEPKACHUS TUYHOCTU

3)  Hcnonb3oBaHue mnapoisi U OAHOPA30BOrO KOJa, OTIPABICHHOTO Ha
TenedoH

4)  Hcnonb3oBaHue NBYX UJIEHTU(DUKATOPOB IS KAXKIO0TO MOJIb30BATENS

43. Kaxk Ha3pIBaeTcsi KpUNTOrpapuyecKuili MPOTOKOJ, KOTOPBIi
obecrieunBaeT 0€30MaACHOCTH BeO-caliToOB?

1)  HTTPS
2)  FTP
3)  POP3

4)  IMAP
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44. Kakoil ajaropuTM HCHOJb3YeTC B OJIOKYEHH-TeXHOJIOTUAX sl
NMPOBEPKH TPAH3AKIMIA?

1)  SHA-256
2) RSA
3) DES
4)  MD5

45. Kakoi Tun muU@pPoOBaHUA  MCHOJb3YyeTcs I  Iepeaadu
KOH(PUACHUHMAIBHBIX JAHHBIX B NPHJIOKEHHUAX C HCMOJb30BAHMEM IYOJIMYHOIO

KJIo4a?

1) RSA
2)  AES
3) SHA
4)  DES

Kirou Kk Tecry:

1.2 2.2 3.3 4.2 5.3 6.3 7.1 8.4 9.1
10.3 11.4 12.1 13.3 14.2 15.3 16.1 17.2 18.2
19.1 20.1 21.1 22.2 23.2 24.2 25.3 26.1 27.3
28.1 29.1 30.1 31.3 32.1 33.1 34.2 35.1 36.1
37.1 38.1 39.1 40.2 41.2 42.3 43.1 44.1 45.1

Ixana OICHUBAHHUA PE3yJjabTaToB TCCTUPOBAHUS

% BepHBIX pemIeHn (OTBETOB) [IIxara oneHUBaHUS
85-100 OTJINYHO
70 - 84 XOpOouIo
50- 69 YIOBIIETBOPUTEIHEHO
0-49 HEYJIOBJIETBOPUTEIHHO

6.2.4. Ilpumepsl 32124 NpU pa3dope KOHKPETHBIX CUTYyALMI

Tema 1. OcHoguvie nouamus u onpedeneHus. Mcemounuku, pucku u gopmol
amax Ha ungopmayuro. Ilonumuka u cmanoapmei be3onacHocmu

IIK-3.

1. Hamucate 0030p OCHOBHBIX MOHSATHI 3alIUTHl WH(OPMALWU, BKIIOYas
KOH(UICHIIMATBHOCTD, 1eJI0CTHOCTh M noctynHocTh (CIA). IlpuBectu npumepsi,

WUTFOCTPUPYIOLIUE KaKI0€ MOHSATHE.
2. PazpabotaTh moaUTUKY O€30MACHOCTH MJi BBIMBIIUICHHON OpraHu3alluu,

BKIIIOYAaOMYIO OIMMMCAHUC NCTOYHHUKOB YI'PO3 U MCPLBI 11O KX MUHUMMU3ALIUH.
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3. OueHuth pUCKH A7 MH(GOPMALMOHHONW CHUCTEMbI, MCIOJB3YyS METOJUKY
OLICHKU PUCKOB, ¥ MPEJIOKUTH MEPBI JUIsl CHUXKEHHS 3TUX PUCKOB.

4. IlpoaHanu3upoBaTh peabHBIA Ciy4dail yTEUYKH JaHHBIX B KOMIIAHUH,
OTHCHIBAs, KaK MPOU3O0IILIA aTaKa U Kakue ObUIA MOCIEACTBHSL.

5. IloaroTOBUTH MPE3EHTALMIO O MEXAYHAPOJHBIX CTaHAAPTax 0€30MacCHOCTH
(manpumep, ISO/IEC 27001), oObsicHSIA UX 3HAUEHUE U TPUMEHEHHUE B OpTraHU3alIUH.

6. Coznate Tabauily, B KOTOpOH OyAyT MEepeurcieHbl pa3iudHble POPMbI aTak
Ha MH(POPMAIINIO, UX OMUCAHUE U CTIOCOOBI 3aITUTHI OT HUX.

Tema 2. Kpunmoepaguueckue modenu. Aneopummvl  wugposarus.
Aneopummul aymenmughukayuu noavzosameneu. Mooenu 6e30nacHocmu OCHOBHbIX
ONepayUOHHbIX CUCTIEM.

IIK-3.

1. Omnwucarb OCHOBHBIE KpUNTOrpauuecKue MOJAEIU: CUMMETPUYHBIE WU
ACUMMETPHUYHBIC AITOPUTMBI ITUGPOBAHUS, UX IPEUMYIIECTBA U HEIOCTATKU.

2. TlpoBectn ananu3 anroputMmoB mmmdpoBanus (Hanpumep, AES u RSA):
IPUHITAI pabOThl U 00JACTH MPUMECHEHHSI.

3. Onucath pa3audyHble METOJIbl ayTeHTU(UKALIUK MOJIb30BaTeNe (Hanpumep,
apoJid, TOKeHbI, ONOMETpHs) U UX 3PPEKTUBHOCTD.

4. PeanuzoBaTh IpUMEp UCIOJIB30BAHUS alropuT™Ma mudpoBaHus (Hampumep,
AES) Ha BBIOpaHHOM $I3BIKE MPOTPAMMHUPOBAHUSA, C OOBSICHEHHUEM MCHOJIb3YEMBIX
OMOIMOTEK U UX PYHKIUH.

5. [IlpoBectn wuccieqoBaHWEe Mojelie 0€30macHOCTH B OJHOM U3
ornepalnuoHHbIX cucteM (Hampumep, Windows wunu Linux), onuckiBasi, Kak OHHU
peaNn3yIoT 3alUTy UHPOPMALIUU.

6. HccrnenoBaTh COBpEeMEHHBIE YIpO3bl ISl KPUNTOTpaUUECKHX METOOB
3aIUThl THGOPMAIIMK U MIPEJIOKUTH CIIOCOOBI UX YCTPAaHEHHUSI.

Tema 3. Aomunucmpuposanue cemeu. 3awuma uH@opMmayuu 6 cemsx.
MHnoezoypoenesas 3awuma Kopnopamuenvix cemel.

IIK-3.

1. Onucate OCHOBHBIE NPHUHLMIIBI AaIMUHUCTPUPOBAHMS CETEH, BKIIOYAs
3a/1a4yv ¥ OTBETCTBEHHOCTh CETEBOI0 a/IMUHHCTPATOPA.

2. IlpuBecTn mnpuMepbl METOAOB 3aIUThI MH(OpPMAUUU B KOPHOPATUBHBIX
CeTAX, TAKMX KakK (paepBOJIbI U CUCTEMBI OOHAPYKEHUSI BTOPKEHHI.

3. Pazpabotarh KOHIEMIMIO MHOTOYPOBHEBOM 3alllUThI ISl KOPHOPATUBHOMN
CETH, BKJIIOUYasi BCE YPOBHHM 3aIIUTHI ((PU3UUECKUH, CETEBOM, MPUKIIATHOMN).

4. TIpoBecTr MpaKTUYECKOE UCCIIE0BAHKE 110 HACTPOMKe (haepBOJIa U CUCTEMbI
oOHapyKeHHsI BTOPKEHUN B TECTOBOM CETEBOM Cpejie, ONMUCKIBAs MPOLIECC HACTPONKU
U PE3YIbTATHI.

5. Co3gath Tmpe3eHTalui0 O Hauboliee PacIpOCTPAHEHHBIX — Yyrpo3ax
0€30MaCHOCTH B CETAX U MPEJIOKEHHBIX MEpax M0 X NPeJOTBPALICHHUIO.

6. Pa3paborarh pyKOBOJCTBO IO MPOBEACHUIO ayanuTa O€30MacHOCTH CETEBOU
UHPPACTPYKTYPHI, BKIFOYAsT OCHOBHBIE ATAIbl U METOBI.

Tema 4. Tpebosanus k cucmemam 3awumovl UHGOpMAYUU U HANPABGTEHUS]
paseumusi  cpeocme 0e30nacHoCmu  npeonpusmusl. IIpasogvie nocneocmeus
HeCaHKYUOHUPOBAHHO20 0OCMYNA K UHGDOpMayuu
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I1K-3.

1. Omnucate OCHOBHBIE TpeOOBaHUS K CHUCTEMaM 3allUThl HH(OpMaIUH,
BKJIFOUasi GyHKIIMOHAJIbHbIE U HEQYHKIIMOHAIbHBIE ACTIEKTHI.

2. HccnenoBaTh HalpaBi€HUs Pa3BUTHUS CPEACTB O€30MACHOCTH, BKIIOYAs
HOBBIE TEXHOJIOTUU U MOJIXOABI K 3aluTe HH(POpPMALIHH.

3. PaccMoTpeTrh npaBOBBIE aCHEKThl 3alIUThl HH(POPMALMH: 3aKOHBI U
HOPMATHUBHBIE aKThl, PETYJIHPYIOLUIUE O€30MaCHOCTh JAHHBIX.

4. IIpoBecTH HCCIEAOBAHNE O MOCIEACTBUAX HECAHKIIMOHUPOBAHHOTO AOCTYIIA
K HH(OpMaLMu, TPUBO/IS IPUMEPHI U3 PEaTbHON NPAKTUKU.

5. IloaroTtoBuTh OTYET O POJU PETYISATOPOB B OOECHEYEHUH 3aILUTHI
MH(pOpMAIIMU: KaK OHU BJIMSAIOT HA IPAKTUKU U CTaHAAPThl 0€30I1aCHOCTH.

6. Onucarb MNPAaKTUYECKUE PEKOMEHIAIMU [0 BHEAPEHUIO IOJUTHKU
0€30MacCHOCTH Ha YPOBHE MPEANPUATHUS, BKIKOYAsi IPUMEPHI YCIEIIHbIX peaIn3alui.

Ixana oneHNBaHUA

[ITkana oueHUBaHUS Kpurepuu oneHuBaHust
«OTnruHO» 00y4arOIUNCs SICHO U3JIOKUI YCIOBHE 33J1a4, pelieHue 000CHOBA
«Xopomio» 00yyJaromuics sSCHO M3JOXKWI YCIIOBUE 3a/ladyd, HO B OOOCHOBaHUU
pelIeHus] UMEIOTCSI COMHEHHUS;
«Y 1OBJIETBOPUTETHHO» oOydJarmuics H3JI0KWI pelieHre 3aJadyd, HO OOOCHOBal €ro

(hopMyITUPOBKAMH OOBIIEHHOTO MBIIIIJICHNUS;

«HeynoBneTBOpUTENBHO oOydJaromuiicss He ySICHHI YCJIOBHE 33/JauH, pelleHHne He 00OCHOBAI
nub0 He cnan paboTy Ha MPOBEPKY (B Ciydyae MPOBEICHUS PEIICHUS
3aJ1a4 B MUCbMEHHOU hopme).

6.2.5. Tems! nas pedepaton

Tewma (pazmen) Bompocsr

Tema 1. OcHoBuble nonsitua u | [1K-3

onpenenenus. Merounuku, 1. OCHOBHBIC TTOHATHS 3aIIUTH HHGOPMAITMH: OTIPEIEICHHE, e U
pUCKA U (hOPMEBI aTaK Ha HPUHIHIIBL.
uHpopmanuio. [onuTuka u 2. Buapl HCTOYHMKOB yTrpo3 0€301macHOCTH HHGOPMAIIMK: BHYTPCHHHUE U

CTaHOAPThI 0€30IMacCHOCTH BHEILITHUE.

3. OcHoBHBIE (hOPMBI aTak HA HHPOPMAIIHIO: BUPYCHI, pummHT, DDOoS-
aTaKu ¥ IpyTHeE.

4. TlonmuTuka 6€30MacHOCTH: pa3paboTKa U BHeAPeHHE YD PEKTUBHOM
MOJIUTUKH O€30MaCHOCTH B OpTaHU3aLIUH.

5. OneHka pUcKOB B 00JIaCTH 3aIIUThI MHPOPMAIIMK: METOMBI U
MTOJIXOJIBI.

6. Ctangapthl 0€30MaCHOCTH MH(POPMAIIUU: MEKTYHAPOIHBIE U
HalMoHaNbHbIE cTanAapThl (Hanpumep, ISO/IEC 27001).

7. Ponb uenoBeueckoro (paktopa B 6€30MacHOCTH HH(MDOpPMAITUHU: KaK
OIIMOKY TOJB30BATENICH MOTYT MPUBECTH K YTEUKAM JIaHHBIX.

8. IlpumMepsl peanbHbIX aTak Ha UH(POPMALIMOHHBIE CUCTEMBI U aHATU3
UX ITOCHEACTBHM.

Tema 2. Kpunrrorpaduueckne | 11K-3
MOZIeIH. ANTOPUTMBI 1. OcHoBHBIE KpHUNITOTrpahUIECKHe MOJIEIIN: CHMMETPUYHBIE U
upoBaHus. AIITOPUTMEL ACUMMETPUYHBIC aJITOPUTMBI IKU(DPOBaHHUS.
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Ay TeHTU(UKAITAN
oab3oBaTene. Moaenu
0€30I1aCHOCTH OCHOBHBIX
OTIEPAlIMOHHBIX CUCTEM.

2. Anroputmel mdposanus: AES, DES, RSA: npuniuns! paboTs 1
00J1aCcTH IPUMEHEHUSI.

3. AnroputMBbl ayTeHTH()UKALIUY TTOJIb30BATENIEH: TAPOIIH, TOKEHBI,
OMOMETpPHSI U UX UCIIOJIb30BaHUE.

4. Mozenu 0e30MacHOCTH B ONEPAMOHHBIX CUCTEMAaX: KaK OHU
peanu3yoT 3almTy HH(POPMAIMK U YIPABICHHUE JOCTYIIOM.

5. Ilpumenenune kpunTorpau4eckux METOI0B B 3alIUTE HHPOPMALIUU:
IIPUMEPBI U CLIEHAPHH.

6. CoBpeMeHHbIE yTpO3bl I KPUITOTPaPUUECKUX METOI0B 3AILUTHI
nH(popMaIuu: aTaku Ha MUQPHI U YI3BUMOCTH.

7. HTerpanust KpunTorpapuuecKux TeXHOJIOTHH B IPOTpaMMHOE
o0ecreyeHue U armnapaTHble peIIeHusl.

8. bynymiee kpunrorpadguu u Moieiet 6€30MacCHOCTU: HOBBIE
HaMpaBJICHUs U TEXHOJIOTUU.

Tema 3. ArMUHUCTPUPOBaHKE
ceTeit. 3ammuTa HHPOpMAITUU B
ceTsiX. MHOTOYpOBHEBas 3aluTa
KOPIIOPATUBHBIX CETEH.

[1K-3

1. OCHOBHBIE IPUHITUITBI AAMUHUCTPUPOBAHUS CETEH: 3a/1aUu U
OTBETCTBEHHOCTH CETEBOI'0 aIMUHUCTPATOPA.

2. Metobl 3a1iMThl HHGOPMALIUK B KOPIIOPATUBHBIX CETAX: (pacpBOIIbI,
CHCTEMBbl OOHApY>KEHHsI BTOPKEHUN U IPyTHE CPEICTBA.

3. MHOroypoBHeBas 3aluTa cCeTeBor HHMPACTPYKTYPHI: TIOAXOIBI U
TEXHOJIOTHUH.

4. Pons VPN u mudpoBanus B 3anure HHGOPMAIIH TIPH TIepeade
JAaHHBIX I10 CETAM.

5. Ilpumepsl ycnenHoi peain3aiii MHOIOYPOBHEBOM 3aIIUTHI B
KPYIIHBIX OpraHU3alugX.

6. YTrpo3bl 0€30MaCHOCTH B CETAX: aHAIM3 U CIIOCOOBI UX
MPEAOTBPALLICHHUS.

7. Ayaut 6€30macHOCTH CeTeBOM MH(PPACTPYKTYpPhI: METOMIBI U
IIoAXO0dhbI.

8. [IpakTUueckre peKOMEHIAINH T10 YJIYYIICHUIO 0€30TTaCHOCTH
KOPIOPAaTUBHBIX CETEH.

Tema 4. TpeboBanus K
crcTeMaM 3alIUuThl HHHOpMauu
M HAaIlPaBJICHUS PA3BUTHS
CpencTB 0€30MaCHOCTH
npeanpusarus. IIpaBosele
[OCIEACTBUS
HECAaHKLIMOHUPOBAHHOTO
ImocTyna Kk HHpOpMaIum

[1K-3

1. OcHOBHBIE TPEOOBaHMS K CUCTEMaM 3aIlIUThI HHPOPMALIUN:
(bYHKIIMOHATIBHOCTh, HA/IEKHOCTh, YCTOWIHBOCTb.

2. HanpaBieHust pa3BUTHUS CPEACTB O€30MAaCHOCTH: HOBBIE TEXHOJIOTUH
¥ TTOJIXO/TBI B 3aIIUTE HH(OPMALIUH.

3. IlpaBoBBI€ acmeKThI 3aIUTHI HH(POPMAIUU: 3aKOHBI 1 HOPMAaTHBHbIE
aKTBI, PETyIHpPYIOINe 0e30MacCHOCTh JaHHBIX.

4. OTBETCTBEHHOCTh OpPraHU3alUi 32 YTEUKY NaHHBIX: IPABOBBIC
MOCJICACTBUS U MEPHI BO3ICHCTBHS.

5. Ilpumepsl HECAaHKIIMOHUPOBAHHOTO JOCTYIA K MH()OPMAIH U HX
IPaBOBBIC MOCIIEACTBUSL.

6. Poinb perynaropoB B obecriedeHny 3auuThl UHGOPMAIIUU: KaK OHU
BJIMSIOT HA MPAKTUKU M CTAHAAPTHI O€30MaCHOCTH.

7. Pa3zpaboTka U BHEIPEHUE MOJUTHUKU 0€30MIaCHOCTH HAa YPOBHE
HPEANPUATHS: IPUMEPHI U PEKOMEHIALIH.

8. Bynymiee 3amuThl nH(GOpPMAIMU: KaK IPABOBBIE U TEXHOJIOTUYECKHE
M3MEHEHHSI IOBJIMSAIOT Ha CHCTEMBI O€30IaCHOCTH.

Ixajaa oneHNBaHUA

ITTkana oneHNBaHUS |

Kputepnn oneHuBaHUS
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«OTaugHO» OOyyaromumiics TIyOOKO H COJEPIKATEIBHO PACKPHIBAET TEMY
CaMOCTOSITEIbHOW pPa0OThI, HE MIOMYyCTHB OMKMOOK. OTBET HOCHT
pa3BEPHYTHIN U UCUEPTIBIBAIOIIUN XaPAKTED.

«Xopo1Io» OOyuaromuiicsi B IICJIOM PAacCKphIBa€T TEMYy CaMOCTOSTEIbHON
paboThl, OJHAKO OTBET XOTS OBl HAa OJAMH W3 HUX HE HOCUT
Pa3BEpPHYTOTO M MCUYEPIIBIBAIOLIETO XapaKTepa.

«Y IOBIIETBOPUTEIILHO» OOyuaronuiicsi B IIeJIOM PaCKPBIBAET TEMY CaMOCTOSTEIbHOM paboThI
U JIONyCKaeT psA HETOYHOCTeH, (parMeHTapHO pPaCKpBIBAET
COCpKAHUE TEOPETHYECKUX BONPOCOB WM HUX PACKPBIBAET
COJIEPrKaTeIbHO, HO JOIYCKasl 3HAYMTEIbHbIE HETOUHOCTH.

«HeynosnerBoputenbHo» | OOyvaromuiics He BiajaeeT BBIOPAHHONH TEMON CaMOCTOSITEIbHOU
pabOThI

6.3. OILEHOYHBIE CPEICTBA HNPOMEXYTOYHOI'O
KOHTPOJIA

Bomnpocs! 17151 TOATOTOBKY K MPOMEKYTOYHOM aTTeCTANMM 10 MTOTraM OCBOEHUS
aucuuInHbI MHdopmanuoHHast 6€301aCHOCTD:

IIK-3.

l. Kommbrorepnsie Bupychl. UX pa3sHOBUIHOCTH.

2. AHTHUBUpPYCHBIE cpecTBa. [[puMepbl aHTUBUPYCHBIX MPOrPaMM.

3. [Tonsarue nabOOPMAIIMOHHONW 0€30MaCHOCTH.

4. [Tousarue koH(UACHIIMATEHOCTH HHPOPMALTUY.

5. [lonsiTue pmoctyma K  uHpopmanuu  (CAaHKUMOHUPOBAHHBIA U
HECaHKIIMOHUPOBAHHBINA TIOCTYM).

6. [Tonsarus uaentTudukanus, ayrTeHTUGUKALMS 1 aBTOPU3ALIUS.

7. [Tonsatue yrpo3a 6€301MacHOCTH.

8. [ToHsiTHE YSI3BUMOCTD CUCTEMBI (CETH).

9 [ToHATHE aTaku HA KOMITBIOTEPHYIO CUCTEMY.

10. OxapakrepuszyidTe MOAXOIbI K  OOECHEYCHHI0  KOMIIBIOTEPHOM
uHbopMaIuu.

11. Ilepeuucnure OCHOBHBIE M BCIIOMOTAaTENIbHbIE CEPBUCHI OE30MACHOCTH,
JanTe X KIacCH(pUKAIUIO.

12.  JlaiiTe XapakTepUCTUKY TPy TPEOOBAHUN K CUCTEME 3aIUTHI.

13. «®parMeHTapHbIil»  moaxon B o0ecrieyeHUM  0O€30MaCHOCTH
KOMIIBIOTEPHOU CUCTEMBI.

14. «KoMmuekcHbli» MoAX0A B 00ecrieueHHH 0€30IaCHOCTH KOMIIBIOTEPHOMN
CUCTEMBI.

15. B dem 3akiroyaercs MOJUTHKA O€30MACHOCTA KOMITbIOTEPHOU CUCTEMBI?

16. Ha uem ocHOBaHa «u30UpaTeIbHAS» MOJUTUKA O€30MACHOCTH?

17. Ha uem ocHOBaHa «IOJTHOMOYHAs MOJIUTHUKA O€30MACHOCTH?

18.  Tlousarue kpunrorpaduu. OCHOBHBIEC BUJIbI IU(POB.

19. OO6o6mennass cxema Kpunrtocucrembl. [lOHATHS CUMMETPUYHOU U
ACUMMETPUYHON KPUIITOCUCTEMBI.
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20. Ilepeuucnure OCHOBHBIE aJITOPUTMBI KpUITorpaduuecKux
npeoOpa3oBaHUM.

21. TIlepeuucnauTe OCHOBHBIE METOJbI KPUNTOTPAPUUECKOW  3aIIUTHI
uH(GOpMAITIN B KOMITBIOTEPHBIX CHCTEMAaX U CETSX.

22. Kak xmaccuuuupyroTcs CpelncTBa KpUNTOrpadUyYecKOr  3aluThl
uHpopmaru?

23.  OcHOBHBIE JOCTOMHCTBA M HEJIOCTaTKW aJIropuT™Ma MIUPPOBAHUS
IaHHBIX ¢ oMombo DES.

24. IlepeuucnuTe  OCHOBHbICE  KOMOMHAIIUM,  HCHOJb3yeMblE  TIPHU
murdpoBanuu anroputmom DES.

25. Ilepeuncnaure OCHOBHBIE PEXUMBI paboThl airoputMa DES.

26. Kak oOecrieunBaeTcs KPUIITOCTOMKOCTh ACUMMETPHUYHBIX
KpUNTOCHUCTEM?

27. KakoBO OCHOBHO€ Ha3Ha4Y€HHE XeII-PyHKITUN?

28. KakoBbl OCHOBHBIC IPUHITUIIBEI POPMUPOBAHUS XeTI-(DYHKITIH?

29.  OtrauuyuTenbHBIE OCOOCHHOCTH OTEYSCTBEHHOTO CTaHIapTa  XeIll-
¢bynaknuu (COCT P 34.11-94) ot anroputmoB xemupoBanusit MD5 u SHA.

30. TIlepeuucnure OCHOBHBIE AITOPUTMBI IJIEKTPOHHON HU(GPOBON MOANHUCU
U YKOKUTE HA UX MPUHIUIUATIBHBIE OTIMYHUSL.

31. CoBpemenHsle mpuinoxeHus: kpunrorpaduu. [Ipumepsi.

32. TunuuHble aTakyu HA ONEPALUOHHYIO CUCTEMY.

33. TlonsiTHE 3alIUILIEHHON ONEPALIMOHHON CHCTEMBI.

34. AmnmapatHoe oOecrieueHre Cpe/ICTB 3alUThI ONEPAIIMOHHON CUCTEMBI.

35. IIpoGnemsl 6e3omacHocTH [P-ceTeit.

36. Hawubonee pacnpocTpaHeHHbIE BapUaHThl AaTaKk Ha KOMIIBIOTEPHYIO
cuctemy Ha ocHoBe iporokoia TCP/IP.

37.  CdopmynupyiiTe ciucok (DYHKIIMOHATBHBIX JE(PEKTOB ¢ TOYKU 3PECHHS
3allIUThI B UCTIOJIB3yeMO# onepaimoHHoi cucteme (OC).

38. Kakme osmementsi  GezomacHoctd  cogepxkur OC  Windows
2000/XP/Vista?

39.  Hazosure anementsl 6e3onacHoctn OC UNIX?

40. OcCHOBHBIEC MPAKTUYECKUE BOMPOCHI 3aIIUTHI UHPOPMAIUH.

41. IlporpamMmHBIE CpPEACTBA 3AMUTHI U YHUUTOXXEHUSI UHPOpMAITUH.

42.  OcCHOBHbIE MPUHUUIBI TMOCTPOCHHUSI MOJCUCTEMbI HH(POPMALMOHHON
0€30MacHOCTH.

43.  DTtanbl NOCTPOCHUS MOJCUCTEMBI HHPOPMALIMOHHOI 0€30MaCHOCTH.

44,  OOuue NpUHUIUIBI 0OecrieueHruss HGOPMAITMOHHON O€30MTaCHOCTH.

45. CpenctBa obecriedeHUs] KOH(OUICHIIUATLHOCTH TaHHbIX.

46. CpenctBa uaeHTUPUKAIMN U ayTCHTU(DHUKAIIMH TTOJIb30BaTEIIEH.

47. TIlpuBenute OCHOBHBIE CXEMbl HUACHTU(GUKAIMK U ayTeHTU(UKAIUU
MOJIb30BATEII.

48. JloctomHCcTBa  OMOMETPUYECKHX  CIIOCOOOB  WACHTH(PUKAIMH U
ayTEeHTHU(PUKAIINA 110 CPABHEHUIO C TPAAUITMOHHBIMHU.

49. CpenctBa ayTeHTU(DUKALIMY 3JIEKTPOHHBIX JAHHBIX.

50. IlpuHUMI MUHUMAJBHBIX IPUBUJIETHI B CUCTEME OE€30MACHOCTH.
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51.  Yro Takoe MHOTOypOBHEBasI MOJIEIbh 0€30MacHOCTH?

52.  OcHOBHBbIE 3TaMnbl aHATN3a YTPo3 HHHOPMAITMOHHON OE30MTaCHOCTH.

53.  CpaBaute npotokoibl SSL u TLS ¢ Touku 3peHust 6e30macHOCTH.

54. Yro Takoe «OpaHAMay?’p» U Kak OH pabotaer?

55. Ilpumeps! peanu3anuy MOJIUTUK O€30MACHOCTH B KOPIIOPATUBHOM CpeIe.

56. IlpaBoBble = TOCHEACTBHA  HECAHKIIMOHMPOBAHHOTO  CbE€Ma W
UCI0JIb30BaHUs KOH(HIEHIUATbHON HHPOPMALIIH.

57. Oco0eHHOCTH TNPUMEHEHHS] TEXHHUYECKUX CpPEICTB YHUYTOKEHHUS
uH(pOpMaIy Ha MAarHUTHBIX U ONITHYECKUX HOCUTEIISX.

58. IlpuBenute  KiIacCUPUKAIIMIO  CUCTEM  3allUTHl  MPOTPAMMHOIO
obecrieueHusl.

59. CpaBHHUTE OCHOBHBIE TEXHHYECKHE METOJbl M CPEACTBA 3aIUTHI
IPOrpaMMHOT0 O0ecreYeHusI.

60. Ha3oBuTe OTJIMYMS CUCTEM 3alIUThl OT HECAHKIIMOHUPOBAHHOTO JOCTYIIa
OT CUCTEM 3allIUThl OT HECAHKIIMOHUPOBAHHOTO KOITUPOBAHHSI.

61. IlpuBenure ornpeaeraeHue MOHATHI «IIPOTOKOIUPOBAHUE» U «ayIUT.

62. HazoBuTe 3a1aun, peaauzyeMblie MPOTOKOIUPOBAHUEM U AYIUTOM.

63. JlaiiTe XapakTE€pUCTHUKY 3a/1a4¥ AKTUBHOT'O ayJUTA.

64. Ilepeuucnure GyHKIIMU U KOMOOHEHTHI ceT VPN.

65. Kiuaccupunupyiite VPN 1o cnoco0y TeXHMUECKOW peanu3aluud |
APXUTEKTYPE TEXHUYECKOTO PEIICHHUS.

66. KakoBbl  crocoObl  3amuThl  UHGOpPMAIMM TP MEKCETEBOM
B3aMMOJICCTBUU?

67. Kakue kpunrorpaguyeckue MPOTOKOIbl HCIOIB3YIOTCS MJIsl 3allUThI
TEXHOJIOTUU «KITUEHT-CepBEpP»?

68. 3akoHoparenbHbIE aKThl PO, perynupyoiue 3aimury uHdopMaiuu.

69. MexnayHapoaHble  CTaHmapThl B oOnactd  WHGOPMAIIMOHHOMN
oe3omacaoctu (ISO/IEC 27001).

70. OTBETCTBEHHOCTh 3a HApyUIEHWE TMOJIUTHKA  HHPOPMAIIMOHHON
0€30MaCHOCTH.

71.  MexaHU3MbI pE3€PBHOTO KOIMMPOBAHUS U BOCCTAHOBJICHUS JTaHHBIX.

72.  Opra"uzanusi KOHTPOJIA JOCTYyIIAa B JOKAJIbHOM CETH.

73. HWudopmanmonHas 6€30MacHOCTh NpH yJIaaEHHON padoTe.

74.  IlpuHuumnbsl 6€30MacHOTO yaajeHus HHOpMalUKi B OpraHU3aIUsiX.

75. OcobGeHHOCTH 3alUThl MH)OPMAMU B MOOMIIBHBIX YCTPOUCTBAX.

6.4. MeToanueckue MaTepuaJibl, ONpeaeJsolIne NPoueIypbl OlleHUBAHUSA
3HAHMii, yMeHN, HABBIKOB U (MJIH) ONbITA JEATEJIbHOCTH, XapPaAKTEePU3YIOINX
Tanbl POPMUPOBAHUA KOMIIETEHIN I

OCHOBHOM IIEJBIO TPOBEACHUS MPOMEXKYTOUHOM aTTECTALlUM  SABJISECTCS
OTIPE/ICJICHHE CTETNEHU JOCTIDKCHHS IIeiell Mo y4eOHOW JUCHUIUIMHE WU ee
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pazaenaM. OCyIIECTBIISIETCS ATO IMPOBEPKONH M OILICHKOW YpOBHSA TEOPETHUUYECKOM

3HAHUH,

MOJIYYCHHBIX 00yYaronuMucs,

YMCHHA IIPUMCHATHL HX B PCIICHHUHN

NPAKTUYECKUX 3a7a4, CTENEHW OBJIAJICHUA OOYyYalomUMUCA TMPaKTUYECKUMHU
HaBBIKAMH ¥ YMECHHUSIMHU B 00beMe TpeOOBaHMil pabodeil MporpaMMBbI IO TUCIIUATIIINHE,
a TaKkKe UX YMEHHUE CAMOCTOATEIHHO paboTaTh ¢ yueOHON IUTEpaTypou.
Opranuzanusi POBEACHUS MPOMEKYTOUYHON aTTECTAIlMU PETJIaMEHTHPOBaHA
«lTonoxenuem 00 opraHuzanuu O00pPaA30BATEIBHOrO Mpolecca B ¢eaepaibHOM

rocyJapCTBEHHOM aBTOHOMHOM OOpa30BaTEIbHOM  YUPEKICHUU

MOJUTEXHUYCCKUMN YHUBCPCUTCT»

«MOCKOBCKHI

6.4.1. Iloka3zareiu OLleHUBAHMSI KOMIIETEHIUII HA PAa3JIMYHBIX ITaNax MX
(popMupoOBaHUA, AOCTHKEHHE O0YYAWIIMMUCH IUIAHHUPYEMbIX Pe3yJbTAaTOB
00y4eHHS 10 TUCUMUILIUHE

IIK-3. Cnocoden pazpadarsiBaTh apxuteKkTypsl HC

Kpurtepuu oneHuBanus

drtan
(ypoBeHb)
HEY/10BJIETBOPUTEIBLHO YIOBJIETBOPUTEIbHO X0poILIOo OTJINYHO
3HATh OO0yuaromuiics OO0yuaronuiics OO0yuaromuiics OOyuaromuiics
JIEMOHCTPHUPYET MOJTHOE JEMOHCTPHPYET JIEMOHCTPUPYET JIEMOHCTPHPYET
OTCYTCTBHUE WITH HETIOJIHOE COOTBETCTBUE | YaCTUYHOE IIOJTHOE COOTBETCTBHE
HEJJOCTATOYHOE CIICYIOIIUX 3HAHUI: COOTBETCTBHE CIICYIOIIUX 3HAHUIL:
COOTBETCTBHUE CIICAYIONHUX | HHPOPMAIIMOHHBIE CIIEIYIOIIMX 3HAHUN: | MH(POPMAIMOHHBIE
3HAHUH: CHCTEMbI 0€30MacHOCTH; | MH(OPMAIOHHBIC CHUCTEMBI
HH(pOPMAIMOHHbIE MEXAYHAPOIHBIC CHCTEMBI 0e30MMacHOCTH;
CHUCTEMBI 0€30aCHOCTH; CTaHIAPTHI 0e301acHOCTH; MEXAYHAPOIHBIE
MEXAYHAPOIHbIE HH(POPMALIMOHHOTO MEXK/IyHapOIHbIE CTaHIAPTHI
CTaHIapTHI oOMeHa; CTaHJApTHI MHPOPMALMOHHOTO
MH(OPMAIIMOHHOTO OCHOBHBIE TTOJIOXKEHUS MH(pOpPMALIMOHHOTO oOMeHa;
oOMeHa; TEOpUH oOMeHa; OCHOBHBIC MTOJIOKCHHS
OCHOBHBIE MMOJIOKCHUSI HHOOPMAIIMOHHOM OCHOBHBIC TEOPUH
Teopun HHGOPMAIIMOHHON | Oe30I1acHOCTH; TOJIOKEHHS TCOPUH HH()OPMAIIMOHHOM
0e30MacHOCTH; aKTyalbHbIe HICTOYHHKK | MH)OPMAIMOHHOW 0e30MacHOCTH;
aKTyaJIbHbIC HCTOYHHUKU uHdopmanuu B chepe 0e30MacHOCTH; aKTyaJlbHbIC
uHdopmanuu B chepe podeCcCHOHANBHOMN aKTyallbHbIC HUCTOYHHUKH
poeCCHOHATBFHOMN JeSITeITbHOCTH; HUCTOYHUKA nHpopManuu B chepe
JIeSITENbHOCTH; MOHSTHS uHpopmanuu B npodecCHOHANBHON
TOHSTHS KoH(UACHIIMAITLHON chepe JIeATeNIbHOCTH;
KOH(pHICHIIMATBHOM nHdopmanuu, npodeccnoHanTbHOM TIOHSTHUS
nHdopManuy, IIEPCOHAIBHBIX JaHHBIX JEATEILHOCTH, KoH(UACHIIMAIBLHON
IIEPCOHAIBHBIX JAHHBIX U U IOCYIapCTBEHHOM TIOHATHSL nHdopManuy,
roCyIapCTBCHHOM TalHBI TaiHBI KOHOH/ICHIMATBHON | MEPCOHANBHBIX JaHHBIX
METO/IbI U CPEe/ICTBA METO/IBI U CPE/ICTBA uH(bOpPMALIUH, U rOCYIapCTBEHHOI
obecrieueHus obecrieueHus HEePCOHATBHBIX TaiHbI
HHPOPMAIIMOHHON HHPOPMAIIMOHHON JIAHHBIX U METO/IbI M CPEACTBA
6e30macHOCT OOBEKTOB 0€30MacHOCTH OOBEKTOB | TOCYIapCTBECHHOM obecrnieueHHs
poeCCHOHATHFHOMN poheCCHOHATBHOMN TaiHbBI WH(POPMATMOHHON
JIeSITEIbHOCTH. JIeSTEIbHOCTH. METO/Ibl ¥ CPE/ICTBA 6e30MmacHOCTH
obecrieueHus 00BEKTOB
HH(POPMALTHOHHOM poheCCHOHATBLHON
6e3omacHoCTH JeSITeTbHOCTH.
00BEKTOB
npodeCCUOHATBHOM
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JACATCIBbHOCTH.

yMeTh OO0yuaronmiics He yMeeT OO0yuaronuiics OO6y4atontuiics Obyuatommiics

WM B HEOCTATOYHOM JIeMOHCTPHUPYET JEMOHCTPUPYET JIeMOHCTPUPYET
CTETICHN yMeeT HEIOJIHOE COOTBETCTBUE | YACTUYHOE MOJTHOE COOTBETCTBHE
BBIIIOJIHATH: ClICeayromux yMeHHﬁZ COOTBCTCTBHUC CICeayromux yMeHHﬁ:
IIPUMEHATH [IPUMEHATH CIENyIOLIMX YMEHUN: | IPUMEHSATH
MEXIyHapOIHbIE MEXAyHapOIHbIE MPUMEHSTH MEXAYHapOHBIC
CTaHAAPTHI CTaHAAPTHI ME>K/TyHapOIHBIE CTaHAAPTEHI
MH(POPMALMOHHOTO UH(POPMAMOHHOTO CTaHAAPTHI MHPOPMAMOHHOTO
obMeHa; OCHOBHBIC | OOMEHa; OCHOBHBIC | HH()OPMALIMOHHOTO o0OMeHa; OCHOBHBIC
TIOJIOKCHUS TEOPUH | MOJOKCHUS TeopuH | oOMeHa; OCHOBHBIC TIOJIOXKEHHS TEOPUH
WHPOPMATNOHHON WH(POPMATMOHHON TIOJIOKECHUS TEOPUH WH(POPMATMOHHON
6€e30macHOCTH. 6e30macHOCTH. WHPOPMAIMOHHON 0e30macHOCTH.
paszpabaTeIBaTh pa3pabarbIBaTh 06e30TmacHOCTH. pa3pabarbIBaTh
nH(pOPMALIMOHHBIE HH(pOPMAaLIMOHHBIE pa3pabatbIBaTh HH(pOPMaLOHHBIE
CHUCTEMBI Oe30I1aCHOCTH cUCTeMbl 0e301acHOCTH | MH(OPMAIIOHHBIE CHUCTEMBI
NPUMECHATH MNPUHOUIBLI W | OPUMCHATH MPUHIMUIIBI U CHCTEMBI 6330HaCHOCTI/I
METOJIBI CHCTEMHOT'O | METOJBI CHUCTEMHOTO | 0€30MacHOCTH MIPUMEHSATH NPUHIUTIBL
aHaJM3a. aHaJIM3a. MPUMEHSTh U METOZBI CUCTEMHOTO
aHaJIM3UPOBATh U | aHAIM3MPOBAThH W | NIPUHIMIIBI K METOJBI | aHAJIM3a.
BBIOMpaTh  METOIBl W | BBIOMpaTh METOABI M | CHCTEMHOIO aHAJIM3a. | aHAIW3UPOBATH U
cpencraa obecrieyeHHs | cpencrBa  obecnedeHHs | aHAJIU3UPOBATh H BBIOMPATh METOMBI H
WHPOPMATMOHHOM WH(POPMATMOHHON BEIOMPATh METONBI M | CPEICTBa OOECIICUCHNUS
0e30macHOCTH. 0e30macHOCTH. cpencTaa WH(POPMATMOHHON
OPUMEHATh  METOAbl M | IIPUMEHSATh METOIbl M | OOecreueHus 0e3011acHOCTH.
cpencraa obecrnieueHus | cpencrsa  obecnedeHus | MHGOPMAIMOHHOM NPUMEHATH METOABI 1
“H(OPMAITMOHHOM nH()OPMAITMOHHOM 06e30macHOCTH. cpeacTBa o0eceueHus
Oe3zomacHOCTH  OOBEKTOB | OE30MacHOCTH OOBEKTOB | TMPHUMEHSTh METOABI U | HHPOPMAIMOHHON
poheCCHOHATBHON poheCCHOHATBHON cpencTBa 0e30macHOCTU
JIeSITEIIEHOCTH. JIeATEILHOCTH. obecrieueHus 00BEKTOB

nH(popMannoHHOMH npodeccHoHaNbHON

6e3omacHoCcTH JIeATeTLHOCTH.

00BEKTOB

npohecCHOHATBHON

JeSTEeIbHOCTH.

BJIaJeTh OOyuaromuiicst He Bianeer | OOyuarommiics Biageer | OOyyaronumcst OOyuaromuiics

WIN B HEJOCTATOYHOM B HEIIOJITHOM 00beMe U JIOIYCKaroTCs CBOOOIHO PUMEHSET
CTCTICHHU BIIAJICET: TIPOSIBIISIET HEe3HAYHUTEIbHbIC TIOJTy4YEHHbIEC HABBIKH, B
HaBBIKaMH IIPUMEHEHUSI HEJOCTaTOYHOCTh ook, MIOJTHOM 00beMe
MEXTyHapOIHBIX BJIaJICHHS HABBIKAMH HETOYHOCTH, BJIaJIceT HABBIKAMHU
CTaHJIapTOB NPUMEHEHHS 3aTpYyAHCHUS, NPUMEHEHHS
UH(OPMALMOHHOTO MEXTyHapOIHBIX YaCTHYHO BJIaJeeT MEXTyHapOIHBIX
00MeHa; OCHOBHBIX CTaH[IapTOB HaBBIKaMH CTaHZIapTOB
I0JIOKEHUH TEOPUU HH(POPMAIOHHOTO IIPUMEHEHHUS HH(POPMAIOHHOTO
nH(OpPMAIMOHHON 00MeHa; OCHOBHBIX MEXTyHapOIHBIX 00MeHa; OCHOBHBIX
0€30I1aCHOCTH. TI0JI0)KEHUH TEOPHHU CTaH/JapTOB TI0JI0)KEHUI TEOPHHU
METOJIaMH HaCTPOHKH nHPOPMaIMOHHON MH(pOPMaLMOHHOTO nH)OPMALMOHHON
MH(OPMAIMOHHBIX CUCTEM | 0€30IacHOCTH. oOMeHa; OCHOBHBIX 6e30rmacHoCTH.
0e301acHoCTH. METO/IaMH HaCTPOHKHU MIOJIOKEHUH TeOpHn METO/IaMH HaCTPOUKH
HaBBIKaMH pa3pabOTKH HH(OPMALMOHHBIX UH(OPMALIMOHHON HH(OPMALIMOHHBIX
UHOOPMALMOHHBIX CHCTEM | CHCTeM 0e30MacHOCTH. 0e30MacHOCTH. cHcTeM OE30IaCHOCTH.
6e30macHOCTH HABBIKAMH pazpabOTKH METOAAMH HACTPOMKHN | HaBBIKAMH pa3padOTKU
NPaKTUYECKUMH UH(OPMALMOHHBIX MH(OPMaALMOHHBIX UH(OPMALMOHHBIX
HaBBIKaMH ITOHUCKA cucTeM 0E30IaCHOCTH CHCTEM cucTeM 0E30IaCHOCTH
aHaJIM3a U CHHTE3a MMPAKTUICCKUMHU 0€30IaCHOCTH. MMPAKTUICCKUMHU
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nHpopManuu
METOJaMH M CPEIICTBA
obecrneueHus
WHPOPMATMOHHOM
0€30MacHOCTH.

aHaM3a ¥ CHHTE3a
nHpOpMAIIN

obecneyeHus
WH(POPMAITMOHHON
0€e30macHOCTH.

HaBbIKaMU IIOMCKaA U

METOMaMHU U CPEACTBA

HaBBbIKAMU
pa3paboTku
UH(pOPMAITHOHHBIX
CHUCTEM
0€301acHOCTH
MPaKTHYECKUMH
HaBBIKAMU IIOMCKA U
aHajau3a U CHHTE3A

nHpopmanuu
METOZaMH H
cpexacTBa
obecrieueHus

0€30IaCHOCTH.

nH(popMannoHHOH

HaBBIKAMH TIOMCKA U
aHaM3a ¥ CHHTE3a
nHpOpMAIIN
METOJaMH M CPEIICTBA
obecrieueHus
HH(POPMAITMOHHON
6e30macHOCTH.

6.4.2. MeToauka OLeHHBAHUSA Pe3yJIbTATOB IPOMEKYTOYHOM aTTEeCTALMU

IlokazarenaMu oOll€HUBaAHUA
aTTecTallid 0O JUCLUILINHE

PE3YIbTAThI O6y‘{€HI/I$[ 110 AUCIOUITIINHC.

KOMIICTCHIIMA Ha JTalle
«MadpopmanionHas 0e30MacHOCTbY

IIPOMEKYTOUYHOU

SABJIAROTCA

OueHOYHBIH JHCT Pe3yJabTATOB 00y4YeHHsI M0 JUCHUILJINHE

Yposenn
Kon 3Hanus Ymenust Hagbixn ChOPMHPOBAHHOCTH
KOMIETeHIIHH KOMITETEeHI[UH HA TAHHOM
Jramne / OlleHKa

[IK-3. Criocober | Ha ypoBHE Ha ypPOBHE HABBIKOB: | HA YPOBHE HABBIKOB:
pa3pabaTeIBaTh 3HaHUI: yMETb IPUMEHSTh HaBBIKAMHA
apxurektypsl UC | 3HaTH MEXITyHapOIHEIC TIPAMCHEHHS

WHPOPMALIMOHHBI | CTaHIAPTHI MEKTyHapOIHBIX

€ CHCTEMBI “H(POPMAITHOHHOT O CTaHJApTOB

0e30macHOCTH; obMeHa; WH(HOPMAITOHHOTO

MEKIYHAPOAHBIC | YMETh OCHOBHBIC 00OMeHa; OCHOBHBIX

CTaHIAPTHI MOJIOXKCHHUS TCOPUHU MOJIOKCHUN TEOPUHU

nHdopMannoHHOr | MH(GOPMAOHHON uH(pOpMaLMOHHOI

0 o0MeHa; 0C30MacCHOCTH. 0C30MacCHOCTH.

3HATh OCHOBHEIC pa3pabaThIBaTh METOJJaMH HACTPOHKH

MOJIOKCHUS WH(POPMAIILOHHEIC WH(POPMAIIMOHHBIX

TEOPUH CUCTEMBI CUCTEM

WHPOPMAIMOHHO | Oe30macHOCTH 0e30MacHOCTH.

it 0e30macHOCTH; | TIPUMEHATH HaBBIKAMU

3HATH aKTyalIbHBIC | MPUHIUITEI K METOABI | pa3paboTKu

HUCTOYHUKA CHCTEMHOT'0 aHaJm3a. | MH(PpOPMAIMOHHBIX

uHpopmanuu B aHATU3UPOBATH U CHUCTEM

chepe BBIOMpPATh METOJBI U | 0€30MaCHOCTH

npodeCCHOoHaIbH | CpecTBa MPAaKTUICCKUMHU

Oif JICATENBHOCTH; | oOecreueHus HABBIKAMU TIOUCKA U

3HATH MOHATHS UH(POPMAMOHHOU aHal3a v CUHTE32

KOH(UICHIIMATbH | 0€30MacHOCTH. uH(pOpMAIHU

oif ”HpOPMALIMY, | TMPUMEHSATH METOIBI U | METOJaMH U

MIEPCOHATBHBIX cpencTBa cperncTBa

JAHHBIX U obecrieueHUs obecrieyeHUs

TOCYapCTBEHHOH | MH(POPMAMOHHON “H(POPMAITHOHHOMN

TaiHbBI Oe3omacHOCTH 0e30MacHOCTH.

METOIBI 1 00BEKTOB

cpezcTBa npodeccroHabHOI

obecrieueHus TS TEITHbHOCTH.

HH(POPMALHOHHO
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i 6e30I1acCHOCTH
00BEKTOB
mpoQeCCUOHATBH
O JIeATENBHOCTH.

OreHKa Mo JUCHUILIMHE (CpeqHee apupMEeTHIECKOE)

OneHka 1O JOUCHUIUIMHE 3aBUCUT OT YpPOBHA C(OPMHUPOBAHHOCTHU
KOMIIETEHIIUH, 3aKPEIUIEHHBIX 3a TUCLUIUIMHOM W TpeAcTaBisieT coOOM cpeaHee
apu(meTryecKkoe OT BBICTABJIEHHBIX OLIEHOK MO OTAEJBHBIM pe3ysibTaraM OoOydeHUs
(3HaHMSI, YMEHUSI, HABBIKH).

O1eHKa «3a4TE€HO» BBICTABISIETCS, €CIIU CpeHee apupMETHIECKOe HaXOAUTCS
B uHTepBajie oT 2,4 no 5,0. OueHKa «HE 3a4TE€HO» BBICTABISETCS, €CIM CPEIaHEe
apudmeTnyeckoe HaxoauTcsl B uHTEpBaie ot 0 10 2.4.

[TpomexyTouHas arrectanus oOydaromuxcs B ¢popMe 3auera MPOBOIUTCS IO
pe3yibTaTaM BBINOJHEHUSI BCEX BHUAOB YYEOHOW pabOThl, MPELYyCMOTPEHHBIX
y4eOHbIM IJIaHOM M0 aucuuiuimHe «MHdopmanuonHas 0€30MacHOCTHY», IPH ATOM
YUHUTBIBAIOTCS PE3YyJIbTAThl TEKYIIETO KOHTPOJISI YCIIEBAEMOCTH B TEUEHUE CEMECTpa.
OueHka cCTemeHu JOCTHKEHUS OOYy4alollMMHUCS IUIAHUPYEMBIX Pe3yJIbTaTOB
oOydeHusi MO AMCLUUILIMHE IPOBOAUTCS IpenojaBaTesieM, BEAYIIMM 3aHATHSA IO
JUCLMILIMHE METOJOM 3KCIIEPTHOM olleHKH. 1o uToram npomMexyTouyHO! aTTecTaluu
O JUCLMIUIMHE BBICTABIISETCS OLEHKA «3a4TEHO», WIH «HE 3aUTEHO».

Ixana
OLICHUBAHUSA

Onucanue

BoinonHens! Bce BUIbl y4eOHOI paOOThI, MPEeTyCMOTPEHHbIE YUEOHBIM TJIAHOM.
CTyaeHT JEMOHCTPUPYET COOTBETCTBUE 3HAHUM, YMEHUI, HABBIKOB IIPUBEICHHBIM B
TabIMuax Iokasaresneil, omepupyer NpUOOPETEHHBIMU 3HAHUSMHU, YMEHUSIMHU,
3auTeHo HaBBIKAMU, [IPUMEHSET UX B CUTYalMsIX ITOBBIIIEHHON CIIOKHOCTU. [Ipu 3TOM MOTryT
ObITh JIONYIIEHbl HE3HAYUTENIbHbIE OLIMOKH, HETOYHOCTH, 3aTpyIHEHUs NpU
AQHAJUTUYECKUX  Olepanusax, I[EepeHOCe 3HAaHUM M yMEHUHM Ha  HOBBIE,
HECTaHJApTHBIC CUTYyalUH.

He BemonneH oguH win Oojee BHAOB ydeOHOM pabOThHI, MPEayCMOTPEHHBIX
yueOHbIM maHoM. CTyJOeHT JOeMOHCTPUPYET HENOJIHOE COOTBETCTBHE 3HAHMHU,
YMEHUW, HaABBIKOB MO AJTamaM (ypoBHSIM) C(OPMHUPOBAHHOCTH KOMIIETEHITUH,

He 3aureno o N
JAO0IIYCKArOTCs 3HAYUTCIIbHLIC OI_HI/I6KI/I, MMPOABJIACTCA OTCYTCTBUC 3HAHHWU, YMCHUMH,
HAaBBIKOB I10 psAOy HOKa3aTeHeﬁ, CTYACHT UCHBITHIBACT 3HAYUTCIIBHBIC 3aTPYAHCHUA
I[Ipyu ONCpupoOBaHUM 3HAHUAMU U YMCHUAMMU IIPU UX MIEPECHOCC HAa HOBLIC CUTYyaAIllUU.
7.  DJiekTpoHHas HH(OPMALMOHHO-00pPa30BaTe/IbHAA cpela

Kaxprii oOyuaromuiicss B TeYEHUE BCETO NEpHoa 00ydeHHUsT 00ecTieunBaecTCs
WHIVNBUYATbHBIM HEOTPAHWYCHHBIM JTOCTYIIOM K S3JIEKTPOHHOW HH(POPMAIMOHHO-
oOpazoBatenbHOM cpene YebOokcapckoro wuHcTUTyTa (dunuana) MOCKOBCKOToO
MOJINTEXHUYECKOTO YHUBEPCHUTETA U3 JIOOOW TOYKH, B KOTOPOW MMEETCS JOCTYI K
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UH(GOPMAITMOHHO-TEJICKOMMYHHUKAIIMOHHOW  cetu  «MHTepHeT» (mamee — ceTb
«HTepHeTY), KaK Ha TeppUTOpHUH (Pruinana, TaKk U BHE ee.

OnexTpoHHas HWHGOPMAIMOHHO-00pa3oBaTeIbHasl Cpella — COBOKYITHOCTh
WH(OOPMAITMOHHBIX M TEJIEKOMMYHHUKAIIMOHHBIX TEXHOJIOTHH, COOTBETCTBYIOIIUX
TEXHOJOTUYECKUX  CPEIACTB, OOECHEYMBAIOIIMX  OCBOCHHUE  OOYyYarOIUMHUCA
00pa30oBaTeNbHBIX NMPOrPaMM B MOJHOM OOBEME HE3ABUCUMO OT MECTA HAXOXKJICHUS
o0yuarommxcs.

DnekTpoHHas HH()OPMaIIMOHHO-00pa3oBaTeibHas cpeia 00eCIeunBaeT:

a) IOCTYI K y4eOHBIM IJIaHaM, padOYMM IporpaMmam JUCLHUILIMH (MOIyJIe),
MPaKTUK, AJICKTPOHHBIM YYE€OHBIM H3JAHUSAM M DJIEKTPOHHBIM 00pa3oBaTEIbHBIM
pecypcaM, yKa3aHHBIM B pabourXx MporpaMmax JUCHUIUINH (MOYJIei), MPaKTHK;

0) dopMupoBaHHE 3JIEKTPOHHOTO MOPTHOIHUO OO0YUYAIOIIETOCs, B TOM YHCIIE
cOoXpaHEeHHe ero padoT U OLIEHOK 3a 3TU PaboThI;

B)  ¢ukcauuio  xoJa  oOpa3oBaTeIbHOrO  Mpoliecca,  Pe3yJIbTaToB
IPOMEKYTOUYHOM aTTECTAIMK U PE3YIHTATOB OCBOCHHUS MPOTpaMMBbI OaKaiaBpHara;

') MpoBeJieHNEe YUCOHBIX 3aHATHM, MPOIEAYP OIECHKU PE3yJIbTAaTOB O0y4YEHUS,
peann3anusg KOTOPBIX NPEIyCMOTPEHAa C MPUMEHEHUEM JJIEKTPOHHOIO OO0Yy4YeHHUS,
JUCTAaHIMOHHBIX 00pa30BaTEIbHBIX TEXHOJIOTUI;

1) B3aUMOJICHCTBUE MEXY YYACTHUKAMH 00pa30BaTEIBHOIO IMPOIEcCa, B TOM
YHUCJIE€ CUHXPOHHOE W (MJIM) AaCHMHXPOHHOE B3aMMOJEHCTBUSA MOCPEJICTBOM CETH
«HTEpHETY.

OYHKIMOHUPOBAHUE DJIEKTPOHHOU MH(GOPMAILIMOHHO-00pa30BaTEIbHON Cpeibl
oOecrieunBaercs COOTBETCTBYIOIIMMHU CpeliCTBaMHU uH(OpMaIIMOHHO-
KOMMYHUKAIIMOHHBIX ~ TEXHOJOTWA W  KBanudukamued  paOOTHUKOB, €€
UCIIOJIB3YIOIINX U TOJIEPKUBAIOIIIHX.

OYHKITMOHUPOBAHUE DJIEKTPOHHOM MHGOPMAIIMOHHO-00pa30BaTEIBLHON CPeIbI
COOTBETCTBYET 3aKOHOAATENbCTBY Poccuiickon Penepanuu.

OcHoBHBIME cocTaBistomumMu DMOC dunnana SBISIOTCS:

a) calT wuHcTUTYyTa B ceTH IHTepHET, pacHoJOKEHHBIA 10 aJpecy
www.polytech21.ru, https://chebpolytech.ru/ kotopsrit o6ecrieunBaer:

- poctyn oOydarommxcsds K y4eOHbIM IUIaHaMm, padodyuM MOporpaMmmam
TUCHUUIUINH, TPAKTUK, K U3JAHUSAM DJICKTPOHHBIX OUOJIMOTEUYHBIX CHCTEM,
AJIEKTPOHHBIM HMH(POPMALIMOHHBIM U 00pa3oBaTeNbHBIM peEcypcaM, yKa3aHHBIX B
pabounx mporpammax (pazaenbl caiita «CBemeHuss 00 0Opa3oBaTeIbHOU
OpraHu3alumn»);

- nH(opmMupoBaHre 00yyaroIUXcs 000 BCeX U3MEHEHUSIX Y4eOHOro rmpoiiecca
(HOBOCTHAs JIEHTa caiiTa, JIeHTa aHOHCOB);

- B3aUMOJICUCTBHE MEXJy YyYaCTHHKaMU 0O0pa3oBaTEIbHOrO Ipoiiecca
(moapaszaensl caitita «3aaTh BOMPOC AUPEKTOPY»);

0) odwuimambHbIe SJICKTPOHHBIC ajapeca TMOApa3IeNeHUH U COTPYIHUKOB
UHCTUTYTa C SHAaekc-momeHoM (@polytech2l.ru (cmMCOK KOHTAaKTHBIX JIaHHBIX
nojpasneneHuit Ounnana pasMenieH Ha odunmaabHOM caiite Punmana B paszerne
«KOHTaKThI», CHUCKA KOHTAKTHBIX OQUIIMATBHBIX  JJEKTPOHHBIX  JTAHHBIX
npenojaBareneid  pasMemniensl B noapasaenax «Kadeape») obecneuuBaroT
B3aMMOJICHCTBHE MEXKTy YYACTHUKAMH 00pa30BaTEIbHOTO MPOLIECCa;
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B) JIMYHBIN KaOuHeT oOyuaromierocs (moptdonuo) (BXOJ B JUYHBIA KaOWHET
pasMenieH Ha odunuanbHoM caiite Ounmana B pazaene «CTyIeHTy» Tonpasjene
«InexTpoHHass WHMOPMAIMOHHO-00pa3oBaTeNbHas Cpela») BKIIOYaeT B cebs
nopThoano  CTyACHTa, DOJICKTPOHHBIE BEIOMOCTH, PEHUTHUHT CTYIACHTOB W
00ecIeunBaeT:

- uKcanuio xo1a 00pa3oBaTENBHOTO MPOLIECCa, PE3YIbTATOB MPOMEKYTOUHON
aTTECTAIlMU U PE3YyJIbTATOB OCBOCHHS 00Pa30BATEIHHBIX IPOTPAMM O0YyUYaIOIIIUMHUCS,

- (opmupoBaHUE SIEKTPOHHOTO MOPTQPOINO OOYUAIOIIETOCs, B TOM YHUCIE C
coxpaHeHue paboT 00yUarIIerocs, peleH3uid U OIEHOK Ha 3TH padoThlI,

I') DJCKTPOHHBIC OWOJMOTEKH, BKJIIOYAIONIUE JJICKTPOHHBIC KaTajorH|,
MOJIHOTEKCTOBBIE JJOKYMEHTHI U 00€CIeUrBAIOIINE AOCTYH K y4eOHO-METOINYECKUM
MaTepHaliaM, BBIITYCKHBIM KBAJIM(PUKAIIMOHHBIM padOTaM U T.1.:

Yebokcapckoro uncruryta (punana) - < MPBUCy»

) aneKkTpoHHO-OnOmoTeynbie cucteMbl (DBC), BKIIOUaroue AIEKTPOHHBIN
KaTaJjor U MOJIHOTEKCTOBBIE JIOKYMEHTHI:

- OBC «JIAHb» -https://e.lanbook.com/

- O6pazoBarenbHas miatdopma FOpaitt - https://urait.ru

- IPR SMART -https://www.iprbookshop.ru/

€) maTgpopma uudpoBOro oOpa3oBaHus [Tonurexa -
https://lms.mospolytech.ru/

&) cUcTeMa « AHTHUIUIaruar -https://www.antiplagiat.ru/

3) cucteMa »3JeKTpoHHoro mokymentoobopora DIRECTUM Standard —
obecrneunBaeT JOKYMEHT0000poT Mexay dunuanom u YHUBEPCUTETOM;

n) cucrema «1C Ynpasiaenue BY3om Dnexkrponnbiit nekanat» (MOCKOBCKHIA
MOJINTEXHUYECKUN YHUBEPCUTET) oOecreynBaeT (UKCAIMI0 X0/1a 00pa30BaTeIbHOTO
mpoliecca, pe3ysbTaToB MPOMEXKYTOYHOW aTTeCTallud U PE3yJIbTaTOB OCBOCHUS
0o0pa3oBaTeNbHBIX MPOTrpaMM 00yJarOITUMUCS;

k) cucrema «POLYTECH systems» obOecneuuBaer WH(GOPMAIIMOHHOE,
JOKyMEHTAJIbHOE  aBTOMATH3WPOBAHHOE  COMPOBOXKICHHE  00pa3oBaTEIHHOTO
npouecca;

) cucremMa «AOUTYpUECHT o0ecrneunBaeT JOKYMEHTAIIBHOE
aBTOMATU3UPOBAHHOE COMPOBOXKICHNE PAOOThHI MPUEMHON KOMHUCCHH.

8. IlepeyeHb OCHOBHOM M JONOJHHUTEIbHON YU4eOHOH JIMTEPATYPbI, HEOOXOAUMOMH
JAJI51 OCBOEHM THCIUTLTHHBI

OcHOBHas aUTEpaTypa:

1. BuaykoB, A. A. 3ammura uHbopManuM : yuyeOHUK I By30B / A. A.

BnaykoB. — 3-e u3z., nepepad. u gon. — Mocksa : M3gatensctBo FOpaiit, 2025. —
161 c. — (Bricmiee oOpazoBanme). — ISBN 978-5-534-07248-8. — Tekct
anekTpoHHbit //  OOpa3oBarenpHass 1uiatdopma IOpaiitr [caiit]. — URL:
https://urait.ru/bcode/561313.

2. TymOunckasi, M. B. 3ammura undopmanuu Ha OPEANPUITHH | YueOHOE

nocobue g By30B / M. B. TymOunckas, M. B. [lerpoBckuii. — 2-e u3sn., crep. —
Cankr-IlerepOypr : Jlanb, 2025. — 184 c. — ISBN 978-5-507-52967-4. — Tekcr :
ANEKTPOHHBIN // JlaHb : d2JIeKTpOHHO-OMOnMotreunas cucrtema. —  URL:
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https://e.lanbook.com/book/463043. —  Pexum  jgocryma: IS aBTOPHS3.
10JIb30BaTEIICH.

3. IIpoxopoBa, O. B. HWnadopmanuoHHas O€30MMaCHOCTh M 3alluTa
uHpopmarmu : yueOHuk s By30B / O. B. [IpoxopoBa. — 6-¢ uzn., crep. — CaHKT-
IlerepOypr : Jlamb, 2025. — 124 c. — ISBN 978-5-507-52899-8. — TekcT :

ANEKTpOHHBIN // JlaHb : d2IeKTpOHHO-OMOnMotreunas cucrtema. —  URL:
https://e.lanbook.com/book/462293. —  Pexum  poctyma: i aBTOPH3.
II0JIb30BATEIIEH.

4. Basunun, . A. VHpopManMOHHBIE TEXHOJOTUU B YIPABJICHUU

KaueCTBOM M 3ailuTa uHpopmaiuu : yuebHoe mocodbue s By3oB / S. A. BaBuiuH,
B. I'. Connaros, U. I'. MankeBuu. — Cankr-IletepOypr : Jlanb, 2025. — 196 ¢. —
ISBN 978-5-507-51437-3. — Texkcr : 25eKTpoHHBIN // JlaHb : 3JIEKTPOHHO-
oubnuoteunass cuctema. — URL: https://e.lanbook.com/book/447242. — Pexum
JIOCTYyTIA: JUIsl aBTOPU3. MOJIH30BATENCH.

ﬂ OIIOJITHUTCJIbHAA JINTCPATYPA.

1. 3enkoB, A. B. NuadopmarmonHas O€30IIaCHOCTh W 3allUTa
uHpopMaIuu : yaeOHUK A By30B / A. B. 3enkoB. — 2-e u3z., nepepad. u mom. —
Mockga : UznarensctBo FOpaiit, 2025. — 107 ¢. — (Bbiciiee oOpa3zoBanue). —

ISBN 978-5-534-16388-9. — Tekcr : anekTpoHHbIl // OOpa3oBaTenbHas miaTtgopma
FOpaiit [caitT]. — URL: https://urait.ru/bcode/567915.

2. Jlocs, A. b. Kpunrorpapuueckue MeTOAbl 3alIUThl UHPOPMAIUU IS
U3yYarouMx KOMIBIOTEPHYIO 0€301acHOCTb : yueOHUK /it By30B / A. b. Jlock, A. O.
Hecrepenko, M. U. PoxkoB. — 2-¢ u3a., ucap. — Mocksa : M3narensctBo FOpaiir,
2025. — 424 c. — (Broiciee oOpa3zoBanue). — ISBN 978-5-534-12474-3. — Tekcr :
anekTpoHHbit  //  OOpazoBarenbHast 1uiatdopma IOpaittr [caiit]. — URL:
https://urait.ru/bcode/560426.

Ilepuonuka:
Cucrembl ynpasieHus U WHOOpMAITMOHHBIC TEXHOJIOTHH: HAy4YHbIN *)ypHan - URL:

http://sbook.ru/suit/- TekCT : 3MEKTPOHHBIN

9. IIpoeccuonasibHbie 02361 JTaHHBIX U HHPOPMALMOHHO-CIIPABOYHbIE CHCTEMBI
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[Ipodeccuonanbuas 6aza
JaHHBIX ¥ WHPOPMAIMOHHO-
CIPaBOYHbBIE CHCTEMBbI

HNudopmanus o mpaBe cOOCTBEHHOCTH (PEKBU3UTHI JOTOBOPA)

YHuBepcurerckas
nH(popMaIrmoHHas
POCCHA

https://uisrussia.msu.ru/

CUCTEMA

Tematnueckas 2iekTpoHHass Oubnmoreka u  0Oaza I
NPUKITAIHBIX ~ HMCCIEAOBAaHMH B O0JAaCTH  3KOHOMHUKH,
YIIpaBJICHUA, COLMOJIOTHY,  JIMHIBUCTHUKH, ¢dunocodpumy,

(GUII0I0TUH, MEXAYHAPOJIHBIX OTHOLIEHWH, MpaBa. CBOOOIHBIN
JOCTYI

Hay4Has AIIEKTPOHHAS
6ubimoreka Elibrary

http://elibrary.ru/

Hayunast onextponnas Oubiamoreka eLIBRARY.RU - 3710
KpYIMHEHITUH  pOCCUICKU  WHOOPMAIMOHHO-aHATUTUICCKUN
nopragx B OOJIaCTM HAyKH, TEXHOJOTWH, MEIULMHBI H
o0OpasoBaHms, coaepxkammii pedeparsl U MOJHBIE TEKCTH OoJiee
26 MIIH HayyHBIX CcTaTell M MyOMuKanuif, B TOM 4YHCIE
JJIeKTpOHHBIE Bepcuu Oonee 5600 poccuilckux Hay4dHO-
TEXHUYECKUX XKYPHAJIOB, U3 KOTOpbIX Oosee 4800 >kxypHanoB B
OTKPBITOM JIOCTYyI€ CBOOOHBIN JOCTYM

cautr HMuHctuTyra  HaydHOU
nHpopmaruu o
oOmecTBeHHBIM Haykam PAH.
http://www.inion.ru

bubmuorpadpuueckne 6a3sl  nmanueix MHUMOH PAH 1o
COLIMAJIbHBIM M T'YMaHUTapHbIM HayKaM BexyTcs ¢ Hadaia 1980-
X rojnoB. OO0muil 06bEM MaccHBOB cOCTaBisieT Ooyiee 3 MIIH.
500 Teic. 3anucet (naHHble Ha 1 sHBaps 2012 r.). Exeronusiii
npupocT — okoi1o 100 TbIc. 3anuceil.

B 6a3bl 1aHHBIX BKJIIOYAIOTCS aHHOTUPOBAHHBIE OMHCAHUS KHUT
U cratel u3 KypHaioB U cOopHukoB Ha 140 s3bIKax,
noctynuBmux B @DyHnameHTanpHyro Oubnumoreky WMHUOH
PAH.

Onucanus crareidl U KHUI B 0a3ax JAHHBIX CHAaOKEHbI MIHPPOM
XpaHEHUs MU CChUIKAMHM Ha IIOJIHbIE TEKCThl MCTOYHHUKOB W3
HayuHoii 55ekTpoHHOM OMOIHOTEKH.

denepanbHbI
«Poccuiickoe
oOpa3oBaHue» [DIEKTPOHHBIN
pecypc] — http://www.edu.ru

nopran

Oenepanbubiii  moptan  «Poccuiickoe  oOpa3zoBaHHE» — —
YHUKQJIbHBIA HHTEPHET-pECypc B chepe 00pa3oBaHUs U HAYKH.

ExenmHeBHO MyONMKyeT camble aKTyalbHbIE HOBOCTH, AHOHCHI
coObITHH, MH(GOPMAITMOHHBIE MaTEepPHANBl IS IMUPOKOTO Kpyra

YHUTaTeNeH. E)KCHC,Z[CJIBHO Ha nopraje pasMCIIaroTCA
OKCKJIIFO3MBHBIC MaTcpuaibl, HHTCPBBIO C BCAyIIUMU
cueguammcraMmn  —  neAgaroraMu, ICHUXoOJIoraMu, Y4YCHBIMH,

PENopTa X U AHAJINTUYCCKUC CTAThU.

YuraTtenu moaydarT AOCTYN K HOPMAaTHBHO-TIPABOBOM 0Oa3ze
cheppl oOpa3oBaHMs, OHHM MOTYT TIOJB30BaThCA CaMBIMU
pa3IMYHBIMH TIOJIC3HBIMU CEpBHCAMU — TaKMUMH, KaK OHJIAWH-
TCCTUPOBAHUE, OIIPOCHI IO AKTyaJIbHbIM TEMaM M T.J.

WNudopmannonnsie
TEXHOJIOTUH — TIEPHOAMUYECKOE
HAy4YHO-TEXHUUYECKOE H3JaHHe
B oOnactu WH(GOPMALMOHHBIX
TEXHOJIOT UM,
aBTOMATH3MPOBAHHBIX CHCTEM

N3paTenbCcTBO  BBIMYCKAET TEOPETHUECKUE W MPUKIIATHBIE
HAYYHO-TEXHUUYECKHUE JKypHAIbl, OOECIeUMBAIOIINE HAYYHOH,
MIPOU3BOICTBEHHOM, 0030pHO-aHATUTUYECKON u
oOpa3oBaTenbHOl WH(pOpMaLUel PyKOBOIAIINX PaOOTHUKOB M
CIELMATUCTOB  MPOMBIIUICHHBIX  NPEANPUATHI, HAyYHBIX

H WCIOJIb30BaHUs | aKaJIEMUYECKUX U OTPACIIEBBIX OpPTaHU3AlNN, a TaKXKe YUeOHBIX
WHPOPMATUKN B PaA3IUYHBIX | 3aBEJICHUNA B OO0JACTH TPUOPUTETHBIX HAIPaBICHUN DPa3BUTH
MPUIOKEHUIX HAayK{d U TEXHOJIOTUH.

novtex.ru

Acconuanus nHxeHepHoro | CoBeplIeHCTBOBAHNE oOpa3oBaHUs 51 WHXEHEPHOU

obpazoBanus Poccun
http://www.ac-raee.ru/

JIESITEIBHOCTA BO BCEX WX TMPOSBIECHUSX, OTHOCSIIUXCS K
y4eOHOMY, HAYYHOMY M TEXHOJOTHMYECKOMY HaIpaBJICHHSIM,
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BKJIIOYAss  TPOLIECCHl  TNPENOAaBaHUs, KOHCYJIbTHPOBAHUS,
MCCIIEIOBAaHNS, Pa3padOTKN WH)KEHEPHBIX DPEHICHHH, OKa3aHHS
IIMPOKOTO CHEKTpa 00pa3oBaTeNbHBIX YCIYr, OOeCIeYeHHs
CBsi3ell ¢ OOIIECTBEHHOCTHIO, TIPOM3BOJCTBOM, HAYKOW H

UHTETpAalli B  MEXIYHapOJHOE Hay4YHO-00pa30BaTEIbHOE

MIPOCTPAHCTBO. CBOOOIHBIN JTOCTYII

10. IIporpammuoe obecneuyeHue (TMIEeH3MOHHOoe " cB00OIHO
pacnmpocTpaHsieMoe), MCIOJIb3yeMoe MNPpH OCyHIeCTBJeHHH 00pa30BaTeIbHOIO

npoiecca

Aynutopus

IIporpammHoe obecnieuenne

HNudpopmanust o npaBe cOOCTBEHHOCTH
(PeKBH3MTHI A0r0OBOPa, HOMeP
JIMIE€H3UH | T.J.)

Ne 2196 YueOnas ayautopust
JUTsl IPOBENICHUsI y4eOHBIX
3aHATHI BCEX BHIOB,
NPEeyCMOTPEHHBIX
MPOTrPaMMOM CPETHETO
po¢heCCHOHATHLHOTO
obpa3zoBanus/OakaaBpraTa/
crieruanurera/
MarucrpaTypbl/0akanaBpuata/
crienuaiurera/
MarucTpaTtypsbl,, OCHAIIICHHASI
000pyI0BaHUEM U
TEXHUYECKUMH CPEICTBAMH
00y4eHHs], COCTaB KOTOPBIX
onpenensiercs B pabounx
nporpaMmax AUCIUILUINH
(Momymeit)

Kabuner cucteM yrpaBieHUs
000 «HITIO «Kackaz-
I'PYID»

Windows 7 OLPNLAcdmc

norosop NeJ103 ot 30.05.2012) ¢
noncornameHusmu ot 29.04.14 u
01.09.16

(6eccpoyHas JTUICH3HS)

Kaspersky Endpoint Security mis
om3Heca — Pacmupennsrit Russian
Edition. 150-249 Node 2 year
Educational Renewal License

Cyomumen3nonHslii gorosop Ne TTTTN-
126/2023 ot 14.12.2023

Google Chrome CB00OOTHOE pactpoCTpaHIeMOe
mporpamMMHoOe obecrieueHue (beccpoyuHas
JIUIICH3USA)

Zoom CBOOO/IHO PacIpoCTpaHsieMoe

nporpamMMHoe obecrniedenue (beccpouHast
JIMIIEH3US1)

Microsoft Office Standard
2007(Microsoft DreamSpark Premium
Electronic Software Delivery
Academic(Microsoft Open License

HOMep JHLEeH3UN-42661846 ot
30.08.2007) ¢ moncornameHus MU OT
29.04.14 1 01.09.16 (6eccpounas
JIUTICH3MS )

Ne 20606 Yuebnas aynutopust
JULS TIPOBEJICHUST Y4EeOHBIX
3aHSATHH BCeX BHUJIOB,
NPeyCMOTPEHHBIX
MPOrpaMMOii CpeTHero
po(heCCHOHATHHOTO
oOpa3oBanms/OakanaBpuara/
crienrannTeTa/
MarucTpaTypsl, OCHAIICHHAS
000pyI0BaHUEM U
TCXHUYCCKUMU CPECACTBAMU
00y4eHHUsl, COCTaB KOTOPBIX
olpezessieTcs B pabounx
IporpamMmax JUCLHUIUINH
(Momymeit)

Jlabopatopus
WH(POPMAIIMOHHBIX
TEXHOJIOTHH

Kaspersky Endpoint Security mis
6usneca — Pacimpennsiii Russian
Edition. 150-249 Node 2 year
Educational Renewal License

Cyb6nuuen3nonsslii gorosop Ne TITIN-
126/2023 or 14.12.2023

Windows 7 OLPNLAcdmc Windows
Server 2012

moroBop NeJ103 ot 30.05.2012) ¢
noncornamesusMu oT 29.04.14 u
01.09.16

(GeccpoyHas JTUICH3HS)

MS Windows 10 Pro

noroBop Ne 392 469.223.3K/19 ot
17.12.19 (beccpounast TUIIEH3MS)

Microsoft Office Standard
2019(Microsoft DreamSpark Premium
Electronic Software Delivery
Academic(Microsoft Open License

HOMep JHIeH3un-42661846 ot
30.08.2007) ¢ normcornameHusMu OT
29.04.14 1 01.09.16 (6eccpounas
JIMIIECH3MS)

Eclipse IDE for Java EE Developers,
NET Framework,

JDK 8,

Microsoft SQL Server Express Edition,
Microsoft Visio Professional,
Microsoft Visual Studio,

MySQL Installer for Windows,
NetBeans,

SQL Server Management Studio,
Microsoft SQL Server Java Connector,

CBOOOJIHO pacrpoCTpaHseMoe
IpOrpaMMHOE obecTeyeHIe
(beccpoyHast TUIICH3HS)
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Android Studio,
IntelliJ IDEA.

KOMITAC-3D v20 u v21

CyO6munensnonnslit noropop Ne Hr-22-
00044 ot 21.03.2022
(GeccpoyHast TUICH3HS)

MathCADwv.15

Cyo6mui. joroop Ne39331/MOC2286 ot
6.05.2013)

HOMeEp JHLEH3UN-42661846 oT
30.08.2007) (beccpouHast IMIIEH3MUS)

SimInTech OTeuecTBEeHHOE IPOTPAMMHOE
obecrieueHne
AdobeReader cBOOOITHO pacIpoCTpaHIeMoe

MIPOrpaMMHOE OOecTIieueHIE
(GeccpoyHas JTUICH3HS)

AdobeFlashPlayer

CBOOOJIHO pacpoCTpaHsieMoe
pOrpaMMHOE 00ecIiedeHue
(6eccpoyHast JTUIIEH3HsI)

Microsoft Visual Studio 2019

CBOOOIHO PAaCIpOCTPaHIEMOE
MporpamMMHOe o0ecrieyeHue
(6eccpoyHast JIMIEH3HsI)

Python 3.7

CBOOOJIHO PacrpoCTpaHsieMoe
porpaMMHOE oOecriedeHue
(GeccpoyHast JTUICH3HS)

PascalABC

cBOOOJTHO PacIPOCTPAHIEMOE
MpOrpaMMHOE 00ecIeYeHue
(GeccpoyHast JTUICH3HS)

AIMP

OTEYECTBEHHOE CBOOOIHO
pacrnpocTtpaHseMoe MPOrpaMMHOE
obecnieuerne (OeccpoyHas JTUIIEH3HU)

Ne 11206 [Tomerenne s
CaMOCTOSITEIEHON PabOTHI
0o0yJaromuxcs

Kaspersky Endpoint Security mis
6usHeca — Pacimpennsiii Russian
Edition. 150-249 Node 2 year
Educational Renewal License

Cyb6nuneH3nonHsIi gorosop Ne ITTTH-
126/2023 or 14.12.2023

Windows 7 OLPNLAcdmc norosop NeJ103 ot 30.05.2012) ¢
Jorncornanienusamu ot 29.04.14 u
01.09.16
(GeccpoyHast JTUICH3HS)
AdobeReader cBOOOITHO pacIpoCTpaHIeMOe

IporpamMMHOe o0ecrieueHre
(6eccpoyHas JTUICH3HS)

I"apaHT- CIPaBOYHO-IIPABOBAs CHCTEMa

Jorosop NeC-002-2025 ot 09.01.2025

Yandex Opayzep

CBOOOIHO PaCHpOCTpaHsIEMOe
MPOrpaMMHOE OOecTIeueHIE
(OeccpoyHas JTUICH3HS)

Microsoft Office Standard
2007(Microsoft DreamSpark Premium
Electronic Software Delivery
Academic(Microsoft Open License

HOMep JHIeH3nn-42661846 ot
30.08.2007) ¢ momcornameHusiMi OT
29.04.14 1 01.09.16 (6eccpounas
JIUIIECH3MS)

Zoom

CBOOOIHO PAaCIpPOCTPaHIEMOE
MporpamMMHoOe obecrieyeHue
(GeccpoyHast JIMLEH3HsI)

AIMP

OTEYECTBEHHOE CBOOOIHO
pacmpocTpaHsIeMoe MPOrpaMMHOE
obecnieueHne (OeccpoyHast TUIICH3HU)

11. MaTtepuaJibHO-TEXHHYECKOe o0ecredyeHne JUCHUIIHHBI

Tun u HOMCED IMOMEIICHUA

[TepeueHb OCHOBHOTO 00OPYIOBaHHUS U
TEXHUYECKHUX CPEJICTB OOYUCHHSI
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YueOHast ay TUTOpUS IS MPOBEJACHUS YICOHBIX 3aHATHIH O6opynoBaHue: KOMILICKT MeOEIH sl y4eOHOTo

BCEX BHJIOB, MIPETYCMOTPEHHBIX MPOTPAMMON CPEIHETO mporiecca; Tocka yueOHas; CTCHIbI
npo¢eCCHOHATFHOTO 00pa3oBaHus/OakanaBpuata/ Texuudeckue cpenctBa o0ydYeHHS: MYJIETUMETUHHOE
CrenuaInTeTa/ MarucTparypbl/0akanaBpuara/ o0opynoBanue (IIPOEKTOP, SKPaH)

CHCIAANNUTETa/ MATUCTPATYPEL,, OCHAIIICHHAS
000py/IOBAHUEM M TEXHUIECKUMH CPEICTBAMH 00yUCHUS,
COCTaB KOTOPBIX ONPEEIAETCS B pabounX MporpaMmmax
JUCHIUTUIAH (MOJTyJICH)

Kab6uner cucrem ynpasienuss OO0 «HITO «Kackan-
I'PYII»

Ne 2196 (r. Uebokcapsl, yi. K.Mapkca, 1.60)

O06opynoBanue: KOMILIEKT MeOeH 1Sl yueOHOro

YueOHast ay TUTOpUS /IS MPOBEJACHUS YICOHBIX 3aHATHI mpoIiecca; JI0cka yueOHas; aBTOMaTH3UPOBAHHBIC

BCEX BUJIOB, ITPEYCMOTPEHHBIX IPOrPAMMON CPEIHETO paboune MecTa, aBTOMaTU3UPOBaHHOE pabouee MECTo
npodeccroHanbHOro 00pa3oBaHus/OakanaBpuara/ IIpenoaaBaTes, IPOSKTOp M IKPaH; MapKepHast JOCKa;
CICIMATUTETa/ MATHCTPATYPBI, OCHALIICHHAS TexHuueckne cpeacTBa 00yUeHHUs: KOMIBIOTEpHAs
000pyI0BaHHEM U TEXHUYCCKUMH CPEACTBAMH OOYUCHUS, | TEXHHKa

COCTaB KOTOPBIX OIpe/eNsieTcs B padoymx mporpaMmax (mpoueccop Core i3, onepaTuBHas NaMsITh 00BEMOM
JTUCHIUTUIAH (MOJTyJICH) He MeHee 8 '0); cepep B maboparopuu (8-smepHBIit
Jlabopatopust HHPOPMAITHOHHBIX TEXHOJIOTHHA mporieccop ¢ gyactoToii He Meree 3 [T, omeparuBHas
Ne2066 (r. Uebokcapsl, yi. K.Mapkca, 1.60) namMsaTh oobeMoM He MeHee 16 [0, kecTkhe TUCKH

o0muM 006beMoM He meHee 1 TO

O6opynoBanue: KOMITIEKT MeOeH 11 yaeOHOTo
mporiecca;

TexHuueckue cpencTBa OOyYEHHUS: KOMITbIOTEpHASI
TEXHUKA C BO3MOXHOCTBIO IIOAKIIOYEHUS K CETH
«/HTEepHET» U 00ECIeYeHUEM JIOCTYIIA B JICKTPOHHYIO
rH(}OPMAIMOHHO-00pa30BaTebHy0 cpeay Punnana

[Nomemenne Ut CaMOCTOSATENLHOM pabdoThI
o0yJaroImuxcs
Ne 1126 (r. Yebokcapsl, yi. K.Mapkca. 60)

12. Meroguyeckue YyKa3aHusi st OOyYAKOIIErocss IO OCBOCHHUIO
AUCUMILTHHBI

Memoouueckue ykazanusa 0na 3aHAmMuil 1eKWUOHHO20 MUna

B xome JEeKIMMOHHBIX 3aHATHNA OOydYaromemycsi HEOOXOAUMO BECTH
KOHCIIEKTHPOBAaHWE Y4YEOHOro MaTepuaia, oOpamaTh BHHUMAaHUE Ha KaTETOPHH,
(hOpMYITHPOBKH, PACKPHIBAIOIINE COJIEPKAHNE TE€X WM WHBIX SIBJICHUIN M MPOIIECCOB,
HAyYHBIE BBIBOJIBI M TIPAKTUYECKUE PEKOMEHTAITHH.

HeoOxoaumo 3amaBaTh MPEMNOABATENI0 YTOYHSIONINE BOMPOCH C IIEIBIO
YSCHEHUS TEOPETHUYECCKUX  TOJIOKCHUH, pa3peliecHus  CIOPHBIX  CHUTYyalui.
[Henmecoobpa3zno  jgopabarbiBaTh CBOM  KOHCIEKT JIEKIIMH, Jenas B HEM
COOTBETCTBYIOIIME 3alUCH W3 OCHOBHOH W JIOMOJHUTEIBHON JHUTEpaTypHI,
PEKOMEHIOBAaHHOW TMpEMnoJiaBaTeieM W TPEAyCMOTPEHHOW Y4eOHOH mporpaMmmoit
JTVCIIMTLTAHBIL.

Memoouueckue ykazanus 011 3aHAMUIL 1A00PAMOPHO20 MUnA.

Brimonnennio  1abopaTOpHBIX  pabOT MPEAIIEeCTBYET IMPOBEpPKa 3HAHUMN
CTYJICHTOB — WX TEOPETHUYECKOW TOTOBHOCTH K BBHITIOJHEHUIO 3adaHus. [IpoBepka
3HAHUN TPOBOAUTCS B (Popme, KOTOPYIO OMpenessieT MPEnoiaBaTellb TUCIUTITUHBI
(TecTupoBaHue, OIpoc).

[Tpu npoBeneHnn 1a60pPaTOPHBIX 3aHATHI BBIICISIOT CISAYIOIINE Pa3ICIbl:

— o0mue nosjoxxeHus (mepevyeHsb J1abopaTOPHBIX WA MPAKTUYECKHUX

—  3aHATUR);

— 0001ue TpeOoBaHUS K BBITIOTHEHHUIO padoT;

— HMHCTPYKLHMS 1O KaXKJ0i pabore;
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— CHOpaBOYHBIC MATEPUATIBI U T. .

JlaGopaTopHble 3aHATHS MO3BOJSIOT Pa3BUBATh y 00YyYaIOMIErOCs TBOPUYECKOE
TEOPETUYECKOE MBIIUICHHE, YMEHUE CaMOCTOSITEIbHO HW3y4daTh JUTEpaTypy,
aHATM3UPOBATh MPAKTUKY; y4aT YeTKO (OPMYITUPOBATH MBICITh, BECTH JUCKYCCHIO, TO
€CTh HMMEIOT HCKIIOUHMTEIIbHO Ba)XHOE 3HAYEHUE B PA3BUTHUU CAMOCTOSATEIBHOTO
MBIIIICHUS.

['oToBsich K JOKJIAMy WM BBICTYIUICHHIO B paMKaX UHTEPAKTUBHOU (HOPMBI,
IpU HEOOXOJUMOCTH, CIEAYET 00PaTUTHCA 3a MOMOUIBIO K MPENOAABATENIO.

Memoouueckue yKazanus K camocmoamenvHoil padome.

CamocTtosiTenbHas paboTa 00y4arolmerocs SIBISETCS OCHOBHBIM CPEACTBOM
OBJIaJICHUS Y4€OHBIM MaTepUaiOM BO BpeMs, CBOOOJHOE OT 00s3aTeNbHbIX Y4eOHbIX
3ansaTuil. CamocrtositesbHas padoTa O0O0ydwarolerocs HaJ YCBOEGHHEM Y4eOHOro
MaTepualia 1o Yy4eOHOM MJWCIMIUIMHE MOJET BBINIOJNHATHCS B OMOIHOTEKE
YHUBEPCUTETA, yUeOHBIX KaOMHETaX, KOMIBIOTEPHBIX KIACCaX, a TAKXKE B JIOMAITHUX
ycinoBusix. CojepkaHne W KOJIMYECTBO CAMOCTOSITENIbHONW PabOThI 00yYaromerocs
ompeensieTcss y4eOHOW MPOrpaMMoOi JUCITUTUIMHBI, METOJMYECKUMH MaTepUaIaMH,
MPAKTUICCKUMH 33TaHUSIMU M YKa3aHUSMH TIPSO aBaTeNsl.

Camocmosamenvhan padoma ¢ ayOumopHoe 6pems MoHcem GKII0UAMb:

1) koHcnekTupoBaHUE (COCTaBICHUE T€3UCOB) JICKIIHIA;

2) BBIMOJHEHUE KOHTPOJIbHBIX PadoT;

3) peuieHue 3aaad;

4) paboTy CcO CIIpaBOYHON U METOJUYECKON JTUTEPATYPOI;

5) paboTy ¢ HOpMATUBHBIMHU IIPABOBBIMU aKTaAMU,

6) BBICTYIUICHHUSA C JOKJIaJaMH, COOOIIEHUSIMA Ha CEMUHAPCKUX 3aHATHUSX;

7) 3aluTy BBIMOJHEHHBIX PaboT;

8) yuacTue B OMNEpPaTUBHOM (TEKYIIEM) OIpPOCE IO OTIEIbHBIM TEeMaM
U3y4aeMoOU TMCUIUTLIINHBI,

9) ydactue B coOeceqoBaHUSAX, JEIOBBIX (POJIEBBIX) UIPax, TUCKYCCHUSX,
KPYTIBIX CTOJIaX, KOHPEPECHITUSX;

10) yyactue B TECTUpPOBAHUU U .

Camocmosamenvnana padboma 60 6HeaAyOUMOPHOE 6PEMA MOMHCEM COCMOAMDb
u3:

1) moBTOpeHuUs JIEKIIMOHHOI'O MaTepHaa;

2) TOATOTOBKH K MPAKTHUYCCKUM 3aHATHSIM;

3) u3ydeHus yueOHOUN U HaAyYHOU JTUTEPATYPHI;

4) wW3ydyeHUs HOPMATUBHBIX TPABOBBIX aKTOB (B T.4. B JJICKTPOHHBIX 0Oa3ax
JAHHBIX );

5) peleHus 3a1a4, ¥ UHBIX MPAKTUYECKUX 3aJaHUN

6) TOATOTOBKH K KOHTPOJIbHBIM paboTaM, TECTUPOBAHMIO U T.1I.;

7) TOATOTOBKH K MPAKTUYECKHUM 3aHATHUAM YCTHBIX JOKJIaI0B (COOOIICHUH);

8) moaroroBku pedeparoB, 3cC€ W HMHBIX HHAWBHUIYAIbHBIX ITHCHMEHHBIX
paboT 10 3aJJaHUTO MIPETOIaBaTEeS,

9) BBIIOJIHEHUS KYPCOBBIX pabOT, IPEIYCMOTPECHHBIX YICOHBIM IIJIAHOM;

10) BBITIOJTHEHUS BHIITYCKHBIX KBATU(DUKAITMOHHBIX padOT | JIp.
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11) Beiiesienust Hanbosee CIOKHBIX U MPOOJIEMHBIX BOMPOCOB IO HM3y4aeMOM
TEME, IMOJy4YeHUE pPA3bACHEHUH W PEKOMEHAAIMHA 10 JaHHBIM BOIIpOcaM C
penoaaBaTes MU Ha KOHCYJIbTallUSIX.

12) npoBenieHsT CaMOKOHTPOJISI MYTEM OTBETOB Ha BOMPOCHI TEKYILETO
KOHTPOJISI 3HaHUM, PEIICHUs MPEICTABICHHBIX B YUEOHO-METOANUYECKUX MaTepuanax
kadenpel 3amay, TECTOB, HANMMCAHHUS pedepaToB M 3CCE MO OTIAEIBHBIM BOIPOCAM
M3y4aeMOW TEMBI.

Texyuuii KOHTPOJIb OCYIIECTBIISIETCS B (DOPME YCTHBIX, TECTOBBIX OIPOCOB,
JOKJ1a/I0B, TBOPUECKUX 3aJaHUI.

B ciyuae npomyckoB 3aHATUHN, HATWYUS UHAUBUIYATLHOTO rpaduka 00ydeHus
U I 3aKpeIuieHUs MPAaKTUYECKUX HABBIKOB CTYJEHTAM MOTYT OBITh BbIJAHBI
TUTIOBbIE MHAMBHUAyaJbHbIE 3aJaHUsi, KOTOpPbIE JIOJDKHBI OBITh CHAHBI B
YCTaHOBJICHHBIN MTPEMOAABATENIEM CPOK.

13. OcoGeHHOCTH peanM3alMH JMCHUIVIMHBI JJIS WHBAJUAOB M JHI C
OrpaHNYeHHBIMHU BO3MOKHOCTSIMHU 3I0POBbSI

OO6yuenue no mucuuminae «MHpopManonHas 6€30MacHOCTh) HHBAIHUIOB U
JUI[ C OrPaHUYEHHBIMU BO3MOXXHOCTSIMU 3710poBbs (manee OB3) ocyiectBisieTcs
OpernojaBaTeieM C  y4eTOM OCOOCHHOCTEH  TMCUXO(HU3UYECKOTO  Pa3BHUTHA,
WH/IMBHUIYAJIbHBIX BO3MOKHOCTEH M COCTOSIHUS 3JOPOBBS TAKUX 00YUarOIINXCSI.

JI71st CTyIEHTOB € HApYIICHUSIMU OMOPHO-ABUTaTebHOM QyHKumu 1 ¢ OB3 no
CIIyXy TMpeaycMaTpUBaeTCs COMPOBOXKICHUE JEKIMA M TPAKTHUYECKUX 3aHATHN
MYJTBTUMEIUHHBIMEI CPEACTBAMH, Pa3AaTOYHBIM MaTEPHATIOM.

Hns crynmentoB ¢ OB3 mo 3peHWio mpeaycMaTpuBaeTCs NPUMEHEHHE
TEXHUYECKUX CPEACTB YCHUJIEHUS OCTaTOYHOTO 3pEHHs, a TaKXkKe IMpeayCMOTpeHa
BO3MOXHOCTh pa3pabOTKU ayIMOMAaTEePUAIOB.

[To muctunnune «MHpopmanmonHas 0e30MacHOCTb» 00yueHHWE MHBAIUIOB U
JUI] C OTPAHUYEHHBIMU BO3MOXHOCTSIMHU 3/10POBbSI MOXET OCYIIECTBISITHCS KakK B
ayIUTOPUH, Tak M C HUCIHOJB30BAaHUEM  JJIEKTPOHHOW  HH(POPMAIMOHHO-
o0pa3oBaTeNbHOM cpeibl, 00pa30BaTEIbHOIO MOPTAa U AJIEKTPOHHOMN MOYTHI.

46



JIUCT JOIOJIHEHUU 1 USMEHEHUN

paboueit mporpaMmbl JUCIUTIIMHBI

Paboyasg mporpamMma AUCHMIUIMHBI PACCMOTPEHA, OOCYKIEHA W Ooa0o0peHa UIs
ucrnondeHus B 2026-2027 yyeOHOM roay Ha 3acenanuu Kadeapbl, mpoTokoa Ne 9
oT «22» Mmas 2026r.

BHeceHbl JIONOJHEHUSI M M3MEHCHHUSI B YAaCTU aKTyaIW3allMy JIMIIEH3MOHHOIO
IporpaMMHOIO O6€CH€‘—ICHI/IC, HCIIOJBb3YEMOC Ipu OCYIICCTBJICHHUHN
06D330B3T€HBHOFO npoliecca 10 JaHHOW JMCIUILJIMHBI, a TAaKKE COBPEMEHHBIX
HDOd)CCCI/IOHaJII)HBIX 0a3 JaHHBIX H I/IHd)ODMaIII/IOHHI)IX CITPABOYHBIX CHCTCMaAX,
aKTyaJIM3allMM TI€PCYHS] OCHOBHOM W AONOJIHMTEILHOM V‘I€6HOI>’I JUTEPATYPHI,
HCO6XO,Z[PIMOI>1 JJI1 OCBOCHUA AW CIMITIINHBI.

Pabouasi mporpamma JIUCHUIUIMHBI PaccCMOTpEHa, OOCY>KJIeHa MU OJI00peHa s
ucnonaHenus B 202 -202  y4yeOHOM rojy Ha 3acefanuu Kadeapbl, IpOTOKoJ No
oT  « » 202 r.

Bnecennl JOITIOJIHCHUA U U3MCHCHMUA

PabGouass mporpamma JIHCUUIUTMHBI PacCMOTpEHa, OOCYXKJeHa M OJ00peHa s
ucnongHenus B 202 -202  yyeOHOM rojy Ha 3acefaHuu Kadeapbl, IPOTOKOJ No
OT _ « » 202 r.

BHeceHb! I0N0JHEHUS U U3MEHEHUS

PaGouass mporpamMma AMCHMIIMHBI PAacCMOTpeHa, OOCYXKIeHa M 0J00peHa Jyis
ucnonHeHus B 202 -202  yuyeOHOM roAy Ha 3acenaHuu Kadeapsl, IPOTOKOT No
OT  « » 202 r.

BHeceHbI I0N0JHEHUS U U3MEHEHUS
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