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PaGouas nporpamma JUCIUIUTHHBI pa3paboTaHa B COOTBETCTBUHU C:

- denepanbHbIi TOCYJAPCTBEHHBIM 00pa30BaTEIbHBIM CTAHIAPT BBICIIETO
00pa3oBaHus - OakalaBpyaT Mo HaMpapjiaeHUIO MoAroToBku 27.03.04 — YnpasieHue B
TEXHUYECKUX CUCTEMAX, YTBEP KJACHHBIN MprKazoM MUHHUCTEpCTBA HAYKH U BBICIIIETO
oOpazoBanusi Poccuiickoit ®enepanuun Ne 871 ot 31 wurons 2020 roga,
3apeructpupoBanHbiii B Muntocte 26 aBrycrta 2020 roaa, per. Homep 59489 (nanee —
dI'OC BO).

- y4eOHBIM IUIaHOM (OYHOM, 3a04HOM (opM 00yuYeHHUs) MO CHEeHHATBLHOCTH
27.03.04 — YnopaBiieHUE B TEXHUYECKUX CUCTEMAX.

PaGouast mporpaMm IUCHUIUIMHBI BKIIIOYAEeT B ceOsl OLICHOYHBbIE MaTepUalibl
JUISl IPOBEACHUS TEKYILETO KOHTPOJISL YCIEBAEMOCTH M MPOMEKYTOYHOM aTTecTaluu
no aucuuruiiHe (1.8 @DOHI OIEHOYHBIX CPEACTB [JIsi NPOBEACHUS TEKYILEro
KOHTPOJISI YCIIEBAEMOCTH, IPOMEXKYTOUYHOM aTTECTAallUd [0 MTOraM OCBOCHHS
JTUCLUUIINHBI)

Aptop: Ilukuna Hartanus EBrenbeBHa, noneHT_kadenapbl MHGOOPMAIIMOHHBIX
TEXHOJIOTUN U CUCTEM YIIPABICHUS

(vkazamo @PHO, yuenyio cmenens, yuenoe 36anue uiu 00 CHOCHb)

[Iporpamma onobpena Ha 3acenanuu kadeapsl MHGopMamoHHBIX TEXHOIOTUH
u cucteM ynpasienus (mporokon Ne 8 ot 12.04.2025 r.).



1. IlepeyeHp IUIAHMPYEMBIX Pe3yJbTATOB OOYYeHUS MO AUCIHUILIUHE,
COOTHECEHHBIX C IUIAHHMPYEMBIMH Pe3yJbTATAMH OCBOEHHSI 00pa3oBaTebHOM
nporpammbl (Llesin ocBOeHMs AW CHMIIJINHBI)

1.1. LlemssmMu OCBOCHUS TUCHUILIHHBI «3amuTa HHOOPMAIIHKY SBISIOTCS:

— MOJIy4YeHUE  CTyJEHTaMM 3HAaHUM O  TEOPETHYECKUX  OCHOBaX
Kpunrorpaduu;

— dbopMupOBaHHE HABBIKOB PabOThI C COBPEMEHHBIMH MPOTPAMMHBIMU H
TEXHUYECKUMU cpeiactBamu  OBM, obecrneunBaronuMu  3allUTy  XPaHUMOM,
oOpabGaTeiBaeMOM W  mepenaBaeMoll  uHGOpMAlMU  OT  CIy4yalHOrO WU
npeaHAMEPEHHOT0 O3HAKOMIICHHUS, U3MEHEHUS U YHUUTOXKEHUS,

- U3YUYEHHUE CIOCOOOB M CPEJICTB HECAHKIIMOHUPOBAHHOTO JOCTyNa K
uH(pOpMaIH, CIIOCOO0B U CPEACTB 3alTUTHI KOHPUACHIIMAITBHONW HH()OpMAITUU

1.2.  O6nactu  mpodecCHOHAIbHOW  AesTeNbHOCTH  H(win)  chepbl
npoecCHOHaTBbHON  ACSATEIBPHOCTH, B  KOTOPBIX  BBITYCKHUKH, OCBOWBIIIHC
IPOrpaMMy, MOTYT OCYIIECTBIIATH TPO(PECCHOHATBHYIO ACATEIHBHOCTD:

40 Cre0o3Hbie 8U0bl NPOGDECCUOHATLHOU 0esAmMelbHOCMU 8 NPOMBIUULIEHHOCTU (8
cghepax: obecneuenuss @vinycka (NOCMABKU) NPOOYKYUU, COOMEEMCMBYIouell
mpebo8aHusM  HOPMAMUBHBLIX  OOKYMEHMO8 U MEeXHUYECKUX  YCI08ULL,
MempoLocu4ecKkoeo obecneyenus papabomxu, HNpou3eO00Cmed, UCHbIMAHUL U
IKCIIyamayuu npoOyKyuu, Uccied08anus, paspabomku u 3KCHAYamayuyu cpeocms u
cucmem asmomMamuzayuu U YNpaeieHus pasiuyHo20 HA3ZHAYEHUs; NOGbIULeHUs
apgpexmuenocmu  npouszsoocmea  HPOOYKYuu €  ONMUMATbHLIMU — MEXHUKO-
IKOHOMUYECKUMU NOKA3AMENAMU NYymeM HPUMEHEHUs CPeoCms A8moMamu3ayuu u
Mexanuzayuu).

1.3. K oCHOBHBIM 33ajjauaM H3YYEHHS IUCIUIUIMHBI OTHOCUTCS TMOJATOTOBKA
oOyyarommxcsi K  BBIMIOJHEHUIO TPYJIOBBIX (DYHKIMA B  COOTBETCTBUU C
npodeCCUOHATILHBIMU CTaHAapPTaAMU:

O060011eHHBIC TPYI0BBIE DYHKIINN Tpynossie pyHKIIH
Kox n HamMeHOBaHUE = Py A (ynin PyA (yni
YpOBEHb
npodeccroHanbHOTO YPOBEHb
KO/ | HanMMEHOBaHWE HAMMEHOBAaHHUE KOIl (TOrypoBEHb)
cTaHaapTa KBaIM(pUKAIN
KBaJTH(QHUKALIUN
[InanupoBanue
MPEABAPUTEIHLHBIX
40.057 Crnenuaiuct pe/BapuTeit
UCTIBITAHUHN U
1o 5 . B/02.5
Biox 5 OTIBITHOM
aBTOMAaTHU3HUPOBAHH . SKCIUTyaTaIuu 5
B IEUCTBUE ACYII
bIM CUCTEMaM ACVYII
YHOpaBJICHUA 5 Texnnueckoe
MAaIIMHOCTPOUTENbH 00CITy KUBAHHE B/03.5
BIM IIPEAIIPUATHEM ACYIL
C Pazpabotka 6 Onpenenenne C/01.6 6
ACVYII 1enecoo0pa3HoCcTi
aBTOMAaTH3aLUH
MPOLIECCOB
YIOPaBJICHUS B
OpraHu3aIH




ACYII

PaspaboTka
UH(POPMAITUOHHOTO
obecrieueHus
ACYII

C/02.6 6

Pa3paboTka

3aJaHUH HA

6 MIPOCKTHPOBAHKE

OPUTHHAIBHBIX
KOMITOHEHTOB
ACVYII

C/03.6 6

KonTpois BBO/1a B
6 eHCTBUE U

3KCILIyaTaluu
ACYII

C/04.6 6

1.4. Komnerenuuu oOywaroierocsi, GopMupyemble B pe3yJbTaTe€ OCBOCHHS

JTACIIATUIAHBI
HaumenoBanue Kon n Koa n nHaumeHoBaHue Ilepeuyennb
KaTeropum HAUMeHOBaHHe HHIMKATOpPa IUIAHMPYeMBbIX
(rpynmsbi) KOMIIeTeHI Ui AOCTUKEHMS pe3yaibTaToB 00y4eHHus
KOMIIeTeHIU i KOMIIETeHIIUH
[TK-2 Pa3paboTka IIK 2.1 Cnocoben Ha ypo8He 3HAHULL:
MH(POPMALOHHOro | POEKTHPOBATh 3HATh METOJIMKH MTOKCKA,
obecrieuenns ACYIT | MHPOpMaMOHHYy0 cbopa 1 06paboTKH
Mozenb naHHbix ACVYII, nH(popMaLnu;
CTaHJapTH3ALHIO HA YPOBHE YMEHUIL:
JOKYMEHTO0000poTa 1 YMETb IPUMEHSTh
XapaKTePUCTHUK METOMKH MTOKCKa, coopa
nH(popManuu 1 00paboTKu
nH(pOpMaLNK;
HA YPOBHEe HABBIKOS:
BIIA/IETh MPAKTHYECKUMHU
HaBBIKAMU TIOMCKA H
aHajn3a v CUHTE3a
[IK 2.2 Moxer nH(popMaLnu;
Pazpabotka pa3pabaTbIBaTh
ACVYII TEXHOJIOTHYECKUE CXEMBI | HA YPOBHE 3HAHUU:

00paboTkK HHPOPMALIUU
0 OT/ACTBHBIM
3anagam ACVYII

3HATh AKTyaJIbHbIC
HCTOYHUKU MH(pOpMaLIUU
B chepe
npo¢eCcCHOHATBHON
NESTEIIBHOCTH;

HA YPOBHE YMEHUIL:
YMETb HaXOJUTh U
OCYLLIECTBIIATh
CUCTEMATHU3ALIMIO,
KPUTHYECKUH aHAJIN3 U
CHHTE3 HH(pOpMaluy,
ITOJIyYEHHOM U3 Pa3HbIX
HCTOYHUKOB;

HA YpOBHE HABbIKOS.




[IK 2.3 Criocoben BJIAJIETh IPAKTUYECKUMHU
00BEANHATD HaBBIKAMH TIOMCKA U
nHpopMalMoHHbIe 6a3bl | 00paboTKu HH(pOpMAaIUH;
IIPU CO3AaHUH
unrerpupoBanHoit ACVYII | na ypoene snanuii:

3HaTh OCHOBHBIE
MPUHIUIB K METOIbI
CHCTEMHOTO aHaJIN3a.

HA YPOBHE YMEHUIL:
yYMETh IPUMEHSThH
CHUCTEMHBIN MOAXOJ TS
peLIeHNUS TOCTABICHHBIX
3aJa4 HarpaBJICHUS
MOJITOTOBKH.

HA YPOBHE HABLIKOB:
BJIQZIETh METOUKON
CHCTEMHOI'0 TIOJIX0/1a /ISt
peIIeHMsI TOCTaBJICHHBIX
3a]a4 HarpaBJICHUS
MIOJITOTOBKH

2. Mecro nucuuminnbl B cTpykrype OIIOII

Huctmmunaa  B1.JI(M).B.JIB.5.1 «3amura uHbopmanum» peanusyercs B
paMKkax BapuaTUBHOM wyactu binoka 1 «DnekTuBHBIE JUCHUIUIMHBL (MOIYJIN)»
nporpaMmbl OakanaBpuarta.

HucuunnuHa «3amura nHGOpMaluny» NpenojaeTcss o0y4armuMes 0 OYHOU
¢dopme oOyueHust —Bo 4-M ceMecTpe, 1o 3a04HOU (hopme — B 6 cemecTpe.

HucuunnuHa «3amura UHPOpMALUMU») SBJISETCS MPOMEXYTOUYHBIM 3TaloM
dbopmupoBanus kommnerennuii [1K-2 B mporecce ocBoenns OITOIN.

JucuunnuHa «3amuTa HHGOpMAIMN») OCHOBBIBAETCS HA 3HAHUSAX, YMEHHUIX U
HaBbIKaX, MPUOOPETEHHBIX TMpPH M3YYEHUU JUCHUIUIMH YdyeOHas MpakKTUKa:
O03HAKOMHUTEIbHAs NpaKTuka, HTepHET-TeXHONO0rnM, HTepHEeT-IpOorpaMMUpPOBaHHE
U SBISETCA MPEALIECTBYIOIIECH ISl M3Y4YEHHUs AMCHMUIUIMH MUKpPOIPOLIECCOPHBIE
YCTPOMCTBA CHCTEM  YINpaBieHUs, YyeOHas MpakTUKAa: TEXHOJOTMYEecKas
(MpOM3BOJCTBEHHO-TEXHOJIOTUYECKasA) MpakTUuKa, IIpon3BoacTBeHHas MpaKTHKA:
TEXHOJIOTUYECKasl (MPOU3BOJICTBEHHO-TEXHOJIOTUYECKasA) MpPaKTHKa, ba3bl JaHHBIX,
WNurennexrtyanbHbie cucteMbl, OCHOBBI CHUCTEM HCKYCCTBEHHOTO WHTEJIEKTA,
[Ipou3BOACTBEHHAs MPAaKTUKA: IPOEKTHAsl IPAKTUKA, ABTOMaTU3UPOBAHHBIC
MH(POPMALIMOHHO-YIIPABIISIOIIAE CUCTEMBI, MoJenupoBaHUE CHUCTEM YIIPaBJICHHUS,
[Ipou3BOACTBEHHAs MpPAaKTUKA: NPEIIUIUIOMHAs IIpakTHKa, [ocymapcTBeHHas
UTOrOBasl aTTeCTalMs: NOArOTOBKA K CJade M cllada roCyAapCTBEHHOIO 3K3aMEHa,
l'ocynapcTBeHHass WTOrOBasi aTTECTAlUs: BBINOJIHEHUE, MOATOTOBKA K IPOLEAYpE
3aIIUTHI U 3aIUTa BBITYCKHOM KBAIM(PUKAITMOHHON pabOTHI.

dopmoii TPOMEKYTOUHOM aTTECTallMd 3HAHUK O0y4YaeMbIX MO OYHOU (opme
oOyueHusi sIBISETCS 3a4eT BO 4-M ceMmecTpe, MO 3a04HOil (opme 3ader B 6-M
ceMecTpe.




3. O0beM TUCHUIIIHHBI
ouHas hopma 00yUeHHUS:

Bup y4eoHoii pa6oThl M0 JMCUMILINHE Bcero B 3.e. m yacax Cemectp 4
B yacax

Obmast TPy10EMKOCTD IHCIHILTHHDI 3 3.e. -108 ak.4yac 108 ak.uac
Konmaxmuasn paboma - Ayoumopuuvie 3anamus 36 36
Jlexuuu 18 18
Jlabopamopnvle 3ansamusi 18 18
CemuHnapwl, npakmuyeckue 3aHamusl - -
Koncynemauus - -
Camocmosmenvhas paboma 72 72
KypcoBas padora (KypcoBOii IPOEKT) - -
Bua npoMeskyTOYHOM aTTecTAaluM 3auer 3auer
3a049Has hopMa OOyUCHUS:

Buj yueOHoii paGoThl M0 JUCHUILINHE Bcero B 3.e. m yacax Cemectp 6

B yacax

Obmast TPy10EMKOCTH IMCIHILTHHDI 3 3.e. -108 ak.4yac 108 ak.uac
Konmaxmmuas paboma - Ayoumopnbsie 3anamus 8 8
Jlexuuu 4 4
Jlabopamopnuvle 3ansamusi 4 4
Cemunapwl, npakmuyeckue 3aHamusl - -
Koncynemauus - -
Camocmosmenvhas paboma 96 96
KypcoBas padora (KypcoBOii IPOEKT) - -
Buj npome:kyTo4HON aTTeCTAMH 3auer — 4 yaca 3auer — 4 yaca

4. Cogepxanne JTUCHMILUIMHBI, CTPYKTYPUPOBAHHOE MO TeMaM (pa3aeJiam)
AUCUMILIMHBI C YKa3aHHeM HMX 00beMOB (B aKaJeMHYeCKHX 4Yacax) M BH/IOB

Y4eOHBbIX 3aHATHH
4.1. YueOHO-TEeMATHYECKNH IJIAH
Ounas ¢hopma 00ydICHHS

KonnyecTso yacos Kon
Tema (pazaen) KOHTaKTHasi paboTa HHIUKATOpa
pas3z comumapp | CAMOCTOSTENILHAS | 1oy orroncoprprig
Jlexun | maGopaTopHbIE DAKTHICCKHE pa60Ta
" 3aHATHS P KOMIICTCHIIM N
3aHATHA
Tema 1. OcHoBHblE TMOHATHA W
onpenencuus. VCTOUHUKH, pUCKH U IK-2.1.. [IK
2.1, -
¢dopmbl  arak Ha uHbOpMamuwo. | 4 4 - 18 29 TIK-23
. .9 = . .
ITonutuka u CTaHJ1apThl
0e30macHOCTH
Tema 2. Kpunrorpaduyeckue
MOJCIHA. AITOPUTMBI IH(PPOBAHHUS.
AJITOpUTMBI ayTeHTH(UKAUH 4 4 18 [IK-2.1., ITK-
I10JIb30BaTEIIEH. Mogenu 2.2., IIK-2.3.
0e301macHOCTH OCHOBHBIX
OTIEPALIMOHHBIX CUCTEM.




Tema 3. AqMUHHUCTPUPOBAHUE CETEiA.

3amura uHGOPMALMHM B CETAX. 4 4 i 18 [K-2.1., TIK-
MHoroypoBHeBast 3aIuTa 2.2, 1IK-2.3.
KOPITOPATUBHBIX CETEH.
Tema 4. TpebGoBanus K cucremam
3aIUTHl HHPOPMAITUH ¥ HATIPABICHHSI
pasBUTHSA  CPEICTB 6C3OHI'IaCHOCTI/I ; § s TK-2.1., TIK-
TPEANPHUSITHSL. paBOBbIC -
N 2.2., 1IK-2.3.
HECAaHKIIMOHUPOBAHHOTO JOCTyMa K
nHpOpMaIUU
Koncynbranun IIK-2.1., IIK-
) ) 2.2., 1IK-2.3.
[K-2.1., ITIK-
KonTpons (3auer) - 2.2. TIK-2.3.
UTOro 36 72
3aounas dhopma oOyUyeHuUs
KommgecTBo wacos Kon
KOHTaKTHasi pabora WHIAKATOpa
TeMa (pasﬂeﬂ) Jlexun | ;maGopaTopHbIe H;Zﬁ?ﬁzsiﬁe caMO;Z%ﬂ;f;IbHaﬂ KHQO;:[ZI::{HHP’I
u 3aHATHS — JR8%041
Tema 1. OcHoBHblE TMOHATHA W
onpeneneHus. VICTOUHUKH, PUCKH U MK-2.1.. TIK-
dopmel  arak Ha uHbOpMANHMIO. | 2 - - 24 29 1'_[}'5_2 3
IlonuTtnka u CTaHapThI e e
0e30macHOCTH
Tema 2. Kpunrorpapuueckue
MOJIeTH. AJITOPUTMBI  MH(POBAHUSL.
AJITOPUTMBI ayTeHTH(DUKAUH i 2 i 24 IK-2.1., ITK-
I0OJIL30BaTEIEH. Mogenu 2.2., IIK-2.3.
0e301macHOCTH OCHOBHBIX
OIIePAIMOHHBIX CHCTEM.
Tema 3. AIMUHHCTPUPOBAHUE CETEH.
3ammTta uwHGOPMAaNMM B CETAX. ) ) i 24 IK-2.1., ITIK-
MHoroypoBHeBas 3aIuTa 2.2., 1IK-2.3.
KOPIIOPAaTUBHBIX CETEH.
Tema 4. TpeGoBanus K cucreMam
3aIUThl HHPOPMAIIUU ¥ HATIPABJICHUSI
pa3sBUTHSl  CPEJICTB  0€30IacCHOCTH 5 ” K-2.1.. TIK-
MPEANPHUSITHS. IIpaBoBbIe - - ;
TOCIENCTRHS 2.2., 1IK-2.3.
HECAaHKIIMOHUPOBAHHOTO JOCTyIa K
nHpOpMaIIU
Koncynbranuu IIK-2.1., IIK-
) ) 2.2., 11K-2.3.
IK-2.1., ITK-
Kontpous (3auer) 4 2.2. TIK-2.3,
UTOoro 8 96

4.2. Conep:kaHue JUCUUILINHBI




Tema 1. OcHoBHble NOHATHA W omnpenegeHusi. VICTOYHMKHM, PUCKH H
¢opmbl aTak Ha nHPpopmanuo. [louTHKA U CTAHAAPTHI 0€30MACHOCTH

OcCHOBHBIE  TOHATHA  3alUTHl  WHPOpPMANUU:  KOH(PHUICHIIMAIBHOCTS,
LEJIOCTHOCTb, TIOCTYITHOCTb.

HcTouHnKM yrpo3 0€30MacHOCTH: BHYTPEHHUE U BHELITHUE YTPO3BI.

Bunpl atak Ha MHQOpPMALMIO: aTaKW HA KOH(UJIEHUHUAIBbHOCTh, LEJIO0CTHOCTD,
JOCTYITHOCTb.

) [Ipumepbl  aTak: BHUPYCHI, TPOSHCKHWE TporpaMmbl,  (UIIHUHT,
MaHUMYJISAIUH C TaHHBIMHU.
OneHka pUCKOB U YSI3BUMOCTEN MH(POPMALIMOHHBIX CUCTEM.
) AHaIIN3 ySI3BUMOCTEN CUCTEMBI: METOJAMKHA U UHCTPYMEHTBI.
Pucku, cBs3aHHBIE C YTE€UKaMU [AaHHBIX, HECAHKIIMOHUPOBAHHBIM
DOCTyNnoM U BpeaoHocHbIM [10.
[TonuTuka 6€30MacHOCTH:
) Pa3zpaboTka 1 BHeIpeHNE MOTUTUKH 0€30MTaCHOCTH MHGOPMAIIHH.
BaxkHOCTh pazrpaHudeHus 10CTyNa, KOHTPOJISI © MOHUTOPUHTA.
[TonuThka 3amUTHl JAHHBIX, MpPaBUJIa PE3EPBHOIO KOMHUPOBAHMUS,
BOCCTaHOBJICHHSI IOCJIE€ MHIUAECHTOB.

MexayHaponHble cTaHAapThl U peraameHTsl OezonacHoctu: ISO/IEC 27001,
NIST, GDPR.

) O630p TpeOoBaHMI U CTaHIAPTOB OE30MACHOCTU ISl PA3JIMUHBIX cep
NEeSTENbHOCTH.

) [Ipumenenue cTaHAapTOB Uil  MOCTPOCHUSI  CUCTEMbl  3allUTHI
uH(pOpMAaIUU B OpraHU3alHH.

Tema 2. Kpunrorpagpuyeckue moaeJud. AJTropuTrMbl MUPPOBAHUS.
AJroput™Mbl  ayTeHTH(PUKANUM  NoJb30oBaTesieil. Moaean 0e30MacHOCTH
OCHOBHBIX OIIEPALMOHHBIX CHCTEM.

Kpunrorpaduueckue moaenu:

) Monenu CHMMETPUYHOTO U aCHMMETPUYHOTO UG POBAHUS.
Hcnonp3oBanre mu@poBbIX MOAMUCENH U XAMI-PYHKIUN TSI TIPOBEPKH
LEJIOCTHOCTH JIAHHBIX.
) [Ipunuuner  paboTel  Mopeneld  O€30MACHOCTH  HAa  OCHOBE
KpunTorpadguyeckux NpoToKOIOB.
AJNTOpUTMBI IIUPPOBAHUS:
) Cummerpuunble anroput™mel: AES, DES, RC4.
Acummerpuunbie anroputMbl: RSA, ECC (kpuBble 53JIMOTHYECKOM
KpunTorpadumn).
[IpruMeHeHnE anropuTMOB B PEATIBbHBIX MPUIOKEHUSX: 3allATa JTaHHBIX,
3JIEKTpOHHAas noyTta, VPN.

AJTOpUTMBI ayTeHTU(UKAITIHN TIOJB30BaTEIeH:

) [TaponbHass  ayreHTudukanus, aByxdakTopHas ayTeHTH(UKAIHS,

ouomMeTpus.
) [Iporoxonsl ayrentuduxanuu: Kerberos, LDAP, SSO (Single Sign-On).
_Mognenu 6e30macHOCTH ONEPALIMOHHBIX CHCTEM:
Monenu 6e3omacHoctu: Bell-LaPadula, Biba, Clark-Wilson.



Ponb onepanioHHBIX CHCTEM B 3aIMTE JAHHBIX: IIPaBa JOCTYMA, 3alIUTa
OT BUPYCOB U BPEJOHOCHBIX IIPOTPAMM.
) KoHTposmp goctyma u  ymnpaeieHHWE IIpaBaMU —IOJIb30BaTelIe B
pasmunbix OC: Windows, Linux, macOS.
Tema 3. AgMuHucTpupoBanue cereil. 3amura uHpopManuu B cCeTsX.
MHoroypoBHeBas 3allilUTAa KOPIIOPATUBHBIX CeTeM.
_ AJIMHHHCTPUPOBAHHME CETEH M YyIPABJIECHUE OE30IIaCHOCTHIO:
OcHOBHBIE 337]a41 aIMUHUCTPUPOBAHMS CETEBOM 0€30MMaCHOCTH.
Co3nanue 3amMIIEHHBIX CETEBBIX HH(MPACTpyKTyp U oOecrnedeHue

J0CTyTa.
_3amura uHGOPMALMU B CETAX:
Mertoabl 3alUThI Iepeadn TaHHbIX: mudpoBanue Tpaduka (SSL/TLS,
IPsec).
3ammTa Ha ypoBHe npuioxenuii: HTTPS, SSH.
[Tporokomnsr Ge3omnacHoi nepenayn ganHbix: VPN, kpunrorpaduueckue

POTOKOJIBI.
_MmuoroypoBHeBasi 3aiura KOPIOpaTHBHBIX CETEN:
Konnenus MHOTOCIOWHOW 3amuThl: 3amuTHBIE cTeHbl (firewalls),
CUCTEMBI IpeoTBpalieHus Bropskenui (IDS/IPS), mudpposanue.
3amuTa KOPHOPAaTUBHBIX JIaHHBIX ¢ nomomplo VPN, DMZ,
CEerMEHTAIINH CETH.
) KonTtpomas u ynpasiaeHrue J10CTyIOM B KOPIIOPATUBHBIX CETSX.
_Bonpocs! ynpapiieHust ”HIMIEHTaMU U OTBETHBIMM MEPAMU Ha YIPO3bI:
PearnpoBanne Ha araku W UHIWACHTHI: OJIOKMPOBKA, aHAIU3 U
BOCCTaHOBJICHHE.
UcnonwszoBanue SIEM-cuctem i1 MOHUTOPMHra W aHaIM3a
0€30MacHOCTH.

Tema 4. TpeGoBanusi K cucTeMaM 3aIIUTHI HHPOPMAIUN U HATIPABJICHUSA
pa3BuTHusi cpeAcTB Oe3omacHocTd npeanpusatus. IIpaBoBble mociencTBus
HECAHKIIMOHMPOBAHHOIO I0CTYNA K MH(poOpMaun

_TpebGoBanus K cucTeMam 3amMThl KH(QOPMALKK:
Cranpaptbl KOH(PUIAECHUUAIBHOCTH, IEJIOCTHOCTHA U JOCTYHHOCTH
JTAHHBIX.
) CucteMbl  3amuThl  UHGOpPMALUM:  AHTUBUPYCHBIE  MPOrPaMMBI,
(baepBOIIBI, CHCTEMBI KOHTPOJISA IOCTYIIA.
[ToauTk 0GE30MaCHOCTH: pasrpaHUYCHHE TIpaB JIOCTyNa, ayJauT
0€3011acCHOCTH, aHAJIU3 YSI3BUMOCTEH.
_Hanpasnenus pa3Butus CpeACTB O€30IIaCHOCTH:
PasButne 001a4HBIX TEXHOIOTHUI U oOecrieueHre 0e301acHOCTH JaHHBIX
B O0J1aKe.
Hcnonp3oBaHre MCKYCCTBEHHOTO WHTEIUIEKTa U MAlTUHHOTO OOy4YeHUS
JUTSl BBISIBIICHUS YTPO3.
) Pa3Butne OWOMETPUYECKUX TEXHOJOTUW MJisi ayTeHTU(DHKAIUU W
3alUThI JAHHBIX.
[IpuMeHeHne MHHOBAITMOHHBIX CPEJCTB JIJISl 3aIlIUThI UH(POPMAIUU:



JlenieHTpanu30BaHHbIE CUCTEMBI 0€30MacHOCTH (OJIOKYEHH).
Hcnonp3oBanre KpUNTOBATIOT U IMUMPOBBIX MOAMKUCEH JJIST TPAH3AKIIHMA
U KOHTPAKTOB.
_IlpaBoBbie MOCIEICTBUS HECAHKIIMOHUPOBAHHOT'O JIOCTYTIA:
Brusiare Ha 6€301acHOCTh M KOHMUIEHITUATHFHOCTh HH(POPMAIIHH.
3aKOHBI U PEryJMPOBAHUE: 3AINUTA JAHHBIX, OTBETCTBEHHOCTD 3@ YTEUKY
uH(popMaIuu.
) [IpumeneHnne 3akoHOB Mo 3aumTe JaHHbIX (Hanmpumep, GDPR) u
OTBETCTBEHHOCTH 33 HAPYILIECHHUE MIPAB Ha MHPOPMAIIHUIO.
[Tpumepsr MIPABOBBIX TIOCTICICTBHIA: mrpadsl, yroJIOBHAs
OTBETCTBEHHOCTb, CYJICOHBIE MPOLIECCHI.

5. VYuyeOHO-MeTOaMYecKOe oO0ecledyeHHE CaAMOCTOSITEIbHOW  PadoThI
CTY/IEHTOB

CamocrosiTenpbHass paboTa TPOBOJAUTCS C IENbIO: CHUCTEeMaTH3allud |
3aKPETUICHUSI TIOTYYEHHBIX TEOPETUYECKUX 3HAHWM W TPAKTUYECKUX YMEHHM
oOydJaroruxcsi; yriayOoleHus W paclIupeHus TEOPETUUYECKUX 3HAHWM CTYyICHTOB;
dbopMHUpOBaHUS YMEHHH WCIOIB30BaTh HOPMATHBHYIO, TPABOBYIO, CIPABOYHYIO
JTOKYMEHTAITNIO, YICOHYIO B CHCIHANTBHYIO JIUTEPATypPy; Pa3BUTHS MO3HABATEIHLHBIX
CIOCOOHOCTEM W AaKTHUBHOCTH  OOy4YaroUmIMXcs:  TBOPYECKOW  MHUIMATHUBBI,
CaMOCTOSITEIIbHOCTH,  OTBETCTBEHHOCTH,  OpPTaHW30BAaHHOCTH;  (OPMHPOBAHUE
CaMOCTOSTEIIbHOCTH MBIIIIJICHUS, CIIOCOOHOCTEH K CaMOPAa3BUTHIO,
COBEPIIICHCTBOBAHMIO M CaMOOpPraHu3aluu; (GOPMHPOBAHUS MPOPECCHOHATBHBIX
KOMITIETEHIIUI; Pa3BUTHIO UCCIIEA0BATENLCKUX YMEHUN CTYIE€HTOB.

@opMbI U BHUJBI CAMOCTOSITENILHOW PabOThl CTYJEHTOB: YTEHHUE OCHOBHOM M
JOTIOJTHUTENIBHOW JIUTEpaTypbl — CaMOCTOATENbHOE HW3Y4YeHHWE Marepuaia I
PEKOMEHTyeMbIM JIUTEPATYPHBIM UCTOYHUKAM; paboTa ¢ OMOIMOTEYHBIM KaTalOToM,
CaMOCTOSATENbHBIN MOJA00pP HEOOXOAMMOW JUTEepaTyphl; paboTa €O CIOBapem,
CIIPAaBOYHHUKOM; TIOMCK HeoOXxomumou uHpopmanuu B cetu  VHTEpHeT;
KOHCIIEKTHPOBAHWE HMCTOYHUKOB; pedepupoBaHNEe HCTOYHHKOB; COCTABIICHHE
AHHOTAIMI K MPOYUTAHHBIM JIUTEPATYPHBIM HUCTOYHUKAM; COCTABIICHUE PEICH3UHA H
OT3BIBOB Ha TMPOYUTAHHBIN MaTepHall, COCTaBIEHWE 0030pa MyOIMKaIUiA MO TeMe;
COCTaBleHHME U  pa3pabOoTKa TEPMHHOJIOTHYECKOTO  CIOBaps; COCTaBJICHHE
XPOHOJIOTMYECKOW TabnuIbl; cocTtaBieHre Oubmuorpaduu (Oubnuorpaduyueckoit
KapTOTEKH); IOATOTOBKA K PA3JIMYHBIM (GopMaM TEKYIICH W TPOMEXYTOUHOM
aTrTecTalui (K TECTUPOBAHMIO, KOHTPOJBHOW paboTe, 3adyeTy); BBINIOJIHCHHE
JOMAIIIHUX KOHTPOJBHBIX paboOT; CaMOCTOSTENBHOE BBIOJIHEHHE MPAKTHUYECKUX
3aJlaHuil PENpPOJYKTUBHOTO TUMA (OTBETHI HA BOIPOCHI, 33J]a4H, TECThI; BHINOJTHEHHUE
TBOPYECKHX 3aJaHUM).

TexHonorust opraHu3aIi CaMOCTOSTEIHHOM PAOOTHI O0YYaIOIINXCS BKIIOYACT
UCIIOJIb30BaHUE MH(POPMAIMOHHBIX U  MaTEPUATbHO-TEXHUYECKHX  PECypcoB
00pa30BaTEIBLHOTO YUPEKICHUS: OUOIMOTEKY C YHTAIBHBIM 3aJI0M, KOMITbIOTEPHBIC
KJIACChl C BO3MOXHOCTBHIO paboTel B UMHTEepHeT; ayautopum (KJIacchl) IS
KOHCYJIbTAIITMOHHOM JIeSITEIbHOCTH.
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[lepen BhIMOTHEHUEM OOYYAIONIUMUCS BHEAYJUTOPHON CaMOCTOATEIbHOMN
paboThl IpernojaBaTesib MPOBOJUT KOHCYJIbTHPOBAHHE IO BBINOJHEHHUIO 3aJaHMUs,
KOTOpPBI BKJIOYAaeT Leldb 33JaHus, €ro CoJEpKaHWs, CPOKH BBIIIOJIHEHMS,
OpPUEHTHPOBOUYHBIM 00BEM pabOThI, OCHOBHBIE TPeOOBaHMs K pe3ylibTaTaM padOThI,
KpUTEpUU OLEHKH. Bo BpeMsi BBIMOJHEHUS OOYyYaIOUUMUCS BHEAyIUTOPHOU
CaMOCTOATENbHON pabOThI U NMPU HEOOXOJUMOCTH IPENOAaBATENb MOKET MPOBOIUTH
UHAUBUYAJIbHBIE U TPYNIOBbIE KOHCYJIbTALIUH.

KoHTpons  caMocTosITeNbHOM ~ pabOThl  CTYJEHTOB  MpPEIyCMaTPHUBAET:
COOTHECEHHUE COAEPKaHUS KOHTPOJIS C UEISIMU 00yUYeHUS; 00bEKTUBHOCTh KOHTPOJIS;
BaJIUAHOCTh KOHTPOJdS (COOTBETCTBHE NPEABABISIEMBIX 3aJaHU TOMY, 4YTO
Opeanojaraercs MpoOBEpUTh); AuddepeHIuano  KOHTPOIbHO-U3MEPUTENBHBIX
MaTepUaJIOB.

@®opMBl KOHTPOJII CaMOCTOSITEJIBHOM paboThl: MPOCMOTP U HpOBEpKa
BBIMIOJIHEHUST ~ CAMOCTOATEIbHOW  paboThl  MpemnojaBaTesieM;  OpraHu3alus
CaMOIIPOBEPKH, B3aHMOIPOBEPKU BBIIIOJHEHHOTO 3a/laHusl B TpYIINe; OOCYyXICHHE
pe3yJIbTaTOB BBIMIOJHEHHOW paOOTHl HAa 3aHATUU; IPOBEJCHHE MMCbMEHHOTO OMpOCa;
IPOBEJICHHE YCTHOIO OINpOCa; OpraHu3alMs M MPOBEACHUE HWHIUBUIYAIBHOIO
co0eceI0BaHus; OpraHu3alys U IpOBEIEHUE COOECEeI0BaHUs C TPYIIION.

HepequL BOIIPOCOB, OTBOAUMBIX HAa CAMOCTOATE/IBbHOEC OCBOCHUE TNCHUIIJIMNHBI,

(opMbI BHEAYTUTOPHOM CAMOCTOATEIHLHOU PA0d0THI

HaumeHnoBaHue TeM
(pa3aesioB)
JUCIHUILTHHBI

Hepe‘IEHL BOINIPOCOB, OTBOAUMBIX HA CAMOCTOATE/IbHOEC
O0CBOCHHUEC

®opMbl BHEAYIUTOPHOM
CaMOCTOSITeJIbHOI PadoThl

Tema 1. OcHoBHBIE
IIOHATHUA U
OTpeIesICHHS.
HcTouHUKH, PUCKH U
(dopMEI aTak Ha

1. Ompenenenne 3amUTH HGOPMAITNH U €€ OCHOBHEIE TIEIH.
2. OCHOBHBIE TIOHATHSI: KOHPUACHIHAIEHOCTD, IIEIOCTHOCTb,
JIOCTYIHOCTh HH(OpMAITUH.

3. Uctounuku yrpo3 uH(GOpMaIUu: BHYTPEHHUE 1 BHELITHHE
(hakTopEL

W3yueHuie nutepaTypsbl 1Mo
OCHOBHEIM ITOHSATHSIM 3aIATHI
nHpopmaruu. [IpoBenenne
aHasv3a BO3MOXHBIX YIpo3
TUTSL HTH(OPMAITIHY B

UH(pOPMALIHIO. 4. ®opmbl aTak Ha HHGOPMAIIUIO: BPEJOHOCHBIE IPOIPaMMBI, pa3auuHBIX cdepax.
[TonuTHKa U CTAaHAAPTHl | COLMAIbHAS NHKEHEPHS, (PUIIKMHT H JIP.
6€301acHOCTH 5. omuTrky 6€30MacHOCTH: OCHOBHBIE KOMIIOHEHTHI M HX

3HAYCHHE B OPraHU3aIINH.

6. Crangaptel 6e3onacHoctu nHopmarnmu: ISO/IEC 27001 u

IpyTHe.

7. O1eHKa pUCKOB U ySI3BUMOCTEH B 00JIaCTH 3aIUTHI

WHPOPMAITUH.

8. ConmanbHast UHKESHEPHS: METOMIbI U IPUMEPHI aTakK.

9. Biiustame uenoBeueckoro (akTopa Ha 0€3011acCHOCTh

WHPOPMAITUH.

10. Bynymiee 3amuThl HHGOPMAIIMK: HOBBIC YIPO3bI U TIOJIXOIBI.
Tema 2. 1. O630p kpunTOrpapUIecKUX MOAEIEH: CHMMETpUYHAS U HccnenoBanue MeToa0B
Kpunrorpapudeckue ACUMMETpPHUYHAS KpUTITOTpadus. ayTeHTH(PUKAITAN
MOJIEJH. AJITOPUTMBI 2. Anroputwmsl udposanus: DES, AES, RSA u ux MHoJb30BaTelIe U UX
U pOBaHHS. 0COOEHHOCTH. s dexrunoctH. IIpoBenenne
AJITOpUTMBI 3. XomI-pyHKITMN ¥ X IPUMEHECHHE B 3aIUTe HHPOpMAITUN: aHaliM3a Mojiesnen
ayTeHTU(PUKAIH SHA-1, SHA-256 u ap. 0€30IaCHOCTH OCHOBHBIX

MOJIb30BaTENIEH.
Mopenn 6€301acHOCTH

4. AITOpUTMBI Ay TECHTU(UKAIINH; TTAPOJIH, TOKCHBI, OHOMETPHSI.
5. Mopenu 6e30IacHOCTH B OTIEPallMOHHBIX cucTeMax: Windows,

OINCPALIMOHHBIX CUCTEM.
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OCHOBHBIX
OIICPAIIMOHHBIX CHUCTCM.

Linux, macOS.

6. Poxp kpunrorpaduuecKkux METOJI0B B 00ecIieUeHIH
0€30IMaCHOCTH OTIePAIIMOHHBIX CHCTEM.

7. IlpuMepbl MPUMEHEHUsT Pa3THYHBIX AITOPUTMOB IU(PPOBAHUS
B PEANbHBIX CUCTEMAX.

8. Ceprudmkarel 1 HHPPACTPYKTypa OTKPHITHIX Kiroueit (PKI) B
ayTeHTU(HUKAIINY TT0JIb30BATENCH.

9. CooTBeTcTBUE CTaHAApTaM 0€30MaCHOCTH aJITOPUTMOB
muQpOBaHUS.

10. Bynymee kpunTorpadmueckux METO0B: HOBBIEC PEIICHUS U
MOIXOJIBL.

Tewma 3.
ATMUHUCTPUPOBAHUE
cerelt. 3amuTa
MH(GOPMAIUH B CETSX.
MHoroypoBHeBas
3al[UTa KOPIOPATUBHBIX
ceTeit.

1. OcHOBBI aIMHUHUCTPUPOBAHUS CETEH: 3a1a4l U HHCTPYMEHTBI.
2. Yrpo3bl 6€300aCHOCTH B CETSIX: TUIIBI M HCTOYHUKH.

3. Metozp! 3amuTEl HHpOpPMAIUK B ceTax: mudposanue, VPN,
(aiipBoJIBI.

4. MHOroypoBHEBasl 3aIIUTa KOPIIOPATUBHBIX CETeH: KOHLECTILNU
U TIOAXOBI.

5. Posb ceTeBbIX MPOTOKOJIOB B O€30MaCHOCTH HH(OpMAIINH.

6. [lpumenenne cucteM oOHapyEHUS M IPEAOTBPALLCHHS
Bropkenuii (IDS/IPS).

7. Cucrembl ynpasieHus 6e3onacHocTbio nHpopmaruu (SIEM):
(YHKUMH 1 TIPUMEPBHI.

8. OCHOBHBIE IPUHLUIIBI TPOESKTUPOBAHUS O€30MACHBIX CETEH.
9. O0GydJeHre COTPYTHUKOB OE30MMaCHOCTH B KOPIIOPATHBHOM
cpeze.

10. Bynymiee cereBoi 0€300aCHOCTH: TPEHABI H TEXHOJIOTHH.

IIpoBenenue anamuza
MHOTOYPOBHEBOH 3aIlIUTHI
KOPIIOPAaTUBHBIX CETEH.
Hccnenosanue npumMepos
YCIIELHOr0

aJIMUHUCTPUPOBAHUS CETEN C
aKI[EHTOM Ha 0e30I1aCHOCTb.

Tema 4. TpeboBanus x
CHCTEMaM 3aIlUThI
nH(pOpMAIIH U
HaTpaBJICHUS PA3BUTHUS
CpeJICTB 0€30IaCHOCTH
MPENPHUSITHS.
[IpaBoBsI€ MOCIEACTBUS
HECAaHKIIMOHUPOBAHHOTO
JOCTyTIa K HHPOPMAITUH

1. OcHOBHBIE TpeOOBaHUS K CHCTEMaM 3alTUTHI HH()OPMAITHH:
KOH(UACHIUATBHOCTb, IIEJIOCTHOCTb, JOCTYITHOCTb.

2. HopMaTHBHBIE TOKYMEHTHI U CTAHJIAPTHI B 00JIACTH 3al[UTHI
WH(pOPMAITHH.

3. HampaBienus pa3BuTHS CPENCTB O€30MaCHOCTH: TCHICHITUN 1
WHHOBAIIWH.

4. Ponb TexHOIIOTHH B 00ecriedeHnH 0e301MacHOCTH HH(POPMAIIUU
Ha TIPEATNPUATHIX.

5. [IpaBoBbI€ acTIEKTHI 3aIUTHl HH)OPMAIIUH: 3aKOHBI U
peryJIsnuy.

6. [locnencTBrs HECAHKIIMOHUPOBAHHOIO JOCTYIIA K
nH(pOpPMaIIH: IOPUANYECKUE U (PUHAHCOBBIE.

7. [IpumMepsl yCIEIIHOTO BHEPEHUS CUCTEM 3alllUTHI B
KOMTIaHHSX.

8. Bmussane GDPR u npyrux perymsiuii Ha 3a1IuTy
WHPOPMAITUH.

9. OneHka yrpo3 u OIleHKa PUCKOB B KOHTEKCTE ITPABOBBIX
MOCJIEICTBUH.

10. Bynymee cuctem 3aiuThl HHGOPMAIIMK; HOBBIC TIOJXObI H
BBI30BBL

Hccinenoanue nmpaBoBbIX
MOCJEACTBUN
HECaHKIIMOHUPOBAHHOTO
JOCTyTIa K HH(GOPMAIUH.
IIpoBenenue aHanuza
COBPEMEHHBIX TEHJEHLUN B
o0JacTu CpecTB
0e301acHOCTH.

IIxana oneHUBaHUA

[ITkana olleHUBaHUs Kpurepun olieHUBaHHUsI

«OTI4HO» OOyuatomuiics TayOOKO U COAEpPKATEIBHO PACKPHIBAET
TEMY CaMOCTOSITENIbHOM paboThl, HE IOMYCTHB OIIMOOK.
OTBET HOCHUT Pa3BEPHYTHIN U HCUEPIIBIBAIOIIUN XapaKTep

«Xopomio» OOGyuaronuiics B LEJIOM pacKpbIBaeT TEMY
CaMOCTOSTEIbHON pabOThI, OAHAKO OTBET XOTs ObI HA OJIMH
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N3 HHUX HC HOCHT PA3BCPHYTOI'O H HCUYCPIILIBAIOIICTO
XapakTepa

«Y IOBIIETBOPUTEIBLHO»

OOyuaromuiics B LEJIOM pacKpbIBaeT TEMY
CaMOCTOSITENIbHOM pabOThI U JAOMYCKAET Psifi HETOYHOCTEH,
(dparMeHTapHO PACKPBIBAET COACPKAHHE TEOPETHUECKUX
BOTMPOCOB WJIM HX PACKpPBIBA€T COJEPKATEIbHO, HO
JOITyCKasl 3HAYMTEIbHbIE HETOUHOCTH.

«HCYI[OBJ'IGTBOPI/ITCJIBHO»

OOGyuaronuiics HE BJIaJ€eT BBIOpaHHOM TeMOU

CaMOCTOSITEJIbHOMN pa60T51

6. Ouenouynbie MaTepuaJbl ((POHI OLEHOUYHBIX CPEACTB) JIsI NMPOBEAEHUS
TEKYLIero KOHTPOJSI YCHEeBAeMOCTH, MPOMEKYTOYHON aTTeCTAlUU MO0 MTOram
OCBOECHHSA TUCUUILIHHBI

6.1. ITaciopt ¢doHIa OLIECHOYHBIX CPEICTB

Ne | KonTponupyembie Kon u Nupukarop HanmenoBanu
pazaensl (TeMbI) HAUMEHOBaHUE JOCTHKEHUS e
JUCIUTUTAHBI KOMIIETEHIINU KOMIIETEHIINU OLICHOYHOT'O

CpeACTBa

1. | Tema 1. OcHOoBHBIE ITK-2 Pa3paboTka I1IK 2.1 Criocoben
IMOHATHA U OIIPCACIICHUA. I/IH(i)OpMaHI/IOHHOFO MMPOCKTUPOBATH
HcTouHUKY, pUCKH U obecredens MH(GOPMaLMOHHYIO
¢dbopMBbI aTak Ha ACYITI MOJIEJTh TaHHBIX
uHdopmaruto. [onurrka ACVII,

U CTaHJAPThI CTaH/IapTU3AIUIO

0e301acHOCTH JIOKyMEHTO000pOTa U
XapaKTePUCTHK
uHhopmaruu Ompoc,
IIK 2.2 Moxkert JTIOKJIaJI,
paszpabaThIBaTh pedepar,
TEXHOJOTUYECKHE MPOrPaMMBI,
CXeMBbI 00pabOTKH MIPE3CHTAIINH,
UHPOPMALIUH TI0 3auer
OTJIEbHBIM
3amauam ACVYII
1K 2.3 Cnocoben
00BEIUHATD
nH(pOpMaITMOHHBIE
0a3bl IpH CO3TAHUH
WHTETPUPOBAHHOU
ACVII

2. | Tema 2. ITK-2 Pa3paboTka I1IK 2.1 Criocoben
Kpunrorpaduueckue MHDOPMAIMOHHOTO | IPOCKTHPOBATH Ormpoc,
MOJIeH. AJTOPUTMBI obecredens MH(GOPMALIMOHHYIO JIOKJIaJ,
mudpoBaHus. ACYTI MOJIENb TaHHBIX pedepar,
AJITOpUTMBI ACVII, MPOrPaMMBlI,
ayTeHTU(UKAINH CTaH/IapTU3AIUIO MpPE3CHTAIIHH,
MoJb3oBaTeec. Monaenu JIOKyMEHTO000pOTa U 3a4eT
0€30MacHOCTH OCHOBHBIX XapaKTePUCTHK
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ONCpaOHHBIX CUCTCM.

uHpOpMaLUn

IIK 2.2 Moxer
pa3pabaThiBaTh
TEXHOJIOTUIECKUE
cXeMbl 00paboTKH
nH(popMaIuu 1o
OTJICTHHBIM
zagagyam ACVII
I1K 2.3 Cnocoben
00BEINHATE
UH(POPMALIMOHHbIE
0a3bl MpU CO3JIaHUHT
UHTEIrPUPOBAHHON

ACVYII

Tema 3.
AJIMUHUCTPUPOBAHKE
ceTen.
Kpunrorpaduuaeckue
METO/IbI 3AIIUTHI
nH(pOpMAIUHU B CETSX.
MHoroypoBHeBas 3aIuTa
KOpIIOPaTHUBHBIX CETEM.

[TK-2 Pa3paboTka
MH(POPMALIMOHHOTO
obecreyeHus
ACYII

1K 2.1 Cniocoben
POEKTUPOBATH
UHPOPMALMOHHYIO
MOJIETIb JAHHBIX
ACVII,
CTaHAapTU3AIHIO
JOKYMEHTO000pOTa U
XapaKTEePUCTHK
uHpOpMaLUn

I1K 2.2 Moxet
paspabaTbIBaTh
TEXHOJIOTUYECKHUE
cXeMbl 00paboTKH
nH(popmaIuu 1o
OTJENIbHBIM
sagadyam ACVII
1K 2.3 Cnocoben
00BEINHATE
UH(POPMAaLIMOHHbIE
0a3bl IpU CO3JIaHUHN
UHTEIrPUPOBAHHOMN
ACYII

Ormpoc,
TOKJIaI,
pedepar,
MIPOTPaMMBl,
MPE3ECHTALINH,
3a4er

Tema 4. TpeGoBanus k
cucTeMam 3aIUTHI
UHpOpMALIUU "
HaNpaBJICHUS  Pa3BUTHA
CPEICTB Oe3omacHOCTH
npennpusatus. I[IpaBoBbie
HOCJIECTBHS
HECAHKIIMOHUPOBAHHOTO
J0CTyIa K HH(popMauu

I1K-2 Pa3pabotka
MH(POPMALIMOHHOTO
o0ecrieueHus
ACYII

1K 2.1 Cnocoben
HPOEKTUPOBATH
MHPOPMALMOHHYIO
MOJIETIb JAHHBIX
ACVII,
CTaHAapTU3ALHIO
JOKYMEHTO000pOTa U
XapaKTEePUCTHK
uHpOpMaLUn

I1K 2.2 Moxet
pas3pabarbIBaTh
TEXHOJIOTUYECKHUE
cxeMbl 00paboTKH
uH(popmaIuu 1o
OTJENIbHBIM
sagadyam ACVII

Omnpoc,
JOKIaJ,
pedepar,
IIPOrpaMMBlI,
Mpe3eHTalHH,
3auer
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I1IK 2.3 Cnocoben
00BEINHATE
UH(POPMALIMOHHbIE
0a3bl MpU CO3JIAaHUHN
UHTEIPUPOBAHHON

ACVYII

Jransl (opMHpOBaHUS KoMIeTeHuuil B mpouecce ocBoeHusi OITOII
IPsIMO CBSI3aHBI C MECTOM JMCLMIUIMH B 00pa3oBaTeabHON nporpamMmMe. Kaxx bl atan
(opMHpOBaHUSA KOMIETEHIIMH, XapaKTepU3yeTCs ONpPEIEIECHHbIMU 3HAaHUAMH,
YMEHUSIMU U HaBblKaMU W (WJIM) OMNBITOM NPOQPECCUOHATBLHON AeSATEIbHOCTH,
KOTOPBIE  OLIEHMBAKOTCS B  IPOLECCE TEKYUIETO0 KOHTPOJISI  yCIIEBAEMOCTH,
IPOMEKYTOYHOM aTTecTallMy MO JUCUUIUIMHE (TPAKTHUKE) U B MPOIIECCE MUTOTOBOM
aTTECTallNH.

HuciumnHa «3amura uHGOpMAIMKy SBISETCS MPOMEKYTOUYHBIM 3TarioM
KOMIUJIEKCAa JUCIMIUIMH, B XOJ€ H3YYEHHUS KOTOPBIX Y CTYACHTOB (OPMHUPYIOTCA
komrereHmu [1K-2.

®opmupoBanua kommereHiuu IIK-2 HaymHaeTcs ¢ M3y4YeHHUS UCHUTUIMH
YyeOHast TmpakTUKa: O3HAKOMHTENbHAass TpakTuka, «VHTEpHET-TEXHOJIOTHUNY,
«HTEpHET-TPOrpaMMUPOBAHUE.

3aBepmraercs pabora 10 (GOPMHPOBAHUIO Y  CTYICHTOB yKa3aHHBIX
KOMIICTCHIIMA B XOJAE€ W3YYE€HUs IUCUUIUIMH «MHUKPOIPOLECCOPHBIE YCTPOWCTBA
CUCTEM YIIpaBIEHUS», YueOHas NpPaKTUKA: TEXHOJOrnyeckas (IIpOU3BOACTBEHHO-
TEXHOJIOTUYECKAs)) MpakTUuKa, I[[pOM3BOJACTBEHHAs] NPAKTUKA: TEXHOJOTMYECKAs
(MpOM3BOJICTBEHHO-TEXHOJIOTUYECKAs ) IIPaKTHKA, «ba3zsl JTAHHBIX»,
«HTennekTyanpHple CUCTEMBbD», «OCHOBBI CUCTEM HCKYCCTBEHHOTO HWHTEJUIEKTa»,
[Ipon3BoACTBEHHAs] TpaKkTHKA: TMPOEKTHAs IMPAaKTUKA, «ABTOMAaTU3UPOBAHHBIE
UH(OPMAIMOHHO-YTIPABIISIONINE CUCTEMBID», «MopnenupoBaHue CUCTEM
ynpasieHus», [[pon3BoaCTBEHHAs PAKTUKA: TPEAAUIUIOMHAS TPAKTHKA.

Urorosas omenka cpopmupoBanHocTH komrerenuuit [1K-2 ompenensercs B
nepuoa l'ocygapcTBeHHass WTOroBasi arTecTalus: NOATOTOBKAa K cAadye M chaya
roCyapCTBEHHOI'O 3K3aMeHa, [ 0Cy1apCTBEHHAss UTOTOBasi aTTECTALUS: BBIIIOJIHEHHE
U 3alUTa BBIITYCKHOW KBaTU(UKAITMOHHON PaOOTHI.

B npouecce u3y4eHus1 JUCUMILIMHBI, KOMIIETEHIMH TaKke (POPMUPYIOTCH
M0ITAIHO.

OcHoBHbIMM 3TanamMu  (opmupoBanus [IK-2 npu wu3yyeHuUM AHCUMILIAHBI
b1.4(M).B./IB.5.1 «3amura undopmanumy» sBISIETCS MOCIEI0BATEIHLHOEC U3yYCHUE
COJZIepKaTeNIbHO CBSI3AHHBIX MEXAY CO00U TeM yueOHbIX 3aHATHN. 3ydueHue Kaxaoi
TE€Mbl MpeArojaraeT OBJaJCHHE CTYJACHTAMH HEOOXOAUMBIMH JECKPUIITOPAMHU
(cocTaBnsOIIMMH) KOMIeTeHUMH. i1  OIeHKH ypOBHS C(HOPMUPOBAHHOCTU
KOMIIETEHIMIA B MPOLECCE HW3YYEHHs] OUCHUILUIMHBI NPELYyCMOTPEHO IPOBEIICHHE
TEKYLIEro KOHTPOJS YCIEBAEMOCTH IO TemaM (paszienaM) JUCHUIUIMHBI U
POMEKYTOUYHOM aTTECTALMU MO TUCLUIUIMHE — 3a4ET.
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6.2. KoHTpo/ibHBIE 32aHUSI U MaTepHuasibl, HEOOXOAUMbIE JJS1 OLEHKH
3HAHMI, YMEHUHA U HABBIKOB U (MJIH) ONbITA JAeSATEJIbHOCTH, XaPAKTEPHU3YIOIIUX

ITAaIlbI (l)Ole/IpOBaHI/ISI KOMHeTeHHI/Iﬁ B Ipouecce OCBOCHUS Oﬁpa3OBaTeJH)HOﬁ

NPorpaMMbl

6.2.1. KoHTpouibHBbIEe BONPOCHI MO TeMaMm (pa3gejiamM) JJf ONpPoca Ha

3AHATUAX
Tema (pazzaen) Bomnpockl
Tema 1. OcHoBHEbIE IIK-2

TOHATHA U ONPCACIICHUS.

1.

[onsarue nndopmanu u HHPOPMALTUOHHBIX PECYPCOB.

HNcrounuky, pucku 1 2. OCHOBHBIE TIEJIH U 33/1a91 3aIIUTHl HHOPMAITUH.
dopwmb arak Ha 3. Knaccudukanus nadopmaium no crerneHu
unpopmanuro. [Tonmutuka n KOH(H/IEHIMATBHOCTH.
CTAHAAPTEI GE30NACHOCTH | 4 [TpuHIUIIBI TOCTPOEHUS CHCTEM 3aIUTHl HH()OPMAIUH.
5. Tunel yrpo3 nHGOpMaIMOHHON 0€30TTaCHOCTH.
6. HcTouHMKM yTrpo3 U BO3MOXKHBIE KaHAJbl YTEUKU HHPOPMALIUH.
7. Krnaccudukanus ys3BUMOCTE 1 METOIbI UX OOHAPYKEHHUS.
8. [locnencTBus peanusanuu yrpo3 U OLEHKA PUCKOB.
9. MeTto/1b1 aHaIM3a 3aMMIIEHHOCTH HHPOPMALIUH.
10.  Iloaxomsl kK 00eCIEYeHHIO HENPEPHIBHOCTH UH(OPMAIIHOHHBIX
MIPOLIECCOB.
11. OnpeneneHye NOJIUTUKY 3aIIUTHI HHPOPMALIUH.
12. MexaHu3MBI 3aIUTH KOH(OUICHIIUATBHBIX TAHHBIX.
13.  IIpuHUIMITBI KOMIUIEKCHOW 3alUThI HH(OPMAIIHH.
14. Ponb nonb3oBarens B obecneuenun Ub.
15. Cuctema o0yueHus 1 HHGOPMUPOBAHUS ITEPCOHANIA T10 BOIIPOCAM
Ub.
16. dopmupoBaHue KyJIbTypbl HH(OPMAIIMOHHON 0€30MacCHOCTH.
17.  IlpuHuuns! BeIOOpa TEXHUYECKUX U IPOIPAMMHBIX CPEICTB
3aLLUTHI.
18. CornacoBaHue Mep 3aIIUThI C IPOU3BOJICTBEHHBIMU 3a/Ia4aMH.
19.  PermaMeHTHl pearupoBaHMs Ha UHIU/ICHTHI.
20. Huterpamus b B KOpnopaTUBHYIO CTPATETHIO.
Tema 2. [1K-2
Kpunrorpapudeckue l. TexHuyeckue KaHaJIbl yTEUKH HHPOPMAIIIH.
Mozemu. AJITOPUTMBI 2. MeToab! 3aIUTHl OT aKYCTHYECKUX U BUOPOAKYCTUYECKHX YTEUEK.
MHQPOBAHHS. AJITOPUTMBI | 3 DKpaHUPOBAaHKE MOMEIEHUI U 000PYJOBAHHUS.
ayTeHTHUKALMH 4. KOHTpOJIb 371EKTPOMArHUTHOM COBMECTUMOCTH.
nosk3oBatench. Moxem 5. Hcnonb3oBanne mu@poBaHUs KaHAIOB CBA3H.
0€301acHOCTH OCHOBHBIX .
ONEPALHOHHBIX CHCTEM. 6. CpencTBa nojaBiaeHuss HOOOYHBIX U3ITYUCHUH.
7. Meroas!l 1 cpencTBa KOHTPOJISA JOCTyNa B TOMEIICHMS.
8. Bbuomerpuueckue cucteMbl HACHTU(DUKALUT U ayTeHTH()UKALINY.
9. TexHru4eckue CUCTEMBI OXPAaHbl U CUTHAIM3ALINN.
10.  KomruiekcHble CUCTEMbI (PU3MUYECKON U TEXHUYECKOMN 3aIUTHI.
11. CrangapThl 10 TEXHUYECKON 3a1uTe UH(POPMALIUH.
12.  IlpaBuna skcrryaTanuy 3alMIIEHHBIX TEXHUYECKUX CPELICTB.
13. CepTuduipoBaHHbIE CPEICTBA 3aLUIUTHl HHPOPMALUH.
14.  IloxOop u BHEApPEHHE CUCTEM KOHTPOJISI JOCTYTIA.
15. JIoKkyMEeHTUpOBaHHE MEP TEXHUYECKOW 3aLUTHI.
16.  IIpoBeneHue NpoBEPOK TEXHUUYECKOH 3aIUIIEHHOCTH.
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17. ObecnieueHne TEXHNYECKOH 3aIUTHI B pacipeaeaEHHbIX
cucTeMax.

18. Obecneuenue 3anmThl HHGOPMAIMK HA pabodnX MECTax.

19. Opranu3anus 3alUIIEHHBIX 30H U KAOUHETOB.

20. MOHUTOPHHT COCTOSTHUS TEXHUYECKOH 3aIIUTHl Ha OOBEKTE.
Tema 3. [1K-2
AJIMUHUCTPHUPOBAaHHUE 1. CpencTBa aHTUBHUPYCHOM 3aIIUTHI.
cereii. 3aumra 2. MesxceTeBble 3KpaHbl U CUCTEMbI KOHTPOJIS TpaduKa.
MH(bOPMALIH B CETSIX. 3. Hcnonb3oBanue cuctem obHapysxenust Bropxenuit (IDS).
MuoroypoBHeBad salATa | 4 [IporpaMMHbIE CPeCTBA KOHTPOJIS LETOCTHOCTH TAHHBIX.
KOPTIOPATHBHBIX CCTCH. 5. Oo6noBneHue u ynpasnenue ysa3sumoctamu I[10.

6. [IpuHIMIIBI TOCTPOEHUS OTKA30yCTOWYUBBIX CUCTEM.

7. Hcnonb3oBanue pe3epBHOTO KOMUPOBAHUSA U BOCCTAHOBJICHHS.

8. [IporpamMmMHBIe cpencTBa pa3rpaHUYEHUs 1OCTYyIA.

9. CpeactBa 3auThl OT HecaHKIMOHUpoBaHHOro nocryna (HC).

10. CpencTBa 3a1UThl JaHHBIX HA MOOMJIBHBIX YCTPOHCTBAX.

11. Pa3paboTka BHYTpEeHHUX peryiaMEHTOB UH(POPMAIIIOHHOM

0€30MaCHOCTH.

12. [IpoBenenue nHcTpyKTake u TpeHuHros no Ub.

13. Opranu3zanys KOHTpOJIS 3a JEHCTBUSAMU IIEPCOHATIA.

14. VYrpaBineHue y4eTHBIMU 3aMMCSIMU U JOCTyIIaMU.

15. ITonuTuka nmapoJsiel U 3alUTa yYETHBIX JaHHbIX.

16.  KoHTposb HCNOIb30BaHUS BHEIIHUX HOCUTENIEH HH(POpMAIUH.

17.  Ayaur nporpaMMHBIX U OPTaHHU3ALIMOHHBIX MEp.

18. WHTerpanus opranu3aliMoOHHBIX U mporpaMmHbIx mep B MC.

19.  Peanm3zanus npuHLIUIIA MUHUMAJIbHBIX TPUBWIETHH.

20. dopmupoBaHHe OTYETHOCTH 1O coOmoenmnio Ub.
Tewma 4. TpeGoBanus K [IK-2
CHCTEMaM 3alUThI 1. OGmue TpeGoBaHUA K CHCTEMaM 3allluThl HH(POPMAIIUH.
MHDOPMALHH 1 2. [Tpuniuns! cepTUdUKALNU CPEACTB 3aIIUTHI HHPOPMALIUH.
HAlpaBJICHUS Pa3BUTHA 3. Yporuu aosepus u knaccudukanus MC mo ypoBHI0 3aUIIEHHOCTH.
CpelICTB besonacHoCTH 4. Metopl oleHKH >QPEKTUBHOCTH CUCTEM 3aIIHTHL.
NpeANpUATHSL. TIpaBoBbIe | 5 Munumu3anus npas 10CTyna v yIpaBieHUE NPUBUIIETUIMU.
Egg:;ﬁ;;iiipommom 6. OTBETCTBEHHOCTD 32 HapyIlIEHHE PeKUMa KOH(PUIECHIINATBHOCTH.
NOCTYTa K HEbOPMAIHH 7. IlocnencTBusi HECAHKIIMOHUPOBAHHOTO JI0CTYIA K MH(GOpMaLUK.

8. Ilopsnok paccienoBanust UHUUAEHTOB Ub.

9. Opranuzanusi BHyTPEHHETO KOHTPOJISI CUCTEMBI 3aIlIHUTHI.

10. Ouenka ymiep6a OT peanu3aiiu yrpos.

11. HopmaTtuBHO-1ipaBoBast 0a3a 3amuThl nHGpopManuu B PO.

12. Opranusanus npoueccoB 3aluTbl HHYOpPMaIMK Ha MPEANPHUITHH.
13. Attecranus 00beKTOB HHPOpMaTH3auK 1o TpedboBanusm Ub.

14. B3aumopaeiicteue ¢ koHTpoiupyroumumu opranamu (PCTIK, ®Cb u
Jp.).

15. IIpaBoBbIe acieKThl 0OPaOOTKH NMEPCOHATBHBIX JAHHBIX.

16. Ilpunuunel noctpoeHus 0ezonacHbIx kKoprnopaTtuBHbix HC.

17. IlepcrieKTUBBI Pa3BUTHS TEXHOJIOTHM 3aLIUTHI HH(OPMALIHH.

18. CooterctBue TpedoBanusm cranaaptos b (I'OCT, ISO).

19. Pa3paboTka BHyTpeHHe HOpMAaTUBHOM JokyMeHTaluu 1o Ub.

20. YnpaBneHue )KM3HEHHBIM IIUKJIOM HH()OPMAIIMOHHOK 0€301acHOCTH B
OpraHM3alMH.

17




HIkana oneHUBaHUS OTBETOB HA BONPOCHI

[IIxana orieHUBaHUS

Kpurepnu oneHHBaHUS

OOyuatomuiics riryOOKO M COJepkKaTelIbHO PAaCKpHIBAET OTBET Ha

«OTIIHOY KK TEOPSTHYSCKUN BOMPOC, HE TOMYCTUB OMMUO0K. OTBET HOCUT
Pa3BEPHYTHIN M HCUEPIBIBAIOIIUN XapaKTED.

OOyuatomuiicss B LEJIOM pPACKpbIBA€T TEOPETHUECKHUE BOIPOCHI,

«Xopomo» OJIHAKO OTBET XOTsI Obl Ha OJUH M3 HUX HE HOCUT Pa3BEPHYTOrO W

MCYEPIBIBAIOIIETO XapaKTepa.

«Y IOBIETBOPUTEIILHO»

OOyuaromuiics B IIEJIOM PAacCKpBIBACT TEOPETUUECKUE BOMPOCHI U
JIOITyCKaeT  psii  HETOYHOCTEH,  ()parMEHTapHO  PACKPBIBAET
COJCpXKAaHUE TEOPETUUYECKUX BONPOCOB WJIM HUX  PACKPBIBAET
COJICPXKATEIbHO, HO JIOMYCKAasi 3HAYUTEIbHbIE HETOUHOCTH.

«HGYJIOBJ'IGTB OpHUTCIBHO»

OOyuaromnuiicst He 3HaeT OTBETOB Ha MOCTABIICHHBIC TEOPETUICCKHE
BOITPOCHI.

6.2.2. TeMmbl 1J19 1OKJIAA0B

Tema (pazgen) Bomnpocer
Tema 1. OcHoBHbIE [1K-2
HOHATHUS ¥ OLPEJICIICHHS. l. BBenenue B 3amuTy nHGOpMaluu: OCHOBHBIEC MTOHATHS U
HcTounnky, pucKy U TEPMUHBIL.
opmbi atak Ha 2. Pucku yredek nHbopmaiy B COBpeMEHHBIX HH()OPMAITMOHHBIX
I/IH(I)OpMaLII/IIO. ITonutnka u cUcTEMAX.
CTAHIAPTHI 0C30MACHOCTH | 3. [Tpuntumer o6ecnieyeHus: HHOOPMAITMOHHOW 0€30MMaCHOCTH.
4. dusnueckue yrpossl 1 X BIUSHUE Ha 0€30MacHOCTh
uHdopMmaIuu.
5. OcHoBHBbIE (POPMBI aTak HAa MH)OPMAIUIO: BUPYCHI, (PUIIKHT,
DDoS.
6. Crannaptsl 6e3onacHoct unpopmarmu: ISO/IEC 27001 u
JpyTHE.
7. [omuTHkK 6€30MacHOCTH: CO3AaHUE U yTIPaBICHUE.
8. Knaccudukanus yrpo3 nias uHGopMali: BHyTpeHHUE U
BHEIIIHUE PUCKHU.
9. CoBpeMeHHbIE METO/IBI 3AIUTHI OT YTPO3 YTEUEK JAHHBIX.
10. OTUYECKUE aclIeKThl 3alIUThI HH(OPMAIMK B OPraHU3AIMSIX.
Tema 2. [1K-2
Kpunrorpadudeckue 1 Beenenue B kpunrorpaduio: OCHOBHbIC BU/IbI ITU(PPOBAHHUS.
MOJIEITH. AJITOPUTMBI 2. [TpyHIUIIBI CHMMETPUYHOTO M ACUMMETPUYHOTO MHU(POBaHHUSL.
MHQPOBAHHS. ANTOPHTMEI | 3 Anroputmsl mudposanus: DES, AES, RSA u ux ocobenHocTH.
ayTeHTHUKALIH 4 AyTtenTrduKanys MOab30BaTeNEH: 4TO OTO U KaK OHa PaboTaer.
noms3osarenei. Monenu 5 [Ipumenenne kpunrorpaguyeckux METOI0B B OIIEPAIIHOHHBIX
0€3011aCHOCTH OCHOBHBIX
OIIEPALIHOHHBIX CHCTEM. CHCTEMAX. .
6. Mopenu kpuntorpaduyecKkoi 3auThl B COBPEMEHHBIX
OTIEpPALMOHHBIX CUCTEMAX.
7. CrannapTtel ¥ IpoTOoKOJbl ayTeHTH(GuKanuu: Kerberos, LDAP.
8. Hcnonp3oBanne nu(poBbIX MOAMUCEN I 00CCTICUCHHS

MNOJJIMHHOCTHU JAaHHBIX.

9.

CoBpemeHHbIe KpUnTorpaduyeckue moaxoAbl K 3aluTe

KOpPNOPAaTUBHBIX NAHHBIX.

10.

3ammTa niepenayun ganaeix: TLS/SSL u npyrue mpoToKoIIBI
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0€30I1aCHOCTH.

Tema 3. [IK-2
AJZIMUHUCTPHPOBAHKE 1. OcHOBBI ceTeBOM O€30MaCHOCTH: MpaBUia U METO/IbI 3aILIUTHI.
cereii. 3ammra 2. IIpoTokousl 3amuThl B cetsx: [Psec, VPN.
MHGOPMAIIIH B CETSX. 3. Pucku 1 yrpo3sl 6€301MacHOCTH MPH pabOTE B OTKPBITHIX CETAX.
MuoroypoBHeBad salATa | 4 3aIura JOKaIbHBIX CETEH U HHTEPHETA.
KOPTOPATHBHBIX CCTCH. 3. [Ipumenenne OpaHAMayIpPOB U CUCTEM OOHAPYKEHHS BTOPKEHUH.
6. Crparernu MHOrOypOBHEBOH 3allIUTH KOPIOPATUBHBIX CETEH.
7. VYnpasienne 6€30MaCHOCTBIO CETEBON HHPPACTPYKTYPHI.
8. 3amuTa OT aTak Ha YpOBHE NMPHIIOKEHUH U B€O-CEpBUCOB.
9. MeToapl MOHUTOPUHTA U pearnpoBaHus HA HHIUACHTHI B CETSX.
10. Texuonoruu 3anuthl Wi-Fi u 0ecipOBOIHBIX CETEH.
Tema 4. TpeGosanus K [IK-2
CHUCTEMaM 3allUThI l. CranpmapTsl 4 TpeOOBaHUS K CUCTEMaM 3allUThl HH(POPMALIHH.
HH(pOpMAIIIK 1 2. Pa3zpaboTka u BHeIpeHrEe CUCTEMBI 0€30MaCHOCTH Ha
HaIlpaBJIEHUs Pa3BUTHUSA TIPETIPUSATH.
cpelcTs besonacHocTu 3. OleHKa PUCKOB U IUIAHUPOBAHKE 0€30MaCHOCTH HPEAPHATHSL.
npeanpusus. Ipaossie | 4 WHCTpyMEHTHI M cpesicTBa 3alUThl HH(pOpMaIUH.
Egg;gﬁ;;iiip%al{mm 3. [Topsimok pearnpoBaHust Ha UHITUJEHTHI 0€30MTaCHOCTH.
10CTYNA K HEGOpMAIIHH 6. 3akoHOaTeIbHbIe TPEOOBAHMUS K 3aIIUTE MH(OPMAIIH B
pa3IMYHBIX CTpaHaX.
7. [IpaBoBbIEe MOCENCTBUS YTEUEK JaHHBIX U
HECaHKIIMOHUPOBAHHOTO JOCTYyTIA.
8. OTBETCTBEHHOCTb 3a HapyIIEHUs B 00JaCTH 3aIUTHI
UHpOpMAIINH.
9. OBoJIIOLIUS YTPO3 U METOJIOB 3alUThl B KOHTEKCTE Pa3BUTHUS
TEXHOJIOTUM.
10.  Bynymiee u TpeH bl B 001aCTH 3alIUThl HH)OpMAIIH:

HCKy(:CTBGHHLIfI WHTCJIJICKT 1 aBTOMAaTU3aIluA.

[Ikajaa oueHNBaHUA

[ITkana oneHUBaHUA

Kputepun onieHUBaHHS

«OTIUIHOY

OOyuaromuiics TIIyOOKO M COEPIKATEIIBHO PAaCKpPhIBACT TEMY JOKIIaja, HE
JonmycTuB omuO0K. OTBET HOCHT Pa3BEPHYTHIN M MCUSPIBIBAIOIIMIA XapaKTep.

«Xopomio»

OOyuJaromuiics B IIEJIOM PacKpBIBACT TEMY MOKJIaaa, OMHAKO OTBET XOTS OBl
Ha OJIMH M3 HUX HE HOCUT Pa3BEPHYTOr0 M UCUSPIBIBAIOIIETO XapaKTepa.

«Y,I[OBJ'IGTBOpI/ITCJ'II:HO»

OOyyJaromuiicss B IENOM pacKphIBaeT TeMy MAOKIa[a M JOIyCKAaeT Psik
HETOYHOCTEH, (parMeHTapHO pACKPHIBACT CONEPKAHUE TEOPETUIECKUX
BOIIPOCOB WJIM MX PAacCKPBIBAET COACPKATEIBHO, HO MOMyCKas 3HAYUTEIbHBIC
HETOYHOCTH.

«HeynoBneTBOpUTEILHO»

OO0yuaronuiics He BiaJeeT BEIOpaHHON TeMOM

6.2.3. OnleHOYHBIE CPEACTBA OCTATOYHBIX 3HAHMH (TECT)

1. Kakoii u3 MeTonoB mindpoBaHus ABJSIETCHA CAMMETPUYHBIM?

TMK-2.

1) RSA
2)  AES
3) ECC
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4)  Diffie-Hellman

2. Yro Takoe kpunrorpagpuyeckuii x3m?

1)  Anroputm mmdpoBaHus

2)  Merox nomy4yeHus: yHUKAILHOTO UACHTH(UKATOPA TaHHBIX
3) Meton renepanuu Ciry4alHbIX YACEI

4) AJNTOPUTM J1J1 MPOBEPKU MOJIMHHOCTH COOOIICHUM

3. Kakoii TMII aTak HCHOJIb3yeTCH IJIsl B3JIOMA MAapoJiel ¢ MOMOIIbIO
NpeABAPUTEIbHO BHIYUCIEHHBIX XA1I-3HAYEHUI?

1)  Araka «rpy0oii CUIBDY

2) ATaka 1no cjoBapro

3) ATaka ¢ UCIOJIb30BaHUEM PaTy>KHBIX TaOIHIL

4) ATaka «4eJIOBEK MOCEePEIUHE»

4. Kakoit aaropurm wucmosab3yercss Ajs MHU(pPOBaHUA JAHHBLIX B
coppeMenHbix Wi-Fi ceTax?

1) DES

2)  AES

3) RC4

4) RSA

5. Kakoii mexaHum3m ayTeHTM(PUKAUMH HCIOJb3YETCHd B IPOTOKOJIE
WPA2 nis 3amursl Wi-Fi cereit?

1) ECDSA

2) TLS

3)  PSK (Pre-Shared Key)

4)  AES

6. Kakoii 13 nepe4yucjieHHbIX aJIrOPUTMOB He SBJSETCH AJTOPUTMOM
acCMMMeTPUYHOTro mudpoBanusn?

I) RSA

2)  ElGamal

3) AES

4) ECC

7. Kakywo ¢pyHKIMIO BBINOJHSAET NYOJUYHBIA KJIKY B ACHMMETPUYHOM
Kpunrorpapumn?

1) Iludpyer nanubie

2)  JlemmudpyeT naHHBIC

3) [ToamuceiBaeT coOOIICHUS
4) [IpoBepsieT moanvcu

8. Kak Ha3biBaercs araka Ha CHCTeMY, IPH KOTOPOH IbITAIOTCH
NoA00PATh CEKPETHBIN KJII0Y METOJA0OM «Ipy0oil cHIbI»?
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1) ATaka ¢ UCTIOIb30BaHUEM PATY>KHBIX TAOJIHII
2) ATaka 1o cioBapro

3)  Araka Ha ocHOBe mudpa

4)  Ataka METOJOM IIOJTHOTO ITepedopa

9. Kakon aaroputm ucnojn3yerca B SSL/TLS pas obGecnedenust
KOH(HMIEHINATBbHOCTH U HeJJOCTHOCTH JAHHBIX NPH Nepeayve Yyepe3 MHTEPHeT?

1) AES

2) RSA

3) DES

4) RC4

10. Kaxkoe u3 3THX yTBep:KIAeHnil 0 uMPPoBOii MOANNCH BEPHO?

1) [udposas moanuch UCHOAB3YyeETCA I MU(PPOBaHUS COOOIIEHUN

2) Hudporas moanuck odecreuyrnBacT KOHPUACHIINATLHOCTD COOOIICHUS

3) lludpoBas mNOANMKHCH HUCHOJB3YETCS IS TMPOBEPKU TMOJIMHHOCTH U
LEJIOCTHOCTH COOOIIEHUS

4) HudpoBast mognuch UCHOJIB3YETCS ISl CO3JJaHUsI TapOJIs

11. Yro Ttakoe PKI (Public Key Infrastructure)?

1)  Cucrema ynpaBieHus: HU(GPOBBIMH MOAIUCIMU

2)  Cucrema s IM(PPOBAHKS CUMMETPUYHBIMU AITOPUTMAMHU

3)  Cucrema, ucnosb3yrouasi TOJIbKO 0OJHOPA30BbIE KIIOYU

4)  MexaHu3M A1 YOpPaBIECHUS M XPAHEHUS IMyOJUWYHBIX M IPUBATHBIX
KJIIO4eil

12. Yrto Takoe 'crpormii pexum mudpoBaHus'" B KOHTEKCTe
anroputma AES?

1)  Pexwum, rie Kaxapiil OJOK JaHHBIX MHUQPPYETCS OTACTHHO

2) PexuM, KOTOpPBIM 3ampeniaeT HMCHOJIb30BAHHE BCEX CUMBOJIOB, KPOME
udp

3) Pexum, ucnonb3yromuii 6J10ku PUKCUPOBAHHOTO pa3zMepa

4) PexxuM, Kora oIMH KIIF0Y UCIIOB3YETCs ISl BCEX CECCUI

13. Kakoii u3 aIropuTMoB sIBJISIETCH AJTOPUTMOM XIIIUPOBAHUA?

1) RSA
2)  AES
3) SHA

4)  Diffie-Hellman

14. B kakowm cay4ae ucnoab3yercs aaroputm HMAC?
1) Jlns co3nanus mUGPOBBIX IMOITHACEH

2) JIJ1s1 31U THI LIEJIOCTHOCTHU JTaHHBIX

3)  Jlud reHepauuu ciydaiHbIX YHACET

4) s nemrdpoBaHusi COOOIICHUN
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15.

Kaxkoil npoToKO0JI HCIOJIB3YeTC s I 3alUThI 3JIEKTPOHHOM MOYTHI €

NMOMOIIbI0 KPpUNTOrpaguIecKUuX MeTo10B?

1) SSL

2) IMAP

3) S/MIME

4) SMTP

16. UYro o3Hayaer TepMUH ''KOH(PUACHUMAJIBHOCTBL' B KOHTEKCTE
3alUThl HHPpoOpManu?

1) 3ammTa OT HECAaHKIIMOHUPOBAHHOTO JOCTYMNa K JaHHBIM

2) VY nocToBepeHre NOJIMHHOCTH OTIPABUTENS

3) [TonTBepKaeHUE 1ETOCTHOCTU JaHHBIX

4) VY ioctoBepeHue aBTOPCTBA JaHHBIX

17. Kakoi AJrOPUTM KpUITOrpagpuyeckoro X3UIHUPOBAHMSA
HCIOJIb3YyeTCH ISl MNPOBEepPKHM TMOJJUHHOCTH MNAapoJieii B COBPEMEHHbIX
cucremax?

1) MDS5

2) SHA-256

3) DES

4) RSA

18. Yrto mpeacrasjsier co00i MeTOJ ATAKYIOLIEr0, KOTOPbI NMbITAETCS
yraaathb CeKpeTHbIN KJIKY, HCCIAEAYH BO3MOKHbIe KOMOMHAIIMU 3HAYEHU A ?

1) ATaka ¢ pagy>XKHbIMH TaOJIUIIAMHU

2) ATaka MeTOJI0M TIOJIHOTO repedopa

3) ATaka 1o cioBapro

4) ATaka c ucnoiab3oBaHueM yszBumocteit B [10

19. UYro Takoe "cummerpuuHoe mudposanue'?

1) HUcnonb3oBaHue  ONMHAKOBBIX  KIOYed st mudpoBaHus U
JemuppoBaHUs

2) Hcnonb3oBaHue IByX KIOYEH: MyOJIMYHOTO U MPUBATHOTO

3) Hcnonp30BaHNE YHUKAIBHBIX KIHOYEN IS KAKIOTO CEaHca

4) Hcnonb3oBaHue 0JHOTO KIIFOYA /IS BCEX MOJIb30BATENEH CUCTEMBI

20. Kak Ha3bIiBaeTcsi MeXaHU3M, MO3BOJAKIINA ayTeHTH(UUUPOBATH
MOJIb30BATEJIsl C IOMOUIBIO €ro OTINe4YaTKa najbua’?

1) buomMerpuyeckas ayreHTHUDUKAITISA

2) MmuorodakTopHas ayTeHTU(DUKAIUS

3) [TaponbHas ayTeHTUDUKAITISL

4)

Ponesas ayreHTH(UKAIUSA
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21. Kakoil u3 mnepevyMCJeHHbIX MeTOA0B IIHM(POBAHMS MCHOJIb3YyeT
acCHMMeTPUYHbIE KJIIOYH?

1) RSA

2) AES

3) DES

4) RC4

22. [las 4ero ucnoJb3dyercs nporokoJa SSL/TLS?

1) Jlist i poBaHus 31EKTPOHHBIX MHCEM

2) JI71s1 3a1UThl JJAaHHBIX, IEPEIaBaeMbIX 1O CETH

3) Jlnist ayTeHTU(dUKAIUU TI0JIb30BaTeNen

4) JInst 31U Thl 0a3bl JAaHHBIX

23. Yro TaKoe ABYCTOPOHHSS ayTeHTU(PUKAUUSA (mutual
authentication)?

1) Korma Tonpko cepBep ayTeHTUDUIIUPYET KIMECHTA

2) Korma o6a ydactHuka oOmMeHa mHpOpManuen ayTeHTHPUITUPYIOT APYT
Apyra

3) Korpa knueHT ayreHTudunupyet ceds ¢ MOMOIILI0 mapoJs

4) Korpa 06a yuacTHHKA UCTIONB3YIOT OJIMHAKOBBIE MAPOIU

24. Kakoi u3 MeTOAOB 3alMTHI [JTaHHBIX HCHOJb3YeTCHd I

o0ecrneueHus HEJOCTHOCTH M 3allIMTBI OT NMOAMCEHBI JAaHHBIX B IIPOLECCE HUX

nepeaavu?
1)
2)
3)
4)

25.
)
2)
3)
4)

26.

[IudpoBanue
DneKTpOHHAs MOJIIUCH
X3IHUPOBAHUE
OTKpBITBIE KITIOUH

Yrto Takoe cucreMa ynpasJjeHus kiawdamu (KMS)?
MexaHn3M 1S TEHEpALUK NTap KIII0Yen

MexaHu3M Jy1st yIpaBiaeHUs JOCTYIOM K JaHHBIM

Cucrema Jy1st XpaHeHUs1, paclipeAesICHUs U 3alllUThl KITtouen
[IpoTokon asns 3anuThl HHGOPMALIUK

Kak mHa3piBaeTcss ¢nocod, NpH KOTOPOM CeKPETHBI KJII0Y

HCNOJIb3YyeTcH 1JIA JemudpoBanus 3al1M(PPOBAHHBIX TAHHBIX?

)
2)
3)
4)

27.
HEBEPHO?

[udpoBanue ¢ UCMOIB30BAHUEM CUMMETPUYHBIX KITIOUEH
AcumMmeTpruyHOe UG pPOBaHUE

X31IKUPOBAHUE

DJIEKTpOHHAs MOJINUCH

Kakoe wu3 3THX YyTBepKAeHHH O KpUNTOrpauyYecKux X3IIax
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)
BXOJa
2)
3)
4)

28.

Xom-QyHKIMs BCeTJ]a TEHEPUPYET YHUKAIBHBIN PEe3yJIbTaT JJIsl KaXK0T0
XoM-QyHKITUS UCTIONB3YETCS IS TPOBEPKU IIEITOCTHOCTH TAHHBIX
Xom-GyHKIIMY HE MOTYT OBITh paciu(poBaHbl 0OpaTHO

Xo1I-(hyHKIUY ABJISIIOTCS HEOOPAaTUMBIMU

Kakoit u3 31ux ajaropurmoB mudpoBaHus sBJsieTCH HauOoJee

3¢ ¢eKTUBHBIM [UISl 3A1UUTHI JAHHBIX B 00JIaYHBIX cCepBUCax?

1)
2)
3)
4)

29.

AES

RSA
Diffie-Hellman
ElGamal

Kakoii mpoTokos HCHOJIb3yeTCH ISl YCTAHOBJICHUS 3ALIUIICHHOTO

KaHAaJIa CBSI3U MEKAYy KJIUEHTOM U CepBepOM B MHTepHeTe?

)
2)
3)
4)

30.

SSL/TLS
HTTP
FTP
SMTP

Kak Ha3bIBaeTcsi MeTOJ, NPHM KOTOPOM /BAa Y4YaCTHHKA OOMeHAa

MOIryT OOMEHMBATBHCH KJIKYAMHU 0e3 TOro, 4ro0bl OHM ObLIM INepexBayeHbl
TpeTbeldl CTOPOHOI?

1)
2)
3)
4)

31.
1)
2)
3)
4)

32.
D

Huddu-Xenaman

RSA

Onp-I"amanp

RSA u Tludpdu-Xemnman

Yrto Takoe ceprudurar X.509?

Tun mudpoBoii moanwCcH

Cranpapt s 3aIMThI TAPOIEN

dopmart 1t XpaHeHUs 1 00MeHa MyOIMYHBIMU KITF0UYaMHU
MeTton renepanuu CIy4aiHbIX YUCe

Yro npeacrabiisieT cO00M aTaKa «4eJI0BEK MocepenHe»?
ATaka, mpU KOTOPOH 3JOYMBIIUIEHHUK MEPEeXBaTbIBAET U U3MEHSET

JaHHBIC MCXKAY ABYMS CTOPOHAMHU

2)
3)

ATaka Ha cepBep, C LIeJIbI0 IEPEeTPY3UTh €ro
ATaka, TMpu KOTOPOM MaApOb TMOJIb30BATENSI YKpPaJeH C MOMOIIbIO

IepexBara CCTHU

4)

33.

)

ATtaka Ha mU@dp ¢ UCTIOIB30BAHUEM PATYKHBIX TaOIHUITL

Yro Takoe "MHOoropakropHas ayreHrupuxkanus' ?
Meton, npu KOTOpOM JJIsl BXOJAa B CHUCTEMY HCIOJIB3YETCs 1Ba U Oolee

Pa3HBIX CcrocoOa MPOBEPKHU MOITUHHOCTH
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2) Hcnonb3oBaHue eAMHOIO Naposist AJisl BCEX MOJIb30BATEIEH
3) Hcnonb30BaHue 0JHOPA30BBIX HapoJien
4) Meton, mpu KOTOPOM HCHOJIB3YETCS TOJIBKO MapOJib

34. UYro Takoe KpUNTOrpapuyeckas 3alUTa HA OCHOBE JJLUIMINTHYECKUX
KPHUBBIX?

1) Meton, WCHOJNB3YIOUIMKA JOJITUE BBIYMCIECHUS I YBEIMYCHUSA
0e30ImacHOCTH

2) Metoa, UCTIONB3YIONTUNA MAaTEMAaTHYECKUE OCOOCHHOCTH AJUIUITUYECKUX
KPUBBIX JIsl oO0ecTieueHus: 6€301macHOCTH

3) MeTtoa, HCTIOB3YIOIIUN TOJIBKO OJHOPA30BBIE KIIFOUU

4) MeToa, UCTIOIB3Y IO XAIIUPOBAHUE

35. Kakoii U3 MeT010B 3aIIUTHI JAHHBIX MpPeANoJaraeT ucCnojab30BaHue
JIMYHBIX OHOMETPHYECKHUX XAPAKTEPUCTHK, TAKMX KAK OTHEYaTKHU NAJbIeB UJIH
panyxHasi 000104Ka riaa3a?

1) buomerpuyeckas ayreHTHDUKAITISA

2)  IlaponbHast ayTeHTH(PHUKAIUSL

3)  CekpeTHblil K04

4) OTKpBITBIN KITIOY

36. Kakoit aaropurm 3amurTbl HMHEPOPMALUM HCHOJIbB3YETCH IS
MG poBbIX NOANKCEH B 3JICKTPOHHOM nmo4Te?

1) RSA
2)  AES
3)  SHA-I
4)  DES

37. Kakoil ajnropurM HCHOJBb3YeTCA B OOJBIIMHCTBE COBPEMEHHBIX
cucTeM JJis1 IU(PPOBAHKS JAaHHBIX B 0a3e JaHHBIX?

1)  AES
2)  RSA
3)  MDS5
4)  SHA-256

38. Kakoii THMm arak 4vame BCero MCHOJb3yeTcsl AJs MOHUCKA
YSA3BUMOCTEH B KPUNITOrpapuuecKuX NpoToKoaax?

1) ATaka «rpy0oil CHIIBD»

2) ATaka ¢ UCTIOIb30BaHUEM PATY>KHBIX TAOJIHIL

3) ATaka Ha ocHOBe mHdpa

4) ATaka 1o cioBapro

39. Kakoii MexaHU3M HCIOJIL3YETCH ISl 3allIUTHI JAHHBIX B 00J1aKe?

1)  CummerpuuHoe mudpoBaHue
2) AcumMmerpruyHoe mudpoBaHue
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3) MmuorodakTopHas ayTeHTHU(DUKAIUSL
4) VPN

40. Kak Ha3pIBaeTcsi Npomecc, NpM KOTOPOM KpuUNTOrpaduyeckuii
KJII0OY HCHOJb3YeTCH VIS NPOBEPKH LEJOCTHOCTH [JAaHHBIX, a He JJIf HX
mudpoBanus?

1) X3IIMPOBaHUE

2) DJIeKTpOHHAs TOAHUCH

3)  Ayrentuduxanus

4) Huddu-Xenaman

41. Kakoil ajroput™M mHCHOJb3YyeTCs JIA CO3JAHUSA AYTEHTHYHBIX
uu@poBbIX NoANUce B 0J10KYeliHe?

1) RSA
2)  ECDSA
3) SHA
4)  AES

42. Yrto Ttakoe meron "nByx¢akropHoii ayreHTuduxkanuu' ?

1)  Hcnonws3oBaHue JBYX pa3HbIX KPUNTOrpapUUECKUX aITOPUTMOB IS
mUppOBaAHUSL

2) Ucnonb3oBaHue  KOMOWHAIIMKM  Mapojiass W OWOMETpUU IS
NOATBEPKIACHUS TUUHOCTU

3)  Hcnonbp3oBaHue mnapojss M OJHOPA30BOrO KOJA, OTIPABIEHHOIO Ha

TenedoH
4)  Hcnombp3oBaHuWE ABYX HICHTU(PUKATOPOB IS KaXKIOTO MOJIB30BATEIIS

43. Kak Ha3piBaerci KpuUNTOrpaduyecKuii NPOTOKOJ, KOTOPbIil
o0ecneunBaeT 0€30MACHOCTH BeO-CATOB?

1)  HTTPS
2)  FTP

3)  POP3
4)  IMAP

44. Kakoil ajaropurM HCHOJb3yeTCd B OJOKYEHH-TEXHOJOTUAX IJIs
NPOBEPKHU TPAH3AKIMIA?

1)  SHA-256
2) RSA
3)  DES
4)  MD5

45. Kakoit tTun mmudpoBaHUs  HUCHOJb3YyeTCHA JIA  Nepegayuu
KOH(PUICHUHAJIBHBIX JAHHBIX B MPHJIOKEHUAX C UCIOJIb30BAHHEM MYOJIMYHOIO

KJaw4a?
1) RSA
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2)  AES
3) SHA
4)  DES

Kurou Kk Tecty:

1.2 2.2 3.3 4.2 5.3 6.3 7.1 8.4 9.1

10.3 11.4 12.1 13.3 14.2 15.3 16.1 17.2 18.2

19.1 20.1 21.1 22.2 23.2 24.2 25.3 26.1 27.3

28.1 29.1 30.1 31.3 32.1 33.1 34.2 35.1 36.1

371 38.1 39.1 40.2 41.2 42.3 43.1 44.1 45.1

IlIkana oneHMBaHMA Pe3yJbTATOB TECTUPOBAHHUS

% BepHBIX pemeHni (OTBETOB) [IIxara oreHUBaHUS
85-100 OTJINYHO
70 - 84 XOpOUIOo
50- 69 YIOBIIETBOPUTEIHEHO
0-49 HEYIOBIETBOPUTEILHO

6.2.4. Ilpumepsl 3a1a4 1pu pa3zdope KOHKPETHBIX CUTYyallUil

Tema 1. OcnosHnvie nouamus u onpedenenus. HMcmoynuku, pucku u gopmol
amax Ha ungopmayuro. Ilonumuxka u cmanoapmol 6e30nACHOCMU

IK-2.

1. Hanucath 0030p OCHOBHBIX MOHSTHHM 3allUThl WHGOPMAIMHU, BKIIOYAS
KOH(UICHIIUATBHOCTh, 1EIOCTHOCTh W JocTynHocTh (CIA). IlpuBectu npumepsl,
WUTIOCTPUPYIOIINE KaXI0€ MOHSITHE.

2. Pa3paboTaTh MONMUTHKY O€30MACHOCTH /ISl BBIMBIIIUICHHONW OpTaHHU3alluy,
BKJIFOYAIOIIYIO OMKMCAaHUE UCTOYHUKOB YTPO3 U MEPHI IO NX MUHUMU3AIUU.

3. OueHuTh pUCKU Isi WHOOPMAIMOHHOW CHUCTEMBI, UCIIONB3YS METOJHUKY
OIICHKH PUCKOB, U MPEIOKUTHh MEPBI JIsl CHUKEHHUSI 3TUX PUCKOB.

4. IlpoaHanu3upoBaTh peaNbHbIA CiIydail yTEUYKH JaHHBIX B KOMIIAHUH,
OMMCBHIBASI, KAK MPOMU30IILIA aTaKa U KAKUE ObLIU MOCIEACTBU.

5. IloAroToBUTH MPE3EHTALMIO O MEXAYHAPOJHBIX CTaHAApTax 0€30MacHOCTH
(manpumep, ISO/IEC 27001), oObsiCHSIA UX 3HAUCHUE U TPUMEHEHHUE B OpTraHU3alIUH.

6. Coznath Tabauily, B KOTOpOH OyAyT MepeyrciaeHbl pa3indHble POpPMbI aTak
Ha WH(POpPMAIINIO, UX OMUCAHUE U CTIOCOOBI 3aITUTHI OT HUX.

Tema 2. Kpunmoepaguueckue modenu. Aneopummel  wugposarus.
Aneopummol aymenmughuxayuu noavzosameinei. Mooenu 6e30nacHocmu OCHOBHbIX
ONepayUOHHbIX CUCTIEM.

MK-2.

1. Onucath OCHOBHBIE KpUNTOTpaUUecKue MOJACIN: CHUMMETPUYHBIE U
ACUMMETPUYHBIC AITOPUTMBI ITUGPOBAHUS, UX MPEUMYIIECTBA U HEIOCTATKHU.
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2. TlpoBectu ananu3 anropuTMmoB mmwmdpoBanus (Hanpumep, AES u RSA):
IPUHIUI pabOThl U 00JACTH MPUMEHEHHSI.

3. Omnucath pa3audHbIe METOJIbI ayTeHTU(UKAITUU TOJb30BaTeNel (Hampumep,
apoJIu, TOKCHBI, OMOMETpHs) U UX 3HPEKTUBHOCTS.

4. Peanmu3oBaTh MpuMep MCHOIB30BAHUS aJITOpUTMa MHUGpOBaHUS (Hampumep,
AES) Ha BBIOpaHHOM $I3BIKE MPOTPAMMHUPOBAHUSA, C OOBSICHEHHUEM HMCHOJIb3YEMBIX
OMOIMOTEK U UX PYHKIUH.

5. [IlpoBectn wuccineqoBaHWe Mojelie 0€30MacHOCTH B OJHOM U3
onepauuoHHbIX cucrteM (Hampumep, Windows wunu Linux), omuckiBas, Kak OHH
peanu3yIoT 3alUTy UHPOPMALIUU.

6. HccrnenoBaTh COBpeMEHHBIE YIpO3bl ISl KpUNTOTpaUuecKUX METOOB
3amUThl THHOPMALIMK U MPEIIOKUTH CIOCOOBI UX YCTPAHEHUS.

Tema 3. Aomunucmpuposanue cemeu. 3awuma uH@opMayuu 6 cemsx.
MHnoeoypoenesas 3auuma KopnopamueHsix cemell.

IIK-2.

l. Onucarb OCHOBHBIE HPHUHIUIIBI AJIMHUHUCTPUPOBAHUS CETEH, BKIIOYAS
3a/1a4¥ ¥ OTBETCTBEHHOCTh CETEBOr0 a/IMUHHUCTPATOPA.

2. llpuBecT mpUMEpPHl METOIOB 3aIIUTHl MHPOPMAIMU B KOPIOPATUBHBIX
CeTAX, TAKMX Kak (paepBOJIbI U CUCTEMBI OOHAPYKEHUS BTOPKEHHI.

3. Pazpabotarh KOHIEMIMIO MHOTOYPOBHEBOM 3alllUThI ISl KOPHOPATUBHOM
CETH, BKJII0UYasi BCE YPOBHHM 3aIIUTHI ((PU3UUECKUH, CETEBOM, MPUKIIATHOMN).

4. TIpoBecTy MpaKTUYECKOE UCCIIEIOBAHNE 110 HACTPOUKE (haepBOJia U CUCTEMBI
oOHapyKeHHsI BTOPKEHUN B TECTOBOM CETEBOM Cpejie, ONMUCKIBAs MPOLIECC HACTPONKU
U pe3yJIbTaThI.

5. Co3gath Tmpe3eHTalMi0 O Hauboliee PaclpOCTPAHEHHBIX — Yyrpo3ax
0€30MacHOCTH B CETSIX U MPEAJIOKEHHBIX MEPax M0 UX MPEIOTBPAIICHHIO.

6. Pa3paborarh pyKOBOJCTBO IO MPOBEACHUIO ayanuTa O€30MacHOCTH CETEBOU
UHGPACTPYKTYPHI, BKIIFOYasi OCHOBHBIE 3TAMbl U METOJIBI.

Tema 4. Tpebosanus k cucmemam 3awumvl UHGOpMAYUU U HANPABTLEHUS]

pazeumus cpedcms 0e30naACHOCmU  NPeOnpPUsMUsL. lIpasosvie nocneocmeus
HeCaHKYUOHUPOBAHHO20 OOCMYNA K UHGOpMayUU
IK-2.

1. OnucaTe OCHOBHBIE TpeOOBaHUS K CHUCTEMaM 3allUThl HH(OpManuu,
BKJIIOYAsl PYHKIMOHAJIbHBIE U HE()YHKIIMOHATBHBIE ACTIEKTHI.

2. HccnenoBaTh HampaBi€HUs Pa3BUTHS CPEICTB OE30MAaCHOCTH, BKIIIOYAs
HOBBIE TEXHOJIOTMH U MOAXObI K 3alIUTe UHPOPMALIUU.

3. PaccMmoTperh mnpaBOBbIE AacHEKThl 3allUThl HHGOpPMALMU: 3aKOHBI U
HOpPMaTHUBHBIE aKThl, PETYJIUPYIOIINE O€30MACHOCTh ITaHHBIX.

4. IIpoBecTH MCCIIEIOBAHUE O MOCIEACTBUAX HECAHKIIMOHUPOBAHHOI'O JOCTYyIa
K MH(pOpMaLu, IPUBOAS IPUMEPHI U3 peaTbHON MPAKTHKU.

5. IloaroTroBUTh OTYET O POJM PETYISATOPOB B OOECIEUEHUH 3AIIUTHI
UHGOpMAIUU: KaK OHH BIIMSAIOT HA IPAKTUKU U CTaHAApThl 0€30MaCHOCTH.

6. Omnucarb NPAKTUYECKUE PEKOMEHIALUMU 10 BHEAPECHHUIO MOJUTHUKHU
0€301acHOCTH Ha ypOBHE NMPEANPUSITHS, BKIIOYask IPUMEPHI YCHEIIHbIX peaTu3alni.
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Ixajaa oneHuBaHUA

[IIxana orieHNBaHUS

Kputepnu onlecHUBaHUS

«OTInyHO»

O6yanOHIHﬁCﬂ SICHO M3JI0KHMJI YCJIOBHEC 3aa4r, PCIICHUC 000CHOBAJ

«Xopomuo»

00yyJaromuics sSCHO M3JIOXKWI YCIOBUE 3a/ladyd, HO B OOOCHOBAaHUU
peleHHsI UMEIOTCSI COMHEHHUS;

«Y IOBJIETBOPUTEIBHO»

00ydJaromuics W3JIOXKWI PEIICHHE 3aJadd, HO OOOCHOBAJl €ro

(hopMyITUPOBKAMU OOBIIEHHOTO MBIIILJICHNUS,

«Hey,I[OBJ'ICTBOpI/ITCJ'IbHO»

oOyJaromuicss He YSCHHWI yCIIOBHE 3a/lauyM, PEIICHHEe HE 000CHOBAJ
nubo0 He cnan paboTy Ha MPOBEPKY (B Ciydyae MPOBEICHUS PEIICHUS
3a/1a4 B MMMCbMEHHOU (hopme).

6.2.5. Temnl 1151 pepepaToB

Tewma (pazmen)

Bomnpocsr

Tema 1. OcHOBHBIE TOHATHS 1
onpexaesenus. ictounuku,
pucky U GOpMBI aTak Ha
nHpOopmaruio. [Tonmutrka u
CTaHJapThl 0E30MMACHOCTH

I1K-2

1. OcHOBHBIE TOHATHS 3aLIUTHI UH(OPMALMU: OTIPE/ICICHUE, eI U
IPUHLUIIBL.

2. Bupl ICTOUHUKOB yTrpo3 6e30MacHOCTH HH(OpMAIMK: BHYTPEHHUE U
BHEIIIHUE.

3. OcHoBHBIE GOPMBI aTak Ha MH(OPMAIHIO: BUPYCHI, puiuHr, DDoS-
aTakd U JIpyTHe.

4. ITonuTrka 6€30MacCHOCTH: pa3padoTKa 1 BHeApeHue 3 (HeKTUBHON
MOJIUTHKH O€30MaCHOCTH B OpTaHU3aIINH.

5. O1eHKa pUCKOB B 00JIACTH 3aLIUTHI UH()OPMAIIH: METOBI U
TIOJTXO/TBI.

6. Ctannaptel 6€30MacHOCTH HH(POPMALUU: MEKIYHAPOIHBIE U
HalMoHaIbHBIE cTaHnapThl (Hanmpumep, ISO/TEC 27001).

7. Ponb yenoBeueckoro akropa B 6e30macHOCTH MHPOPMALIUH: KaK
OImMOKH TIOJIK30BATEIeH MOTYT IIPUBECTH K yTEUKaM JTaHHBIX.

8. IIpumeps! peanbHbIX aTaK Ha HH(POPMAIMOHHBIE CUCTEMbI U aHAJIN3
X IOCIENCTBUIL.

Tema 2. Kpunrorpapuueckue
MOJCITH. AJITOPUTMBI
U(ppPOBaHUS. AJITOPUTMBI

Ay TCHTU(UKAIIH
moJib3oBareneii. Moaenu
0€3011aCHOCTH OCHOBHBIX
OTIEPAlIMOHHBIX CUCTEM.

[K-2

1. OcHoBHBIE KpUNTOrpadUUECKUe MOJIECIH: CHMMETPUYHBIE U
ACUMMETPUYHBIE AITOPUTMBI I (PPOBAHUSI.

2. Anroputmsl mdpoBanus: AES, DES, RSA: nmpuniunsr pabotsl 1
00J1IaCTH MPUMEHEHHS.

3. ANTOpUTMBI ayTeHTU(DUKAIIUN TTOJTH30BATEJICH: TTapPOJIH, TOKEHBI,
OMOMETpPHSI U UX UCTIONIb30BaHUE.

4. Monenu 0e30MacHOCTH B ONIEPAITMOHHBIX CUCTEMAaX: KaK OHU
peanu3yoT 3almTy UH(OPMAIMK U YIPABICHHUE JOCTYIIOM.

5. [Ipumenenue kpunTorpadguyecKux METOI0B B 3alIUTe UH(POpMALIUU:
IIPUMEPHI U CLIEHAPUH.

6. CoBpeMeHHbIE YTPO3bI JIJIsl KpUNITOTpadhUIECKUX METOJIOB 3aIUThI
uH(pOpMaIIMU: aTaKu Ha MUQPHI U YA3BUMOCTH.

7. UnTerpanus kpunrorpadpuyeckiux TEXHOJIOTHI B IPOrpaMMHOE
obecrieyeHue U armnapaTHble pelieHusl.

8. bynymee kpunrorpadguu u Moenei 6e30macHOCTH: HOBBIS
HaIpaBJIEHUsl U TEXHOJOTHH.

Tema 3. AnMuHHECTpUpPOBaHHE
ceTeii. 3anuTa nHGOpMAIUU B

I1K-2
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ceTsix. MHOTOYypOBHEBas 3aIIUTa
KOPIIOPaTUBHBIX CETEH.

1. OcHOBHbBIE IPUHIIMIIBI AIMUHUCTPUPOBAHMS CETEH: 3aauu 1
OTBETCTBEHHOCTb CETEBOT0 aJMHUHUCTPATOPA.

2. Metoapl 3anuThl HHGOPMAIMK B KOPIIOPATHBHBIX CETAX: (paepBOJIHI,
crcTeMbl OOHapYKEHHsI BTOPKEHUI U JpyTHe CPEeCTBa.

3. MHoroypoBHeBas 3aluTa CeTeBOi HHPPACTPYKTYPhI: MOAXOIBI U
TEXHOJIOTHH.

4. Pons VPN u mm¢poBanus B 3amute HHGOPMALIMKU TIPH Iepeade
JAHHBIX 110 CETSM.

5. IlpuMepsl ycriemHoOM peaan3alii MHOTOYPOBHEBOM 3allUTHI B
KPYITHBIX OpraHu3alusx.

6. YTpo3bl 6€30MaCHOCTH B CETSAX: aHAIIU3 U CIIOCOOBI UX
IIPEJOTBPALCHHUS.

7. Ayaut 6€3011aCHOCTH CETEBOM MH(PACTPYKTYPhI: METOBI U
HOJIXO/IBI.

8. IIpakTHueckue peKOMEHIAINH 10 YIyUIIEHHIO 0€3011acHOCTH
KOPHOPATUBHBIX CETEH.

Tema 4. TpeGoBanus K
CHCTEMaM 3aIlUThl HH()OPMAIHH
M HAITPaBJICHUS PA3BUTHSI
CpencTB 0€30MacCHOCTH
npeanpusitus. IIpaBoBble
[OCIICICTBHS
HECAHKIIHOHUPOBAHHOTO
ImocTyna Kk nHGOpMAITUH

[1K-2

1. OcHoBHBIE TpeOOBaHMS K CCTEMaM 3alUThl HHGOPMaIUU:
(YHKIIMOHATBHOCTD, HA/IEKHOCTh, YCTOMYUBOCTb.

2. HampaBneHus pa3BuTusi CpecTB 0€30M1aCHOCTH: HOBbIE TEXHOJIOTHH
Y TIOJIXOJIBI B 3aIIUTEe HH(DOpPMAIIHH.

3. [IpaBoBbIe aceKThI 3aUTUTHl HHPOPMAIIUH: 3aKOHBI 1 HOPMATHUBHbBIE
aKThl, peryJIupylome 6€30MacHOCTh JaHHBIX.

4. OTBETCTBEHHOCTh OpraHM3allMil 32 YTEUKY JTaHHBIX: PABOBBIE
MOoCJICACTBUA U MCPLL BOSHeﬁCTBHH.

5. [IpumMepsl HECAaHKLIIMOHUPOBAHHOTO JOCTYNa K HHPOPMAIUK U UX
IMPaBOBLIC TTOCIICACTBUA.

6. Poinb perynaropoB B o0ecriedeHUr 3aluThl UHGOPMALUU: KaK OHU
BJIMAIOT HA MIPAKTUKU U CTAHAAPTHI 6630HaCHOCTI/I.

7. Pa3zpaboTka 1 BHEAPEHUE MOJIMTHKN OE30ITaCHOCTH Ha YPOBHE
NPEAIPUATUSA: IPUMEPBI K PEKOMEHIAIIUU.

8. bynymiee 3amuThl HHGOPMaLMK: KaK IPaBOBbIE U TEXHOJIOTUYECKUE
N3MCHCHMUS ITOBJIUAIOT HA CUCTEMBI 6630HaCHOCTI/I.

IHIxaJjia oneHUBaHUA

[ITxana oreHUBaHUA

Kpurepuu oneHMBaHUS

«OTIMYHO» OOyuatomuiics TiIyOOKO U COAEpXKATelIbHO PACKPBIBAET TEMY
CaMOCTOATENIbHOW paboThl, He nomycTuB omMOOK. OTBET HOCUT
Pa3BEpHYTHIM U MCUEPIIBIBAIOLIUI XapaKTep.

«Xopouio» OOyuaromuiics B 1EJIOM pPAacKpbIBa€T TEMYy CaMOCTOSTEIbHON

paboThI, OJHAKO OTBET XOTS OBl HAa OJWH W3 HHUX HE HOCHT
Pa3BEPHYTOTO U MCUEPIIBIBAIOIIIETO XapaKTepa.

((YI[OBJ'ICTBOpI/ITCJ'ILHO»

OOyuaroluiics B IIeIOM PaCKpPBIBAET TEMY CaMOCTOSITENbHOM paboThI
M JIONyCKAaeT psa HETOYHOCTeH, (parMeHTapHO pPaCKpBIBAET
COJIEpP’)KaHHE TEOPETHMUECKUX BONPOCOB WM HX PacCKpbIBAcT
COJEpKATEIbHO, HO IONyCKasi 3HAYUTEIbHbIE HETOUHOCTH.

«HeynoBneTBopuTeIbHO»

OOyuaromuiics He BianeeT BHIOPAHHOM TEMOH CaMOCTOSTEIbHOMN
paboThI

6.2.6. UnguBuayaibHbIE 3a]aHNUS JJI51 KYPCOBOH padoThl (IIPOEKTA)
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KP u KII nmo aucuuruinne «3amurta uHGOpMaInum» padodeil mporpaMMon u
y4€OHBIM TUTAHOM HE TIPETyCMOTPEHBI.

6.3. OHLHEHOYHBIE CPEJACTBA HNPOMEKYTOYHOI'O
KOHTPOJIA

Bomnpocs! 1151 TOATOTOBKY K MPOMEKYTOYHOM aTTECTALMH 110 MTOraM OCBOCHUS
AMCHUILUIAHBI 3amuTa nvHpopManum:

IK-2.

1. Komnrerotepnsie Bupycol. X pa3HOBUIHOCTH.

2. AHTHUBUpPYCHBIE CpencTBa. [[puMepbl aHTUBUPYCHBIX MPOrPaMM.

3. [TonsiTue nHbOpMaITMOHHON OE30MACHOCTH.

4. [TonsiTne KoH(UISHIINATEHOCTH UHHOPMAIIHIH.

3. [Tonsitue  nmoctyma k  uHpoOpmanuu  (CAaHKIIMOHUPOBAHHBIA |
HECAHKIIMOHUPOBAHHBINA TOCTYM).

6. [TonsiTus naeHTUGUKAINS, ayTeHTU(DUKAIIAS U aBTOPHU3AITHA.

7. [TonsiTue yrpo3a 0€30MacHOCTH.

8. [TousTHE YSI3BUMOCThH CUCTEMBI (CETH).

9 [loHATHE aTakn HA KOMITBIOTEPHYIO CUCTEMY.

10. OxapaktepuzyiiTe  moAXOAbl K  OOECHEYCHUIO  KOMITbIOTEPHOM
uH(popMaIuu.

11. TIlepeuucnute OCHOBHBIE U BCIIOMOTATEIbHBIE CEPBHUCHI 0€30MACHOCTH,
naiTe uX KiaccuuKaiuio.

12.  JlaiiTe XapaKTepUCTUKY I'PYII TPEOOBAHUIM K CUCTEME 3aIUTHI.

13. «®parMeHTapHbIi»  MOAX0A B oOecrieyeHUHM  OE30MaCHOCTH
KOMIIBIOTEPHOU CUCTEMBI.

14. «KoMruiekcHBIN» 0aX0/ B 0becriedeHur 0€301acHOCTH KOMITBIOTEPHOM
CUCTEMBI.

15. B uewm 3akiiro4aeTcsi MOIUTUKA 0€30MaCHOCTH KOMIIBIOTEPHOU CUCTEMBI?

16. Ha yeMm ocHOBaHa «HM30UpaTebHAs» MOJIUTHKA 0€30MaCHOCTHU?

17.  Ha uyem ocHOBaHa «IOJTHOMOYHAs» MOJIUTHKA O€30MaCHOCTH?

18.  Tlousarue kpunrorpaduu. OCHOBHBIE BUJIbI IU(PPOB.

19. OOoOmenHass cxema KpuntocucteMbl. [lOHATHA CUMMETPUYHOU U
ACUMMETPUYHON KPUIITOCUCTEMBI.

20. Ilepeuuncnure OCHOBHBIE aIrOpUTMBI KpUITorpadguyecKkux
npeoOpa3oBaHUM.

21. TIlepeuucnaute OCHOBHBIE METOJbl KPUNTOrpapUUECKOW  3aIUThI
uH(pOpMAINU B KOMITBIOTEPHBIX CUCTEMAaX U CETSIX.

22. Kak xmaccupuuupyroTcsi CpeicTBa KpUNTOrpaduuecKkoi  3aiiuThl
uHbopMarmn?

23. OcHOBHBIC JOCTOMHCTBA ¥ HEIOCTAaTKW aJIroput™Ma MHUGPOBAHUS
naHHBIX ¢ moMomso DES.

24. Ilepeuucnure  OCHOBHblE  KOMOMHALIMM,  HUCIIOJb3yEMbIE  IPHU
mrdpoBanuu anroputmom DES.
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25. TlepeuuncnauTe OCHOBHBIE peKUMBI paboThl anroputma DES.

26. Kak o0ecrieuynBaeTcs KPUNTOCTOMKOCTD ACHMMETPHUYHBIX
KpUIITOCUCTEM?

27. KakoBO OCHOBHOE Ha3Ha4YCHHE XEII-PyHKITAN?

28. KakoBbI OCHOBHBIC TPUHITUIIBEI (POPMUPOBAHUS XETII-(DYHKITIH?

29. OtrnuuuTenbHble OCOOCHHOCTH OTEYECTBEHHOTO CTaHJapTa  Xelll-
byukiuu (I'OCT P 34.11-94) ot anroputmoB xemupoBanust MD5 u SHA.

30. Ilepeuucnute OCHOBHBIE ANTOPUTMBI ANEKTPOHHON LU(PPOBON MOANUCH
U YKOKUTE HA UX NPUHIUITHATBHBIE OTIMYHUSL.

31. CoBpemennslie npuioxeHus: kpunrorpaduu. [Ipumepsi.

32. TumnuyHbIe aTaKu Ha ONEPAMOHHYIO CUCTEMY.

33. TloHsiTHE 3alIUIIICHHON OMEPAIIMOHHON CUCTEMBI.

34. AnmapatHoe 0OecIedeHHUe CPEJICTB 3aIIUThI OTIEPAIMOHHON CUCTEMBI.

35. IIpobnemsr 6e3omacHoctu [P-ceteit.

36. Hawmbonee pacrnpocTpaHEHHbIE BapUaHThl aTaKk Ha KOMITBIOTEPHYIO
cuctemy Ha ocHoBe mipotokona TCP/IP.

37. CdopmynupyiTe CIUCOK (PYyHKIIMOHATHHBIX Ne(PEKTOB C TOYKHU 3PECHUS
3allUThI B UCTIOJIb3yeMOU oneparmoHHoit cucteme (OC).

38. Kakume osnmementsl  Oe3zomacHoctd  coaepxkur  OC  Windows
2000/XP/Vista?

39. Hazosure snementsl 6e3onacHoct OC UNIX?

40. OcHOBHBIE MPAKTUYECKHE BOMPOCHI 3aIIUTHI THHOPMALIIH.

41. IlporpamMmHBIE CpPEICTBA 3AMMUTHI U YHUUTOXXEHUSI HUH(POpMAITUH.

42.  OcCHOBHBIE MPUHIUIIBI TOCTPOCHHS TMOJCUCTEMbl HHGOPMAIIMOHHON
0€30MacHOCTH.

43.  DTtamnbl NOCTPOCHUS MOJCUCTEMBI HHPOPMAIIMOHHOM 0€30MMacCHOCTH.

44.  OOmme TpUHIUIEL 0OecTieueHrs] HHPOPMAIIMOHHON 0€30MacHOCTH.

45. CpenactBa o0ecriedeHUs1 KOH(OUICHIIUNATEHOCTH TaHHBIX.

46. CpenctBa uaeHTU(PUKAIUY U ayTCHTHU(PUKAINH ITOJIH30BaTEIICH.

47. TllpuBenute OCHOBHBIE CXEMbl HUACHTU(GUKANNN W ayTeHTU(DUKAITUU
[10JIb30BATEIIS.

48. JlocTomHCcTBa  OMOMETPUYECKHX  CIIOCOOOB  WACHTH(PUKALMH U
ayTeHTU(UKAIIMY IO CPAaBHEHUIO C TPAAUIIMOHHBIMHU.

49. CpenctBa ayTeHTU(DHUKALMU HIEKTPOHHBIX TAHHBIX.

50. IIpuHIUI MUHUMAJIBHBIX TPUBUJIETUN B CUCTEME OE30MTaCHOCTH.

51.  Yro Takoe MHOrOypoBHEBasI MOJIENb 0€30MacHOCTH?

52. OcHOBHBbIE 3TaMnbl aHATU3a YTPo3 UHHOPMAITMOHHONW O€30aCHOCTH.

53.  Cpasnute npotokoiibl SSL u TLS ¢ Touku 3peHus 6e301macHOCTH.

54. Yro Takoe «OpaHaAMay?’p» U Kak OH paboraer?

55. Ilpumepsl peanu3zanuu MOJIUTUK O€30MMACHOCTH B KOPIIOPATUBHOM Cpejie.

56. IlpaBoBble = TOCIEACTBUA  HECAHKIIMOHHUPOBAHHOTO ckemMa U
UCIIOJIb30BaHUS KOH(DUICHIINATEHON HHGOPMAIIHH.

57. OcoOeHHOCTH NPHUMEHEHHsS TEXHHUYECKHUX CpPEICTB YHUUYTOKEHHUS
uH(pOpMaIK HA MATHUTHBIX U ONITUYECKUX HOCUTEIISX.
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58. IlpuBemure  KkiaccuPUKAUIO  CUCTEM  3alIUTHI  IPOTrPAMMHOTO
o0ecrneveHusl.

59. CpaBHUTE OCHOBHBIE TEXHUYECKHME METOAbl M CPEACTBA 3allUThI
IPOrPaMMHOIr0 00eCIIeYeHUsl.

60. HazoBuTe OTIWYHS CUCTEM 3aIIUTHI OT HECAHKIIMOHUPOBAHHOIO JOCTYyNa
OT CUCTEM 3aIlMUThI OT HECAHKIIMOHUPOBAHHOTO KOITMPOBAHMS.

61. IlpuBenute onpeneneHne NOHATHI «IIPOTOKOIUPOBAHUE» U «ayAUT».

62. Ha3oBute 3amaun, peaauzyeMble IPOTOKOIUPOBAHUEM U AYIUTOM.

63. JlaiiTe XapakTEpUCTUKY 3aJ]a4l aKTUBHOI'O ayIUTA.

64. Ilepeuucnure PyHKIIMU U KOMIOHEHTHI ceTu VPN.

65. Kinaccupunupyiite VPN 1o cnoco0y TEXHUUECKOW peanu3aluu |
APXUTEKTYPE TEXHUYECKOTO PEIICHHUS.

66. KakoBbl  crmocoObl  3amuThl  UHGOPMAIMM  TPU  MEKCETEBOM
B3aUMOJICHCTBUU?

67. Kakue xpuntorpaguveckue MPOTOKOIbI HCIOIB3YIOTCS JJIsi 3allUThI
TEXHOJIOTUU «KIIMEHT-cepBep»?

68. 3akoHomarenbHbIE aKThl PO, perynupyromme 3amuty nHdopMaIuu.

69. MexnayHapoaHble ~ CTaHAapThl B oOjsacTh  HMHQPOPMAIMOHHOMN
oe3omnacuoctu (ISO/IEC 27001).

70. OTBETCTBEHHOCTh 3a HApyLIEHUWE TMOJIUTUKA  HHPOPMALMOHHON
0€30MacHOCTH.

71. MexaHu3MBbl pe3€pBHOIO0 KOMMPOBAHUS U BOCCTAHOBJICHHUS TAHHBIX.

72.  OpraHuzanust KOHTPOJIS AOCTYIIA B JIOKAJIBHOM CETH.

73. WudopmanmonHas 6€30MacHOCTh NpH YAaIEHHON padoTe.

74.  IlpuHuumbl 6€30MacHOr0 yJaneHusi HHGOPMAIIMKU B OPTaHU3AIUSX.

75. OcobGeHHOCTH 3alUThl HH()OPMAIIUU B MOOMIIBHBIX YCTPOUCTBAX.

6.4. MeToanueckue MaTepuaJibl, ONpeae/sAIolKe NPoueIypbl OeHUBAHUSA
3HAHUM, YMEHUH, HABBIKOB M (WJIH) ONbITA AeATEJbHOCTH, XapaKTEPH3YyOLIUX
Tanbl GOPMUPOBAHNA KOMIIETEHIIMA

OCHOBHOM 1LENBI0 TNPOBEACHUS MNPOMEKYTOUHOM aTTECTALMM  SBIIAETCS
OTpe/eNieHue CTENEeHH JMAOCTIDKCHHS IIeNied Mo ydeOHOW MAWUCUUIUIMHE W €€
pasaenaM. OCyIIECTBISECTCS 3TO TPOBEPKOW U OIIEHKOW YPOBHS TEOPETHUYECKOM
3HaHWW, TIOJYYEHHBIX OOYyYaIONUMUCS, YMEHHUS NPHUMEHATh WX B PELIICHUH
NPaKTHYECKUX 3a/ad, CTENeHW OBJIAJCHUS OOYYarOIIMMHUCS TPAKTHUYCCKUMHU
HaBbIKAMHU U YMEHHUAMH B 00beMe TpeOOBaHM paboueil MporpaMMBbl 1O JUCIUIUIMHE,
a TaKXe UX YMEHHUE CaMOCTOSITeNIbHO paboTaTh C y4eOHOU JTUTEPATYPOI.

Opranuzaiusi MpoBEACHUS MPOMEKYTOUHON aTTECTAllMU pErjlaMeHTHPOBaHA
«Ilonoxkxennem 00 opraHuzanuu 0o0pa3oBaTEIBLHOrO IMpoiecca B (eneparbHOM
roCy/1JapCTBEHHOM aBTOHOMHOM 00pa3oBaTelIbHOM yupexaeHun «MOCKOBCKHIA
HNOJUTEXHUYECKUN YHUBEPCUTET»
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6.4.1. Iloka3zaTre/in OLlCHUBAHUS KOMIIETEHIIUI HA PA3JIMYHBIX 3TANaxX MX

(popMupoBaHuA, AOCTHKEHHE OO0YYAWIIMMUCH IUIAHHPYEMbIX Pe3yJbTATOB
OﬁyquI/Iﬂ o JMCIHUIIJIMHE
I1K-2 Pa3padotka nndopmauunonHoro odecnevyenust ACYII
Yran Kpurepuu onneHuBaHus
(yposent,) HeY/I0BJIETBOPUTETHHO YIOBJIE€TBOPUTEIBHO X0OpOoILIo OTJIMYHO
3HATH Oo6yuatommuiics OOyuarommuicst OObyuaromuics OOyuatommuiics
JEMOHCTPHPYET TTOJTHOE JEMOHCTPHPYET HEMOJIHOE | IEMOHCTPHPYET JIEMOHCTPUPYET
OTCYTCTBHE HJIH COOTBETCTBHE CIEAYIOIUX | YACTHIHOE THIOJTHOE
HEJJ0CTaTOYHOE 3HAHWI: COOTBETCTBHE COOTBETCTBHE
COOTBETCTBHE CIEAYIOIINX | METOAWKH ITOMCKa, cOopa | Cleayromux CIICAYIOIINX
3HAHMH: 1 00paboTKH 3HAHW: 3HAHMH:
METOJIMKH TOMCKa, coopa | MH(POPMALIMH; aKTyaJbHbIC | METOAWKU MIOUCKA, | METOJHMKH ITOUCKA,
1 00paboTku WCTOYHUKH HH(pOpMaLuK B | cOopa u 00paboTku | coopa 1 00paboTKU
nHpOpMAIINH; aKTyallbHbIe | cepe TpodeCCHOHABHOW | WH(pOpMAIIH; nHOpMAIINH;
WCTOYHUKHU HHPOPMAIIUH B | JIESITEIBHOCTH; OCHOBHBIE | aKTyalbHbIC aKTyaJbHbIC
cdepe npodeccHOHaNbHON | MPUHIUIIBI U METOIBI MUCTOYHUKHU UCTOYHUKHU
JeSATEIbHOCTH; OCHOBHBIE | CHCTEMHOT'O aHAJIH3a. uHpopmau B nH(OpMaIHH B
TIPUHITATIEI K METOIBI chepe cthepe
CHCTEMHOTO aHaIIn3a. npoQecCHOHANBFHO | MPOECCHOHANTBHON
i e TeNbHOCTH; JEeSITEeNbHOCTH;
OCHOBHBIE OCHOBHBIE
TPUHIUITBL 1 HPUHIUIIBL 1
METO/IBI METO/IbI
CHCTEMHOTO CHCTEMHOT'O
aHaNIM3a. aHanm3a.
yMeThb Ob6yuatomuiicst He ymeer | OOywarommiics OO0yuaromuics OObyuatomuiics
WM B HEJOCTATOYHON JEMOHCTPHPYET HEMOIHOE | IEMOHCTPHPYET JIEMOHCTPHPYET
CTETICHH yMEET BBHIMOJIHAT | COOTBETCTBHUE CIEAYIOMINX | YACTUUIHOE HOJIHOE
NPUMEHSTh METOANKA YMEHHI: COOTBETCTBHE COOTBETCTBHE
MIOUCKa, coopa u HNPUMEHSTH METOANKH CIIETyIOIINX CIIe Ty FOIIHX
00paboTKH HHpOpPMALIUK; | MMOHMCKa, cOopa U YMEHHMN: YMEHHUIA:
HAaXOJMTh U OCYILECTBISATh | 00pabOTKU MHPOPMALIUK; | IPUMEHSTDH HIPUMEHSTh

CHUCTEMAaTHU3aLHIo,
KPUTUYECKUHN aHAIN3 U
cuHTe3 NHpopManmy,
MOJTy4YEHHON U3 pa3HbIX
HACTOYHUKOB; IPUMEHSITH
CUCTEMHBIH MOIXO IS
peIIeHNs TOCTaBIEHHBIX
3a/1a4 HaIpaBICHHUS
MOJITOTOBKH. .

HaxOJUTh U OCYIIECTBIIATh
CHCTEMAaTH3aLHNIO,
KPUTUYECKUN aHAINU3 U
cuHTe3 HH(popManuwy,
MOJYy4YE€HHOU U3 Pa3HbIX
WCTOYHHUKOB; IPUMEHATH
CUCTEMHBIM MOAXO0J 1T
peLIeHMs NOCTaBIEHHBIX
3a[a4 HalpaBJICHUS
MOJTOTOBKH.

METOAUKH TIOUCKa,
cbopa 1 00paboTKH
WHPOPMAIHH;
HaXOIUTh U
OCYILIECTBIIATh
CHCTEMAaTH3aLUIO,
KPUTHYECKUN
aHaJU3 U CUHTE3
WHPOPMAITUH,
MIOJIyYEHHOU U3
pasHbIX
WCTOYHHKOB;
MPUMEHATh
CUCTEMHBIN
HOJXOJ IS
permeHus

METOJUKH TTOHCKA,
cbopa 1 00paboTKH
UHQOPMAIIHH;
HaXOJIUTb U
OCYILECTBIITh
cUcTeMaTu3aluIo,
KPUTUUYECKUN
aHaJ3 U CUHTE3
UHPOPMAIIH,
MOJIyYeHHOU U3
Pa3HbIX
HCTOYHHKOB;
NPUMEHSATh
CHCTEMHBIHI MOIX0.
IUISL PeIIeHUS
MOCTaBJICHHBIX
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IIOCTABJICHHBIX 3aa4 HAIlPpaBJICHU

3a/1a4 HapaBIICHUS | MIOATOTOBKH.
MMOATOTOBKH.

BJIAJETh OOyuaromuiicst He BnajgeeT | OOyJaroImuiics BiajeeT B OO0yyaromumMcst OO0yyaromuiics
WIM B HETOCTAaTOYHOM HEIOJIHOM 00beME U JTOTTYCKAIOTCS CBOOOIHO
CTEICHHU BJIAJCET : MIPOSIBIISIET HE3HAYHUTEIIbHEIE MPUMEHSIET
MPaKTUYECKUMHU HEJOCTAaTOYHOCTD OIITHOKH, MOJIyYCHHBIE
HaBBIKAMHM IIOMCKa U BJIaJIEHUS HABBIKAMM : HETOYHOCTH, HaBBIKH, B IIOJJHOM
aHaJIn3a U CUHTE3a MPaKTHICCKUMU 3aTpyTHCHHUS, 00beMe BIIAJICET:
nH(OPMAIUH; METOIMKON | HAaBBIKAMH MOKMCKA U YaCTUYHO BJIAJCET MPaKTUIECKUMU
CHCTEMHOTO MOAX0Ja IS | aHaJIu3a U CUHTE3a HaBBIKAMH: HaBBIKaMHM ITOMCKa
pEIICHHSI TOCTaBICHHBIX nH()OPMAITIH; METOTUKOH | MIPaKTHICCKUMU M aHajau3a u

IMOATOTOBKH

3a1a4 HallpaBJICHUA

3aj71a4 HarpaBJIEeHUA CHUCTEMHOTO ITOAX0a I HaBBIKAMHM IIOMCKA | CHHTE3a
MHOJATrOTOBKU pELIEHHUs IOCTABIEHHBIX M aHajiu3a u uH(popMaIuy;
3a/1a4y HalpaBlICHUA CUHTE3a METOIUKOM
MOJATOTOBKH nH(popmarmy; CHUCTEMHOTO
METOIUKOMN 0oaxoja JJis
CHUCTEMHOTO peLieHus
nmoaxonda JIst TOCTaBIICHHBIX
peleHust 3a/1a4 HaMpaBJICHUS
MOCTaBJICHHBIX MOJATrOTOBKU

6.4.2. MeToauKa OleHMBAHUSA Pe3YJbTATOB MPOMEKYTOYHOM aTTeCTANIUU

IlokazarenamMu OlICHUBaHUSI
aTTecTalliid 1O JUCIUIUINHE

O6y‘-ICHI/IH IO ANCHUIIJINHEC.

KOMIIETEHIIMA Ha JTare
«3amura wHOOPMALMKMY SBJISIOTCA PE3YJbTATh

IIPOMEKYTOUYHOU

OueHOYHBIH JUCT Pe3yJabTATOB 00Y4YeHUsI M0 JUCHUILJINHE

YpoBeHb
Kon c(OPMHUPOBAHHOCTH
KOMIIETEHIIHH 3HaHuA YMmenus HaBbixn KOMIIETCHLIUH Ha
JAHHOM JTare /
OLICHKa
I1K-2 Ha ypOBHE Ha YPOBHE YMEHUN: Ha ypOBHE
Pa3pabotka 3HAHUU: YMETb IPUMEHSTh HaBBIKOB:
WHPOPMAILIMOH | 3HAThH METOAMKH MOUCKA, cOOpa | MPaKTUYECKUMHU
HOTO METOIUKU 1 00paboTKH HaBBIKAMU
obecrieyeHuss | MOMCKa, cOopa | MHPOpMaLUY; IOMCKa U
ACVII 1 00paboTKH YMETbh HaXOJIUTh U aHanus3a u
UHPOPMALIUKU; | OCYIIECTBIATh CUHTE3a
aKTyaJlbHbIE CUCTeMaTH3alHIo, nH(popMaLnu;
VCTOYHUKU KPUTHUYECKUH aHAIU3 U METOIUKON
uH(bOpMalluU B | CHHTE3 HHPOpMAIIH, CHUCTEMHOT'O
cdepe IIOJlyYEHHOM M3 pa3HbIX | NOJAXOJa JUIs
mpodecCHoHaNl | HICTOYHUKOB; pereHus
BHOU YMETb IPUMEHSATH MIOCTaBJIEHHBIX
NEeSTENIbHOCTH; | CUCTEMHBIN MOAXOM VISl | 3aja4
3HATh pELIEHNs TOCTABJICHHBIX | HANpPaBJICHUS
OCHOBHBIE 3a/1a4 HaIrpaBJICHUS MOJIFOTOBKU
IIPUHLIUAIIBL U NOJITOTOBKHU.
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METOJIbI
CHUCTEMHOTI0
aHam3a.

OrnenHka o AUCHUILTHHE (CpeaHee apuMeTuyecKoe)

OuneHka MO JUCHMIUIMHE 3aBUCUT OT YPOBHS CHOPMHPOBAHHOCTH
KOMIIETCHIIMN, 3aKPEIUICHHBIX 3a MUCIUIUIMHON M MpeJCTaBIIsIET COOON cpenHee
apu(pMETUYECKOE OT BBICTABIICHHBIX OLIEHOK IO OTAEIbHBIM Pe3ysibTaTaM O0yudeHUs
(3HaHMS, YMEHUS, HABBIKH ).

OrneHka «3a4TEHO» BBICTABIISICTCS, €CIIM CpeliHee apupMETHYECKOe HaXOIUTCS
B uHTepBajie oT 2,4 no 5,0. OneHka «HE 3a4TE€HO» BBICTABISETCS, €CIIM CPEIaHEe
apudmeTndeckoe HaxoauTcsi B uHTEpBase ot 0 1o 2,4.

[IpomexxyTouHast aTTecTarusi o0ydaromuxcsi B (popme 3adera IpOBOJUTCS T10
pe3yibTaTaM BBIMOJHEHUS BCEX BHUAOB Y4YeOHOW pabOThI, MPETYCMOTPEHHBIX
y4€OHBIM TJIAHOM MO AUCIHUIUIMHE «3aluTa HHHOpMaLUW, IPU ’TOM YUYUTHIBAIOTCS
pe3yJbTaThl TEKYIIErO KOHTPOJS YCINEBAEMOCTH B TeueHue cemectpa. OlieHka
CTEMEeHU JOCTUXKEHUSI O0Y4YarolUMUCS TUIAHUPYEMBIX Ppe3yJIbTaTOB OOy4EeHHUs IO
JTUCUUIUIMHE TPOBOJUTCS TMPENoJaBaTesieM, BEAYIIMM 3aHITHS 10 JIUCIUIUIMHE
METOAOM JKCHEPTHOM OLEHKU. [lo wuToraM mnpOMEKYTOYHOM AaTTECTAMHU IO
JVCUUIUIMHE BBICTABJISIETCS OLICHKA «3aUYTEHO», UIH «HE 3aYTEHO.

HIkaJnaa
OLICHNBAHUSA

Onucanue

BoinonHeHs! Bce BUIbl y4eOHOH paOOThI, MPETyCMOTPEHHbIE YUEOHBIM IJIAHOM.
CTyzneHT JEMOHCTPUPYET COOTBETCTBUE 3HAHUM, YMEHUH, HABBIKOB IIPUBEICHHBIM B
TabIMuax Iokas3aresneil, omepupyer NpUOOPETEHHBIMU 3HAHUSMHU, YMEHUSIMU,
3auTeHO HaBBIKaMU, IPUMEHSET UX B CUTyalUsIX NOBBILIEHHON CI0XKHOCTH. [Ipn 3TOM MOTYT
ObITh JIONYILIEHbl HE3HAYUTENIbHbIE OLIMOKH, HETOYHOCTH, 3aTpyIHEHUS NpU
QHAINTUYECKUX  OlepalysX, IEepeHoce 3HAaHMMW M YMEHHH Ha  HOBBIC,
HECTaHJApPTHBIC CUTYyalUH.

He BbimosnHeH oauH win Oosiee BUIOB y4eOHOM paboOThI, MpPETyCMOTPEHHBIX
yueOHbIM TIaHoOM. CTyJeHT JOeMOHCTPUPYET HENOJIHOE COOTBETCTBHE 3HAHMHU,
YMEHHUM, HaBBIKOB MO A3TanaM (YypoBHAM) CQOPMHUPOBAHHOCTH KOMIIETEHLUH,

He 3aureno o N
JAOITYCKAIOTCs 3HAYUTCIIBHBIC OI_I_II/I6KI/I, MMPOSABJIACTCA OTCYTCTBUEC 3HAHWU, YMCHUH,
HAaBBIKOB I1O pAOYy HOKaSaTeJICfI, CTYACHT UCHBITEIBACT 3HAYUTCIIBHBIC 3aTPYAHCHUA
IIpH ONICPpUPOBAHUYN 3HAHUAMU U YMCHUAMMU IIPU UX IICPECHOCC HAa HOBLIC CUTYyaAIllUU.
7. JJleKTpOHHAasi MH(POPMAIIMOHHO-00pa30oBaTe/IbHAsA Cpea

Kaxnprii oOyuaromuiicss B TeYEHUE BCETO NEpHoa 00ydeHHUsT 00ecTieunBacTCs
UHIAUBUIYAJIbHBIM HEOTPAaHWYEHHBIM JIOCTYIIOM K 3JEKTPOHHOW HMH(POPMAaLUOHHO-
oOpazoBatenbHOM cpene Yebokcapckoro wuHcTUTyTa (dunuana) MOCKOBCKOTO
NOJINTEXHUYECKOTO YHUBEPCUTETA U3 JHO0OW TOYKH, B KOTOPOM MMEETCs JOCTYI K
UH(OPMAIIMOHHO-TEIEKOMMYHUKAMOHHON cetn  «MHTepHeT» (nmamee — ceTb
«HTEepHeTY»), KaKk Ha TEppUTOpUH (PHUIIHalia, TaK U BHE €e.
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OnexTpoHHas HWHGOPMAIMOHHO-00pa3oBaTelbHasl Cpella — COBOKYITHOCTb
UHOOPMAITMOHHBIX M TEJIEKOMMYHUKAIIMOHHBIX TEXHOJIOTHM, COOTBETCTBYIOIIUX
TEXHOJIOTUYECKUX  CPEICTB, OOCCIEYHMBAIONIMX  OCBOCHHE  OOYYaIOIUMUCS
00pa3oBaTeNbHBIX MPOTPAMM B MOJTHOM O0BEME HE3aBUCUMO OT MECTAa HAXOXKJICHUS
o0yyarommxcs.

DnekTpoHHas HH()OPMaIIMOHHO-00pa30oBaTeibHas cpeia 00eCIeUnBaEeT:

a) IOCTYI K y4eOHBIM IUIaHaM, pabOYMM MporpaMMam JUCUUILIMH (MOIYJIEH),
MPaKTUK, AJIEKTPOHHBIM Y4e€OHBIM H3JaHUSM M DJIEKTPOHHBIM 00pa3oBaTEIbHBIM
pecypcaM, yKa3aHHbIM B pa0o4uX MporpaMmax JUCIUILINH (MOAYJIeH), TPaKTHK;

0) dopMupoBaHue >JIEKTPOHHOrO MOPTHOIUO OO0YUYAIOIIEroCs, B TOM YHCIIE
coXpaHeHue ero padoT U OLIEHOK 3a 3TU paboThI;

B) pukcanuio XoJ1a 00pa3oBaTenbHOTO npoiiecca, pe3yabTaToOB
IPOMEKYTOYHOM aTTeCTAllMK U PE3YJIbTaTOB OCBOCHHUS NMPOTrpaMMBbI OaKkanaBpHara;

T') MPOBEJICHUE YYEOHBIX 3aHITHM, MPOLEIYp OLIEHKH PEe3yIbTaTOB OOy4YEHUS,
peanu3aiys KOTOPBIX MPETyCMOTPEHAa C MPUMEHEHUEM 3JIEKTPOHHOTO OO0ydeHUs,
JUCTAHITMOHHBIX 00Pa30BaTEIbHBIX TEXHOJIOTUIA;

1) B3aUMOJICHCTBHE MEXKy YJaCTHUKaMH 00pa30oBaTEIHHOTO MPOIECCa, B TOM
YUCJIE CUHXPOHHOE W (WJIM) ACMHXPOHHOE B3aUMOJICUCTBUSA IOCPEACTBOM CETHU
"Nutepuer".

OYHKIMOHUPOBAHUE JIEKTPOHHOU MH(POPMALIMIOHHO-00pa30BaTEIbHON Cpeibl
oOecreunBaercs COOTBETCTBYIOIIMMHU cpeAcTBaMHU nH(pOpMAITMOHHO-
KOMMYHHUKAIIMOHHBIX ~ TEXHOJIOTUH W KBadudukanuer  paOOTHUKOB, €€
UCIIOIB3YIOIINX U TOEPKUBAIOIITNX.

OYHKIIMOHUPOBAHUE DJIEKTPOHHOU MHGOPMAIIMOHHO-00pa30BaTEIbHON Cpeibl
COOTBETCTBYET 3aKOHOAATENbCTBY Poccuiickon Penepanuu.

OcHoBHbIME cocTaBstomumMu DMOC dununana SBISIOTCS:

a) calT UWHCTUTYTa B ceTu VIHTEepHET, pacMoOJIOKEHHBIM IO ajapecy
www.polytech21.ru, https://chebpolytech.ru/ koTopslii o6ecrieunBaeT:

- gmoctyn oOOydJammmxcs K Yy4eOHbIM IUIaHaMm, pabodyuM TporpamMmam
TUCUUIUIMNH, TPAKTUK, K U3JAHUSAM DJIEKTPOHHBIX OUOIMOTEUYHBIX CHCTEM,
AJIEKTPOHHBIM HH(POPMAIIMOHHBIM W 00pa30BaTeIbHBIM pecypcaM, yKa3aHHBIX B
pabounx mporpammax (pazaenbl caifta «CBemeHuss 00 00pa3oBaTeIbHOU
OpraHu3alun»);

- nH(opMupoBaHHE 00yUarOIMXCs 000 BCEX U3MEHEHUIX YU4eOHOro mpoiiecca
(HOBOCTHAs JIEHTA caiiTa, JeHTa aHOHCOB);

- B3aUMOJICMCTBME MEXJY YYacCTHMKaMU 0O0pa3oBaTeIbHOrO Ipoiiecca
(moapaszensl caitita «3afaaTh BOMPOC AUPEKTOPY»);

0) oduimambHble SJIEKTPOHHBIE ajJpeca MOApPaA3IENCHUN U COTPYIHUKOB
UHCTUTYTa C SHAaekc-momeHoM (@polytech2l.ru (cnmMCOK KOHTAaKTHBIX JIAaHHBIX
nojpasneneHuit Ounnana pasMmeiieH Ha odunmanabHOM caite Punmana B paszerne
«KOHTaKTh», CHOUCKA KOHTAKTHBIX OQUIIMATBHBIX  DJIEKTPOHHBIX  JIAHHBIX
npernojaBareneil  pasMmemnieHsl B moapasnenax  «Kadeape») obecneunmBaior
B3aMMOJICHCTBHE MEXIYy YYaCTHUKAMHU 00pa30BaTeIbHOrO MPOLIECcca;

B) JIMYHBIA KaOuHeT oOydaromerocs (moptdonno) (BXOJ B JUYHBIA KaOMHET
pasmenieH Ha oduiuansHoM caiite ®unuana B pazaene «CTylIeHTYy» mojpasielie
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«InekTpoHHass WHOOPMAIMOHHO-00pa3oBaTeNbHas Cpela») BKIIOYaeT B celd
nopthoano  CTyAeHTa, DJJICKTPOHHBIE BEIOMOCTH, PEHUTHUHT CTYIACHTOB W
o0ecreunBaer:

- ¢uKcaruio xoaa o0pa3zoBaTEIHLHOTO MPOIIecca, PE3yIbTaTOB MIPOMEKYTOUHOMN
aTTECTAIlMU U PE3YyJIbTATOB OCBOCHHS 00Pa30BATEIHHBIX IPOTPAMM O0yUYaIOTIIUMHUCS,

- (popmupoBaHUE SIEKTPOHHOTO MOPTQPOINO OOYUAIOIIETOCsS, B TOM YHUCIE C
coxpaHeHue paboT 00yUaroIerocs, peleH3uii U OLEHOK Ha 3TU padoThI,

I) DJIGKTPOHHBbIE OWOJMOTEKH, BKIIOYAIOIINE JJICKTPOHHBIE KaTaJIOTH,
MIOJITHOTEKCTOBBIE JJOKYMEHTBI U 00€CIICUNBAOIINE JOCTYH K y4eOHO-METOINIECKUM
MaTepHaliaM, BBITTYCKHBIM KBAIM(DUKAITMOHHBIM padOTaM H T.J.:

Yebokcapckoro uHcTuTyTa (Punuana) - <K MPBUCy»

1) 3JEeKTPOHHO-0MOmoTeunsle cuctembl (DbC), BKIIOYArONIE 3IEKTPOHHBIN
KaTaJjor ¥ MOJIHOTEKCTOBBIE IOKYMEHTHI:

- OBC «JIAHb» -https://e.lanbook.com/

- O6pazoBarenpsHas maatdopma FOpaitt - https://urait.ru

- IPR SMART -https://www.iprbookshop.ru/

e) maTdopma 1dpoBoro oOpa3zoBaHUs [TonuTexa -
https://Ims.mospolytech.ru/

&) cucTeMa « AHTHIUIaruary -https://www.antiplagiat.ru/

3) cucteMa »3JekTpoHHoro aokymentoobopora DIRECTUM Standard —
o0ecreynBaeT JOKyMEHTO000pOT Mex 1y Duiinanom U Y HUBEPCUTETOM;

n) cucreMa «1C Ynpasnenune BY3om Dnextponnbsiii nekaHat» (MOCKOBCKUI
MOJINTEXHUYCCKUY YHUBEPCUTET) oOecrieurBaeT (hUKCAIMIO X0/1a 00pa30BaTeIIbHOTO
npolecca, pe3ysibTaToB MPOMEXKYTOYHOW aTTeCTallud U PE3ylbTaTOB OCBOCHUS
00pa3oBaTeNbHbIX MPOrpaMM 00yHarOITUMUCS;

k) cucrema «POLYTECH systems» obecneunBaer WHGOPMAIIMOHHOE,
JOKYMEHTAJIbHOE  aBTOMATH3WPOBAHHOE  COMPOBOXKIECHHE  00pa3oBaTEIHLHOTO
nporecca;

1) cucrema «AbOUTypueHT» o0ecrieynBaeT JOKYMEHTAJIbHOE
ABTOMATU3UPOBAHHOE COMPOBOXKICHNE PAOOTHI MPUEMHON KOMHUCCHUH.

8. IlepeyeHb OCHOBHOW M [ONOJHUTEJBHOH Y4YeOHOH JIMTEpPaTyphl,
HEO0X0AMMOM /151 0CBOCHUS AMCUHUILIMHBI

OcHOBHas IUTEpaATypa:

1. BuykoB, A. A. 3amura uHpopMauuu : y4eOHUK Juisi By30B / A. A.
BuykoB. — 3-e u3n., nepepab. u pon. — Mocksa : U3garensctBo FOpaiit, 2025. —
161 c. — (Beicmee obpazoBanue). — ISBN 978-5-534-07248-8. — Tekcr

anekTpoHHbit //  OOpazoBarenbHass 1iatdopma IOpaittr [caiit]. — URL:
https://urait.ru/bcode/561313.
2. TymOunckasi, M. B. 3ammura undopmainuu Ha OPEANPUITHH | YuyeOHOE

nocobue ansa By3oB / M. B. Tym6unckas, M. B. [lerpoBckuii. — 2-€ u3., cTep. —
Cankr-IletepOypr : Jlanp, 2025. — 184 c. — ISBN 978-5-507-52967-4. — TekcT :
ANeKTpoHHbIN //  Jlaub : aneKTpoHHO-OMOnmMoTeunas cucrema. —  URL:
https://e.lanbook.com/book/463043. —  Pexwmm  moctyma: s aBTOpH3.
IIOJI30BATEIICH.
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3. IIpoxopoBa, O. B. HWnadopmanuoHHas O€30MacCHOCTh U 3aluTa
uHpopmarmu : yueOHuk s By30B / O. B. [IpoxopoBa. — 6-¢ u3zn., crep. — CaHKT-
[Terepbypr : Jlamp, 2025. — 124 c. — ISBN 978-5-507-52899-8. — TekcT :

ANEeKTPOHHBIN //  JlaHb : dnexTpoHHO-OMOMmMoTeunas cuctema. —  URL:
https://e.lanbook.com/book/462293. —  Pexwmm  nmocTtyma: s aBTOpH3.
IIOJI30BATEIIEH.

4. Basunun, . A. HHpopMalnMOHHBIE TEXHOJOTUH B YIPABJICHHUH

KaueCTBOM M 3aiuTa uHpopmaiuu : yuebHoe nmocodue s By3oB / 5. A. BaBuiuH,
B. I'. Connaros, U. I'. MankeBuu. — Cankt-IletepOypr : Jlanp, 2025. — 196 c¢. —
ISBN 978-5-507-51437-3. — Tekct: dIeKTpOHHBINA // JlaHb : 3JIEKTPOHHO-
oubmmoreunass cucrema. — URL: https://e.lanbook.com/book/447242. — Pexum
JOCTyTa: JUIsl aBTOPH3. OIh30BaTEIICH.

ﬂ OIIOJITHUTCJILHAA JINTCPATYPA.

1. 3enkoB, A. B. Nudopmarnmonnass 0e30MacHOCT, U 3aluTa
uHbopmaruu : yaeOHuk ais By30B / A. B. 3eHkoB. — 2-¢ u3j., mepepad. u 10m. —
Mockga : HznmarensctBo FOpaiit, 2025. — 107 ¢. — (Bpicmiee oOpa3oBaHue). —

ISBN 978-5-534-16388-9. — TekcT : anexTponHbi / ObpazoBarenbHas miatdGopma
FOpaiit [caitT]. — URL: https://urait.ru/bcode/567915.

2. Jlocb, A. b. Kpunrorpapuyeckue MeToabl 3alluThl UHPOpPMALUU IS
U3yYaroUMX KOMIBIOTEPHYIO 0€301acHOCTh : yueOHUK Juist By30B / A. b. Jlock, A. HO.
Hecrepenko, M. H. PoxxkoB. — 2-e u3na., ucnp. — Mocksa : U3narensctBo IOpaii,
2025. — 424 c. — (Bricmiee obpazoBanue). — ISBN 978-5-534-12474-3. — TekcT :
anekTpoHHbIt  //  OOpazoBarenbHas 1iatdopma IOpaiit [caiit]. — URL:
https://urait.ru/bcode/560426.

Ilepuonuka:
Cuctembl ynpaBieHus 1 WHGOPMAIMOHHBIE TEXHOJOTHH: HAYYHBIN KypHAT -

URL: http://sbook.ru/suit/- TekcT : 2MeKTpOHHBII

9. HpO(l)eCCI/IOHaJ]LHLle 0a3bl JAHHBIX " I/IHq)OpMaHHOHHO-CHPaBO‘IHLIe
CHCTEMBbI
[Tpodeccuonanpuas 6a3a
JAHHBIX ¥ UHOOPMAIIMOHHO- WNudopmanus o npaBe cOOCTBEHHOCTH (PEKBU3UTHI JJOTOBOPA)
CIIPaBOYHbBIE CUCTEMBI
YHuBepcurerckas Temaruueckasgs 2iekTpoHHass Oubnmoreka u  0Oaza I
nH(pOopMallMOHHAs cUCcTEMa NPUKIATHBIX ~ HMCCIEAOBaHUW B 00JIaCTU  SKOHOMHKH,
POCCHA yIOpaBJIEHUS,  COLMOJOIMH,  JIMHIBHCTUKH,  (¢uiocopuw,
https://uisrussia.msu.r (bUI0IOTHH, MEXIYHAPOJHBIX OTHOIICHUM, TpaBa. CBOOOJIHBIN
J0CTyI
Hay4Hasl JICKTPOHHAs Hayunas »snexkrponnass Oumbmmoreka eLIBRARY.RU - 310
o6ubmmoreka Elibrary KpYIMHEHIuii  poccuiickuii  MH()OPMAIMOHHO-aHATUTHYECKHHA
http://elibrary.ru/ moprajl B 00JIaCTM HAyKW, TEXHOJIOTHH, MEIUIIMHBI U
oOpa3oBaHUs, coAepk aluid pedepaTsl U MOJHBIE TEKCTH OoJee
26 MJIH Hay4HBIX CTaTed W MyONMKalnuid, B TOM YHCIIC
JNIEKTPOHHBIE Bepcuu Oomee 5600 poccHiicKMX —HAay4HO-
TEXHHYECKHUX KYPHAJIOB, U3 KOTOPBIX Oosiee 4800 >XypHAIOB B
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OTKPBITOM JIOCTYTIE CBOOOTHBIN JOCTYTI

cait MHCTUTYTa HAy4YHOI
uHpOpMAIUU TIO
obmecTBeHHBIM Haykam PAH.
http://www.inion.ru

bubnuorpadpuueckne 6a3pr  mgamapix MHWUOH PAH mo
COLIMAJIbHBIM M I'YMaHUTapHbIM HayKaM BeayTcs ¢ Hayana 1980-
X romoB. OOmui 00BEM MAaCCHBOB COCTaBisIeT OoJiee 3 MIIH.
500 toic. 3anuceit (manubie Ha 1 sHBapst 2012 r.). Esxeronnbiit
npupocT — 0koJio 100 TeIC. 3anucei.

B 6a3bl 1aHHBIX BKIIOYAIOTCS AaHHOTUPOBAHHBIC OMHCAHUS KHHT
W crared W3 IKypHaJoB U cOopHukoB Ha 140 s3bIKax,
noctynuBumx B ®DyHnameHntanbnyro Oubimoreky HMHHWOH
PAH.

Onwucanus crareil ¥ KHAT B 0a3ax JaHHBIX CHA0XKEHBI HIH(PPOM
XpaHEHUsI U CChUIKAMHM Ha IOJIHbIE TEKCThl HMCTOYHHUKOB W3
Hay4Ho# 371eKTpOHHOM OMOIMOTEKH.

®denepaabHbIM TOPTAT
«Poccuiickoe

o0OpazoBaHue» [ DNEKTPOHHBIH
pecypc] — http://www.edu.ru

Oenepanbubiii moptann  «Poccuiickoe  oOpazoBaHme» — —
YHHUKaJIbHBII HHTEPHET-pecypc B cepe 00pa3oBaHUs U HAYKH.

ExxenneBHO MyONMKyeT camble aKTyalbHble HOBOCTH, QHOHCHI
COOBITHH, MHPOPMALIMOHHBIE MaTEepPHaIbl JJIS IIHUPOKOTO Kpyra

YHTATEIICH. E)KCHC,HCJ'IBHO Ha rmopTaljie pasMCIIarOTCs
9KCKJIFO3UBHBIC MaTCpurabl, HHTCPBLIO C BCAyIIUMU
coeguaicraMu —  I€garoraMu, IICHUXoJIoraMu, Y4YC€HBIMH,

penopTaXy U aHATUTUICCKHUE CTAThH.
YuTarenu MOAy4alOT JOCTYI K HOPMATHBHO-TIPABOBOW Oase
chepsl 00pa3oBaHMS, OHH MOTYT IIOJIB30BATHCS CAMBIMHU
Pa3IUYHBIMKM TOJE3HBIMH CEPBUCAMU — TAKUMH, KaK OHJIAMH-
TCCTUPOBAHUC, OIIPOCHI 110 aKTyaJIbHBIM TCMaM H T.1.

computerra.ru-Komneroreppa
HoBoctn mnpo KommbroTEpHI,

KomneioTeppa — 3TO pecypc O COBPEMEHHBIX TEXHOJIOTHSIX,
KOTOpbIE TPUIUIM B TOTPEOUTENHCKUII CErMEHT U3 Hay4YHBIX
chep. 3amaua — MOHATHBIM S3BIKOM PACCKa3aTh YUTATEISIM O

TOM OyIyIieM, KOTOpOe YK€ HACTYNMWIO M CTall0 JOCTYITHBIM
psamoBeIM TOTpeOuTensiM. Pecypc momoraer paszobpartbcs B

XKEJIE30, HOBBIE TEXHOJIOTHH,

MH(OPMALOHHBIE TaKUX CJIOXKHBIX Ha MEpBBbIH B3MIAA Belax, Kak OJOKuelH,

TeXHOJIOTHH oOJlauHbBIE  TEXHOJIOTUM, JOIOJHEHHAas W  BHUPTyallbHasd
PEaNbHOCTH, HMCKYCCTBEHHBIM MHTEIEKT, POOOTOTEXHHMKA U
JpYTMX, a TakkKe 3HAKOMHMT C HOBBIMH NPOAYKTaMH M
YCTPONCTBaMHM, KOTOpBIE AENAIOT KU3Hb MpolIle, Oe3omacHee U
UHTEPECHEE.

HudopmanonHble

TEXHOJIOTUH — MIEPUOJHYECKOE
HAYYHO-TEXHHYECKOE U3aHUC
B 001acTH MH()OPMAITMOHHBIX
TEXHOJIOTHH,
ABTOMATU3UPOBAHHBIX CHCTEM
Y MCIIOJIb30BaHUS
MH(POPMATHKN B Pa3INIHBIX
MPUIIOKEHUSX

novtex.ru

N3natenbcTBO  BBIMYCKaeT TEOPETHUECKHUE U IPUKIIAJHBIE
HAYYHO-TEXHUYECKHE >KypHalbl, OOeCleYHBalolue Hay4dHOH,
IIPOU3BOJCTBEHHOH, 0030pHO-aHATUTHYECKON u
oOpa3oBaTenbHOW HMH(pOpMAIMel pPyKOBOASIIMX PAOOTHUKOB M
CHEMAINCTOB  MPOMBIIUICHHBIX  MPEINPUATHH,  HAyYHBIX
aKaJIeMUYECKUX M OTPACIIEBBIX OpPTraHH3aIHid, a TaKKe YIeOHBIX
3aBeIecHUH B 00JacTH NPUOPUTETHBIX HAIPaBICHUN pa3BUTHUS

HayKH U TEXHOJIOTHM.
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iXBT.com - akTyasibHbIE
HoBOCTH U3 cdepsbl [T, 0030pbI
cMapT(OHOB, IJIAHIIIETOB,
MEPCOHATIBHBIX KOMITBIOTEPOB,
KOMIIbIOTEPHBIX
KOMIUIEKTYOIUX,
IIPOrpaMMHOr0 o0ecreueHus u
nepudepuiHbIX YCTPOMCTB

iXBT.com

CHCL[HaJII/I3I/IpOBaHHLII>'I

POCCHICKHI

UH(POPMALMOHHO-aHAIUTHYECKUH CaliT C CaMBIMH aKTyaJlbHBIMH

HOBOCTSIMH U3  cepsl

IT,

HAayKHd, TEXHHUKH, KOCMOCA U

aBTOMOOWIJIBHOM oTpaciu. JleTanbHbIMU 0030pamMu cMapTHOHOB,

TJIAHIIIETOB,

NEPCOHAJIBHBIX KOMIIBIOTCPOB,

KOMITBIOTCPHBIX

KOMIUIEKTYIOIUX, OBITOBOM TEXHUKH U YCTPOMCTB JJISi PEMOHTA,
cajia ¥ Oropoja, MporpaMMHOro obecreueHus: u nepudepuitHpIx

ycTpoiictB. Ha caiiTe exXeIHEBHO OCBELIAIOTCS BOMPOCHI
ixbt.com (G POBBIX TEXHOJOTHI U COBPEMEHHBIX pellieHui Ha ux 0ase.

CoBeplIeHCTBOBaHUE oOpazoBaHHs u WHXXEHEPHOU

NESTEIbHOCTH BO BCEX UX TMPOSIBICHUAX, OTHOCSIIUXCS K

y4eOHOMY, HAyYHOMY U TEXHOJOTHYECKOMY HaIpaBICHUSM,
Acconuanus WHKEHEPHOTO

obpa3oBanus Poccun

http://www.ac-raee.ru/

BKJIrO4as MMPOLCCChI

UCCIICIOBaHM, Pa3pabOTKU

IIKPOKOTO CIEKTpa 00pa3oBaTEIbHBIX YCIYT,
CBsI3€M C OOIIECTBEHHOCTHIO,

HHTCrpanuu B

npenoagaBaHusl,

MEXKIYHAPOIHOES

KOHCYJIbTUPOBaHUS,
WHXEHEPHBIX DPELIEHUH, OKa3aHWs
o0ecrieueHus
IIPOU3BOACTBOM, HAYKOW H

Hay4YHO-00pa3zoBaTeIbHOE

MPOCTPAHCTBO. CBOOOIHBIN JOCTYII

10. IIporpammHoe oOecneyeHue  (JIMIEH3MOHHOE M  CBOOOJHO
pacnpocTpaHsieMoe), HCHOJIb3yeMoe MPH OCYIIeCTBJIEHUH 00pa3oBaTEeIbHOIO
npoiecca

Nudopmarus o npase
A [Iporpammuoe COOCTBEHHOCTH (PEKBU3UTHI
obecrnieyeHue JI0r0BOpa, HOMEP JULEH3UH U
T.JI.)
Ne 2076 Yuebnas ayauropus Kaspersky Endpoint Cy6nuiieH3uoHHBIN A0ToBOp No

JUISL IPOBEJICHUS yUEOHBIX
3aHATHUI BCeX BUJIOB,
MIPEAYCMOTPEHHBIX ITPOrpaMMOi
CpeaHero npogeccuoHaIbHOro
oOpa3oBanusi/OakanaBpuara/
cnenuaanrera/
MarucTpaTypbl/CpeHETO
po¢eCcCUOHATIBHOTO
o0Opa3oBaHMs, OCHAIIICHHAS
000pyI0BaHUEM U
TEXHUYECKUMHU CPEACTBAMHU
00y4YeHHMs1, COCTaB KOTOPBIX
orpeneNnsercs B pabounx
porpamMMmax JUCLMIUIMH
(Momyneit)

JlaGopaTopus
«BBIYHCIUTEILHON TEXHUKH,
apXUTEKTYphl IEPCOHATIBHOTO
KOMIIbIOTEpA U IepupepUnHbIX

Security qyst GusHeca —
Pacmmpennsiii Russian
Edition. 150-249 Node 2
year Educational Renewal
License

[1111-126/2023 ot 14.12.2023

‘Windows 7 OLPNLAcdmc

norosop NeJ103 ot 30.05.2012) ¢
noncornameHusiMu ot 29.04.14 u
01.09.16

(6eccpounast TUIICH3MS)

MS Windows 10 Pro

noroop Ne 392 469.223.3K/19 ot
17.12.19 (6eccpoyHast TUIICH3US)

Microsoft Office Standard
2019(Microsoft DreamSpark
Premium Electronic
Software Delivery
Academic(Microsoft Open
License

HOMEp JIUIEH3UN-42661846 ot
30.08.2007) ¢ momcoriameHusMu
o1 29.04.14 1 01.09.16 (6eccpounas
JIATICH3US)

KOMIIAC-3D v20 u v21

Cy6nuiieH3uoHHBIN AoroBOp No
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YCTPOMCTBY
JlabopaTopus MoieTUPOBaHUS
TEXHOJIOTMYECKUX IPOLIECCOB

Hn-22-00044 ot 21.03.2022
(6eccpounas JIUIICH3MS)

MathCADv.15

Cy06uui1. 1oroBop
Ne39331/MOC2286 ot 6.05.2013)
HOMEp JUUEH3un-42661846 ot
30.08.2007) (6eccpounas
JIUTICH3H )

1C: npennpusitue 8

norosop Ne 08/10/2014-0731

Pascal ABC

CBOOOJIHO PacIpoCTpaHIeMoe
porpaMMHOE 0OecIieueHIe
(beccpouHast TUIIEH3USA)

Microsoft Visual Studio
2019

CBOOOIHO pacrpocTpaHsIeMoe
[IpOrpaMMHOE OOecrieueHue
(6eccpodHas JIMIICH3MS )

Python 3.7 CBOOOJTHO PacIpOCTPaHIEMOE
IporpaMMHOE 0OecrieueHue
(6eccpovHas JIMIICH3M)

AIMP OTEYECTBEHHOE CBOOOIHO

pactpocTpaHseMoe MPOrPaMMHOE
obecnieuenue (OeccpoyHas
TTATICH3US )

Ne 2116 YueOnas aynutopus Ais
MPOBEICHUS YUCOHBIX 3aHATHIA
BCEX BUJIOB, MPETYCMOTPEHHBIX
MPOrPaAMMOM CPETHETO

PO eCCUOHATHLHOTO
oOpasoBanust/0akanaBpuara/
CTICIMAINTETA/ MATUCTPATYPHI,
OCHaIleHHast 000py/TI0BaHHEM U
TEXHUYECKHMHU CPEJICTBAMU
00y4YeHHs, COCTaB KOTOPBIX
orpenesseTcs B pabounx
poTrpaMMax TUCIUIUTHH
(Moyeit)

JlaGopatopus «IIporpammHoro

'Windows 7 OLPNLAcdmc

norosop NeJ103 ot 30.05.2012) ¢
noncornameHusiMu ot 29.04.14 u
01.09.16

(6eccpounast JIUIICH3M)

Kaspersky Endpoint
Security nys OuzHeca —
Pacmmpennsiii Russian
Edition. 150-249 Node 2
year Educational Renewal
License

Cy6nuueH3noHHbIN g0roBop Ne
[ITN-126/2023 ot 14.12.2023

Microsoft Visual Studio
2019

CBOOO/IHO pacHpoCTpaHsIeMoe
nporpaMMHoOe o0ecrieyeHue
(6eccpounast JIUIICH3MS)

KOMITAC-3D v20 u v21

Cy6nuueH3noHHbIN goroBop Ne
Hn-22-00044 ot 21.03.2022
(6eccpounast JIUIICH3MS)

00eCIIeUCH s U COMPOBOXKACHUSA  PajtNet CBOOOTHO PacIpOCTpaHsIeMOe
KOMITBFOTEPHBIX CHCTEM NporpaMMHoe obecTieyeHue
Kabunet napopMamoHHbIX (6eccpodHast IMLEH3Ns)
cucteM u TexHonoruit AO «HIIK [ 1\ip 0TEYEeCTBEHHOE CBOOOTHO
«TIAPA» pacmpocTpaHseMoe IPOrpaMMHOE
obecnieuenue (OeccpouHast
JIUTICH3H )
Kaspersky Endpoint CyOnmutieH3nOoHHBIN 10roBOp No

Ne 1126 [lomenienue as
CaMOCTOSITEIIbHON PabOThI
o0yyaromuxcs

Security nyist OuzHeca —
Pacmmpennsriii Russian
Edition. 150-249 Node 2
year Educational Renewal
License

ITIT1-126/2023 ot 14.12.2023
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Windows 7

norosop NeJI03 ot 30.05.2012) ¢

OLPNLAcdmc norcoriamesuaMu ot 29.04.14 n
01.09.16
(6eccpoUHast JIMIICH3MS)
AdobeReader CBOOOJTHO pacIpocTpaHsIeMoe

IIPOrpaMMHOE 00eCIIeUCHHE
(6eccpouHast JIMIICH3MS)

["apaHT- cripaBo4HO-
IIpaBOBasi cUCTEMA

Horosop NeC-002-2025 ot
09.01.2025

Yandex Gpay3sep

CBOOOIHO pacrpocTpaHsIeMoe
MIpOrpaMMHOE OOecreueHue
(6eccpouHast JIMIICH3US)

Microsoft Office Standard
2007(Microsoft
DreamSpark Premium
Electronic Software
Delivery
Academic(Microsoft Open
License

HOMEp JUlEeH3MN-42661846 ot
30.08.2007) ¢ momcoriameHus MU
o1 29.04.14 1 01.09.16
(Geccpounast TUTICH3MS)

Zoom CBOOOHO pacmpocTpaHsIeMoe
IporpaMMHOe o0ecredeHue
(6eccpouHast JIMIICH3MS)

AIMP OTEYECTBEHHOE CBOOOIHO

pacmpocTpaHsieMoe MPOrpaMMHOE
obecnieuenue (6eccpouHas
JIALICH3US)

11. MaTtepuajibHO-TEXHHYECKOEe o0ecreuyeHne JUCHUIIHHBI

Tun u HoMep MOMENICHUS

[TepeueHb OCHOBHOTO 00OPYIOBaHUS M TEXHHUECKHUX
CpPEICTB O0yUYCHUS

Y4yeOHast ayTuTOpHs AJIs
MIPOBE/ICHUS] YUEOHBIX 3aHITHHA
BCEX BUJIOB, IPETyCMOTPEHHBIX
MPOrpPaMMOM CPEIHETO
poheCCUOHATBLHOTO
obOpasoBanus/OakanaBpuara/
cnieranureTa/
MarucTpaTypbl/CpeTHEeTO
po¢eCCUOHATBLHOTO
00pa3oBaHMs, OCHAIIICHHAS
o0opyaoBaHUEM U
TEXHUYECKUMU CPEICTBAMU
00y4YeHHs, COCTaB KOTOPBIX
ompenenseTcs B pabounx
MporpaMMax JTUCIUTUTHH
(Momymeit)

JlaGopatopus
«BRraucIuTeIbHON TEXHUKH,
APXUTEKTYPHI IEPCOHATHHOTO
KOMIIbIOTEpA U NepUPEepUnHbIX
YCTPOMCTBY

OOGopynoBaHue: J0CKa ydeOHas, CTEH/IBI,

9KpaH, aBTOMAaTU3MpPOBaHHBIE paboune mecta Ha 15
o0yuaroImuxcs, aBTOMaTU3MPOBAHHOE paboyee MecTo
[IPENoaBarelld, MapKepHas J0CKa; CIeLHUAIU3UPOBAHHASL
Mebenbp Juis  cepBucHoro  obciuyxuBanus IIK ¢

3a3€MJICHUEM U 3aLUTON OT CTATUYECKOI0 HAIPSKEHUS
TexHuyeckue cpeacTBa 00yUeHUs: KOMIbIOTEpHAs

IPOEKTOp U

TCXHHKaA

(nponeccop Core 13, omeparuBHas naMsATh o0beMoM 4
['6) ,15 KOMITJIEKTOB KOMITBIOTEPHBIX KOMITICKTYFOIINX JUIS

IPOU3BENEHUS  COOpKH,

obcnyxuBanust IIK ©  OpPrTeXHHUKH,
obecrieueHre 00IIETO M MPOPECCHOHATBHOTO Ha3HAYCHHSI

pa3boOpKl U CEPBUCHOTO

IpOrpaMMHOE
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Jlaboparopust MOIETUPOBAHUS
TEXHOJIOTUYECKUX TPOIECCOB
Ne 2076 (r. Yebokcapsl, yiI.
K.Mapkca. 60)

VYueOHast ay TuTOpHS IS
MIPOBE/ICHUS YUCOHBIX 3aHATUI
BCEX BUJIOB, PEAYCMOTPEHHBIX
MPOrpaMMOM CPEeIHETO
poheCCUOHATIBHOTO
obOpasoBanHus/OakanaBpuara/
CHELMANNUTETa/ MATUCTPATYPHI,
OCHAIIIEHHAst 000py0BaHUEM U
TEXHUYECKUMHU CPEACTBAMU
00y4YeHHSI, COCTaB KOTOPBIX
orpeensercs B pabounx
porpamMMax TUCIHILTHH
(Monyneit)

Jlabopatopus «IIporpammuoro
o0ecreyeHns: U COIPOBOKICHUS
KOMITBIOTEPHBIX CHCTEM)
Kabuner nHpOpMaImOHHBIX
cucrteM U TexHoaorud AO
«HIIK «2JIAPA»

Ne 2116 (r. YeGokcapsl, yiI.
K.Mapkca. 60)

O6opynoBaHue: KOMIUIEKT MeOenn s y4eOHOTro
npoIiecca; JI0CKa yueOHast; CTeH/IbI, aBTOMaTH3UPOBAHHEIC
pabouue MecTta Ha 15 oOyyaronuxcs,
AaBTOMATH3MPOBAHHOE pabouee MEeCTO MpenoaBaTeds,
TexHuueckue cpeicTBa 00YYEeHUs: KOMITbIOTEpHAs
TEXHHKA; MYJIbTUMEIUITHOE 000pyI0BaHue (TIPOCKTOP,
DKpaH), MapKepHas JOCKa, IporpaMMHOe o0ecrieueHne
o01ero u MpogeCcCHOHANTBHOTO Ha3HAYCHUS

O0opynoBaHue: KOMITIEKT MeOeH 1J1s1 y9eOHOTO
nporecca;

TexHUYECKHE CpeNCTBA OOYUCHUS: KOMIIBIOTEPHAS
TEXHHMKA C BO3MOXHOCTBIO TOAKIIOUEHHUS K CETH
«HTEepHET» U 00CeCIIeUeHNEM JIOCTYIIA B DJICKTPOHHYIO
HH(POPMAIMOHHO-00pa30BaTelbHYI0 cpeay Pumnana

[Tomemenue s
CaMOCTOSITEJIbHON PabOThI
o0yyJaronuxcst

Ne 1126 (r. Yebokcapsl, yi1.
K.Mapkca. 60)

12. Meroauueckne YyKazaHusi sl 00y4awIIerocsi IO OCBOEHHUIO
AUCUMILTHHBI

Memoouueckue yxazanus 01 3aHAMUIL 1eKYUOHHO20 MUNA

B xozme JEKIMOHHBIX 3aHATUM O0OydYaromEeMycsi HEOOXOJUMO BECTH
KOHCIIEKTHPOBAaHWE Y4YeOHOro maTepuana, oOpamaTh BHHUMAaHUE HA KaTeTOPHH,
(bOpMyITHPOBKH, PACKPHIBAIOIINE COJIEPKAHUE TE€X WM MHBIX SIBJICHUN M MPOIIECCOB,
HAy4HbIEC BHIBOJbI U MPAKTUYECKHE PEKOMEHIALIUH.

HeoOxomumo 3amaBaTh MpemnojaBaTeN0 YTOUYHSIOUIUE BOMPOCHI C IIEIBIO
YVSICHEHUS TEOPETUYECKUX  TOJOXKEHUM, pa3pelieHuss CHOPHBIX  CHUTYyaluu.
[lenecoobpa3zno  gopabarbiBaTh CBOM  KOHCIEKT JIEKIIMU, Jeias B HEM
COOTBETCTBYIOIIME 3allMCH M3 OCHOBHOW U JIONOJHHUTEIBHON JIUTEpaTypHl,
PEKOMEHJIOBAaHHOM TMpernojiaBaresieM M NpPelyCMOTPEHHOM y4eOHOM mporpamMmmoi
JUCIUTUTAHBI.

Memoouueckue ykazanus 0,14 3aHAMUIL 1A00PAMOPHO20 MUna.

BoimonHennio  1abopaTOpHbIX  paOOT MpPEANIeCTBYET MpPOBEpPKa 3HAHUMN
CTyACHTOB — HMX TEOPETHYECKOW T'OTOBHOCTH K BBHINOJHEHUIO 3anaHus. [IpoBepka
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3HaHUU MPOBOAMUTCA B (opMe, KOTOPYIO ONpENeNseT MpernojaBaTeslb TUCIUIUINHBI
(TecTupoBaHue, OIpoc).

[Tpu npoBeneHny 1abOpaTOPHBIX 3aHATHI BBIICIAIOT CICAYIOUINE Pa3IeIbl:

— o0mye nojaoxeHus (epevyeHsb JJa0OPaTOPHBIX WA MPAKTHUYECKHUX

—  3aHATUN);

— 0001mue TpeOOBaHMS K BBIIIOJHEHUIO padoT;

— MHCTPYKLHMS 10 KaKJ0i pabore;

— CIpaBOYHBIE MATEpPUAJIbI U T. JI.

JlaGopaTopHble 3aHATHS MO3BOJSAIOT Pa3BUBAaTh y 00y4arOLIErocs TBOPUYECKOE
TEOPETUYECKOE MBIIUICHHE, YMEHHE CaMOCTOSITENbHO H3ydaThb JIUTEpaTypy,
aHAIM3UPOBATh MPAKTUKY; y4aT YETKO (OPMYIUPOBATH MBICIb, BECTH AUCKYCCHIO, TO
€CTh UMEIOT HCKIIOYUTEIBHO BAXKHOE 3HAUYEHHE B PAa3BUTUU CAMOCTOSITEIIBHOTO
MBIIILJICHUS.

['oToBsICH K JOKJIaay WU BBICTYIUIGHUIO B paMKaX HHTEPAKTHBHOW (OpPMBI,
Ipu He0OXOIUMOCTH, ClIeyeT 00paTUTHCA 3a MOMOIIBIO K ITPENOJaBaTENIO.

Memoouueckue yKazanusa K camocmoamenvHoil padome.

CamocrosTenbHas pabota 00ydaromIerocs SBISIETCSI OCHOBHBIM CpEICTBOM
OBJIAJICHUS YY€OHBIM MaTEPHUAJIOM BO BpeMs, CBOOOTHOE OT 00sS3aTEeIbHBIX yYeOHBIX
3aHsTUl. CamocTosiTenbHass padoTa O0O0y4arIIerocss Haja YCBOEGHHUEM Y4YeOHOTO
MaTepuaia 1o Yy4eOHOM MAMCIMUIUIMHE MOYET BBINOJHATHCI B OMOIHMOTEKE
YHUBEPCUTETA, yUeOHBIX KaOMHETaX, KOMIIBIOTEPHBIX KJIACCaX, a TAKXKE B JIOMAITHUX
ycinoBusx. CopepkaHue M KOJIMYECTBO CAMOCTOSITENIbHOM PabOThl 00yYaromerocs
onpeaensieTcss y4eOHOW MpOorpaMMon JUCHUIUIMHBI, METOJMYECKUMH MaTepuaiamH,
NPAKTUYECKUMHU 3aIaHUSIMU M YKa3aHUSMHU MPEToaBaTesl.

Camocmoamenvnasn paboma ¢ ayoumopHoe 8pems MO}cem 6KII0UaAmb:

1) KOHCIEKTHpOBaHUE (COCTaBICHUE TE3UCOB) JICKITUH;

2) BBITIOJIHEHHE KOHTPOJIBHBIX padoT;

3) peuieHue 3aaady;

4) paboTy CO CIIpaBOYHON U METOIUYECKON JTUTEPATYPOH;

5) paboTy ¢ HOpMATUBHBIMU MPABOBBIMU aKTaMU;

6) BBICTYIUIEHHUA C JOKJIAaJaMH, COOOIIEHUSIMH Ha CEMUHAPCKUX 3aHITHUSAX;

7) 3alUTy BBINOJIHEHHBIX PaboT;

8) ydacTue B OINEpPaTUBHOM (TEKYIIEM) OMNPOCE IO OTACIbHBIM TeMaM
M3y4aeMOM JTUCUUIUINHBI,

9) yudactue B coOeceqoBaHUsX, JEIOBBIX (POJIEBBIX) HUIpPax, IUCKYCCHUSX,
KPYTJBIX CTOJIaX, KOHPEPEHIUSX;

10) ygacTue B TECTUPOBAHUU U .

Camocmoamenvnana paboma 60 6HeaAyOUNOPHOE 6PEMA MOMCEH COCMOAMDb
u3:

1) moBTOpEeHUs JIEKIMOHHOTIO MaTepHaa;

2) MOJArOTOBKHU K MIPAKTUYECKUM 3aHSATHUSIM;

3) wuzyueHus yueOHON M HAYUHOM JIUTEPATYPHI;

4) wn3yuyeHuss HOPMATUBHBIX IPABOBBIX AaKTOB (B T.4. B 3JIEKTPOHHBIX 0Oazax
JTAHHBIX );

5) peuieHus 3agay4, U UHBIX MPAKTUUECKUX 3aTaHUI
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6) TOATOTOBKH K KOHTPOJIbHBIM paboTaM, TECTUPOBAHUIO U T.1I.;

7) TOATOTOBKH K MPAKTUYECKHUM 3aHATHUSM YCTHBIX JOKJIAI0B (COOOIICHMIN);

8) moaroroBku pedeparoB, 3cC€ W HMHBIX HHAWBHUIYAIbHBIX ITHCHMEHHBIX
paboT 10 3aJaHUTO MPETOIaBATEIS,

9) BBIIOJHEHUS KYPCOBBIX pabOT, IPEIYCMOTPEHHBIX YICOHBIM IIJIAHOM;

10) BBIMOTHEHUSI BBITYCKHBIX KBATU(UKAIMOHHBIX padOT U Jp.

11) BeiienieHust HanboJee CIOXKHBIX U MPOOJEMHBIX BOMPOCOB MO U3ydaeMOil
TeMe, TMOJy4YeHUE Pa3bICHEHUW W PEKOMEHAAIMH 10 JaHHBIM BOIpOcaM C
npenojaaBaTes MU Ha KOHCYJIbTaIUSIX.

12) npoBeieHHs CaMOKOHTPOJISI MYTEM OTBETOB Ha BOMPOCHI TEKYILETO
KOHTPOJISl 3HAHUM, PEIIeHUs] PEJCTaBICHHBIX B YUeOHO-METOJUYECKUX MaTepuaax
kadeapsl 3amay, TECTOB, HamucaHus pedepaToB U 3CCE MO OTIEIBHBIM BOIPOCAM
U3y4aeMoOu TEMBI.

Texymuii KOHTPOJIb OCYHIECTBIsICTCS B (DOPME YCTHBIX, TECTOBBIX OIPOCOB,
JIOKJIAJIOB, TBOPYECKUX 33/ IAHUN.

B crydae mpomyckoB 3aHATHI, HAUIMYWS UHIUBHIYATHHOTO Tpaduka oOydeHus
U JUISL 3aKpeIUIeHUs] MPAaKTUYECKUX HABBIKOB CTYJAEHTaM MOTYT OBITh BbIJAHbI
TUIOBbIC WHAWBUIYyalbHBIE 3aJlaHUsl, KOTOPbIE€ JOJKHBI OBITH CHAHBI B
YCTAaHOBJICHHBIU MTPENOAABATENIEM CPOK.

13. OcobenHoCcTH peaM3auMy JMCHUIVIMHBI JJIS UHBAJIUIOB M JHI C
OrpaHN4YeHHBIMHU BO3MOKHOCTSIMU 310POBbSI

OOydeHue 1O JUCHUIUIMHE «3amura WHGOpMAlUWy HWHBATUIOB U JIUI[ C
OTpaHUYCHHBIMU  BO3MOXKHOCTSIMH  3710poBbsi  (manee OB3) ocymectBisercs
npernojaBareieM ¢  y4eToM OCOOCHHOCTEH  MCcUXO(pU3UYECKOro  pa3BHUTHS,
UHIMBUYaJIbHBIX BO3MOXKHOCTEH U COCTOSIHUS 37I0POBBSI TAKUX 00yYarOIIUXCsl.

JIJist CTyIEHTOB C HapyIICHUSIMU OMOPHO-ABUTaTeNnbHON QyHkiuu u ¢ OB3 mo
CIyXy TMpelyCMaTpUBAETCS COMPOBOXKICHHUE JEKIUIA M MPAKTHUYECKUX 3aHATHUI
MYJIbTUMEIUUHBIMU CPEJICTBAMU, PA3/IaTOYHBIM MaTEPUAIOM.

Hns crtyaentoB ¢ OB3 1mo 3peHHIo mpeaycMaTpUBAeTCs MPUMEHEHUE
TEXHUYECKUX CPEACTB YCHIIEHUS OCTAaTOYHOTO 3PEHHUS, 4 TaKXKe NPELyCMOTpPEHA
BO3MOKHOCTh pa3pabOTKH ayAuoMaTEepUaoB.

[To mucuumiuHe «3amuta uHGOpManUu» OOydYeHHWE HWHBAIUIOB W JIMI[ C
OTPAHWYEHHBIMU BO3MOKHOCTSIMH  3JIOPOBbSI MOXKET OCYUIECTBJISTHCS KakK B
ayIUTOpUHU, TaK M C  HCHOJb30BAHUEM  DJICKTPOHHOM  HMHGPOPMAIMOHHO-
o0pa3zoBaTeIbLHON Cpejibl, 00Pa30BATEIBHOTO OPTAJia U AJIEKTPOHHOMN MOYTHI.
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JIUCT JOIOJIHEHUU 1 USMEHEHUN

paboueit mporpaMmbl JUCIUTIIMHBI

Paboyasg mporpamMma AUCHMIUIMHBI PACCMOTPEHA, OOCYKIEHA W Ooa0o0peHa UIs
ucrnondeHus B 2026-2027 yyeOHOM roay Ha 3acenanuu Kadeapbl, mpoTokoa Ne 9
oT «22» Mmas 2026r.

BHeceHbl JIONOJHEHUSI M M3MEHCHHUSI B YAaCTU aKTyaIW3allMy JIMIIEH3MOHHOIO
IporpaMMHOIO O6€CH€‘—ICHI/IC, HCIIOJBb3YEMOC Ipu OCYIICCTBJICHHUHN
06D330B3T€HBHOFO npoliecca 10 JaHHOW JMCIUILJIMHBI, a TAaKKE COBPEMEHHBIX
HDOd)CCCI/IOHaJII)HBIX 0a3 JaHHBIX H I/IHd)ODMaIII/IOHHI)IX CITPABOYHBIX CHCTCMaAX,
aKTyaJIM3allMM TI€PCYHS] OCHOBHOM W AONOJIHMTEILHOM V‘I€6HOI>’I JUTEPATYPHI,
HCO6XO,Z[PIMOI>1 JJI1 OCBOCHUA AW CIMITIINHBI.

Pabouasi mporpamma JIUCHUIUIMHBI PaccCMOTpEHa, OOCY>KJIeHa MU OJI00peHa s
ucnonaHenus B 202 -202  y4yeOHOM rojy Ha 3acefanuu Kadeapbl, IpOTOKoJ No
oT  « » 202 r.

Bnecennl JOITIOJIHCHUA U U3MCHCHMUA

PabGouass mporpamma JIHCUUIUTMHBI PacCMOTpEHa, OOCYXKJeHa M OJ00peHa s
ucnongHenus B 202 -202  yyeOHOM rojy Ha 3acefaHuu Kadeapbl, IPOTOKOJ No
OT _ « » 202 r.

BHeceHb! I0N0JHEHUS U U3MEHEHUS

PaGouass mporpamMma AMCHMIIMHBI PAacCMOTpeHa, OOCYXKIeHa M 0J00peHa Jyis
ucnonHeHus B 202 -202  yuyeOHOM roAy Ha 3acenaHuu Kadeapsl, IPOTOKOT No
OT  « » 202 r.

BHeceHbI I0N0JHEHUS U U3MEHEHUS
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