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Pabouas mporpamMma JJUCIIUIUIMHBI pa3paboTaHa B COOTBETCTBUH C:

- ®degepanbHBIA TOCY/AAPCTBEHHBI 00pa30BaTe/bHBIM CTAaHZAPT BBICIIIETO
obOpa3oBaHuss - OakajaBpuar 1o HarpaeieHuro noarotoBgku (09.03.01 -
NHpopmaTka U BBIUMCAMTENbHAs  TeXHUKA, YTBEP)KJEHHBbIM  MPUKa3oM
MuHHCcTepCTBa HayKU U Bbiciero obpa3zoBanusi Poccuiickoit @egeparmiv Ne 929 ot
19 centsi6pst 2017 r. 3apeructpupoBaHHblii B MuHiocTe 10 okts6pst 2017 rofa, per.
Homep 48489 (ganee — ®I'OC BO).

- yueOHbIM TUTaHOM (OYHOM, 3a04HOM (hopM 0OyueHHs) TIO HarlpaBJeHHIO
noarotoBku 09.03.01 «MHbopMaTHKa ¥ BIYMCIUTETbHAs TeXHUKa».

Pabouasi miporpaMM [JWCLIMIUIMHBI BK/IIOUaeT B cebsi OL[eHOUHBbIe MaTepHuaslbl
JJ/1s1 IPOBeZIeHUsT TEKYLLero KOHTPOJISl YCIIeBaeMOCTHU U TIPOMEXXYTOUHOM aTTeCTaliu
no gucturuinHe (1.8 ®oHJ OLEHOUHBIX CpPeJCTB [/ MPOBEJeHUs TeKYyLIero
KOHTPOJII  YCIIeBaeMOCTH, TIPOMEeXYTOYHOW aTTecTaljud I10 WUTOramM OCBOEHUS
JMACLTUTI/IAHBI)

Astop [TukvuHa HaTtanvg EBreHbeBHa, KAaHAWAAT Tearoriyeckrx HayK,
no1eHT Kaheapbl “HGOOPMAIIMOHHBIX TeXHOJIOTHUH U CUCTEeM VIIDaBJIeHUA

(ykazamb ®HO, yueHyto cmeneHb, yHeHOe 38aHue WU O0NHCHOCMb)

ITporpamma ofjo6peHa Ha 3acefiaHuM Kadeapsl THOOPMAaIIMOHHBIX TEXHOJIOTHI
u cucteMm ynpasseHus (potokosn Ne 8 ot 12.04.2025r).



1. IlepeueHb IUIAHMPYeMbIX Pe3y/bTaTOB O0yYeHUs] 1O JUCLUIUIMHE,
COOTHECeHHbBIX C IUIAHUPYeMbIMH pe3y/IbTaTaMH OCBOeHUsi 00pa3oBaTe/1bHOI
nporpammsl (L{es11 ocBoeHUs JUCHMNIMHBI)

1.1. OensaMu ocBOeHUsT TUCLMIUIMHBI «Kpunrorpaduueckue MeTO/bl 3all[AThI
MH(OpMaLUn» SIB/ISTIOTCS:

— MoJiyyeHWe  CTyJleHTaMM 3HaHUM O  TeOpeTHYeCKMX  OCHOBAx
Kpunrorpapuu;

— (dopMUpOBaHre HaBLIKOB pabOThI C COBPEMEHHBIMU TMMPOTPAMMHBIMU U
TeXHUYeCKUMH cpefctBamu  OBM, obecrieurBarOIMMK  3allIUTy  XPaHUMOM,
obpabatbiBaeMoii ¥ TlepefaBaeMod  WHGOPMAI[MKM  OT  CAydyallHOTO WA
rpeIHaAMePEeHHOr0 03HAKOMJIEHUSI, U3MEeHEeHUsI U YHUUTOKEHHSI;

— M3ydeHre CrocoOOB U CpeACTB HeCaHKIMOHMUPOBAHHOTO MAOCTYIa K
nHbOpMaI[1H, CITOCOO0B U CPe/ICTB 3all[UThl KOH(MHAEHIIMATbHOW NH(OPMALIUH.

1.2.  Ob6macty  mpodeccroHanbHOM  fAeATenbHOCTH  M(WMHM)  cdepsl
npoecCMOHAILHOM  IeSITeIbHOCTA, B KOTOPBIX  BBIMTYCKHWKHM, OCBOUBIIIHE
MPOrpamMmy, MOT'YT OCYII[eCTB/ISITh TTPO(eCCUOHAbHYIO JesiTeTbHOCTD:

06 Cen3b, UH(OpMAYUOHHbIE U KOMMYHUKAUUOHHble mexHosno2uu (8 cgepe
npoekmupoeaHusi, = paspabomku, 6HeOpeHUss U  3AKcniayamayuu — cpeocme
8bIYUCAUMEAbHOU MEeXHUKU U UH(MOPMAYUOHHbIX CcucmeMm, YnpaeneHusi Uux
JHCU3HEHHbIM YUK/AOM).

1.3. K OCHOBHBIM 3ajauaM M3y4eHUs AUCLIUIIMHBI OTHOCUTCS TIOArOTOBKA
oOydJaroIMxcsd K BBIIIOJIHEHUIO TPYAOBBIX (YHKIOMM B  COOTBETCTBHU  C
ripodeCcCHOHAILHBIMU CTaHAApTaMM:

O00011IeHHBIE TPY/IOBBIE QYHKIIUU TpymoBble PYHKIUH
Kop v HanMeHOBaHMe
npodeCcCUOHANBEHOTO 0 ypOBeHb yPOBEeHb
cTaHjapra HavMeHOBaHue KBanmpuKanym HalMeHOBaHUe KOJ, (moaypoBeHb)
A u KBa/IMUKALUN
06.001 TIporpammuct Ananuz
HpochCCI/IOHaanLH‘/’I 6 TpeboBaHu K D/016
TaHZApT MIPOrPaMMHOMY
«[TporpammucT», obecrieyeHNIO
YTBep>KJeHHBIM
TIPUKa30M Pa3paboTka
MuHHUCTepCTBOM TpyAa Pa3paboTka TeXHUUYECKUX
Y COLIMa/IbHOM 3alllAThI TpeboBaHuii 1 cnenydyKaluii Ha
Poccuiickoii D IPOEKTHPOBAHHUE 6 HpOrpaMMHbie D/02.6 6
depepanuu OT MPOrpaMMHOT0 KOMIIOHEHTBI U UX
18.11.2013 Ne 679H obecrieueHust B3aUMO/IeIiCTBIE
(3aperucTpupoBaH B
MuHucTepcTBe TpyZAa U
COLIa/IbHOM 3aI[UThI [IpoekTupoBaHue
Poccuiickoi 6 MIPOrpaMMHOr0 D/03.6
®enepayu oT 18 obecnieueHust
nekabpst 2013 r.
Ne30635)
06.028 CucreMHbIM A Pa3paboTka 6 PaspaboTtka A/01.6 6
MIPOrPAMMUCT KOMIIOHEHTOB JpaiiBepoB




O6006111eHHbIE TPYOBbIE (HYHKLIUH TpyaoBbie GyHKIMH
Kop v HaumeHOBaHVe
npodeCcCOHANBEHOTO 0 YpOBeHb YPOBEHb
CTaHzlapTa HaviMeHOBaHUe KBanmMurKany HaviMeHOBaHHe KOJI (TTorypoBeHb)
A u KBarmMuKaiu
YCTPOMCTB
PaspaboTtka
KOMITHJIITOPOB,
ITpodeccroranbHBIN 3arpy34MKOB, A/02.6 6
ctaHAapT «CUCTeMHBII COOpIIMKOB
MPOrpaMMUCT», yTB. CHCTEMHBIX
[Tpukazom TIPOrPaMMHBIX Pazpabotka
A/03.6 6
MMHUCTEPCTBOM TPy TIPO/IyKTOB 6 CHCTEMHBIX YTHITUT
Y COLMa/IbHOM 3allUThI
P® ot 29 ceHTsibpst Co3panue
2020 roga N 6781 WHCTPYyMeHTa/IbHbI
X CpeJCTB A/04.6 6
TPOrpaMMUPOBaHU
o
PaspaboTtka
Mo/jeni bu3Hec- C/08.6 6
TIPOLIeCCOB
3aKa3uMKa
BrisiBnenue 6
TpeboBanuii kK IC C/11.6
Amnanus 5 C/126 6
TpeboBaHuI
PaspaboTtka C/146 6
apxurekTypsl 1C
06.015 CrepiaucT 1o Brironsenne pabot HpoeKTHP OBAMMEH | C/16.6 6
ansavH VIC
VH(POPMAILMOHHBIM Y yTIpaBJieHue
crcTeMam paboTamu 1o
. P
ITpodeccroHambHBIN CO3/JaHHIO0 EEE;S;;K;IS& C/17.6 6
CTaHJAPT (MoauduKaIm) U
«Creryanucr 1o C COTIPOBOXK/IEHUIO 6 OpraHusaLuoHHoe 6
HH(bOpPMaLIMOHHBIM nc, u
CHCTEMaM, yTB. dBTOMAaTH3NpPYIOLLH TeXHOOrU4ecKoe
TpHKA30M X 3ajiaun obecrieuenue
MuHHCTEPCTBOM TPYAd OpraHM3aII0HHOTO KOMPOBAHKS Ha C/18.6
Y COLMa/IbHOM 3aIlUThI yTpaB/eHus U A3BIKAX
P® 18 Hostbpst 2014 . OU3HEeC-TIPOL[ECChI TPOrpaMMUpOBAHH
Ne896H a
OpraHuv3aloHHOe 6
u
TeXHOJIOTUYeCcKoe
obecrieuenue C/19.6
MOJY/TbHOTO
TectrupoBanus V1C
(BepuduKarum)
Co3panue 6
TO/b30BATENBCKOR | (- o5
[IOKyMEeHTaL[|U K
UC




O600611jeHHbIE TPYAOBBIE QYHKI[UH TpyznoBble QYHKIIUN
Kop v HaumeHOBaHVe
npodeCcCOHANBEHOTO K0 YPOBeHb YPOBeHb
CTaHjapTa HavMeHOBaHUe KBaJTU(UKAITH HavMeHOBaHUe KOJ, (moaypoBeHb)
A u KBarmMuKaiu
Opranuszanys 6
Perno3uTOpUst
XpaHeHUsl [JaHHbIX
0 CO3JaHUU C/40.6
(Mopudukaium) u
BBozie IC B
9KCILTyaTaLuto

1.4. Kommnerennuu oOyuarormierocsi, ¢hopMUpyemMble B pe3y/ibTaTe OCBOEHUS

JUCLIUTIIUHBI
HaumvenoBanue | Koj 1 HauMeHOBaHHe Kop n Ilepeyens n1aHUpPyeMbIX
KaTeropum KOMIIeTeHI{ UM HauMeHOBaHHUe pe3y/IbTaTOB 00y4YeHUst
(rpynmbi) UHJUKaTopa
KOMIIeTeHI UM AOCTVDKEeHHS
KOMIIeTeHI[UH
MK-1. Criocoben ITK-1.1 3HaTh: HA ypOo8He 3HAaHUli:
BBITOJ/THATH PabOTHI U Mo/zies Ou3Hec- 3HaTh CTaH/apTHBIE 3a/jaun
yTipaBJieHre paboTaMu TIpOLIeCCOB ripoecCMOHa/ILHOM
T10 CO3/IaHUI0 3aKa3uMKa, JesITe/TIbHOCTY;
(MomudUKaIMK) U TpeboBanus K VIC, Ha ypoeHe yMeHUL:
coripoBoxzaenuto VIC, apxutekrypy YC YMeTb NNPUMEHSTh
aBTOMAaTHU3UPYHOIIUX MaTemMaTUuecKrle MeTO/bl,
3aZiaumn BBIUMC/TUTE/TbHYI0 TEXHUKY
OpPraHU3alMOHHOTO JJ1s1 peleHust
yTipaBJieHusi U Ou3Hec- MPAKTUUeCKUX 3ajiay;
TIPOLIeCCHI Ha ypOBHe HaBbIKOB:
B/Ia/IeTh TIPAKTUUECKUMU
HaBbIKaMU MOWCKa U
00paboTku nHGOpMALIUH.
Co3panue [TIK-1.2 Y™meTsb: HA ypOBHe 3HaHUli:
(MopuduKarms) ripoektupoBath VIC, | 3HaTh CTaHAAPTHbBIE 3a/jauu
u pa3pabaTeiBaTh 0a3bl | rMpodeccroHaTbHON
COIPOBOXKAEHHe Jannbix NG, JlesiTeJIbHOCTH;
ncC WCT0/b30BaTh COBpeMeHHble TeH/eHLIUN
TeXHOJIOTUU pa3BUTHSI UHPOPMATUKH U
MPOrpaMMMPOBAHHUSL | BBIYMC/IUTE/ILHOM TEXHUKH,
KOMITBIOTEPHBIX
TeXHOJIOTUM U MyTU UX
TIpUMeHeHHs B
ripodeccoOHa/IbLHOMU
JlesITeTIbHOCTY;
Ha ypoeHe yMeHUL:
yMeTh PUMEHSITh
COBpeMeHHble TeHeHLIUN
pa3BUTHSI UHPOPMATUKHU U
BBIUMC/IUTE/TbHOU TeXHUKH,
Ha ypo8He HaBblKO8:




B/Ia/IeTh TIPAKTUUeCKUMU
HaBbIKaMH TIOMCKa U
aHa/M3a U CUHTe3a
vH(dOopMal1u.

ITK-1.3 BnageTs:
TeXHOJIOTUSIMU
MOZYJIbHOT'O

TectupoBanusi UC

(Bepudukaiyn),
opraHu3aljuei
pero3suTopun

XpaHeHHUA OAHHBIX

Ha ypoeHe 3HaHULL:
3HaTh OCHOBBI
MH(POPMaLIMOHHO-
KOMMYHHUKAIIMOHHBIX
TEXHOJIOTHA;

TIOHSATHS
KOH(bUEeHIUaTLHOM
vH(dopMaluy,
TIepCOHA/BHBIX [JaHHBIX U
rocyZlapCTBeHHOM TalHBbI.
Ha ypoeHe yMeHUli:
yMeTb aHaJIM3UPOBATh U
BBIOMpATh MeTO/IbI 1
cpeAcTBa obecrieueHust
MH(POPMaLIMOHHOU
6e30macHOCTH.

Ha ypoeHe HaBbIKOB:
B/Ia/IeTh 37IeMeHTaMU
(yHKLMOHA/IBHOT O
aHasM3a;

OubMoTeyHO-
6ubmorpadruecKUMu
3HAHUSIMHU.

Pa3paboTKa,
OTJIafIKa,
MoaubUKaLUsS U
Mo/iIepKKa
CHUCTEMHOTO
TIPOTPaMMHOTO
obecrieueHust

[TK-3. Criocoben
pa3pabaTbIBaTh
KOMITOHEHTBI CUCTEMHBIX
MPOrPaMMHBIX
MPOIYKTOB

IIK-3.1

Pa3pabarbiBaeT
JipaiiBepbl YCTPOMCTB

HA ypOBHe 3HaHUl:

3HaTb CYIIHOCTh U
3HaueHuWe UH(OpMaLUU B
Pa3BUTHU B Pa3BUTUH
COBPEMEHHOT'0
MH(POPMAaLIMOHHOTO
ob11iecTBa;

Ha ypoeHe yMeHUli:
YMEeTb UCII0J/Ib30BaTh
COBpeMeHHbIe TeHEeHLIUM B
obsiacti HHPOPMATHKY U
BBIYUC/IUTE/IEHOU TeXHUKU,;

Ha ypogHe HaB8bIKO8:
BJIa/IeTh HaBbIKaMH aHA/IM3a
Y BbIOOpa METO/IOB U
WHCTPYMEHTOB JIJIsT
obecrnieueHus
MH(POPMaLIMOHHOU
0e3011acHOCTH.

I1IK-3.2

Pa3pabaTbiBaeT
KOMITUJITOPBI,

3arpy3urKH,
cbopuku

Ha ypoeHe 3HaHULL:

3HAaTh OCHOBBI MaTeMaTHUKH
Ha ypOBHe, He0OXOAUMOM
IJIs1 pellleHNs] CTaHaPTHBIX
3a/1a4 rpodeccruoHanbHON
JesiTeNIbHOCTY;




Ha ypoeHe yMeHUli:

yMeTb IPUMEHSTh
MH(POPMaLIMOHHO-
KOMMYHUKaLMOHHBIX
TeXHOJIOTHUU

Ha ypOBHe HABbIKOB:
BJIaJIETh OLIEHKOU PHCKOB,
pa3paboTKy cTpaTerui
3allUThl, IPUMeHeHre
COBpPeMeHHbBIX TeXHOJIOTUI
3allUThI JAHHBIX, @ TaKXe
MOHUTOPHHT U ayJJUT
MH(POPMAaLIMOHHBIX CUCTEM.

IK-3.3
Pa3pabarbiBaeT
CHUCTEMHbBIE YTUTUTHI

Ha ypoeHe 3HAHULL:

3HaTh BU/bI yTPO3,
BO3HMKaIOIIIMe B MpoLiecce
vHGbOpMaLMOHHOM
JesiTeTbHOCTH;

Ha ypoeHe yMeHUli:

yMeTh BbIOMpATh
aKTyaJibHbIe
vH(OpMal[MOHHbIe peCypChl
Y UICTOUHWKU 3HAaHUU B
3/IeKTPOHHOM cpejie, a
TaK)Ke YMeTb BBISIB/ISITh
yrpo3bl UHGOPMAaLMOHHOM
Oe3omacHOCTH.

HA ypOBHe HABbIKOB:
B/Ia/IeTh Pa3BUTh HABBIKU
WX TIPaBUIBHOTO
TIpPUMEeHEeHUs /IS 3alUThl
JIAHHBIX U CUCTEM OT
BO3MO>KHBIX YTPO3 U aTak

IIK-3.4. Co3nmaet
VHCTPYMeHTa/lbHble
Cpe/iCcTBa
MPOrpaMMHUPOBaHKS

HA ypOBHe 3HaHUl:

3HaTh METO/IbI U CPE/ICTBA
obecrieueHust
MH(POPMaLIMOHHOU
6e3omacHOCTA 00BHEKTOB
ripoceccroHaTLHOM
JesITeTbHOCTH.

Ha ypogHe yMeHuLi:

yMeTb BbIOMpaTh
He00X0JUMbIe
VH(bOpMaLMOHHbIE PeCypChI
Y UICTOUHWKU 3HAHUH B
3/IeKTPOHHOU Cpejie -
BBISIB/IATH YTPO3bI
rH(MOpMaI[MOHHOU
Oe30macHOCTH.

HA ypOBHe HABbIKOB:
B/IaJIeTh METOZAMU U
cpeJicTBa obecrieueHust




MH(POPMaLIMOHHOU
0e30I1aCHOCTH.

2. Mecro pucuuniMHbl B cTpyKType OITIOII

Mucounmnaa B1./J(M).B.IB.1.1  «KpunTorpaguyeckve MeTOAbI 3all{UThI
MH(pOpMaLMK» peanu3yeTcsl B paMKaxX BapuaTMBHOM 4acTh bnoka 1 «3J/eKThBHbIE
JUCIUTIIMHBI (MOY/N)» TIPOrpaMMbl OaKasiaBpuraTa.

HucuunivHa  «Kpunrorpadguueckue  MeTOAbl  3alUMThl  WH(pOpPMaLN»
Tperno/jaeTcss 00yJaronuMcs 1o ouHoi dopMe oOyueHuss — B 4-M cemecTpe, IO
3a04yHOU (popme — B 6-M cemecTpe.

HucuunvHa «Kpuntorpadryeckrde MeTO/IbI 3allMThI MH(QOPMaLMK» SIBJISETCS
TPpOMeXXyTOUHbIM 3TarioM ¢dopmupoBaHus KommeTteHuui [TK-1, ITK-3 B mpoijecce
ocsoenus OITOIL.

HucuyniamHa  «Kpunrorpagyyeckue  MeTOAbl  3alUTBl  MUH(pOpPMAaLUN»
OCHOBBIBAeTCS Ha 3HAHUSX, YMEHUSIX W HaBbIKax, MPUOOpPeTeHHbIX MpU U3YUeHUH
MucLUIUIVH TlepcrieKTuBbI pa3BUTHSL UH(OPMATUKU U BBIYMC/IUTETBHOM TeXHUKH,
BBegenve B wuH(MOpPMaTHKy, YueOHasi TpaKTHKa: O3HAKOMUTebHAs TIPAKTHKA,
OOBeKTHO-OPUEHTUPOBAaHHOe  TIpOrpaMMUpoBaHue,  [IporpammupoBaHve — Ajisi
MOOUIBHBIX YCTPOUCTB, CTPYKTYPhl U a/rOPUTMbl 00pabOTKM [JaHHBIX U SIBJIS€TCS
Mpe/IIecTBYIOLeN /i1 W3y4yeHUs [AUCLUMIUVIMH ~ YueOHas TpaKTWKa: Hay4yHO-
ucciefoBaresnbckass — pabora  (TosiydeHWe — TI€PBUUYHBIX ~ HABLIKOB ~ HAy4YHO-
MCCiejoBaTe/IbCKOM paboThl), YueGHas MpaKTHKA: TexXHoJoruyeckasi (TIPOEKTHO-
TeXHOJIOTUYeCKasl)  TpakThKa, MeToapl U CpeAcTBa  IPOEKTUPOBAaHUS
MH(OPMAIIMOHHBIX CHUCTEM M TEXHOJIOTUM, MMUKpPOIpPOLIeCCOPHbIe yCTPOMCTBa
cucTeM  ynpaBieHusi, VIHTepHeT-TexHO/OrTUM, VIHTepHeT-MporpaMmmMypoBaHue,
@DyHKI[MOHA/IbHOe U JIOTUUeCKoe MporpaMMupoBaHve, DBM u mnepudepuiiHbie
ycTporictBa,  OnepaupoHHble  cucTteMbl, CHCTeMHOe  IIpOrpamMMHpPOBaHHUe,
ABTOMaTHU3UpOBaHHbIE VH()OPMaLMOHHO-yTIPaBJIIOIIHAe CUCTEMBI,
[IpousBoACTBeHHas TMpaKTUKa: MpejJUIUIOMHasi MpakTHKa, ['ocyjapcTBeHHast
WUTOrOBasi arTecTalys: MOJArOTOBKA K CJaue M cJaya roCyJapCTBEHHOIrO SK3aMeHa,
['ocymapcTBeHHass WTOroBas arTecTalys: BBITIOJIHEHWE W 3aljuTa BbITYCKHOU
KBa/TM(UKALIMOHHOW PabOTHI.

dopMoii MPOMEXXYTOUHOM aTTeCTal[iH 3HaHWK 00yJyaeMbIX MO OUHOHN (hopme
oOyueHUs] SIBASIETCS 3aueT BO 4-M CeMecTpe, 1O 3a0uyHOM ¢opMe 3aueT B 6-M
cemecTpe.

3. O0BeM JUCIMIIMHEI
0O4YHas popMa obyyeHUs:

Bup yue0HO# paboThI MO JUCHUIUIHHE Bcero B 3.e. u yacax Cemectp 4
B Uacax
O6mast TPyAOEMKOCTE AMCLUILTHHEL 3 3.e. -108 ak.uac 108 ak.uac
Konmakmmas pa6oma - AyoumopHble 3aHssmus 36 36
Jlekyuu 18 18
JlabopamopHble 3aHaImus 18 18

CeMUHClpbl, npakmuyeckue 3dHAmus - -




KoHcynbmayus - -
CamocmosmebHas paboma 72 72
KypcoBasi padoTa (KypcoBo#i IPOEKT) - -
Bup npomMexxyToOuHO#M aTTecTanuu 3auer 3aueT

3a04Has popma o0byyeHuns:

Buj yue6HOI1 paboThI M0 AUCIHUIUINHE Bcero B 3.e. 1 yacax Cemectp 6
B yacax

Obwmas TPyAOEMKOCTE AUCHHILTHHEL 3 3.e. -108 ak.uac 108 ak.uac
Konmakmnas paboma - AyoumopHble 3aHsimusi 8 8
Jlekyuu 4 4
JlabopamopHble 3aHsimus 4 4
CeMuHapbl, npakmuueckue 3aHsimus - -
KoHcynbmayus - -
CamocmosmebHas paboma 96 96
KypcoBasi pa6oTa (KypcoBo# mpoeKT) - -
Buj npomMexyTouHOM aTTecTal{uu 3aueT — 4 yaca 3aueT — 4 yaca

4. CopepkaHue JUCHUIUIAHBI, CTPYKTYpPHPOBaHHOe 1O TeMaM (pa3/jesiam)
AMCIMIVIAHBI C YKa3aHHEM HX 00beMOB (B aKaJieMHUYeCKMX Yacax) U BHAOB
y4eOHBIX 3aHATHH

4.1. Yue0HO-TeMaTHUYECKHH IVIAH
O4Hasg opma o0byyeHuns

KonnuectBo yacoB Koz
KOHTaKTHasi paboTa WHAMKATOpPA
Tema (pasgen) - JIa60paT0le>Ip cevnnapiu | CaMOCTOATE/bHA 710 (fE[‘H}KEHEﬁ
TIPaKTHYeCKH s1 pabora

u e 3aHATHs e KOMITETeHLIU
Tema 1. OcHOBHBIE TIOHATHA W MK-1.1,
onpezenieHusi. VICTOUHUKH, PUCKU U ITK-1.2,
¢bopmbl  aTak Ha UWHQOPMALHIO. IK-1.3,
IMonvtuka “u CTaHZAPThI 4 4 - 18 I1K-3.1,
©e3011acHOCTH I1K-3.2,
MK-3.3,
MK-3.4
Tema 2.  Kpunrorpapuueckue IK-1.1,
MoJiefi. AJITOPUTMBI 1IKM(POBaHUSI. IK-1.2,
AJIropuTMBI ayTeHTUUKALUN IK-1.3,
[10JIb30BaTeJIeH. Mogenu 4 4 - 18 I1K-3.1,
0e3011acHOCTH OCHOBHBIX I1K-3.2,
OrepaLOHHbIX CUCTEM. IK-3.3,
K-3.4
Tema 3. AJMUHUCTPHPOBaHHE IK-1.1,
ceteii. Kpunirorpadhrueckrie MeTOZbI IK-1.2,
3amuTel  MHGOPMALUM B CETHX. IK-1.3,
MHoroypoBHeBast sampTa | 4 4 - 18 MK-3.1,
KODITOPaTHUBHBIX CeTel. I1K-3.2,
MK-3.3,
IK-3.4
Tema 4. TpeboBaHus K cCUCTeMaM IK-1.1,
3aIUThI yH$OpMaIUH u 6 6 - 18 IK-1.2,
HalrpaB/IeHUsi  pPasBUTHA  CpPeJCTB I1K-1.3,




6e30macHOCTH TIpeIpUATHS. IK-3.1,
[IpaBoBeIe MOCJ/Ie[|CTBUS IK-3.2,
HEeCAHKLIMOHUPOBAaHHOIO JO0CTyMNa K ITK-3.3,
vHbOpPMaLUH I1K-3.4
Koncynbraryu IK-1.1,
IK-1.2,
ITK-1.3,
- - IK-3.1,
IK-3.2,
IK-3.3,
IK-3.4
IK-1.1,
ITK-1.2,
IK-1.3,
Kontposib (3auer) MK-3.1,
IK-3.2,
IK-3.3,
IK-3.4
nToro 36 72
3ao4yHasa popMa obyyeHus
KonmuuectBo yacoB Koz

TeMa (pa3,l:[e.ﬂ) KOHTaKTHas pa60Ta CAMOCTOSTE/LHA I/IH/];I/IKEITOPF‘:IJ

Jlekuy | sabopaTopHbI 4 pabota AOCTHKEHUM

U € 3aHATHUS KOMIIeTeHLIH
Tema 1. OcHOBHBlE TIOHATHS U IIK-1.1,
ornpezeneHusi. VICTOUHHKYM, PUCKU U IIK-1.2,
¢dopmbl aTak Ha HHGOpMaLUIO0. IK-1.3,
[MosmMTHKa u crangaprel | 2 24 IK-3.1,
0e30racHoCTH IK-3.2,
IK-3.3,
MK-3.4
Tema 2. Kpunrorpaduueckue MK-1.1,
MoJe/u. AJTOPUTMBI IIHU(POBAHUSI. IK-1.2,
AJIrOpUTMBI ayTeHTU(PUKaIN IK-1.3,
TI0/Tb30BaTe/Iel. Mopgenu - 24 [K-3.1,
Oe3omacHoCTH OCHOBHBIX MK-3.2,
OIepaLiOHHbIX CUCTEM. I1K-3.3,
MK-3.4
Tema 3. AjgMuHHCTpHpOBaHHE IK-1.1,
cerefi. 3aumra wuHGOpMALWU B IK-1.2,
ceTsXx. MHoroyposHeBast 3allura IK-1.3,
KOPITOPATHUBHEIX CETeld. 2 24 IK-3.1,
IK-3.2,
IK-3.3,
K-3.4
Tema 4. TpebGoBaHus K cHucTeMam IK-1.1,
3aLL{UThI vHpopMaLun u IK-1.2,
HarpaB/eHUsi  pa3BUTUS  CPeJCTB IK-1.3,
Ge3omnacHoCTU TIpe/ITIPUSTHS. - 24 [K-3.1,
ITpaBoBEIE T0C/IeICTBUS I1K-3.2,
HEeCaHKLIMOHUPOBAHHOIO [JOCTymna K IK-3.3,
nH(opMaIu IK-3.4
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Koucynbrarnuu IK-1.1,
IK-1.2,
I1K-1.3,
- - IK-3.1,
I1K-3.2,
I1K-3.3,
I1K-3.4

IK-1.1,
IK-1.2,
IK-1.3,
Kontposb (3auer) 4 MK-3.1,
IK-3.2,
I1K-3.3,
[IK-3.4

UTOIroO 8 96

4.2. CopepkaHue JUCHUIIUHBI

Tema 1. OcHOBHbIe MOHATHA MW omnpejeneHds. VICTOUHUKH, PUCKH U
¢opmbl aTak Ha uHpopMmanu. [ToTMTHKA ¥ cTaHAAPTHI 0€30MACHOCTH

Ornpefienenue Kpunrorpaguu U eé posb B 3allUTe UH(OOPMAaLUU.

OcHOBHBIe KpuNTOrpaguueckde TepMHUHBL: LIM(pPOBaHUe, Jelr(ppoBaHUe,
KJIFOUH, X3LIMPOBaHUeE, ayTeHTU(UKALS.

WcTtouHrky yrpo3 6e30macHOCTH: BHYTPEeHHUE U BHEIITHUE YTPO3bI.

Buabl atak Ha MH(OpMaLMIO: NepexBaT, MoJMeHa JaHHbIX, TOBTOPHbIE aTaKH,
aTaku Ha OTKa3 B 00CTy)KUBaHUU.

Pucku 6e3omacHOCTH: Yrpo3bl KOH(MUJEHIMA/JbHOCTH, LIeJIOCTHOCTU U
JOCTYITHOCTH UH(MOPMALUH.

OcHoBHble (OpPMBI aTak: TaCCMBHble, aKTUBHbIE, C WCIO/Ib30BaHUEM
YSI3BUMOCTEN, COLIMA/IbHOW NH)XKeHEPUH.

PoJib 1O/TUTHKY 6€30TacHOCTH U e€ 37IeMeHTOB: KlacCuduKalys nHhopMaliy,
pasrpaHuyeHve JOCTYIIa, yIipaBjeHue pUckaMu.

MesxmyHapoaHble cTaHAapThl 6e3omacHocty: ISO/IEC 27001, FIPS, NIST, u
VX BIMSIHAE Ha KPUTITOrPa(pUUeCcKyro NPAaKTHKY.

[TpUHLIMIIBI CO3[aHUsT U peanv3alii 6e30macHbIX HH(OPMAaLMOHHBIX CUCTEM.

Tema 2. Kpunrorpagpuueckue mogenu. ANropuTmMbl HIU(POBAHMA.
AnroputMbl  ayTeHTH(UKanuu mnoJsb3oBareneil. Mopaenn 0e30macHOCTH
OCHOBHBIX ONepPaliiOHHbBIX CUCTEM.

Kpunirorpadvueckre Mozenyd 3aluTbl WH(POPMAaLWU: CUMMETPUYHOE W
acMMMeTpUUHOe 11MdpoBaHue, [UdPOBbIe TTOANMCH, X3111-(DYHKI[UH.

AnropuTtmbl MGPOBaHUS:

- CummeTpuunbie anroputMmel: DES, AES, RC4 1 nx ocobeHHOCTH.

- Acummetpuunble anroputMel: RSA, DSA, Diffie-Hellman.

. [IprMeHeHMe W OrpaHWYeHHs] aJTOPUTMOB ILIM(POBaHUS B peabHbIX
cucTeMax.

AnropuTMbI ayTeHTU(UKALIMK 10JTb30BaTe1e:

- [TapoJsibHBIE U K/TFOUeBbIe METO/bI ayTeHTU(UKALUK.
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- MHorodakTopHasi ayTeHTU(UKALIYS.

- [Tpotokone! ayrenTUUKarmu: Kerberos, LDAP.

Mogenu 6e30MacHOCTU B OTepaLiMOHHbIX CHUCTeMax:

- OcHoBel  Ge3omacHoctd B OC: KOHTPOJIMPYeMbId JOCTYII, TIpaBa
T0JTb30BaTesield, yueT COOBITHH.

- Mogemu 6e3omacHocTy: Mogenu bama-Jlallagyner (Bell-LaPadula),
bubu-Tanenbayma (Biba), Clark-Wilson.

- 3alMTa JaHHbIX B OMepaldOHHBIX CUCTeMax: MMU(poBaHue (HaIIOB,
3aLUTHI OT yTeueK JaHHBIX.

Tema 3. AJMUHHUCTPUPOBaHUe ceTeil. 3amuTa UHPOpPMAIMU B CeTHAX.
MHoroypoBHeBas 3all[uTa KOPNOPAaTUBHBIX CeTell.

OCHOBBI a/IMUHHCTPUPOBAHUSI CeTel U yIipaB/ieHus1 6e301acHOCTHIO.

CeTeBble Yrpo3bl M aTaku: aTakKu Ha YPOBEHb TPAHCIIOPTHOIO, CETeBOr0 U
KaHasia repejiauu.

ITpoTtokosiel 6e3omacHocTH B cetsix: VPN, SSL/TLS, IPSec.

MeToppb! 3a1[UThl UHGOPMAaLUU B CETSIX:

- [MudpoBanue Tpaduka, 3alUTa KAHATIOB CBSI3U.

- 3amura or DoS u DDoS-atak, MexceTteBble 3KpaHbl (firewalls),
cucTeMbl 0OHapy>KeHUs 1 TipefoTBpaltieHus BTopkeHuit (IDS/IPS).

- [TpoTtokosiel 6e3omacHo nepefaun AanHbix: SSH, HTTPS, SNMPv3.

MHoroypoBHeBasi 3allliTa KOPIIOPaTUBHBIX CETEM:

- CerMeHTalusi CeTH, WUCIoOAb30BaHUe DMZ (neMuinTapr30BaHHOU
30HbI).

- Vcnonb30Banre OpaHAMayspOB W IIUIIO30B /Il 3all[UThl TepUMeTpa
CeTH.

- [TosuTuKKA 06e30MacHOCT B KOPIOPAaTUBHBIX CeTSAX: yIIpaB/ieHHe
JIOCTYTIOM, MOHUTOPUHT Y ayJuT.

3aiqura OecmpoBogHbIX cereii: Wi-Fi  Ge3omacHocts, WPA2/WPA3,
ucroJsib3oBaHue VPN.

Tema 4. TpeGoBaHusa K cucTeMaM 3aIUTHI HHGOpMaU ¥ HaNpaB/IeHUA
pa3BUTHA CpeACTB 0Oe3omacHocTH mnpeanpusatus. I[IpaBoBble MOC/TIeACTBUSA
HeCAaHKLIMOHUPOBAHHOIO0 0CTyna K HHGopMaLun

TpeboBaHMs K criCTeMaM 3allUThl HHGOPMAI[UK:

- KoHueH1IMaTbHOCTB, 11€/I0CTHOCTb, JOCTYITHOCTh UH(OPMALIUU.

- KoHTpone pgocTyma, 3ammra OT  yTedyeK J@HHBIX, pe3epBHOE
KOIUPOBaHUE.

- [TpuHLUIIBI cO3/jaHus 6e30TacHbIX MHGOPMAI[MOHHBIX CUCTEM Ha YPOBHE
OpraHu3alvu.

CoBpeMeHHbIe cpe/[CTBa 0€30MacCHOCTH TPeATIPUSITHS:

- AHTUBHPYCHbIE TIPOTPAMMBbI, CPeACTBA MOHMWTODWHIAa W YIIpaBJ/IeHUS
VHLIW/IeHTaMHU.

. WMHCTpyMeHTHI 3allUThl JaHHBIX: IA(PpOBaHUe, TOKeHU3allysl, 3all[iTa Ha
YPOBHE TIPUJIO’KEHUM.

- Vcrnosib30BaHNe MCKYCCTBEHHOTO WHTE/JIEKTa U MAIIMHHOTO 00yueHUs
JJ/1s1 TIpe/iCKa3aHus U BbISIBJIEHUS YIPO3.
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HarpaBneHusi pa3BUTHs Cpe/ICTB 6e30MacHOCTH:

- Pa3BuTHe 06/1aUHBIX pellieHu U 3aluThl HHbopMaLuy B o0Jiake.

- ABTOMaTU3a1Ms yripaBieHus: 6e3onacHocThio: SIEM-cuctemsbl, SOAR.

- PasBuTue OHOMeTpUUYECKMX METOZOB 3alUThl U MHOTO(AKTOPHOM
ayTeHTU(PUKALIUU.

ITpaBoBbIe NOCIECTBUSI HECAHKLIMOHUPOBAHHOI'O JOCTYIIA K MH(OpMaLWK:

- OTBeTCTBEHHOCTb 3a HapylleHHWe MpaB Ha HH(OpPMaLMI0 B pa3HbIX
CTpaHax.

- 3akoHbI O 3amuTe AaHHbIX U KubepripectynmHoctd (GDPR, 3akoH o
kubepbe3omnacHocty, CIIIA).

- BiusiHue 3akOHOJaTe/NbCTBa HAa OpraHu3alyioo  MH(GOpMaLMOHHOMN
6e30macHOCTH U 3allIUTY TIepPCOHATbHBIX JAHHBIX.

5. YueOHO-MeTOAWYECKOe o0ecreyeHHe CaMOCTOSTE/IbHOW PaboThI
CTY/IEHTOB

CamocrosiTelbHass  paboTa TPOBOAMUTCS C  I[e/IbIO:  CHUCTEMATU3alMk |
3aKpervieHus] TIOJyYeHHBIX TeOPeTHUeCKUX 3HAaHWM W TIPAaKTUYeCKUX yMeHUH
oOyuaroImuxcs; yriayOseHus: W pacHIMpeHHss TeOPeTHUeCKUX 3HAHUK CTYJeHTOB,
(dbopMHpOBaHMS yMEHUH WCII0/Ib30BaTh HOPMATHBHYIO, TIPAaBOBY, CITPABOYHYIO
NOKYMEHTAlL|I0, YueOHYI0 U CIeIUalbHYI0 JTUTepPaTypy; Pa3BUTHs TO03HABATEbHbIX
CMOCOOHOCTEM W AKTMBHOCTM  OOyYaroIMXCS:  TBOPUECKOW  WHMIMATHBBI,
CaMOCTOSITeJTbHOCTA,  OTBETCTBEHHOCTH,  OPraHM30BaHHOCTH;  (hOpMHUPOBaHHe
CaMOCTOSITe/TbHOCTU MBIIITEHNS, CrIocobHOCTeM K CaMOpa3BUTHIO,
COBEpIIIEHCTBOBAHUIO W CaMOOpraHu3aiuy; (opMHUPOBaHUs TIPOheCCHOHATBHBIX
KOMTIETeHIIUI; Pa3BUTHIO UCC/Ie/JOBAaTe/IbCKUX YMEHUMN CTYeHTOB.

®opMBl ¥ BU/IbI CAMOCTOSITE/TbHOW pabOThI CTYZIEHTOB: UTeHHe OCHOBHOW U
JOTIO/THATETbHON  JIUTepaTypbl — CAaMOCTOSTE/IbHOE M3yueHHe MaTepuana TIo
PEKOMEH/IyeMbIM JTUTepaTypHbIM UCTOUHHMKAM; paboTa ¢ 6MO/TMOTeUHBIM KaTalIoroM,
CaMOCTOSTe/IbHBIM TI0A00pP HeobXoAWMOM /UTepaTyphbl; paboTa CO C/IOBapeM,
CMPaBOYHMKOM; TIOMCK HeoOxogumou wuHboOpMaimu B ceTd  VIHTepHeT;
KOHCITEKTUDOBaHWe WCTOUHUKOB; pedepupoBaHHEe HWCTOYHHUKOB; COCTaBJIeHUE
AHHOTALMH K TIPOYMTAHHBIM JIUTEPATYPHLIM MCTOYHHWKAM; COCTaBJ/IeHWE PelLleH3Ul U
OT3bIBOB Ha TPOUYMTAHHBLIM MaTepua; cocTaBjeHWe 0630pa MyOnMKalui 1o Teme;
cocTaBfieHWMe ¥  pa3paboTKa TepMHHOJIOTUYECKOTO  CJIOBapsi;  COCTaBJieHHEe
XPOHOJIOTMYECKOM Tab/uIbl; cocTaBieHre Oubmuorpadun (6mbmmorpaduueckoi
KapTOTeKW); TIOATOTOBKA K pa3IWUHbIM (opMaM TeKylleli U TPOMeKyTOUHOMH
arrectaiid (K TeCTUPOBaHHIO, KOHTPOJBLHOW paboTe, 3aueTy); BbBIIOJHEHHE
JIOMAIITHUX KOHTPOJIbHBIX PabOT; CAMOCTOSITe/TbHOE BBLITIOJTHEHHE TMPAKTHUeCKUX
3a[]JaHUM PernpOAYKTUBHOIO THIA (OTBETHI Ha BOIIPOCHI, 3a/IaUM, TECTHI; BLITOTHEHHE
TBOPUYECKUX 3aJaHUN).

TexHo/IOTUsI OpraHU3aliy CAMOCTOSITe/TbHOM PabOThI 00yUaroIUXCs BK/TIOUaeT
UCIO/b30BaHHe  MH(MOPMAI[MOHHBIX U MaTepHa/IbHO-TEXHUUECKUX  PecypcoB
o0Opa3oBaTebHOTO YUpeXAeHUs: OUOMMOTeKY C UMTAIbHBIM 3a/I0M, KOMIIbIOTEPHbIE
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K/acChl C BO3MOXKHOCTBIO PabOTHI
KOHCY/IbTaLIMOHHOU [1eATe/IbHOCTH.

[Tepen BbITOHeHWeM OOyYarOI[MUMUCS BHEAYJUTOPHOM CaMOCTOSITeTbHOMN
paboThl TIperofiaBaTe/ib MPOBOAUT KOHCYJILTHPOBAHWE TIO0 BBITIOJIHEHHIO 3aJlaHUS,
KOTOPBIM BK/IIOYaeT 1elb 3a/laHusi, ero COJep>KaHWsl, CPOKU BbITIOTHEHUS],
OpPHEHTUPOBOUHBIM 00heM pabOThl, OCHOBHBIE TpeOOBaHHS K pe3y/jbTaTaM pabOThHI,
KpUTePUM OlleHKH. Bo Bpemsi BBbITIOJIHEHHs O00yuarolMMUCS BHeayAUTOPHOM
CaMOCTOSATe/TbHOM PaboThI M TIPH HEOOXOAMMOCTHU TIperofiaBaTe/lb MOXKET TIPOBOJUTh
VH/VBW/Yya/IbHbIE U TPYNIOBbIe KOHCY/IbTALIUM.

KoHTposib  camocCTOsiITe/IbHOM ~ paboThl  CTYJeHTOB  TIpe/lyCMaTpUBaerT:
COOTHeCeHHe CO/iep>KaHusi KOHTPOJIS C 1iesisiMUA 00y4ueHUsl; 00beKTUBHOCTb KOHTPOJIS;
BaJIUHOCTb KOHTPO/si (COOTBETCTBUE TIPEABSB/ASEMbIX 3alaHUd TOMY, UTO
Tpe/rosiaraeTcss TpoBepuThb); AuddepeHMalii0  KOHTPOJIbHO-M3MepUTeTbHbIX
MaTepHuasoB.

@®opMbl KOHTPOJII CaMOCTOSITE/IbHOM pabOThI: TPOCMOTP W TIpOBEpKa
BBITIOJTHEHUST ~ CAMOCTOSATe/TbHOW  pabOThl  TIperojjaBaTesieM;  OpraHU3allvs
CaMOITPOBEPKH, B3aMOTIPOBEPKH BBITIOJTHEHHOT'O 3aJlaHWs B TPyIIIe; 0b6CyKaeHue
pe3y/IbTaTOB BBIMIOJTHEHHON pabOThI Ha 3aHATHH; MPOBeleHHe MMCbMEHHOTO OIpOoCa;

B UHTepHeT; ayauTopuu (K/I1accel) Ajsi

MpPOBe/IeHHe YCTHOTO OTMpOCa;

OpraHM3alid MW IIpoBejeHre HWHAWBUAYA/IBHOI'O

cobecefjoBaHUSsI; OpraHU3alys U MPOBeJieHre cobeceJOBaHUS C TPYTITION.

IlepeueHb BONPOCOB, OTBOJUMBIX Ha CAMOCTOSITE/TbHOE 0CBOEHHE
AUCIUILIMHBI, ()OPMBbI BHEAYyJMTOPHOM CaMOCTOATE/TbHOM Pad0ThI

HaumMmeHoBaHHe TeM
(pa3paenoB)
JUCIUTIMHBI

HEpE‘IEHb BOIIPOCOB, OTBOAUMBIX Hd CAMOCTOATE/IbHOE
ocBoeHue

®opmMbl BHeayJUTOPHOM
CaMOCTOATe/IbHOU
paboThI

Tema 1. OcHoBHBIE
TIOHSATUA U
orpe/ie/IeHHsl.
VICTOUHUKH, PUCKHU U
(hopMeI aTak Ha
nH(opMaIfuio.
[MoMWTHKA U CTaHAAPTHI
Ge3omacHoCTH

1. OnipegenieHrie Kpuntorpaduuy 1 eé posib B 3allidTe
“H(opMaI1u.

2. OCHOBHbIe TIOHSTUS: KOH(UAEHL[MATbHOCTb,
1L[e/IOCTHOCTbD, JOCTYITHOCTb.

3. VICTOUHUMKM yrpo3 U PUCKU Oe30macHOCTU MHPOPMaLIWK.
4. ®opmbl aTak Ha MHGOPMaLUio: B30M, duiiiHr, DDoS,
BUPYCHI U JIp.

5. TTonutrky 6€30MacHOCTH: OCHOBHbIE KOMITOHEHTHI U UX
3HauyeHwue.

6. Crangaptel 6e3omacHoctd HHGopmarmu: ISO/IEC 27001
U JIpyTHe.

7. OrieHKa pyUCKOB B 06/1acTu 6€30macHOCTH WH(OPMaLUH.
8. CoumanbHasi MH)KeHepusi Kak (popMa aTaku: MeTobl U
TIPUMeEpBHI.

9. Posib 06pa3oBaTeibHbIX IPOrPaMM B TIOBBILLIEHUU
6e3omacHoOCTH.

10. Byayiiiee 3aiuThl HH(GOOPMALIMK: HOBbIE YT'PO3bI U
MO/IXO/IbI.

M3yueHue muTepaTyphl Mo
OCHOBHBIM TTOHSTHSIM
Kpunrorpapuu u
6e3omacHoOCTH
vHpopmauuu. [IpoBeseHre
CPaBHUTE/ILHOTO aHa/In3a
BO3MOJKHBIX yTPO3 JIs1
rvH(OopMali1 B pa3HbIX

cdepax.

Tema 2.
Kpunrorpaduueckue

1. O630p KpunTorpahUUecKUx Mojeel: CAMMeTpUYHAs 1
acMMMeTpHYHasi Kpurnrorpadusi.

WccnenoBaHue MeTO/I0B
ayTeHTU(HKALINU
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MoZzend. AIropUuTMbl
MppOBaHUS.
AnropuTMBI
ayTeHTU(UKAIIN
T10JIb30BaTesIel.
Mogenu 6e301acHOCTH
OCHOBHBIX
OTIePaIOHHBIX CHUCTEM.

2. Anroputmel midposanusi: DES, AES, RSA u ux
0Cc0OeHHOCTH.

3. IlpumeHeHue xs1I-QyHKLWI B KpunTorpapun: SHA-1,
SHA-256 u apyrue.

4. ANrOpUTMBI ayTeHTU(PUKALIUK: TIapOJIU, TOKEHBI,
bromeTpusi.

5. Mogenm 6e3011acHOCTH B OTIePaljiOHHBIX CHCTeMaXx:
Windows, Linux, macOS.

6. BnusiHye kpuntorpauueckix MeTo/i0B Ha
6e301acHOCTb OMepalOHHBIX CUCTEM.

7. Ilpumepbl IpUMeHeHs Pa3/InYHbIX a/ITOPUTMOB
1I1(POBAHKUS B peasbHbIX CUCTEMaXx.

8. Posb ceptuduikaros u PKI B ayTeHTH(UKALIN
T0JIb30BaTesei.

9. CooTBeTCTBHE CTaHAAPTaM 0€30MacHOCTH aJITOPUTMOB
1MdpoBaHusl.

10. Byayiiee kpurntorpaduuecKux MeTO/J0B: HOBbIE
pelleHus: ¥ [IOAXO0/bI.

T0J/Ib30BaTesIen U UxX

3¢ (HeKTUBHOCTH.
IIpoBenenue ananusa
Mo/esieil 6e30MacHOCTU
OCHOBHBIX OTepaLOHHBIX
cucreM. [IpocmoTp
BH/leOMaTepHuasoB 0
COBPEMEHHBIX
KpUNTOrpapuuecKnux
MeTo/ax.

Tema 3.
AJIMUHUCTpUPOBaHUe
ceTeil. 3auTa
VH(OPMaLUH B CETSIX.
MHoroypoBHeBas
3allyTa KOpIopaTUBHbBIX
CeTel.

1. OCHOBBI aJMUHUCTPYPOBAHHS CeTeM: 3aiau U
WHCTPYMEHTBI.

2. YTpo3bl 6e30MMaCHOCTH B CETSIX: TUIbI U UCTOYHHKH.
3. MeTo/pbl 3al[iThl UHGOPMALIUU B CeTsX: LiMdpoBaHue,
VPN, ¢atipBossbl.

4. MHoroypoBHeBasl 3alljuTa KOPIIOPaTUBHBIX CeTel:
KOHLIEMLIUU U MOAXO/bI.

5. PoJib ceTeBBIX POTOKOJIOB B 6€30T1aCHOCTH
vH(OopMaL1u.

6. [Tpumenenue IDS u IPS B 3amuTe ceTeil.

7. CUcTeMbl yTIpaB/ieHHs 6e3011aCHOCThIO MH(OpMaIUH
(SIEM): ¢dyHK1[MY ¥ TIPUMEDBI.

8. OCHOBHbBIE IPUHIUITLI TPOEKTUPOBAHUS Oe30T1aCHBIX
ceTel.

9. OOyueHue COTPYJHUKOB 0€30MaCHOCTH B
KOpITOpaTUBHOM cpefie.

10. Byayiee ceTeBoii 6€30MaCHOCTH: TPEH/IbI U
TeXHOJIOTUHU.

IIpoBenenue ananusa
MHOT'OYPOBHEBOM 3allUThI
KOPIIOpPaTUBHBIX CeTeH.
NccnepoBanvie npumMepos
YCIIeLHOr 0
aZIMUHUCTPUPOBAHUS CeTel
C aKL|eHTOM Ha
6e30MacHOCTb.

Tema 4. TpeboBanus K
CHCTeMaM 3all{UThI
vH(bopMaLu u
HarpaBJ/ieHUsI Pa3BUTHS
cpezicTB Ge30MmacHOCTH
TIpe/iNpUSITHSL.
[TpaBoBbIe MOCECTBUS
HeCaHKLMOHMPOBAHHOT O
JocTyna K uHhopMaLuu

1. OcHoBHbIe TpeOOBaHUS K CUCTEMaM 3allyThl
“H(opMaluu.

2. HopMmaTtuvBHBIe JOKYMEHTBI ¥ CTaHAAPTHI B 00/1aCTH
3al[UATBI UHOPMALIUHU.

3. HanpaBnieHust pa3BUTHSI CpeZCTB O€301acHOCTH:
TeH/eHLUA U UHHOBAaLIWH.

4. Ponb TeXHO/IOTHI B 0OecrieueHny 6€301acHOCTH
vH(pOopMaLMY Ha NpeArnpUsTHSIX.

5. ITpaBoBbIe acreKThl 3alUThl MHPOPMALIMKU: 3aKOHBI U
peryJisiLyu.

6. [TocnencTBUS HeCAaHKLIIMOHUPOBAHHOI'O JOCTYyIIA K
vH(popMaLyH: IopUrUeckre U (PUHaHCOBbIE.

7. IIpuMepbl yCIeIIHOTO BHeIpeHUsI CUCTeM 3allUThl B
KOMITaHUSIX.

8. Byusinue GDPR u ipyrux perynsiyi Ha 3aiury
“H(opMaIuu.

VccnemoBaHue npaBoBbIX
TI0C/Ie ICTBUI
HEeCAHKLIMOHUPOBAHHOTO
JlocTyma K MH(popMaruu.
IIpoBenenue ananusa
COBpPEMEHHbBIX TeH/IeHL[1H B
obnacTu cpescTB
6e30MacHOCTH.
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9. O1leHKa yrpos u OLleHKa PUCKOB B KOHTEKCTe IPaBOBbIX
T10CJ1e/ICTBUH.

10. Byay1iiee crcTeMm 3alUThl UHQOPMALIUU: HOBbIE
TO/IXO/Ibl Y BbI3OBBI.

Lkasa oueHnBaHus

[ITkana oLleHMBaHUs Kputepuu oLieHMBaHUsA

«OTIYHO» Ob6yuaroiuiicsi TIy00KO U CofiepKaTesIbHO PacKphIBaeT
TEMY CaMOCTOSTe/TbHOW paboThl, He JOIMYCTUB OLIHNOOK.
OTBeT HOCUT pas3BepHYTbIM W  WCYEPHbIBAIOI[UAN
XapakTep

«XOopormio» OOyuvaromuiicss B I[eJlOM  pacKpbiBaeT  TeMy
CaMOCTOSITeJTbHOM paboThI, OIHAKO OTBET XOTS OBl Ha
Of[UH U3 HUX He HOCUT Ppa3BepHYTOrO0 U
HCUepIIbIBAIOIIEro Xapakrepa

«YpnoBneTBopuTesibHO» | OOyuaromuiics B~ LIeJIOM  pacKpbiBaeT  TeMy
CaMOCTOSITeJIbHOM ~ paboTbl W [IOMyCKaeT  psf
HETOUHOCTeH, (pparMeHTapHO pacKpbIBaeT COJep’KaHue
TeOpeTUYeCKUX BOIMPOCOB WIM HX  pacKpbiBaeT

coZieprKaTeslbHO, HO  [JOMyCKasg  3HauuTesbHbIe
HETOYHOCTH.
«HeynosnetBopurenbHo | OOydaroiuiics He  BjajeeT  BbIOpaHHOW  TeMoM
» CaMOCTOSITe/IbHOM paboThI

6. O1ieHouHbIe MaTepHabl ((OH/ OLEHOYHLIX CPeACTB) /I/ifi MPOBeAeHMs
TeKYIllero KOHTPOJIsl yCleBaeMOCTH, MPOMEXYTOYHON aTTecTaljuy M0 UTOoram
OCBOEHMS AUCLUTI/IUHbBI

6.1. ITacnopT (hoHAAA 01]eHOYHBIX CPe/ICTB

Ne | KoHTpO/upyeMsble Kop u WNupvkatop HanmenoBanu
paszeibl (Tembl) HavMeHOBaHUe JOCTYKeHUs e
JVCLIATI/TUHBI KOMIIeTeHLIUN KOMITeTeHLINU OLIEHOYHOT' 0

CpezCcTBa
Tema 1. OcHOBHBIE ITK-1.1 3HaTk: Moaenn
TIOHSITUSA Y OTIpe/ie/IeHusl. Ou3HeC- MpoLeCCcoB
1. | VicTounuky, pucku u [IK-1. Crioco6en 3aKa3y4uKa,
(hopmbI aTak Ha BBINO/HATE paoter | TPeOOBamHMs K UC, Ormpoc,
I/IHd)OpMaL[I/II-O. ITonuTHKa U yIpaBjieHue apXUTEKTYypy nC JOKJIaI,
¥ CTaH/apThI paboTtamu 1o [TK-1.2 Y™meTs: pedepar, Tecr,
GesomacHocTu CO37IaHHI0 nipoekTrpoBath VIC, 3auer
(MoguduKalmm) u pa3pabatbiBaTh 6a3bl
nmannHbix NG,
WCII0JIb30BaTh
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COTIPOBOXK/EHHIO
UC,
aBTOMaTU3UPYIOLU
X 3a/jaun
OpraHu3al[MIOHHOT0
yTIpaBJ/ieHUs U
OM3HeC-TIpoLIeCChl

TEXHOJIOTUH
[TporpamMmmupoBaHUs

ITK-1.3 BnageTs:
TeXHOJIOTUSIMU
MO/y/IbHOT'O
TectrpoBaHusalC
(Bepudukariym),
opraHusanuen
peno3uTopuit
XpaHeHus1 JaHHbIX

[TK-3. Criocoben
pa3pabaTbiBaTh
KOMITOHEHTBI
CHCTEMHbIX
MIPOrPaMMHBIX
MPO/JIYKTOB

ITK-3.1 Pa3pabaThiBaeT
JipaliBepbl YCTPOMCTB
[TK-3.2 Pa3pabatbiBaeT
KOMITUJIITOPBI,
3arpy34MKH, COOPIIVKH
ITK-3.3 Pa3pabatbiBaeT

CHUCTEMHBbIE YTU/TUTBI

I1K-3.4. Co3pnaet
WHCTPYMeHTa/IbHble

Ormpoc,
JlOKna,
pedepar, TecT,
3ayer

Tema 2.
Kpurnrorpaguueckue
Moziesd. AJITOPUTMBI
M poBaHusl.
AJIropyuTMBI
ayTeHTU(PUKALUU
rosib3oBaresneidl. Mozenu
6e30mMacHOCTH OCHOBHBIX
OTepaLOHHBIX CUCTEM.

[TK-1. Criocoben
BBITIOJTHSITH PabOThI
U yIipaBJieHHe
paboTamu 110
CO3/IaHUTO0
(MoauduKayu) u
COTIPOBOXKZIEHUIO
UC,
aBTOMaTHU3UPYIOLIH
X 3a/jaun
OpraHU3aI[MOHHOTO
yTpaBJ/ieHUs U
OM3HeC-TIPOoLIeCChl

ITK-1.1 3HaTtk: Mozenn
Ou3Hec- MpoLecCcoB
3aKa3uuKa,
TpeboBanus K UC,

apxutektypy VC

[1K-1.2 Ymerts:
npoektuposats 1C,
pa3pabaTbiBaTh 6a3bl
Jik:1315130. 9 % (OF
WCII0JIb30BaTh
TeXHOJIOTUU
[TporpammupoBanus

I1K-1.3 BnageTs:
TeXHOJIOTUSIMU
MO/y/IbHOT'O
TectrpoBaHusaC
(BepuduKkaiym),
OpraHusarnuen
perno3uToOpuii
XpaHeHus1 JaHHbIX

Ormpoc,
JOKJIai,
pedepar, TecT,
3ayer
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[TK-3. Criocoben
pa3pabaTbiBaTh
KOMIIOHEHTbI
CUCTEMHBIX
MPOrPaMMHBIX
TIPO/IYKTOB

[TK-3.1 Pa3pabaTbiBaer
JipaliBepbl YCTPOMCTB
[TK-3.2 Pa3pabatbiBaeT
KOMITUJIITOPBI,
3arpy3urKu, COOPITUKH
ITK-3.3 Pa3pabatbiBaeT

CHUCTEMHBIE YTUJINTBI

I1K-3.4. Cosnaet
WHCTPYMeHTaJIbHbIe

Ormpoc,
JOKJIaf,
pedepar, TecT,
3ayer

Tema 3.
AJMUHUCTpPUPOBaHUe
ceTen.
Kpunrorpaguueckue
MeTO/IbI 3alL{ThI
UH(pOpMaLUU B CeTSX.
MHoroypoBHeBas 3allyra
KOPITOPaTUBHBIX CeTel.

[TK-1. Criocoben
BBITIOJTHSTE PabOTHI
U yIipaBJieHHe
paboTamu 110
CO3JaHUTO0
(MoauduKaLmu) u
COTIPOBOXKJEHHUTO
UC,
ABTOMAaTH3UPYIOLIH
X 3a7lauut
OpraHU3aL[HOHHOTO
yTIpaBJIeHUs U
OM3HeC-TIpPOLIeCChl

[TIK-1.1 3HaTh: Mozenu
O13HeC- TpoLeCCoB
3aKa34uKa,
TpeboBanus K VIC,

apxurektypy MC

[1K-1.2 Y™meTsb:
npoektuposatsh NC,
pa3pabaTbiBaTh 6a3bl
nmanubix NC,
WCT0/1b30BaTh
TeXHOJIOTUU
[TporpammupoBaHusi

I1K-1.3 BnageTs:
TeXHOJIOTUSIMU
MO/yJIbHOT'O
TectrpoBaHusalC
(BepuduKkaiym),
opraHusanuen
perno3uTopui
XpaHeHus1 JaHHbIX

Orpoc,
JOKJIaf,
pedepar, TecT,
3ayer

[TK-3. Criocoben
pa3pabaTbiBaTh
KOMITOHEHTBI
CHCTEMHBIX

ITK-3.1 Pa3pabaTbiBaeT
JipaliBepbl YCTPOMCTB
[TK-3.2 Pa3pabatbiBaeT
KOMITUJISITODBI,
3arpy34MKd, COOPIIVKH
ITK-3.3 Pa3pabatbiBaeT

CHUCTEMHBIE YTUJINTBI

Ormpoc,
JOKJIai,
pedepar, TecT,
3ayer
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MPOrpaMMHBIX
NIPOZIYKTOB

IK-3.4. Cosnaet
MHCTPYMEHTa/bHbIe

4. | Tema 4. TpeboBanus K

cucTeMam 3aIUTBI
rvHdopMaLuu u
HarpaB/IeHUs]  Pa3BUTHS
CpeacTB Oe30r1acHOCTH
npeanpusTys. [IpaBoBbIe
TIOC/IeICTBUSI

HeCaHKI[MOHUPOBAHHOTO
JloCTyTa K uHbopMaluu

[MK-1. Criocoben
BBIMOJ/THATH PabOThI
U yIipaBJieHue
paboTamu 1o
CO3/JaHUIO
(MoguduKalmn) u
COTIPOBO’KZEHHUIO
UC,
aBTOMaTU3UPYIOLIU
X 3a/jaun
OpraHU3al[OHHOT0
yTpaB/IeHUs U
OM3HEC-TIPOLIeCCHI

ITK-1.1 3HaTk: Mogenn
Ou3HeC- MpoLeCCoB
3aKa3yuuKa,
TpeboBanus Kk VC,

apxurekTypy 1C

[IK-1.2 Y™merTs:
ripoektupoBats VC,
pa3pabartbiBaTh 6a3bl
JaHHbIX VIC,
WCII0JIb30BaTh
TeXHOJIOTUU
[IporpammupoBanus

ITK-1.3 BnagneTs:
TEXHOJIOTUSIMU
MOZY/BHOTO
TecTrpoBaHusINIC
(Bepudukaiyn),
opraHusaljuei
Pero3suTOpun
XpaHeHUs! TaHHbIX

Onpoc,
AOK/Ian,
pedepat, Tecr,
3aueTr

[TK-3. Criocoben
pa3pabaTtbIBaTh
KOMITOHEHTBI
CHCTEMHBIX
TIPOrPaMMHBIX
MIPOJIYKTOB

ITK-3.1 Pa3pabatbiBaeT
JlpaiiBephl YCTPOMCTB
ITK-3.2 Pa3pabaTbiBaeT
KOMITHJISITOPBI,
3arpy3uuKy, COOPIIUKH
[TK-3.3 Pa3pabaThiBaeT

CUCTEMHbBIE YTUJINTHI

[K-3.4. Cosnaet
MHCTPYMEHTa/bHbIe

Onpoc,
AOKJIaz,
pedepat, Tecr,
3ayer

Jranbl ¢opMHpPOBaHMs KOMIleTeHIIMA B mnponecce ocBoenusi OITOII
TIPSIMO CBsI3aHbI C MECTOM JIMCLIMIIIMH B 0Opa3oBaTe/ibHOM mporpamme. KaxkibIi aTarn
dopMupoBaHHs KOMIIETEHIIMM, XapaKTepu3yeTcs Orpefie/ieHHbIMA  3HaHHUSIMU,
yMEHUSIMM W HaBblKaMU U (W/IM) OIBITOM TpOQeCcCUOHaNIbHON [1esTeTbHOCTH,
KOTOpbIe  OIIeHMBAIOTCSI B  TIPOL[eCcCe TeKYI[ero KOHTPO/sS — YCIeBaeMOCTH,
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TIPOME)XYTOUHOW aTTeCTaluy MO0 AUCLUIVIMHE (TIpaKTHKe) W B IIpoljecce WTOrOBOH
aTTeCTaLiu.

HucuunauHa «Kpunrorpaduyeckue MeTo/ bl 3alUThl MH(OOPMAaLIUK» SIBJISIETCS
IIPOMEKYTOUHBIM 3TallOM KOMILIeKCa AUCLUIVIMH, B XOJe U3y4YeHUsi KOTOPbIX Y
CTyZeHTOB (hopmupyroTcs komneteHimu [1K-1, ITK-3.

®opmupoBanus komrereHuuu IIK-1 HauvMHaeTcsi C WM3ydyeHUs AUCLIUIIIMHBI
«Kpunrorpaduueckue MeTo/bl 3aIUThI MH()OPMALIN».

®opmupoBanus KomreTeHuA [1K-3 HauvHaeTcss C u3ydyeHUs OUCLIUIIIMHBI
«[TepcriekTvBBI pa3BUTHUSI MH(OOPMATUKX U BBIYMC/IUTE/ILHOM TEXHUKW», « BBeneHne B
nHbOpMaTHKy», YueOHas TIpaKTUKa: O3HAKOMHUTe/bHas TMpakThKa, «OO0BeKTHO-
OpHEHTHPOBAHHOE IIPOrpaMMHpPOBaHHe», «[IporpaMMupoBaHue 151 MOOUIBHBIX
yCTPOHCTB», « CTPYKTYPBI U aNTOPUTMbI 00pabOTKH TaHHBIX».

3aBepmiaercss pabora 10 (OPMUPOBAaHMIO Y CTYAEHTOB YKa3aHHBIX
KOMIIeTeHIIM B XOJle HW3yUeHusi [JUCLUILIMH YueOHas TMpaKTHKa: HayuyHO-
uccieioBaTesibckasi  pabota  (ToyyeHWe — TEepPBUYHBIX — HAaBBIKOB — HAyuHO-
MCC/IeIoBaTe/bCKOM paboThl), YueOHasi MpakTHKa: TeXHOJOrhueckasi (TPOeKTHO-
TeXHOJIOTUYeCKasl)  IpakThka, MeToapl M CpefcTBa  NPOEKTUPOBaHUS
MH(OPMALMOHHBIX CHACTEM M TEXHOJIOTMH, MMKpPOINpOL|eCCOpHbIe yCTPOMCTBa
cucTteM  ynpasieHusi, VIHTepHeT-TexHO/IoTUM, VIHTepHeT-porpaMmMypoBaHue,
@DyHKIMOHA/IbHOE W JIOTUUeCKoe MporpaMMupoBanve, DBM u nepudepuiinbie
ycTtpoucTtBa,  OnepauuoHHble  cucteMmbl, CHUCTeMHOe  MPOrpaMMUPOBaHHUE,
ABTOMAaTU3UPOBaHHbIE VH(}OPMaL[MOHHO-yTIPaBJISIOIIHEe CUCTEMBI,
[IpousBo/cTBeHHas MIpaKTHKA: MIpeAAUIIOMHas IPakTHUKa.

Wtoroasi ornjeHka cdopmupoBaHHocthd  KomrmereHumd — T1K-1, TIK-3
omnpezensercs B Tiepuof ['ocymapcTBeHHass WTOroBasi aTTecTal[ys: MOATOTOBKA K
caaye Y cAadya  roCyJapCTBeHHOrO  3K3aMeHa, l'ocyZiapcTBeHHass WUTOroBast
aTTeCTalysi: BLIMOJIHEHHe U 3allliTa BbITYCKHOM KBa/M(UKAL[MOHHONW PabOTHI.

B nporecce usyuenusi AMCHUIUIMHBI, KOMIIETeHIUU TaKXe ()OPMHUPYIOTCA
I03TaIHo.

OcHoBHbiMM  5TaniaMu  opmupoBanusi  [1K-1, TIK-3 npu wusydeHun
mpucuurmmeel - B1.I(M).B.IB.1.1  «Kpuntorpaguyeckue  MeTOAbl  3all[UTHI
vH(pOpMaLun» SIB/ISeTCA T0C/Iej0OBaTe/lbHOE M3y4YeHHe COZeprKaTelbHO CBS3aHHBIX
MeXay co0oii TeM yueOHBIX 3aHATHN. M3yueHue KaXkKZOW TeMbl TIperiosaraeT
oB/laZieHWe CTyJeHTaMu HeoOXOJUMBbIMU JeCKPUIITOpaMH  (COCTaBJISIOIIMMU)
KoMIleTeHUUW. [l OoLleHKM ypPOBHSI C)OPMHPOBAHHOCTU KOMITeTEHLIMMA B mpoLjecce
V3yuyeHuss [JUCLMIUVIMHBI TIpeJyCMOTPeHO IIpOBe/leHHWe TeKyl|ero KOHTPOJs
yCIIeBaeMOCTH 110 TeMaM (pa3zesiaM) JUCLIATUIMHBI ¥ IPOMEeKYTOUHOW aTTeCTaluu T10
OVCLIUIIVHE — 3a4eT.

6.2. KoHTpo/IbHBIE 3aflaHMsA M MaTepUa/ibl, HEOOXOANUMBbIe /ISl OLeHKH
3HaHMH, YMEHHU U HABBIKOB U (M/IH) ONbITA /ieITe/IbHOCTH, XapaKTepH3YyHIHX
Tanbl (H)OPMHUPOBAHUS KOMIIETEHI[UH B MpoLiecCe 0CBOeHHs 00pa30oBaTe/IbHOMN
NMporpamMMslI
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6.2.1. KoHTpo/ibHBIE BOMPOCHI MO0 TeMaMm (pa3jenaM) AJisi Ompoca Ha
3aHATHUAX
Tema (pa3gen) Boripochl
Tema 1. OcHoBHbIe IK-1

TIOHSITHSI Y OTIpe/ieJIeHus].

W CTOYHMKY, PUCKU U
¢dhopmel aTak Ha
vHdopmanuto. [Tomtuka u
CTaHapThl 0€30MaCHOCTH

1. OcHOBHBIe TTOHATHS MHPOPMAITMOHHOM 6€30T1acCHOCTH.

2. Knaccudukaryst yrpo3 6e301acHOCTH WHGOPMaIUH.

3. VicTOuHUKY yTpo3 U ySI3BUMOCTU MH(OPMALIMOHHBIX CUCTEM.

4. ®opMbI 1 METO/IbI aTaK Ha MH(GOPMAI[MOHHbIE PeCYPChI.

5. TIpUHLIUITBI OLIEHKH PUCKOB B MH(MOpPMAaIIMOHHOM 6e301macHOCTH.

6. MeTozibl IOCTPOEHUSI MOZieJield yIpo3.

7. OCHOBHBIE 3/IeMeHTbI CUCTeMbI YIIpaB/ieHUs MH(OPMaLMOHHOM
6e30I1acCHOCTHIO.

8. MexayHapo/Hbie cTaHAapThl B obmactu Ub (ISO/IEC 27001 u ap.).
9. Llesu ¥ 3ajau MOIUTHUKK 0€30MaCHOCTH B OpraHU3aIiyy.

10. Cuctema yripaB/yieHUst pUCKaMy B MH(OPMaI[MOHHOW 06e30TaCHOCTH.

[K-3

11. CtpyKTypa MoJUTUKU WH(OPMALIMOHHOM 6e30macHOCTH.

12. JTokymMeHTHpOBaHUe U peanusarus oauTuku 1b.

13. Buapl cTaH/[apTOB M HOPMAaTHUBHBIX JOKYMeHTOB B ob/sactu Ub.

14. Tlopsiok pa3paboTKu BHyTpeHHel HOPMaTUBHOM I0KyMEHTALUU 110
UBb.

15. OTBeTCTBEHHOCTb COTPYAHUKOB 3a COOJII0/IeHre TIONTUTUKA
6e30macHOCTH.

16. Opranu3aiys CUCTeMbl KOHTPOJIS 3a COOJTIO/ieHreM MoauTUku Mb.
17. BHyTpeHHUI ayUT TIOIMTUK O€30TIaCHOCTH.

18. VlHTerparys MoMMTUKKA 6€301acHOCTH B OM3HEC-TIPOLIeCChI.

19. TIpakTrKa nMpyMeHeHus TTOJUTUKN 0€301aCHOCTH Ha MpeIPUSITHH.
20. YnipaBieHre UHLMAEHTaMH B PAMKAX MOJIMTHKY 06e301acHOCTH.

Tema 2.
Kpunrorpaduueckue
Mo/JieNTi. ANTOPUTMBI
MppoBaHUsl. AJTOPUTMBI
ayTeHTU(UKAIIH
rioyib3oBaTesieil. Mogenu
0e30MacHOCTH OCHOBHBIX
OTepaLMOHHBIX CUCTEM.

IK-1

. CtpykTypa Kpunrorpaduueckoi Mozieny 3aluThl HHGOpMaLUH.

. CUMMeTpHYHOe U aCHMMeTPUYHOe IU(pOBaHue.

. Anroputmsl cummetpuuHoro mmdposanus (AES, DES u gp.).

. Anroputmbl acuimMeTpuuHoro mmgposanus (RSA, ElGamal u ap.).
. X31I-(pyHKLMU U UX TIPUMeHeHe B 3alyTe HH(OpMaLUH.

. DJIeKTPOHHASsI TIOJIMCh KaK CPe/ICTBO KpUNTOrparuyecKou 3alUThl.
. MexaHu3Mbl ayTeHTH(MKaLK 110/1b30BaTesieil B VIC.

. MHorogaxkTopHasi ayTeHTU(UKaLSI.

. Peanm3anyisi IUCKPEIMOHHBIX M MaHAATHBIX Mo/ierneli 6e301acHOCTH.
10. Ocobennoctu peanu3sanuu 3anmtbl B OC Windows u Linux.

OO UT A, WN -

[K-3

11. Vicnonb3oBanue kpunrorpaduuecknx 6ubmorek u cpeacts B VIC.
12. YnpaBneHue KpunrorpapuyecKMMH KIH0UaMu.

13. Peanmuzanms PKI (MHGpacTpyKTypbl OTKPBITBIX K/IOUei).

14. CpepcTBa anmnapaTHOro mu(poBaHus.

15. IlpumeHeHue KpunTorpayuyecKrix aaropuTMOB B CCTeMax
JIOKyMEHTO000pOTa.

16. VinTerpanus Kkpunrorpadguyeckoil 3aiyThl B OM3HeC-TPUIOKEeHHS.
17. TlpakTHKa IIOCTpOeHYs 3allI{eHHbIX KaHa/IOB CBSI3H.

18. Vicriosib30BaHKe TOKEHOB U CMapT-KapT B ayTeHTU(UKALUM.
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19. CpaBHUTE/IbHBIN aHATU3 MOZIe/iel 6e301MacHOCTH OTeparjiOHHbBIX
CUCTEM.

20. Ucnonb3oBanue ceptuduipoBaHHbix CK3U B nH(pOpMaliMoHHbIX
CUCTEeMax.

Tema 3.
AJIMUHUCTpPHpOBaHKE
ceTell. 3amura
MH(OPMaLUH B CETSX.
MHoroypoBHeBas 3aiura
KOPIIOPaTUBHBIX CeTell.

IMK-1

. Ponb agMuHMCTpaTOpa B 00ecrieueHUH CceTeBoii 0e301MacHOCTH.

. [IpoTokosibl 3amuiieHHoro B3aumogericteus B cetsx (TLS, SSH u gp.).
. [TpuHLUMIBI pabOTHI Me)KCETEeBbIX IKPAaHOB.

. Ucnonb3oBanre NAT u VPN B 3amure ceTeBbIX COeMHEHNH.

. MeTozibl 0OHapy>KeHHs1 U TIpeJOTBPALLieHHs] CeTeBbIX aTak.

. Cucrema obHapy>xenus Bropkenuti (IDS) u npegoTepartienus (IPS).
. Peanu3sanis koHLernuuu Zero Trust B KOPIIOPaTUBHBIX CETSIX.

. [IpyHLIMITBI MHOTOYPOBHEBOM 3allUTHI CETEM.

. AyTeHTU(UKaLMs U aBTOPU3ALUs B CETEBLIX CUCTEMaX.

10. CermeHTa1Usi U KOHTPOJIb [JOCTYTIa B CeTeBOM UHPPACTPYKTYype.

OO UT A WN -

ITK-3

11. Opranu3aiyiss MOHUTOPUHTA COOBITHI 0€30I1MaCHOCTU B CETH.

12. TTocTpoeHye 3alUIIEHHON apXUTEKTYPbl KOPITOPATHBHOM CeTH.

13. Peanu3aiys pasrpaHu4eHust JOCTyTa Ha yPOBHE CeTH.

14. nrerpanus SIEM-cuctem B UH(GPACTPYKTYpY NPeApUSTUS.

15. 3amquTa 6ecripoBoAHBIX ceTell U KopriopaTuBHOro Wi-Fi.

16. Be3onacHOCTh 00/1aYHBIX ¥ TUOPUIHBIX CETEBBIX PeLIeHHH.

17. HacTpoiika 1 06HOBJ/IEHHE CeTeBBIX YCTPOUCTB C yueTom UB.

18. Opranu3sanus pe3epBHOIO KONMPOBaHKS U BOCCTAHOBJ/IEHUS [JaHHbIX B
CeTH.

19. O6paboTKa UHIH/IEHTOB 6€30MaCHOCTH B CETEBOM MHGMPACTPYKTYPe.
20. YripaBjieHe CeTeBLIMU MOJIMTHKAMU O€30MaCHOCTH.

Tema 4. TpeboBanus K
CHCTeMaM 3allUThI
vHbopMalu 1
HampaB/ieHUs Pa3BUTHS
cpezicTB 6e30MacHOCTH
npesnpusTusi. [IpaBoBble
TIOC/IeCTBUS
HEeCaHKIMOHUPOBAaHHOTO
JlocTyma K nHbopMariu

IMK-1

. O6mue TpebOBaHMS K CHICTEMaM 3all[UThl HHGOPMAI[HH.

. [IpuHIMMNBI cepTUhUKALIUY CPe/ICTB 3all[UThl TH(MOPMAaI[UH.

. YpoBHU noBepus U kKnaccudukaius VC 1o ypoBHIO 3allUILEHHOCTH.
. MeTo/1b1 o11eHKY 3PeKTUBHOCTU CUCTEM 3alllUThI.

. MyHMMM3aLMd 1paB JOCTYIIa U yrpaBieHue PUBUIErHUsSIMU.

. OTBeTCTBEHHOCTH 3a HapyllleHhe pe>kKuMa KOH(hHeHITMaTbHOCTH.
. [locneacTBUST HECAHKLIMOHKMPOBAHHOTO 10CTYMA K MHGOpMaL1u.

. [lopsmok paccienoBanvs UHLMAeHTOB Ub.

. Opranusanysi BHyTPeHHero KOHTPOJISi CUCTEMBbI 3allUTHI.

10. OuieHka yiepba OT peaav3ariy yrpos.

OO UT A, WN -

IK-3

11. HopmaTtuBHO-TIpaBoBas 6a3a 3amuthl HHMGOpMaly B PO.

12. OpraHu3arusi MpoLeccoB 3alUThl MH(GOPMALMY Ha MpeIpUsTHH.
13. ATtrectauys 066eKTOB HHbOpMaTH3al[i1 110 TpeboBanusm Mb.

14. B3aumogeincTtue ¢ KoHTponupyrommmu opranamu (PCTIK, ®CB u
Ap.).

15. TIpaBOoBbIe acreKTbl 00pabOTKM MePCOHATbHBIX JaHHbBIX.

16. TTpyUHLUTIBI TOCTPOEHUS 6e30TaCcHBIX KOPIIOpaTUBHEIX VIC.

17. TlepcrieKTUBBI Pa3BUTHS TEXHOJIOTHM 3all[UThl MHGOPMALUH.

18. CootBerctBHe TpeboBanusam crangaptoB b (I"OCT, ISO).

19. Pa3paboTka BHYTpeHHEe HOpMaTUBHOH JOKyMeHTalmu o 1B.

20. YnipaB/eHe >KM3HeHHbIM [IUKJIOM WH(MOPMAaLIMOHHOM 6e301MacHOCTH B
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| opranusarum.

IITkaa oljeHMBaHWA 0TBETOB Ha BOIPOCHI

IITkana o1leHUBaHUSs

Kpurepuu onjeHrBaHus

Ob6yuatornuiicsi riyboKo U cofiep>KaTelbHO pacKpbIBaeT OTBET Ha

«OTnryHO» Ka)XJbIi TeOpPeTUUeCKU BOMPOC, HEe [OMyCTUB OMMO0OK. OTBeT
HOCHUT pa3BepPHYThIN U MCUePIIbIBAIOIIMIN XapaKTep.

OOyuarouuiicsi B 11eJIOM pacKpbIBaeT TeOpeTHUeCKHe BOIPOCHI,

«XopoLo» OJJHAKO OTBeT XOTsl Obl Ha OAWH W3 HUX He HOCUT Pa3BepHYTOTO U

MCUepIIbIBAIOILETO XapaKTepa.

«Y [IOBJIETBOPUTE/ILHO»

OOyuaromuiicsi B 11eJIOM pacKpbIBaeT TeOpPeTHUYeCKHe BOTIPOCHI U
JIOTlyCKaeT  psifi HeTOUHOCTel, (parMeHTapHO  pacKpbIBaeT
coJiep)kaHue TeopeTUUeCKWX BOMPOCOB WM UX pacKpbiBaer
COJieprKaTesbHO, HO 0Ny CKasi 3HaunuTeIbHble HETOYHOCTH.

«HeynoBieTBopuTeIbHO
»

OOyuarouiicsi He 3HAaeT OTBETOB HA  TIOCTaBJIeHHbIE
TeopeTHYeCKHUe BOIIPOCHI.

6.2.2. TemMbl ANna OOK/1300B

Tema (pa3gen) Bormpocel
Tema 1. OcHoBHbIe IK1:
TIOHSITHSI ¥ OTIPE/IeJIEHMSI. 1. BBegeHue B kpurirorpaduio 1 eé posib B 3aliyTe UHGOpMaLuu
VlcTounyKy, pucKy U 2. Tunbl aTak Ha UHQOPMALMIO: KaCCU(PUKALUS U PUCKH
dopmbi atak Ha 3. [MommTrKY 6e30macHOCTH UHPOPMAIUK B OpraHU3aLUsX
uHpopmanto. [oMMTHKa U | 4 Kpunirorpauueckre CTaHgapThl ¥ UX 3HAYCHHE
CTaHAAPTEI Ge3onacHoCTi 5. O1leHKa PUCKOB B 3alljyTe WHGOpMaLu
[1K-3:
6. Puicku v yrpo3sl B 3amuTte nH(GOpMalMy Ha ypOBHe

roCy/lapCTBEHHBIX U KOPIOPaTUBHBIX CTPYKTYP

7. @opMbI aTak Ha MHGOPMALIMIO U MeTO/ibl 3all{UThI OT HUX
8. ITporjecc pa3paboTKM U BHe|peHUs CTaHAApTOB 6e301acHOCTU
9. BnusiHne nmomuTHK 6e301acHOCTH Ha OpraHM3aljlOHHbIe TIPOL{eCChI
10. CranHzapThl 3aUMThl HHGOpPMALMK B LIMQPPOBOH 3110Xe
Tema 2. IIK1:
Kpunrorpapuueckue 1. OcHoBbI KpUNTOrpagruecKkux Mogesiei 3auTbl HHQOpMaLuu
MoZe/H. AJITOPUTMBI 2. Anroput™mbl cumMmeTpuuHOro mm@posanus: AES, DES, u ux

b poBaHust. AJITOPUTMBI
ayTeHTH(HKALMN
rosib30Baresieii. Mogesnu
0e30I1aCHOCTA OCHOBHBIX
OTePAL[HOHHBIX CUCTEM.

0COOEHHOCTHU

3. AnropuTt™mbl acuMmmeTpuuHOro mm@posanus: RSA, Dip-I'amanb
4. MeTo/p! ayTeHTH(UKALIMK [10/1b30BaTe/Iel: aposiv, CepTU(PHUKATEI
5. Mopenu 6e30macHOCTY B OMepaLMOHHBIX CHCTeMax (Harprmep,

Windows, Linux)

[TK-3:

6. AnroputMsl X3mposanusa: MD5, SHA, ux nnpuMeHeHue U
ySI3BUMOCTHU

7. [ByxdakTopHast ayTeHTU(PUKALIMSA U eé peanu3aLiys

8. O630p coBpeMeHHBIX MeTO/I0B KpUITorpahuueckoil 3alj1Thl B

OTepalMoHHBIX CUCTeMax
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9. Kpunrorpaduueckue mpoTOKOJIBI 151 Oe30macHOM
ayreHtTudukaumu (SSL, TLS)

10. PycKY 1 ySI3BUMOCTH KpUnTorpaduueckux Mozenei u
aJITOPUTMOB
Tema 3. [IK1:
AIMUHUCTPUPOBaHHE 1. OCHOBBI aIMUHUCTPUPOBAHUS CceTell U 0becrieueHust ux
ceTeld. 3arura Ge30macHOCTH
MH(OPMaLH B CeTSX. 2. MeTo/ibI 3alUThI JAHHBIX B JIOKA/IbHBIX U TJI00aBHBIX CETSIX
MHoroypoBHeBas 3auyra | 3. CeTeBble YIPO3bl U CIIOCOObI 3aIUTHI OT HUX
KOPTOpATHUBHBIX CETEH. 4, ITpoToko/ibl 6e30TacHOCTH /17151 TiepeZiauu AaHHbIX B ceTH (IPSec,
SSL)
5. CucteMbl 0OHapy>KeHUs U TIPeJJ0TBPALL[eHNsT BTOP>KeHU I
(IDS/IPS)
[1K-3:
6. MHoroypoBHeBas 3allliTa KOPIIOPaTUBHBIX CeTel
7. CermeHTalysI CETU U e€ 3HaUeHue [t 6e301acHOCTH
8. 3amumra uH(opMaluy B 06/1auHbIX BLIUMCTEHUSIX U
BUpTya/nIu3aLus
9. TexHosorur VPN u ux poJib B 3aiiute UHGOpMaLvuu
10. VIHCTpYMeHThl MOHUTOPUHTA U YIIPaB/ieHHst 0e3011aCHOCThIO CeTH
Tema 4. Tpeboanus K IIK1:
CHUCTeMaM 3all{1Thl 1. OcHOBHbIe TpeOOBaHMS K CUCTEMaM 3alljiThl THPOPMAI[UKU Ha
MH(OpMALK 1 HpeApusaATUuaX
HarpaB/IeHIs PasBUTHS 2. Posb cuctem 3amumthl HHGOpMaLMKU B 0becriedueH|H
cpeAcTs GesonacHocTu HemnpepLIBHOCTH OH3Heca
npeAnpusTii. Tlpagosre | 5 Turnbl cUCTeM 3allliThl MHOOPMALIUK U UX XapaKTePUCTUKHU
gggﬁﬁ;ﬁiﬁlpomnﬂoro 4. OCHOBHBIe TIPUHLIUTIBI Pa3pab0TKH CPe/ICTB 3allUThl MHPOPMAaLIN
JoCTymna K HHpopMaLuu Ha Mpe/ITpUsTIHI
5. BnvsiHve ipaBOBBIX HOPM Ha pa3paboTKy CHUCTeM 3alllyThl
MH(pOopMaLu
[1K-3:
6. HarnpaBnieHusi pa3BuTHs Cpe/iCTB 3allMThl MH(OPMAaLIUY B
KOPITIOPaTHBHBIX CeTSIX
7. BrmsiHve TexHooTHiA 06/10KUeiiH Ha 6e30T1aCHOCTDb JAHHBIX
8. IIpaBoBbIe nOC/IeCTBYSI HECAHKL[MOHMPOBAHHOIO JOCTYIIA K
vHdopMalm
9. Pucku asist 6u3Heca OT yreuek MH(GOPMALUU U UX TTOC/Ie/[CTBUS
10. PoJib BHEILITHUX ayZAUTOPOB B obecrieueHNH Oe301aCHOCTH JAHHBIX

IIIkana oneHUBaHUSA

Ilkana oljeHMBaHUs

Kputepuu orjeHUBaHHUS

O6yuatoruiics TyboKO M Cofiep>KaTelbHO PacKpbIBaeT TeMY [OK/Iaja,

«OT1IMuHO» He J0mycTHUB OMOOK. OTBET HOCUT pa3BepHYTHIA M WCUepIbIBAIOIIUIA
XapakTep.
OO6yuaroIuiics B L{eJIOM pacKphbIBaeT TeMy [0K/afia, OHAKO OTBET XOTs
«X0poLo» yaroLy | packp y AOK/1aja, oA

ObI Ha OZIMH W3 HUX He HOCHUT Pa3BepHYTOr0 U MCUePIbIBAIOIIEro XapaKTepa.

«Y JOBIIeTBOPUTE/ILHO»

OOyuatomuiicss B 11eJIOM PacKpbIBaeT TeMy [OK/Ia/ila U AOMYyCKaeT psif
HETOUHOCTEeH, (hparMeHTapHO pacKpbIBaeT COJEpKaHHEe TeOpPeTUUYeCKUX
BOTMPOCOB WJTM MX PACKPBIBAET CO/IEPKATENIBLHO, HO JIONYCKas 3HAUNTE/TLHBIE
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HETOYHOCTH.

«HeyoB/1eTBOpUTEILHO»

OO6yuaroiuiics He Ba/ieeT BEIOpaHHON TeMO

6.2.3. OnleHOUHBIE CPe/ICTBA 0CTATOYHbIX 3HAHUH (TeCT)

IIK-1.

1. Kakoii u3 MeT0/i0B IIU(POBAHUSA SBJISIETCA CHMMETPHUYHBLIM?
1) RSA

2) AES

3) ECC

4)  Diffie-Hellman

2. Uto Takoe KpunrorpadguuecKum x3m?

1)  Asnroputm mmdpoBaHUs

2)  Meto/ nosiyueHUs1 YHUKaIbHOTO UIeHTU(PUKATOPaA JaHHBIX
3) MeTtog reHepaluu CyyalHbIX YUCET

4)  AJITOpPUTM [ijIsl IPOBEPKH TTOAJTMHHOCTH COOOIIeHUH

3. Kako# THI aTak HCHO/Ib3yeTCA JJjisi B3/ioMa MapoJiedl ¢ MOMOIIbI0

npeABapUTe/TbHO BIYUC/IE€HHbIX X31I-3HAUeHUM?
1)  Araka «rpy0oi CU/IbI»
2)  ArTaka o cjoBapr
3) ATaka C UCIT0/Ib30BaHUEM Pafly’KHbIX TaOHI]
4)  ATaka «ueJiIOBeK IocepearuHe»

4. Kakou anroputrM HUCHOJb3yeTca /iA mU(poOBaHHs [AAHHBIX B
coBpemeHHbIX Wi-Fi ceTsix?

1) DES

2) AES

3) RC4

4) RSA

5. Kaxkoil MexaHu3M ayTeHTH(UKALUM HCIO/Ib3yeTCs B MNPOTOKoJIe
WPA2 s 3auutbl Wi-Fi cereit?

1) ECDSA

2) TLS

3)  PSK (Pre-Shared Key)

4)  AES

6. Kakoil U3 nepeyuc/ieHHbIX a/IFTOPUTMOB He SIB/IAETCS aJITOPUTMOM
ACMMMEeTPUYHOr0 IHuppoBaHusa?

1) RSA

2)  ElGamal

3) AES

4) ECC
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7. Kakymo pyHKIHUIO BBINO/THAET MyO/TMYHBIN K/TI0Y B aCHMMETPHUYHOMN
Kpunrtorpaduun?

1)  Iudpyer faHHBIE

2)  [HewmdpyeT naHHbIE

3) [ToamuchIBaeT COOOIIEHHS

4) IIpoBepsert nognucu

8. Kak Ha3bIBaeTcsi araka Ha CHCTeMYy, NPH KOTOPO# NbITAKTCA
mo00paTh CEKPeTHBIH K/IH0U METOA0M «I'Py00ii CH/TBI»?

1) ATaka C UCIT0/Ib30BaHUEM Pafly’KHbIX TaOHI]

2)  ArTaka 1o cjoBapr

3)  Araka Ha ocHOBe IIH(dpa

4)  ATaka MeTOZ|0M ITOJTHOTO repebopa

9. Kakoit anroputm wucnonb3dyercas B SSL/TLS pas obecnmeuenus
KOH(pHMAEHIA/IbHOCTH U L|e/IOCTHOCTH /JaHHBIX NPU Nepefaye yepe3 HHTePHeT?

1)  AES

2) RSA

3) DES

4) RC4

10. Kakoe U3 3THX yTBep)KJeHHH 0 M(PPOBOH MOANUCH BEPHO?

1)  Ludposas moANyCh UCTIONIB3YeTCs s M POBaHUs COOOIeHNH

2)  Uudporas nogmick obecrieurnBaeT KOHPHUAEHIIMATBHOCTb COOOII[eHUS

3) LudpoBasi mnoAnNuCh UCMOJb3YeTCS [/ TPOBEPKU TOAJIMHHOCTU U
1[e/TOCTHOCTH COOOIIeHUS

4)  Ludposas moAnuCch UCOIb3YeTCS [JI CO3JaHus MapoJis

11. Yrto Ttakoe PKI (Public Key Infrastructure)?

1)  Cucrema ynpaBieHUs1 HA(PPOBbIMU NOAMUCIMA

2)  Cucrema /51 iMdpoBaHUSI CHAMMETPUUHBIMU a/IFTOPUTMaMU

3) Cucrema, UCTIOJIb3YHOLLAs TOJIBKO OZJHOPA30BbIe K/IFOUU

4)  MexaHu3sM /s ymOpaB/ieHUs] U XpaHeHUs] MyOJMUHBIX W TIPUBATHBIX
KJ/IFOUen

12. Yrto Takoe '"crporuii pexum muppoBaHUA" B KOHTEKCTe
anropurma AES?

1)  Pexum, rje KaXKapli 060K JaHHBIX MU(PYyeTCst OTAeTbHO

2)  PexxuMm, KOTOpBIM 3arpelaeT HWCIIO/Jb30BaHUWE BCEX CUMBOJIOB, KpOMe
Ludp

3) Pexxum, HCI0/Ib3YIONHH 6/10KM (GUKCHPOBAHHOTO pa3Mepa

4) Pe>xxuim, Kor/la OZJMH KJ/IF04 UCMO0JIb3yeTCs AJ1s1 BCeX CeCCUU

13. KakoM u3 a/irOPUTMOB SIBJ/ISIETCSI a/ITOPUTMOM X3IIMPOBAHUA?
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1)
2)
3)
4)

14.
1)
2)
3)
4)

15.

RSA
AES
SHA
Diffie-Hellman

B kKakom c1y4dae ucnosb3yercs aaroputm HMAC?
Inst co3ganyst UGPOBBIX MOATIHACEN

I171s1 3aITUThI 1[e/TOCTHOCTH JAaHHBIX

115 reHepalu CJly4alHbIX YKCesT

Inst merrmmdpoBaHUsT COOOITIEHHH

Kakoi mpoTOoKO0J1 MCNO0J/Ib3yeTCsl J/Isl 3all{UThl 3/IEKTPOHHON MOYTHI C

NMoMoIIbI0 Kpunrorpaguueckux MeTo0B?

1)
2)
3)
4)

16.

SSL
IMAP
S/MIME
SMTP

UTto o03Hauaer TepMHUH "KOH(HAEHLUATBHOCTH"' B KOHTEKCTe

3amuThl HH(popMarumn?

1)

BEIH_[I/ITa OT HeCaHKIUOHHUPOBAHHOI'O 10CTYTIId K AdHHBIM

2) Y moctoBepeHue NMOAJIMHHOCTHA OTIIPAaBUTEJISk

3) [ToaTBepxaeHUe 11eJIOCTHOCTU JaHHBIX

4) YmocroBepeHre aBTOPCTBA JaHHBIX

17. Kakou a/ITOPUTM Kpunrtorpaduueckoro X3IUIHUPOBAHUSA
HUCI0/Ib3YyeTCA JJisi NPOBepKHM TMO/JJIMHHOCTA TMapojiei B COBPeMEeHHbIX
cucremMax?

1) MD5

2) SHA-256

3) DES

4) RSA

18. Urto mpeacTaB/isieT c000M MeTOJ aTAKYHIIEro, KOTOPbI MbITAETCA

yrajaTb CEKpPeTHbIN K/, HCC/Ie/ys BO3MO)KHbIe KOMOMHAIMU 3HAUEHU ?

1) ATaka c pafy>KHbIMH Tab/TAL[aMU

2) ATaka MeTo/I0M MOJTHOTO Tiepebopa

3)  Araka no c1oBapro

4)  Artaka c ucnoJsib3oBaHvem ysizpumocter B [10

19. UYro Takoe "cumMMeTrpuuHoOe mudpoBanue"?

1) Wcnonb3oBaHWe  OAWHAKOBBIX  K/AOUed i IIA(POBaHUSA U
Aemun(ppoBaHUst

2) Vcrionb3oBaHue ABYX K/ItOueii: My0/JIMuyHOr0 ¥ MPUBATHOT'O

3)

Ncnonb3oBaHue YHHKa/IbHBIX K/I0ueun AJI KaXKI0ro ceaHcCa
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4)

20.

Hcrions3oBaHue OJIHOI'O KJ/IF04a [JId BCeX T10/1b30BaTe/iell CUCTeMbI

Kak Ha3bIBaeTcs MeéXadHH3M, HO3BOJIHIO]J.[PIﬁ aYTEHTH(bHHHPOBaTB

1M0JIb30BaTe/id C IOMOIMIBIO €ro 0TIIeYdTKd l'laflbl.la?

1)

BI/IOMETPI/I‘—IECKHH aYTEHTI/I(lJI/IKaL[I/IH

2)  MHorodakTtopHasi ayTeHTU(UKALKS

3) [TaposibHast ayTeHTU(UKALUS

4) PoneBasi ayreHTUQUKAaLIKS

I1K-3.

21. Kakoii U3 mnepevydc/IeHHbIX MeTO0B IMH(pPOBaHUA MCIOJIb3yeT
aCMMMeTPHUYHbIe K/TIOYHU?

1) RSA

2) AES

3) DES

4) RC4

22. [lnda gyero ucmosib3yercsa nporokos SSL/TLS?

1)  [lnsg wmdpoBaHUs 3/1€KTPOHHBIX TUCEM

2) s 3a1UThI JaHHBIX, TTlepejaBaeMbIX 10 CeTU

3)  [Ons ayTeHTH(]UKALIMM MOJ/Ib30BaTe e

4) I171s1 3a1UThl Oa3bl TAHHBIX

23. Uro Takoe ABYCTOPOHHSAS ayTeHTU(PUKAIUA (mutual
authentication)?

1)  Korga TonbKo cepBep ayTeHTU(hHULIMPYeT KIUeHTa

2)  Korma oba yuactHuka oOmeHa uMHGbOpMalel ayTeHTHUILIMPYIOT APYT
Apyra

3) Korga kmieHT ayTeHTUDUIMPYeET CebsI C TIOMOIIBIO TIapOJIst

4) Kora o6a yuacTHHMKa MCITO/Tb3YIOT OZIMHAKOBBIE TIapOJIv

24, KakoWi U3 MeTOJ0B 3allUThl /[JAaHHBIX HCIO/b3yeTcaA s
o0ecrieueHNsi LEJIOCTHOCTH M 3alMThl OT TMOAMEHbI JAaHHBIX B IpoIjecce HX
nepejaum?

1)  IIudpoBaHue

2) DJIeKTPOHHAsi MOAMNHUCH

3) X3IIUpOBaHUe

4) OTKpBITBIE K/THOUU

25. Urto Takoe cucreMa ynpas/jieHus kiawdamu (KMS)?

1) MexaHu3M Jij1s1 TeHepaluu nap K/Iouen

2)  MexaHu3M [i1s1 ynpaB/eHus: JOCTYNOM K JJaHHbIM

3)  Cucrema jj1s1 XpaHeHus1, pacrpeesieHus U 3allUThl K/IIouen

4)

[TpoToKOn /151 3aLKUThl HUH(POPMAaLIUU
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26.

Kak Ha3piBaeTcss Cmoco0d, NpPH KOTOPOM CeKPeTHBIN KJ/IHY

HCIOJIb3yeTcA /iA Jemu¢poBaHus 3aiiM(PPOBaHHbBIX JAHHBIX?

1)
2)
3)
4)

27.
HeBepHO?

1)
BXOZa

2)

3)

4)

28.

[TudpoBaHUe € UCHOIB30BaHUEM CUMMETPUUHBIX KJTHOUeil
AcrMMeTprUYHOe LIM(pOBaHue

XsLIUpoBaHue

OJIeKTPOHHas MOAIUCH

Kakoe wu3 3TUX yTBep)XAeHMH O KpunTorpauuecKux X>3miax
Xs31I-(yHKIUSA BCer/ja TeHepupyeT YHUKA/IbHBIA pe3yJbTaT /151 KaXK0ro
X31I-(yHKIMS UCTIOb3YeTCs [J1s1 IPOBEPKU LIeJIOCTHOCTH JaHHbIX
X31I-pyHKI[UH He MOTYT ObITh paciiridpoBaHbl 00paTHO

Xo1i-(hyHKI[UH SBSIOTCS HeOOpaTUMBIMU

Kakoii M3 3THX a/ropurMoB mudpoBaHus sBAAETC Haubosiee

3(b(bEKTHBHblM JJiF 34dIIIUTHI JdHHBIX B 00/1aUHBIX ceancax?

1)
2)
3)
4)

29.

AES

RSA
Diffie-Hellman
ElGamal

Kakoil nmpoTOKO/I UCHO/Ib3yeTCH /I/Ii YCTAaHOBJ/IEHMs 3alUILeHHOT 0

KaHa/la CBSI3U MeXAYy K/IMeHTOM U CepBepoM B HUHTepHeTe?

1)
2)
3)
4)

30.

SSL/TLS
HTTP
FTP
SMTP

Kak Ha3bIBaercs MeTO0/|, IMpru KOTOPpOM /IBd Yy4YdCTHHKA o0OMeHa

MOryT 00MeHHUBATbCs K/ouamMu 0e3 Toro, uro6bl OHM ObL/IM NepexBauyeHbI
TPpeTbel CTOPOHOM?

1)
2)
3)
4)

31.
1Y)
2)
3)
4)

32.

Huddu-Xennman
RSA

Onb-I'amans
RSA u quddu-Xennmax

Uro Takoe ceprudukar X.509?

Tun tudpoBoii noAnucu

CraHgapT [/151 3al{UThI [1apoJien

dopmar /151 XpaHeHUs: 1 0OMeHa My O/ IMUHBIMU K/TFOUaMH
MeTo/ reHepaLy Cy4YalHbIX YMCes

Yro npe/craBJisieT 000 aTaka «ue/I0BeK mocepeauHe»?
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1)  Araka, mpu KOTOpPOW 3/I0YMBIILJIEHHHK TMepexBaThbiBaeT U U3MeHseT
JlaHHbIe MeXJy ABYMSI CTODOHAMU

2)  Araka Ha cepBep, C LIeJIbIO IEPErpy3UTh ero

3) Artaka, Ipy KOTOPOM MAapoJyib I07b30Baresl YKpaZileH C ITOMOLLBIO
repexsara CeTu

4)  Araka Ha 1mMdp C UCTI0JIb30BaHUEM PaJly>KHbIX TabJTHI]

33. Urto Takoe "mMHorogakrTopHasa ayreHTH(uKanusa'"?

1)  Mertoa, Ipy KOTOPOM [ijisl BXO/la B CUCTeMY UCIIO/b3yeTcs AiBa U HoJiee
pa3HbIX criocoba MpoBepKH MOAJIMHHOCTU

2) Ncnonb3oBaHre eMHOTO MapoJis A/ BCEX IM0JIb30BaTes e

3) Wcnonb3oBaHre 0JHOPA30BbIX Mapo/en

4)  MeToj, IpyU KOTOPOM UCIIO/Ib3YeTCs TOJILKO MapoJib

34. Uro Takoe kpunrorpaduueckas 3aliiTa Ha 0CHOBE YI/IMITHUECKHX
KPHUBBIX?

1)  Meron, WCHOMB3YIOWIMKA [JONTHE BBIUMCIAEHUS /IS yBeJIUYeHHUs
6e3omacHoCcTU

2)  Metoj, UCIO/B3YIOLMI MaTeMaTUueCKie 0COO@HHOCTH 3/TUNITUUEeCKUX
KPUBBIX /1J1s1 oOecrieueHust 6e30MacHOCTU

3) MeTo/1, KUCNI0J/IB3YIOLMK TOJIBKO OJJHOPA30BbIe K/THOUU

4) Merto/1, KCNIO/IB3YIOIIMK X31LIMPOBAHKE

35. Kakou U3 MeTO[0B 3alMThI JAHHBIX MpeAIo/iaraeT ucno/ib30BaHue
JIMYHBIX 0MOMEeTPUYECKHX XapPaKTePHCTHK, TAKUX KaK OTNeYaTKH NMajIbLeB HiIH
paayxHasi 000/10uKa ra3a?

1)  Buometpuueckas ayTeHTUhUKALUS

2)  IlaposnbHast ayTeHTU(UKALUS

3)  CekpeTHbIU K/IHOUY

4)  OTKpBITBIM K/IHOU

36. Kakon anropurm 3amutbl HHGOPMALUM MCHOJIb3yeTcs s
(G poBbIX MONKCeHN B 3/IEKTPOHHOU moyTe?

1) RSA
2)  AES
3)  SHA-1
4)  DES

37. Kakoil aJropurM HCHOJb3yeTC B OO/IBIIMHCTBE COBPEMEHHBIX
cucreM 1A mudpoBaHus JaHHBIX B 0a3e JaHHBIX?

1)  AES
2) RSA
3) MD5

4)  SHA-256

30



38. Kakoll THMNm araK uamje BCero HCOo/ib3yercs /[Jis MNoucKa
yA3BHMMOCTel B KpUunrTorpaguyeckux nNpoToKo/iax?

1)  Araka «rpy0o¥ cUbI»

2)  Araka C UCTI0/Tb30BaHUEM PafyKHBIX TabO/HI]

3)  Araka Ha ocHOBe IK(]pa

4)  Artaka o c/10Bapro

39. Kakoii MexaHH3M HCIO0/Ib3YeTCA /1A 3alMThI JaHHBIX B 00/1aKke?
1)  CummeTpuuHOe mU(ppPOBaHHE

2)  AcumMeTrpuuHoe mMdpoBaHUe

3)  MHorodakTopHas ayTeHTU(hUKaLYS

4) VPN

40. Kak Ha3bIBaeTcs MNpoLiecC, NMPU KOTOPOM Kpunrtorpaguyeckui
K/II0Y HCHO0J/Ib3YyeTC A/l NPOBePKH LeJIOCTHOCTH [aHHBIX, a He [JIA HX
mmppoBanusn?

1)  XbsummpoBaHue

2)  OneKTpOHHas MOJIHCh

3)  AyrteHTU(UKaLUS

4)  Muddu-Xennmax

41. Kakod aJrOpuTM HCIO/b3yeTCA [/ CO3[JaHHMsl ayTeHTHUYHBIX
nu(poBLIX MonKCcel B O/10KUeiiHe?

1) RSA
2) ECDSA
3) SHA
4)  AES

42. Uro Takoe meTo/ " AByX(haKTOpPHOH ayTeHTU(UKALMHU " ?

1)  Wcnone3oBaHue ABYX pasHbIX KPUNTOrpaUuecKux ajrOpuTMOB IS
M POBaHUS

2)  HWcnonb3oBaHue  KOMOWHAI[MM  Tapojii U OWOMeTpUM s
MO TBEP)KJeHUs JIMYHOCTU

3) Wcnonb3oBaHue mnaposiiss M OZHOPA30BOrO KOZQ, OTIIPABJIEHHOTO Ha
TesieoH

4)  Vcnonb3oBaHUe JBYX UAEHTU(PUKATOPOB JJ1 KaXKJOTO M0/Ib30BaTe/Is

43. Kak Ha3biBaeTcsi KpunrorpagpuuecKud MPOTOKOJ, KOTOPbIU
o0ecrieunBaeT 0€30MaCHOCTH Be0-CalTOB?

1)  HTTPS
2)  FTP
3) POP3

4)  IMAP
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44. KaxkoW aJropuT™M HCIOJb3yeTcs B OJIOKYEH-TEeXHOJIOTUSX JAJIsA
NMPOBePKHU TPAaH3aKLMU?

1)  SHA-256
2) RSA
3) DES
4) MD5

45. Kakou Tun mudpoBaHMs  HCHOAb3yeTcs [/ Nepejayu
KOH(HIeHIIUa/TbHBIX /JaHHbIX B MPU/I0KEHUSX C UCI0/Ib30BaHHeM Iy0/IMYHOr0
K/aua?

1) RSA
2)  AES
3) SHA
4)  DES

Kirou K Tecry:

1.2 2.2 3.3 4.2 5.3 6.3 7.1 8.4 9.1

10.3 11.4 12.1 13.3 14.2 15.3 16.1 17.2 18.2

19.1 20.1 21.1 22.2 23.2 24.2 25.3 26.1 27.3

28.1 29.1 30.1 31.3 32.1 33.1 34.2 35.1 36.1

37.1 38.1 39.1 40.2 41.2 42.3 43.1 44.1 45.1

LLIkana oueHnBaHMS pe3ybTaTOB TECTUPOBAHMS

% BepHBIX pellieHui (0TBETOB) [IIkana orjeHUBaHUs
85-100 OTJINYHO
70 - 84 XOpOILI0
50- 69 YA OBJIETBOPUTEBHO
0-49 HEeYyIOBJIETBOPUTE/ILHO

6.2.4. TIpumMepsl 3aa4 NpU pa30ope KOHKPETHBIX CUTyaI{Hil

Tema 1. OcHogHble noHssimusi u onpedeseHust. UCmMoyHUKU, pucku u popmbl
amak Ha uH¢opmayuto. IToaumuka u cmaHoapmsl 6e3o0nacHocmu

IIK-1.

1. HarmcaTh OTYeT O pa3JUYHbIX HCTOUYHHKAX yIrpo3 0e30IacHOCTU
vH(OopMaluK, BK/IrOUasi BHyTpeHHYe U BHelllHUe (hakTopbl. [IprBecTy npuMepsl aTak

Y UX TIOCJIeICTBHSI.
2. Pa3paboTaTh MOMMTUKY 0e30macHOCTH /1J1si HeOO/IbIION KOMITaHUU, BK/TFOUast

OCHOBHbIE 3/IeMeHTbI, TaKre KaK yrpaBJjieHue AO0CTYyIoM, oOyueHre COTPYAHUKOB U
pearvpoBaHue Ha UHLUEHTHI.

3. OueHUTb PUCKU i1 UHGOPMALIMOHHON CHUCTeMbI, MCIOJIb3Yys METOUKY
OLIeHKU pUCKOB. OmnpefenuTh ySI3BUMOCTUA U TIPEIJIOKUTE Mepbl A1 MUHUMU3AL[UU
PUCKOB.

32



I1K-3.

4. TIpoBecTy aHa/iW3 peasbHbIX Cy4yaeB yTeuek JaHHBIX, OMUCKIBas, KakK Oblia
OpraHM30BaHa aTraka ¥ Kakue Mepbl He ObUIM TIPUHSTBI [jis TpeoTBpallleHust
VIHLIU/IEHTA.

5. PaspaboraTh Tmpe3eHTal[MI0 O CTaHjapTax 0e30MacHOCTH (HampUMeDp,
ISO/IEC 27001), 06BsicHsISI UX 3HaUeHKe Y MPUMeHeHHe B OpraHU3alysX.

6. Co3pmatb Tabuily, B KOTOpOU OyAyT mepeunciieHbl pa3/inyHble (POPMbI aTak
Ha UH(OpPMaLHIO, UX OTKCaHUE U CTIOCOOBI 3alUThI OT HUX.

Tema 2. Kpunmoepaguueckue modeau. Ancopummbl  WUDPOBAHUSI.
Aneopummbl aymeHmucpukayuu nosnb3oeameneti. Modeau 6e3o0nacHocmu OCHOBHbIX
ONepayuoHHbIX CUCTEM.

IIK-1.

1. OnucaTh OCHOBHbIE KpUITTOrpapuueckue MOZiesiv, BK/ItOUasi CAMMETPUUHBIE
W acUMMeTpPUUHble anropuTMbl. [IpuBecTr TIpUMephl U OOBSICHUTb, B KaKHUX
CUTYyaLsAX KaKAYI0 MOJe/lb C/le[lyeT UCII0/Ib30BaTh.

2. Pa3zpabotare aHanu3 anroputMoB IudpoBanusi (Hanpumep, AES u RSA):
TIPUHIUI PabOoThI, TPEUMYII[eCTBA U HeJJOCTaTKU KaXKJ0r0 aJrOPUTMa.

3. Onmcate MeTOAbpl ayTeHTHU(UKALMM T[0/b30BaTesed, BK/IOYas MapoJiy,
TOKeHbI U briomMeTputo. [IpUBecTU NMpUMephl, I/ie TIPUMEHSIFOTCS 9TH MeTO/b.

I1K-3.

4. Peanu3oBaTb TPOCTOM TPUMED MCIOJb30BaHUS aJropUuTMa LIKW(POBaHHUS
(manpumep, AES) Ha BbIOpaHHOM sI3bIKe TIporpamMmupoBaHusi. OrmucaTth, Kak
paboTaeT Koz 1 Kakue OHUO/IMOTeKH UCTIOh30BaIUCh.

5. TlpoBectn aHanu3 Mojeseli 6e30MacHOCTH B OJHON M3 OIepalOHHBIX
cuctem (Haripumep, Windows, Linux). OnucaTb, KakK OHH peaiv3ylOT 3allUTy
MH($OpMaLMU U yIpaB/ieHue JOCTYIIOM.

6. VccnenoBaTh COBpeMeHHble Yrpo3bl il KPUITOrpauuecKux MeTOJ0B
3aIUThI HHGOPMALUU U MPEJIOXKUTL CTIOCOOBI UX TIPe00IeHus.

Tema 3. AOmuHucmpupogaHue cemell. 3awjuma uHpopmayuu 8 cemsx.
MHozoypoeHegas 3aujuma KopnopamueHbix cemeli.

IIK-1.

1. HamucaTp OTueT O MOpPUHLMINAX aJMUHUCTPUPOBAaHUS CeTeld, BK/KOYast
OCHOBHBIE 3a/]Jauy ¥ OTBETCTBEHHOCTb CeTeBOr'0 aZ[MUHHACTPATOpa.

2. OnucaTe pas/iviyHble METO/bl 3alllUThl UH(POpPMAaLMUA B CeTSX, BKJIOUast
daepBosbl, cucTeMbl 0OHapykeHusi BTopkeHM u VPN. TIpuBecTu TipumMephl HUX
VICII0/Tb30BaHUSI.

3. Pa3paboTarh KOHIIEMIMI0 MHOTOYPOBHEBOUW 3alllUThI AJisi KOPIIOPAaTHBHOU
ceTd, BK/ItOUasi GU3NUYECKYH0, CEeTeBYIO U MPUKJIAZHYIO 3allUTYy.

IIK-3.

4. TIpoBecTH NpakTAYeCKOe UCCeloBaHKe 110 HACTPOKKe (paepBoJia U CUCTEMBI
oOHapy>KeHUsl BTOp)KeHW B TeCTOBOM ceTu. OrmcaTh IpOLECC HACTPOMKU WU
pe3y/ibTaThl TeCTUPOBAHUS.

5. Onucatb Haubosiee pacnpoCTpaHeHHble yrpo3ax 0e30MacHOCTU B CETSAX U
Tripe/ijlaraeMble Mepbl 110 UX MPeJ0TBPaLLeHUIO.
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6. Pa3zpaboTaTb pyKOBO/ICTBO I10 TPOBEAEHHUIO ayAuTa 0e30MacHOCTU CETeBOM
MH(GPaCTPYKTYPhl, BK/IHOUasi OCHOBHbIE 3Tarlbl U METO/IbI.
Tema 4. TpeboeaHus K cucmemam 3awjumbl UHGOpMAyuu U HANPAG/AeHUs

pasgumusi cpedcme 6e3onacHocmu npeonpusimusi. IIpasosble nocnedcmaust
HeCaHKYUOHUPOBAHHO20 docmynd K uH¢opmayuu
IIK-1.

1. Omucatb OCHOBHble TpeOOBaHHSI K CHUCTeMaM 3allluThbl HH(OpMaIUH,
BK/TIOYasi QyHKI[MOHA/IbHbIE, Ha/Ie)KHbIE U YCTOMUMBBIE aCIIeKThl.

2. Pa3paboraTh aHanmM3 HampaB/eHWM pa3BUTUS CPeJCTB 0e30MacHOCTU
TIpe/NPUSTHS: HOBbIE TEXHOJIOTHUU U MOJXO/IbI.

3. WccnenoBaTh TMpaBOBble acCMeKThl 3aluTbl WUH(GOPMALIMU: 3aKOHbI U
HOpPMaTHUBHbBIE aKThI, PETYIUPYIOIIVie 0e30MacHOCTh JaHHBIX.

IIK-3.

4. TTpoBecTH uCC/ieJoBaHKE O MOC/e/ICTBUSIX HECAHKLIMOHMPOBAHHOTO A0CTyTIa
K UH(opMalyu, TPUBO/Ist IPUMephI U3 peasTbHOM MPaKTUKHU.

5. TlogroToBUTH OTYET O pOJIM PETY/NATOPOB B obecrieueHWH 3allUThI
WHGOPMAI[UH: KaK OHM BJIMSIOT Ha TIPAKTUKKU U CTaHAAPThI 0€301MacHOCTH.

6. Omucatb TMpakTUUeCKue PpeKOMeHJAllMM TI0 BHeJIPEHUI0 TOIUTUKU
6e30mMacHOCTH Ha YPOBHe TIpeNPUATYS, BK/IFOUasi IPUMepHhI YCITeITHbIX peanu3alii.

Lkana oueHnBaHUA

[ITkasia olleHHMBaHUS KpuTepuu olieHHMBaHUs
«OTyHO» 00yYarIUICs SICHO M3/I0KW/I YCIIOBHE 3a/laui, pellieHrHe 000CHOBa
«XopoLIo» 00y4JaroImuics SICHO M3/I0XKU/ YC/IOBHE 3a/laud, HO B 000CHOBaHWU
pellieHUsi UMEeTCsl COMHEHHUS;
«Y I0B/IETBOPUTETHHO» 00yyJaromuics HW3/I0KW pelleHre 3alaud, HO 000CHOBal ero

(opMyTIpPOBKaMH 00BIIEHHOTO MBIIIIIEHUS];

«HeynoBneTBopuTenbHO» | 0OyUalOIIMIACA He YSICHW/ YC/IOBHe 3a/lauM, pellieHre He 000CHOBa
mibo He czian paboTy Ha MPOBepKy (B C/ydae TPOBeJeHHs PelleHust
3a/lau B ITMCbMeHHOM (opme).

6.2.5. Temnl a/is pedepaToB

Tema (pa3gen) Boripocsi

Tema 1. OcuoBusble morsatus u | [TK-1

orpe/ienieHns. VICTOUHUKH, 1. Onpepenenvie KpunTorpaduu U eé posib B 3alUTe HHPOPMALUH.
PUCKM 1 (POPMBI aTaK Ha 2. OcHOBHBIe BH/IbI aTaK Ha WH(OPMALMIO: TIPUMEPBI U CTIOCO0BI
rHpopMalmto. [lonvTrka u 3aIUATEL

CTaH/apTbI Ge3onacHocTH 3. ITo/mTuKK 6e30MacHOCTH: KaKye Mepbl He0OX0UMO MpeIIPUHATE

JU1s1 3a1UThl MH(GOpMAaLMK B OpraHU3aLiu.
4. CtaHzapThl 6e3011acHOCTH: MeXXAyHAPOAHbIe 1 HallMOHA/IbHbIe
CTaHZAApThI 0 3aiuTe uHpopMarmu (Harpumep, ISO/IEC 27001).

IK-3
5. O1leHKa pYCKOB B 00/1aCcTh MHPOPMAaLMOHHOW Oe30T1acHOCTH:
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MEeTO/Ibl Y TIOJXO/IbI.

6. AKTyasibHbIe yTPO3bl 6€301aCHOCTH MH(POPMAIMHM B COBPEMEeHHBIX
MH(GOPMALIMOHHBIX CHCTeMax.

7. Posib uenoBeueckoro ¢akropa B 6e30rmacHOCTH HH(MOPMaLIUK: Kak
OIITMOKHU TI0/Th30BaTe/Iel MOT'YT IIPUBECTU K yTeUKaM JJaHHBIX.

8. [IprMepnI peanbHBIX aTakK Ha MH(POPMaLMOHHbIE CUCTEMbI U aHAU3
WX TTOCeICTBUM.

Tema 2. Kpurnrorpaguueckue
MOZie/Id. AJITOPUTMBI
mubpoBaHUs. AJITOPUTMEI

Ay TeHTU(UKALUH
oJib30BaTeseii. Mogenu
0e30I1aCHOCTHA OCHOBHBIX
OreparjOHHBIX CUCTEM.

IMK-1

1. Knaccudukaiys KpyuntorpaguuecKux Mo/iesieil: CitMMeTpUYHbIe 1
aCMMMEeTpPHYHbIe a/IFOPUTMbI IIIU(PPOBaHUSI.

2. OcHoBHble anroputMel mrdpoBanusi: AES, DES, RSA: npuHLUIIEI
paboThl ¥ 06/1aCTH TIPUMEHEeHUSI.

3. ANIropyTMBbI ayTeHTU(YKALMK 110/1b30BaTe/eil: MeTO bl U CPe/ICTBa
(HarpuMep, TIapo/Ik, TOKeHbI, OUOMeTpHs).

4. Mopeny 6e30MacHOCTH B OTIePALIMOHHBIX CHCTeMaXx: KaK OHU
peanu3yoT 3aluTy BHGOopMaLiu.

IK-3

5. [IpumeHeHre KpunTorpahuyeckux aaropuTMOB B Pa3/InUHbIX
obmacTsix: oT (PMHAHCOB /10 TOCY/JapCTBEHHBIX CTPYKTYP.

6. CoBpemMeHHbIe YIPO3bI [i/1s1 KpUMITOrpahuuecKux MeTO/[0B 3allUThI
“H(OpMaLMX: aTaku Ha MKUQPbI U UX YSI3BUMOCTH.

7. IHTerpauys KpurnrorpaguuecKux MeTOoZiOB B POrPaMMHOe
obecrieueHue U arirapaTHbie pelieHusl.

8. Byayiee kpuritorpaduu: HOBble HarlpaB/IeHUsI U TEXHOJIOTUH, TaKue
KaK KBaHTOBasi KpUNITOrpadusi.

Tema 3. AgMUHUCTPUPOBaHKe
ceTeil. 3aiura nHGOpPMaIUU B
ceTsix. MHOTOYpOBHeBast 3alliyTa
KOPITOpPaTHUBHBIX CeTel.

IMK-1

1. OcHOBHBIe TIPUHLUTIBI A[MUHUCTPUPOBAHUS CeTel: 3a/1auu U
OTBETCTBEHHOCTh CETEeBOT0 a/IMUHUCTPATOPA.

2. MeTo/ibI 3aiuThl MHGOPMAIMK B KOPIIOPAaTUBHBIX CeTsX: ()aepBoJibl,
cucTeMbl 0OHApY>KEHUSI BTOP)KEHUH U IpyTHe Cpe/iCTBa.

3. MHoroypoBHeBasi 3all[uTa CeTeBOi MH(PPACTPYKTYPHI: TIOAXOAbI U
TeXHOIOTUMU.

4. Posib VPN u mdpoBaHus B 3amiuTe MHGOpMaI|K Mpy Trepefiaue
JITaHHBIX TI0 CETSIM.

IK-3

5. TIpumepsI yCIeIIHOM peav3ariii MHOTOYPOBHEBOM 3all[UTHI B
KPYITHBIX OpraHU3ariusix.

6. ¥Tpo3bI 6€30MaCHOCTH B CETSAX: aHa/IM3 U CTIOCOOBI UX
rpe/IoTBPAlLL[eHUSI.

7. Ayaut 6e30macHOCTH CceTeBOW MHGMPACTPYKTYPbI: METO/IbI U
TO/IXO/TBI.

8. IpakTryeckrie peKOMeH/Jal|u TI0 y/TyullieHHi0 6e30macHOCTH
KOPITOPAaTUBHBIX CETEH.

Tema 4. TpeboBanus K
CHCTeMaM 3allUThl UH(OpMaLU
M HarpaBJIeHWsI Pa3BUTHS
cpezicTB Ge30MacHOCTH
npeanpusTys. IIpaBoBble
MOC/IeACTBUS
HeCaHKIMOHUPOBAHHOTO

0CTyTia K MHpOpMaLH

[K-1

1. OcHOBHBIe TpebOBaHUsI K CHCTeMaM 3allUThl MHPOPMaLIUK:
(yHKI[MOHATbHOCTD, HA/IE)KHOCTh, YCTOMUHMBOCTD.

2. HampaBieHust pa3BUTHs CpeACTB 6€30MacHOCTH: HOBbIe TeXHOJIOTUU
¥ TIO/IXO/IBbI B 3alL{uTe MH(OPMALIUH.

3. IIpaBoBbIe acreKThl 3alUThl MHPOPMALIMHK: 3aKOHbI U HOpMaTHBHEbIE
aKTbl, Perynvpyrorye 6e30macHOCTb JaHHBIX.
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4. OTBeTCTBEHHOCTb OpraHU3alii 3a YTeUKy [JaHHbIX: [IPaBOBbIe
N0C/1Ie/ICTBUS U Mepbl BO3/eCTBUSL.

[1K-3

5. IIpumepsl HeCAaHKIIMOHUPOBAHHOTO AOCTYTIa K MH(GOPMALUH U UX
TIPaBOBBIE MTOC/Ie/ICTBUSI.

6. Postb peryniiTopoB B obecrieueHUH 3alUThl MHPOPMAIIUU: KaK OHU
B/IMSIFOT Ha TIPAKTHKH U CTaHZAApThl 6€30macHOCTH.

7. Pa3paboTKa 1 BHeJpeHMe TIOJIMTUKA 0e301acHOCTH Ha YPOBHE
Tpe/ITIPUSATHS: TIPMePh] ¥ PeKOMeH/IaLHH.

8. Byaymee 3ammtel HHGOpPMAaLIMK: KaK MTPaBOBbIe U TEXHOJIOTMUYECKHe
M3MeHeHHs TIOB/IUSIFOT Ha CUCTeMbl 6e30MacHOCTH.

IIIkasa onjeHUBAHUS

ITkasa oljeHWBaHUs Kputepun onieHuBaHUs

«OTnuyHO» OOyuaromuiicsi TyOOKO U COZep)KaTeJbHO PpacKpbiBaeT TeMy
CaMOCTOSITe/IbHOM paboThl, He [OMyCcTUB OIIMOOK. OTBET HOCHUT
pa3BepHYThIM M MCUepMbIBAOLIUNA XapaKTep.

«XopoLo» OOyuarouiicsi B IIeJIOM DPacKpbIBaeT TeMy CaMOCTOSITe/TbHOM
paboThl, OFHAaKO OTBeT XOTS Obl Ha OJWUH W3 HUX HE HOCHUT
Pa3BepHYTOr0 M MCUEPIIbIBAIOLLET0 XapaKTepa.

«YpnoBnerBopuTenbHO» | OOyuaromuiicsi B 1[eJIOM DPAcCKpbIBaeT TeMy CaMOCTOSITebHOU
paboThI U fOMyCKaeT psifi HETOUHOCTeH, (pparMeHTapHO pacKpbIBaeT
COZilep’KaHue TeOpeTMYeCKUX BOIMPOCOB WM WX pacKpblBaeT
coZiep>KaTesibHO, HO JI0IyCKasl 3HauuTe/IbHble HETOUHOCTH.

«HeynoBneteopute/nibHO» | OOyuaroIuiicss He Bja/ieeT BbIOPAaHHOM TeMOW CaMOCTOSATeTbHOU
paboThI

6.2.6. UnpuBU/ya/TbHbBIE 3aJaHUA /I KyPCOBOM padoThI (IPOEKTA)
KP wu KII no pgucuuruiiHe «Kpunrorpadbuueckie MeTOAbI —3alllUThl
uHbopMalu» pabodeii TporpaMMoii ¥ yueOHBIM TIJTAHOM He TpeAyCMOTPEHBI.

6.3. OIEHOYHBIE CPE/ICTBA ITPOMEXYTOUYHOI'O
KOHTPO/JIA

BOHPOCI)I /I MOATOTOBKH K HpOME)KYTO‘-IHOﬁ 4aTTeCTalluH 110 UTOr'aM 0CBOE€HUA
JUCIIUIT/IMHDBI Kpl/lHTOFpaq)I/I‘-IECKI/IE MeTOAbI 3dlIUThI I/IH(l)OpMa].ll/lI/I:

I1K-1.

1. KomribroTepHbie BUPYChI. VIX pa3HOBUIHOCTH.

2. AHTUBUPYCHBIE cpefcTBa. [IpuMepbl aHTUBUPYCHBIX TIPOrPaMM.

3. [MTonsiTrie vHGOPMALMOHHOM 6e30TTaCHOCTH.

4. [TonsiTne KOH(MUIEHIIMAaTBHOCTU UH(POPMALIUH.

5. [Tonsitue  fgoctynma K  uHbopMaluu  (CaHKLMOHHMDOBAHHBIA U
HeCaHKLIMOHUPOBAHHBIN [JOCTYM).

6. [TonsTHs naeHTU(hUKALYS, ayTeHTU(UKALUS U aBTOpU3aL[s.

7. [TonsiTrie yrpo3a 6e30macHOCTH.
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8. [ToHsATHE ySA3BUMOCTb CUCTEMBI (CETH).

9. [ToHsiTMe aTaKy Ha KOMITBIOTEPHYIO CUCTEMY.
10. OxapakTepusyiTe TIOAXOAbI K  00eCIleueHWI0  KOMITbIOTEPHOU
MH(OpMaL1K.

11. TlepeunciuTe OCHOBHBIE W BCIIOMOTaTe/bHbIE CEPBUCHI 0E30ITaCHOCTH,
JlalTe UX K/IaCCU(PUKALUIO.

12.  [laiiTe XapaKTepPUCTUKY TPyMN TpeOOBaHUM K CUCTeMe 3all[UThI.

13. «®dparmeHTapHblli»  TIOAXOA B obecrieueHuun — 6Ge3omacHOCTH
KOMITbIOTEPHOW CUCTEMBI.

14.  «KoMrIuieKCHbBIM» MOAX0[ B obecrieueHUH 0e30MacHOCTH KOMITbIOTEPHOMN
CUCTEMBI.

15. B uem 3ak/touaeTcs MOMTHKA 0€3011aCHOCTH KOMITbIOTEPHOM CUCTEMBI?

16. Ha yem ocHOBaHa «u30upaTe/ibHasH» MOMUTUKA 0€30TacHOCTH?

17. Ha uem OCHOBaHa «IIOJTHOMOYHasi» MOUTHKA H6e30macHOCTU?

18. Tlonsitue kpunTorpaduu. OCHOBHBIE BU/IbI IITU(POB.

19. OO06obieHHass cxemMa KpUIITOCUCTeMbl. [IOHSATUS CHUMMETPUYHOM WU
aCUMMETPUUYHOW KPUNITOCUCTEMBI.

20. ITepeuucnute OCHOBHBbIE a/IrOPUTMBI KpunTorpaduueckux
npeobpa3oBaHuUi.

21. IlepeunciiTe OCHOBHBIE METOZABI  KPUINTOrpaUueckKod  3allUThI
MH(pOpMaLKU B KOMITbIOTEPHBIX CUCTEMAaX U CETSIX.

22. Kak xjmaccubulypyroTcsl CpeAicTBa KpunTorpauueckod — 3alliUThbl
nHbopmauu?

23. OCHOBHble [IOCTOMHCTBA U HEeJOCTAaTKM aJropuT™Ma IMIW(POBaHUS
JlaHHbIX ¢ nomoieo DES.

24. TlepeumciuTe  OCHOBHble  KOMOWHALIMM,  WCIIOJIb3yeMble  TIpU
mmdpoBaHuu anroputmom DES.

25.  TlepeumciuTe OCHOBHBIE peXXUMbI paboThl aroput™a DES.

26. Kak obecrieunBaeTcst KPUNTOCTOUKOCTh aCMMMeTPUUYHBIX
KPUIITOCUCTEM?

27. KakoBO OCHOBHOe Ha3HaueHHe Xell-(PyHKIUU?

28. KakoBbI OCHOBHbIE IPUHLIUIBI (HOPMUPOBaHUS Xell-(PyHKLN?

29. OranuMTe/ibHble 0COOEHHOCTHM OTeUeCTBEHHOTO CTaHjapTa  Xelll-
dbyukiuu ('OCT P 34.11-94) ot anroput™MoB XxelipoBanuss MD5 u SHA.

30. IlepeuncinTe OCHOBHbIE€ A/JIFTOPUTMbI 37I€KTPOHHOM LIM(POBOM TOATIHCH
Y YK&)KWATe Ha UX MPUHLIUNHUAbHbIE OT/IAUKS.

31. TunuyHble aTaky Ha OMEPALMOHHYI0 CUCTEMY

32. TloHsiTHe 3alUILIeHHOM ONepaljuOHHOU CUCTEMBI.

33. ArmnmapaTHoe o0ecrieueHre Cpe/CTB 3allUThI OIepal[MOHHON CUCTEMBI.

34. TIpoGsemsbl 6e3omacHoCTH IP-ceTeid.

35. Haubonee pacnpocTpaHeHHble BapUaHThl aTak Ha KOMITbIOTEPHYIO
cucTtemy Ha ocHoBe nipotokosa TCP/IP.

36. CdopmynupyuTe CMCOK (YHKIIMOHAIBHBIX [e(eKTOB C TOUKHU 3peHUsI
3alMThI B UCMI0/b3yeMoM onepaloHHou cucteme (OC).

37. HasoBute 3nemeHThI 6e3omacHoct OC UNIX?
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38. OcHOBHbIe TIPAKTUUYECKHe BOTIPOCHI 3allIMThl MH(OPMAaLUH.

39. [IporpamMMHbIe Cpe/iCTBa 3allUThl U YHUUTOKEeHUSI UH(POPMaLIUH.

40. OcHOBHbIe TIPUHIUIIBI TIOCTPOEHUS] MO/ CUCTeMbl UH(GOPMALIMOHHOM
6e30mMacHOCTH.

41.  OO6muue pUHIMIIBI 00ecrieyeHrs THPOPMALMOHHOM Oe30TacHOCTH.

42. CpexctBa obecrieueHUs] KOHPHIEHI[HATBHOCTH JJaHHBIX.

43. CpeacTBa uieHTU(PUKALIMM U ayTeHTU(UKAL[AX [10/Tb30BaTeel.

44. TlpuBeguTe OCHOBHbIe CXeMbl HWJeHTU(PUKALIMM U ayTeHTU(PUKaLUU
T10/1b30BaTeJIsl.

45. CpeacTBa ayTeHTH(DUKALIUM 3/IeKTPOHHBIX JaHHBIX.

46. [IlpuBeaute  KnaccudUKaldi0  CHUCTEM  3alllUThl  MTPOrPaMMHOIO
obecrieueHusl.

47. CpaBHUTe OCHOBHble TexXHWUYeCKWe MeTOAbl U CpeACTBa 3alljUuThl
ITPOrPAMMHOT0 00eCTieueHusl.

48. HaszoBuTe OT/IMUMSA CHUCTEM 3all{UThl OT HECAHKLIMOHUPOBAHHOI'O JOCTYIIa
OT CUCTeM 3allUThbl OT HECAHKLIMOHUPOBAHHOT O KOTTMPOBaHUSI.

49. IlpuBenuTe omnpe/ie/ieHHe MOHATUMN «IIPOTOKOTMPOBAHUE» U «ayIUT»

50. HazoBure 3asauy, peaszyeMsble TIPOTOKO/JIUPOBAHUEM U ayAUTOM.

51. [laiTe XapaKTepUCTHKY 3a/laul aKTUBHOI'O ayUTa.

52.  IIpuHLMIIBI MOCTPOEHHUS U CBOMCTBA MOTOKOBBIX IIM(POB.

53. OcHOBHBIe MeTO/bl KPUIITOAHA/IU3a CUMMETPUYHBIX U aCUMMEeTPUUHbIX
m1dpoB.

54. IIpumeHeHre KpUNTOrpadhUueCKUX MeTOIOB /IS 3aI[UThl O€CTIPOBOJHBIX
ceTen.

55. Ponb u cTpyKTypa cepTUdhUKaTOB OTKPHIThIX Ktouet (PKI).

56. MexaHusMbl U cTaHAapThl Lu@posoi moamvcu (PKCS, X.509).

57.  ANropuTMBbI reHepaluu KIouel U MeTO/Ibl yIpaB/ieHusl KITF0UaMH.

58. Mertoabl obecrieueHUst LIeJIOCTHOCTH [aHHBIX B CHCTeMaX 3allUThbl
MH(pOpMaLu.

59. Crangapt ['OCT P 34.10-2012 v ero npumeHeHHe /51 3/€KTPOHHOU
TIO/TIACH.

60. IIpuHuumnbl paboTkl U pUMeHeHUe anropuTMa RSA.

61. OcobeHHOCTM W TIpUMeHeHHe KpHUIITorpaduu C IJTUNITHYECKUMU
kpuBbiMU (ECC).

62. MexaHU3MBbI aHOHWUMHOCTH u KOH(HeHIIa/IbHOCTU B
Kpunrorpaguueckux cuctemMax.

63. OcHoBbl Kpurnrorpahuyeckoil 3alfUThl MOOWIBHBIX U  0OOIaUHBIX
CepBUCOB.

IIK-3.

64. CoBpeMeHHbIe TIPUWIOKeHUs Kpuntorpaguu. [Ipumepsi.

65. Kakue »snemenThl  6Ge3omacHoctu  cogepxur  OC  Windows
2000/XP/Vista?

66.  OTarmbl MOCTPOEHUsI MOACHUCTeMbI MH(OPMaLMOHHOM 6e301aCHOCTH.
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67. [JoctouHcTBAa  OMOMETpPUUECKHUX  CTHOCOO0OB  HAeHTUPUKAIMM U
ayTeHTU(UKAaLMY 110 CPABHEHUIO C TPAJULIMOHHBIMHU.

68. IIpaBoBbIe TI0C/IeICTBUS HEeCaHKIIMOHUPOBAHHOI'O cbemMa U
VICITI0J/Ib30BaHUs KOH(UIeHLINaTbHON UH(OPMALUH.

69. OcobeHHOCTH TIpUMEHEHUs] TeXHUYeCKUX CpPeACTB yHUUTOXKeHHs
MH(OpMAaLMM Ha MarHATHBIX U ONTUYECKUX HOCHUTEJISIX.

70. Ilepeuncivre yHKLMU U KOMIIOHEeHTHI ceTh VPN.

71.  Knaccudummpyiite VPN 110 criocofy TexXHWYeCKOW peaiv3aiuu U
apXUTEKType TEXHUUEeCKOI'O peLleHus.

72. Kakue kpuntorpaduueckrde MPOTOKO/bI MCIONb3YIOTCS [JS 3allUThl
TeXHOJIOTUU «KJTUEHT-CepBep»?

73. IlpumeHeHrWe acCUMMETPUUHOM  Kpumnrorpaguvi B  3€KTPOHHOU
KOMMEDLIUH.

74.  Tlpuniumbel paboThl U MpuMeHeHHe rpoTokosia SSL/TLS.

75. OcobOeHHOCTH TIOCTPOEHHUSI W UCITIOb30BaHUSI KpHUMNTOrpaduuecKnx
TOKEHOB.

6.4. MeToanuecKne MaTepHasIbl, ONpe/ie/ISII0IHe MPOoLeAyPbl OLeHUBaHHS
3HAaHUM, YMEHH, HABBIKOB U (M/IH) ONBITA AEATE/TbHOCTH, XapaKTePU3YIOIHX
3Tanbl ((OPMHUPOBAHHS KOMIIETEHI[UH

OCHOBHOM 1leJIbl0 TIPOBe/IeHHsI TPOMEXYTOUYHOM aTTeCcTalydd SIBJISeTCs
oripefieJieHNe CTerleHW [OCTYDKeHHs Iiesiell 1o yueOHOW [JUCILUIUIMHE WK ee
paszenaM. OCyLecTBASeTCS 3TO MNPOBEPKOM M OLIEHKOW YPOBHSI TeOpPeTUYeCKOU
3HaHUM, TIOMYYeHHBIX OOYYaroIUMUCS, yMeHHWs TPUMEHSTh WX B peIlleHUun
NMpakTUUeCKUX 3a/lay, CTerleHW OBJIaZieHus OOyJaroImUMUCA TPaKTUUeCKUMU
HaBbIKaMH M YMEHUSIMH B 00BbeMe TpeboBaHUl paboueli IporpaMMbI 10 AUCIIUTIIIVHE,
a TaKKe UX yMeHHe CaMOCTOsTeIbHO paboTaTth ¢ yueOHOM IMTepaTypo.

Opranu3zanusi TpoBeJleHUs] TIPOMEXXYTOUHOM aTTeCcTaljuy perjaMmeHTHpOBaHa
«[TonoxxenremM 06 opraHusaluu o0Opa3oBaTesbHOTO TMpoliecca B (egepasbHOM
rocy/lapCTBeHHOM aBTOHOMHOM 00pa3oBaTe/IbHOM yupexJeHUuM «MOCKOBCKUM
MOJINTeXHUYECKUY YHUBEPCUTET»

6.4.1. MokaszaTenn OLEHUBAHUA KOMMETEHLUUA Ha pPasIMYHbIX 3Tamnax Wux
hbopMupoBaHUs, OOCTUXKEHME 0OYYHaOLWMMUCS NJIAHUPYEMbIX Pe3y/ibTaToB 0byyeHus
no AUCUUNINHE

Koja n nHaumenoBanue kommnerennuu [TK-1. Cnioco0eH BbINO/THATH Pad0ThI U ynpaB/ieHHe padoTaMu 1o
co3ganuio  (Mogudukaruu) U compoBoxAeHurw HWC, aBTOMAaTU3UPYWOIIUX  3ajadu
OpraHU3alMOHHOT0 YIIPAB/IeHHs U OU3HeC-MPOoLecChl

drtan Kpurtepuu orjeHMBaHUA
(YypoBeHB
) HEYA0BJ/IETBOPUTE/ILHO YAOBJ/IETBOPUTE/IBHO Xopo1iio OT/IMYHO
3HaTh Ob6yuatoruiics Ob6yuatornumiics Ob6yuarorumiics Ob6yuatornumiics
JIeMOHCTPUPYeT TIOJHOE | EMOHCTPUPYET JIeMOHCTPHUpYeT JIeMOHCTPHUPYeT
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OTCYTCTBHE WM | HETIOJTHOe YaCcTUYHOE TIOJTHOE
He/[0CTaTOYHoe COOTBETCTBUE COOTBETCTBHE COOTBETCTBUE
COOTBETCTBHE C/IeIyIOILMX 3HAaHUM: | CIeAYIOIINX CJIeIyFOLIIX
CJIeAyIOINX 3HAHUM: Pa3zpaboTtka Mofenu | 3HAHUM: 3HaHU:
Pa3paboTka Mo/ie | OGU3HeC-TIpOoLIeCCoB Pa3paboTka Pa3paboTka
Ou3Hec-TIpoLIeCCoB 3aKa3uuKa Mojiend  OusHec- | MmoZiennn  Ou3Hec-
3aKa3uMKa MIPOLIeCCOB MIPOLIECCOB
3aKa3uuKa 3aKa3uuKa
yMeThb OGyuatoruiicst He ymeeT | OOyuaromuncs OOGyuarormiics OOGyuaroruiics
WIA B HEJOCTaTOUHOMW | IeMOHCTPUPYET JIEMOHCTpUPYeT JIeEMOHCTpUPYeT
CTeTieH! yMeeT | HeroJyiHoe YaCcTUYHOE TIOJTHOE
BBITOJIHSTh: COOTBETCTBHE COOTBETCTBHE COOTBETCTBHE
Pa3pabarsiBaTh 0asel | C/IeyIOMUX  YMEHUH | CIeyIOLINX CJIeTyFOLIIX
JaHHbIX M1C Pa3pabatbiBaTh 0a3bl | yMeHUI: YMeHUH:
JaHHbix M1C Pa3pabarsiBaTh Pa3pabareiBaTh
0a3b1 faHHbIX MIC 0a3b1 JaHHbIX MIC
Baagers | OOyuaroimiics He | OOyuaromuiics OO6yuarormmcst OO6yuarormiics
BAa/leeT WU B | B/Ia/leeT B HETIOJTHOM | /IONYCKAOTCS CcBOOOTHO
HeJJOCTaTOYHOMN CTereHU | o0beMe U TPOSIB/ISIeT | He3HAUUTeTbHbIe MIpUMEHSIET
B/IJleeT: TEeXHOJIOTUSIMU | HeIOCTaTOUYHOCTh OILIMOKHY, TIOJTyYeHHbIe
TIPOrPaMMUPOBaHUS, B/IQ/IEHUs] HABBIKAMHU | HETOUHOCTH, HaBBIKU, B TIOJTHOM
TEXHOJIOTUSIMU paboThI 3aTpy/AHEHMS, obbeme  Biajieer
MOZY/TbHOTO TeXHOJIOTUSIMU YaCTUYHO BJIaZIeeT | HaBbIKaMKU PabOThI
TeCTUPOBaHUsI VC | mporpaMMHpOBaHUsi HaBbIKAMUA PabOTHI | TEXHOJIOTUSIMU
(BepuduKaryn) TEXHOJIOTUSIMU TEXHOJIOTUSIMU MIPOrpaMMUPOBaHU
MO/TyJTBHOTO MPOrpaMMUPOBaHU | 5T
TeCTUPOBaHUA NC | a TeXHOJIOTUAMHU
(BepuduKaLM) TEXHOJIOTUSIMUA | MOJYJIbHOTO
MO/ Y/IbHOT' O TectupoBaHus JC
tectupoBaHusi MC | (Bepudukaiym)
(Bepudukaryn)

Kop u HanmeHoBanue kovmereHnuu ITK-3. CnocofeH pa3padaThiBaTh KOMIIOHEHTHI CHCTE€MHBIX
NMPOrpaMMHBIX IPO/YKTOB

rtan Kpurepuu oneHuBaHus

(ypoBeH

b) HEY/I0B/IETBOPUTE/ILHO | y/IOBJIETBOPUTE/IHHO | XOPOILO OT/INYHO

3HaTh OOyuarormmiics OOyuarormiics OO0yuarormiics OOyuarormiics
JIEMOHCTPUPYET TIOJIHOE | IEMOHCTPUPYET JIEMOHCTPUPYET JIEMOHCTPHUPYET
OTCYTCTBUE WU | HEeTIOJTHOe YacTUYHOe TIOJTHOE
He/I0CTaTOYHOe COOTBETCTBHE COOTBETCTBHE COOTBETCTBHE
COOTBETCTBHE CJIeAYIONINX 3HAHUM: | Ce[yHOLUX CJIeIYIOIINX
CIeIyIOLMX 3HAaHUM: Cosganue 3HaHUU: 3HaHUM:

Co3pnaHyve | MHCTpyMeHTa/IbHbIe Cosganue CosgaHue
WHCTPYMEHTA/TbHbIE cpezcTBa WHCTPYMEHTA/IbHBI | MHCTPYMEHTAa/TbHbI
cpefcTBa TIPOTrPaMMHUPOBaHUsI e cpefcTBa | e cpefcTBa
TIPOTPaMMHPOBaHUS MIPOrPpaMMUPOBAHU | IPOTPAMMHPOBaHU
s s

yMeThb OOyuatornuiicst He ymeeT | OOyuaromumncs OOGyuaroruiics OOGyuaroruiics

WIM B HEJOCTaTOUHOMW | eMOHCTPUPYET JI€EMOHCTpUPYeT JIeEMOHCTpUPYeT
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CTerneHu yMeeT | HeroJiHoe YaCcTUYHOE TIOJTHOE
BBITIOJTHSITE: COOTBETCTBHE COOTBETCTBHE COOTBETCTBHE
PaspaboTka C/IeIyIOUMX YMEHHUH: | CleyIomuX CJIeIyFOLIIX
KOMITUJISITODBI, PaspaboTka YMEHHI: YMEHHI:
3arpy34uKu, COOPITIMKA | KOMITU/ISITODBI, Pa3paboTka Pa3paboTka

3arpy3uMKy, KOMITHJIITODBI, KOMITUJISITODBI,
cOopuku 3arpy34MKH, 3arpy3urKy,
COOPIIHKU COOPIIHKU

Baagers | OOyuaroimiics He | OOyuaromuiics OO6yuarormmcest OOyuarormiics
BIaZieeT WU B | BlIaZiceT B HEIOJIHOM | [IOIyCKAaOTCSI CBOOOZIHO
HeJIOCTaTOUHOM CTereHu | 00beMe U TpPOSIBJSIET | He3HAUNTe IbHbIe TIPUMEHSIET
BJIaJIeeT: He/[0CTaTOUHOCTh OLIUOKH, TIO/TyYeHHbIE
Pa3paboTKOl CUCTEMHBIE | B/IaJIeHUs] HaBbIKAMU | HETOUHOCTH, HABBbIKU, B TIOJIHOM
YTUTHTBI paboThI 3aTpy/JHEeHUS, obbeme  Biazieer

Pa3paboTkoii YaCTUYHO BJIA/IEeT | HaBbIKAMHU PaOOTHI

CHCTEMHbIE YTWIUTBI | HaBbIKaMu paboTel | Pa3paboTkoii
Pa3paboTkoii CUCTeMHbIe
CUCTEMHbIE YTHIATBI
YTHJIUTBI

6.4.2. MeToANKa OLleHUBaHNsI Pe3y/IbTAaTOB MPOMEeXYTOUHOM aTTeCcTaluu

[TokazaTensiMM OlLleHMBaHUS KOMITeTeHI[UHA Ha

STarie

TIPOME>KYTOUHOU

aTTecTaluu no AucuuriiHe «Kpunrorpaduueckue MeTO/bI 3all[UThl UH(POPMAaLIAU»
ABJISIFOTCS Pe3y/IbTaThl 00yUeHus TI0 JUCIUTIIHE.

OI.[EHO‘-IHBII‘/JI JIMCT pe3y/jIbTdTOB Oﬁy‘-lEHl/lﬂ o AUCIUII/INHE

YpoBeHb
chopMHUpOBaHHOCTH
Kon
KOMIIETeHIIH 3HaHusA YMeHus Hasbiku KOMITIeTEHLIUU Ha
JlaHHOM 3Tarie /
OL|eHKa
Ha YpOBHe Ha YpOBHe Ha YpOBHe
3HaHUWU: YMEeHHUI: HaBbIKOB:
3HaThb yMeTb 3/1eMeHTaMu1
[IK-1. Criocoben | CTaHJapTHbIE MPUMEHSTh (YHKI[MOHATBHOTO
BBITIOJ/THSATh 3a/a4un MaTeMaTUUeCKH | aHa/u3a;
paboThI U npo¢ecCUOHAIbH | € MEeTO/BbI, 6ubnoTeyHo-
ynpasJieHne Ol /1esiITeNIbHOCTH; | BBIUMC/IUTENbHY | Oubsorpaduyeck
paboramu 1o 3HaTh 10 TEXHUKY 11 | UMU 3HaHHUSIMU.
CO3AaHHIO COBpeMEeHHbIe peLIeHus
(MOAHd)I?KauHH) TeH/eHLIN MpaKTUUeCKUX
COMPOBOKIEHHIO pasBUTUSA 3ajay;
1IC, VH(pOpMaTHKH W | yMeTb
aBTOMaTH3upyio | BPIUMC/IMTEIbHOM | aHaM3MPOBaTh
LM 3aauK TeXHUKH, Y BbIOMpATh
OpraHu3aLMOHHO KOMITIbIOTE€PHBIX MeTObI 1
0 yIpaB/ieHust U | TEXHOJIOTUN U cpe/CcTBa
6usHec- MyTH UX obecrieueHust
TpoLeCchbl MIpHMeHeHu’s B VMH(pOpMaLMOHH
rpoeccroHaNbH | OM
Oif fleATeNIbHOCTH; | 6e30rMacHOCTH.
3HaTb OCHOBBI
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VMH(OpMaLMOHHO-
KOMMYHUKaIIMOH
HBIX TeXHOJIOTHIA;
3HaTh MMOHSATHUS
KOH(UeHIMa/IbH
ol uHbopMaLu,
TepCOHAMbHBIX
JAHHBIX U
roCy/lapCTBEHHOU
TalHbI.
Ha YpOBHe Ha YpOBHe Ha YpOBHe
3HaHWM: yMeHUM: HaBbIKOB:
3HATh CYIIHOCTb | YMeTb BbIOMpATh | YMC/IEHHBIMU
Y 3HaueHue HeoOXouMbIe MeToZaMu
vHopMaLyy B MH(POPMALIMOHH | peLleHusl CUCTeM
pa3BUTHUU B ble peCcypcChl U nvddepeHIaIbHbBI
pa3BUTHH WCTOYHUKHU XU
COBpPEMEHHOI0 3HaHWM B airebpanyecKux
MH(GOPMALIMOHHOT | 3/IeKTPOHHOU ypaBHEHHH,
0 ob11ecTBa; cpeze MeToZaMu
3HaThb OCHOBBI YMeTb BbISIBJISITh | aHA/TUTUUECKOMN
MaTeMaTHKH Ha yTPO3BI reoMeTpUH, TeOpUU
YPOBHe, MH(GOPMALIMOHH | BEepOSITHOCTEH U
HeoO0X0UMOM oM MaTeMaTHueCKOM
[MK-3. Crioco6en | /1 peLleHus 0€e30MacHOCTU. | CTaTUCTHKH,
pagpa6aT],IBaT}, CTaHAdPTHBIX YMETb MaTeMaTHUueCcKOUu
KOMITIOHEeHTBl | 3a/ia4 MIPUMEHSITh JIOTUKHU, TEOPUU
CHUCTEMHBIX rnpodeccuoHanbH | MaTeMaTU4yecKd | rpadoB U TeOpuu
NpOrpaMMHBIX OM esiTeJIbHOCTH; | € MeTO/Ibl, QJITOPUTMOB;
TIPOAIyKTOB 3HaTb BU/IBI BBIUMC/IUTE/IbHY | 37IeMeHTaMu
yrpo3, 10 TeXHUKY Z/ig | QYHKLMOHA/TLHOTO
BO3HUKAIOIe B | pelleHHUs aHa/M3a;
ripoiiecce MPaKTUUeCKUX O6ub/IMoTeuHO-
“H(MOPMaIIMOHHO | 33/ay; ouborpaduueck
i IesTesIbHOCTH; | yMeTb VMU 3HaHUSIMU;
3HaTh METO/Ibl U | aHA/IM3UPOBATh | METOJAMU U
cpefcTBa Y BbIOMPATh cpeAcTBa
obecrieueHus MeTO/bI U obecrieueHus
MH(OPMalIMOHHO | Cpe/iCTBa vH(bOpMalLMOHHOM
i 6e3onacHocTd | obecrieueHust 6e301acHOCTH.
00BeKTOB vH(pOpMaIMOHH
rnpodeccroHanbH | OM
ol lesiTeNIbHOCTH. | Be30racHOCTH.
OLeHKa Mo JUCLUIIIMHE (CpegHee apu(pMeTHUYecKoe)

OueHka 1O [JUCLUIUVIMHE 3aBUCAT OT YPOBHS C(HOPMHUPOBAHHOCTHU
KOMIIETeHIIWM, 3aKpervIeHHbIX 3a JUCIUIVIMHOW M TIpe/icTaB/sieT coboit cpexmHee
aprMeTHUeCKOe OT BBICTABJEHHBIX OI[€HOK TI0 OT/Ie/IbHBIM pe3yJibTaTaM 00yueHHs
(3HaHUSI, yMeHUs1, HaBbIKK).
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Ol1jeHKa «3auTeHO» BBICTABJISIETCS, €C/IM Cpe/iHee apu(MeTHUeCKoe HaXOUTCS
B uHTepBasie oT 2,4 no 5,0. OueHKa «He 3auTeHO» BbICTABJISIETCS, €C/Id CpeJHee
apu(meTHUyecKoe HaXOAUTCS B UHTepBasie ot 0 10 2,4.

ITpomMexxyTouHasi arTecTarisi oOydarouuxcs B popme 3aueTa MPOBOAUTCS TI0
pe3ysibTaTaM BBLITIOJTHEHWS BCEeX BHIOB YyueOHOW pabOThI, TpPeayCMOTPEHHBIX
yueOHBIM TIZTAaHOM 10 AuciuiiiHe «Kpunrorpadguueckre MeTOAbI  3allUThI
vHQOpMaluu», TpU 3TOM YUUTHIBAKOTCS Ppe3y/bTaTbl TeKYI[ero KOHTPOJIS
yCrieBaeMOCTH B TeueHue ceMecTpa. OljeHKa CTereHM JOCTHXXKeHUsI 00yJaroiuMucs
MJIAaHUPYEMBbIX ~ pe3yJbTaTOB  OOyueHHSI  T0  JUCIUIIMHE  TTPOBOJUTCS
riperiofiaBaresieM, BelyII[UM 3aHSTHS T10 AUCLIUIIIMHE MeTO/0OM SKCIIepPTHOM OLIeHKH.
[To utoraMm MNpPOMEXYTOUHOM aTTecTal[iyd MO AUCLAIUIMHE BbICTAB/SIETCS OLleHKa
«3aUuTeHO», UJTU «He 3aUTeHO».

IIIkana
OLIeHMBaHHA

Onucanue

BeirosiHeHb! Bce BU/bI yueOHOUM paboThl, TIpeyCMOTPeHHbIe YueOHbIM TIaHOM.
CTyJieHT leMOHCTPUpYeT COOTBETCTBUE 3HAaHUM, yMEeHUH, HaBbIKOB NIPHBe/IeHHBIM B
TabnuLlax ToKa3aTesieil, orepupyeT TpPUOOpeTeHHbIMH 3HAHUSIMH, YMeHHUsIMHU,
3auTeHO HaBbIKaMH, [IPUMeEHsIeT UX B CUTYyaLMsIX MOBBILIEHHOW CI0XKHOCTHU. [1py 5TOM MOTyT
ObITb JOMyLeHbl He3HauuTe/bHble OIIMOKM, HETOYHOCTW, 3aTPy/AHEHWs TIpU
aHaJIMTUYECKUX  OlepalysiX, [epeHoce 3HaHUM UM yMeHWHd Ha HOBbIe,
HeCTaH/lapTHbIe CUTYaL1H.

He BeimosiHeH oAuH uau OGosiee BUZOB yueOHON paboOThI, TpesyCMOTPEHHBIX
yueOHbIM T71aHOM. CTYZIeHT JeMOHCTPUPYeT HEeroJIHOe COOTBETCTBUE 3HAHUM,
yMeHUl, HaBBIKOB MO 3TarnaM (ypOBHsSIM) C(HOPMHUPOBAHHOCTA KOMITeTEHLIUM,

He 3auTteHo o -
AOITYyCKAIOTCA 3HAUYMUTEJ/IbHbIE OI_LII/I6KI/I, MpoABJ/IAETCA OTCYTCTBHE 3HAHWH, YMEHHHU,
HaBBIKOB I10 pAay HOKa3aTEHeﬁ, CTYAEHT UCIIBITEIBAET 3HAYUTE/IbHbIE 3daTPYAHEHNWA
pu OIIepUpPpOBaHKUH 3HAHUAMHK Y YMEHUAMU TIPU UX ITepeHOoCe Ha HOBbIE CUTYALIKH.
7. JeKTpoHHasi HH(opMaOHHO-00pa3oBaTe/IbHas cpejia

Kakap1ii 00yuaroluiicss B TedeHHe BCero rnepuozia o0yueHus obecrieurBaeTcs
WH/IMBUYaJbHBIM HEOTDaHWYEHHBIM JIOCTYIIOM K 3/IEKTPOHHON HMH(OPMAI[MOHHO-
obpa3oBaTenbHON cpefie  Yebokcapckoro wuHCTUTyTa (¢bwimana) MOCKOBCKOTO
TOJTMTEXHUYECKOTO YHUBEPCUTETA U3 JIFOOOH TOUKU, B KOTOPOH MMeEeTCs AOCTYIl K

MH(MOPMAaI[MOHHO-Te/IeKOMMYHUKALIMOHHOW  ceTH  «/HTepHeT» (nJamee — cCeTb
«/IHTepHeT»), KaK Ha TeppuTOpYH (hrrana, Tak U BHE ee.
OJieKTpoHHasi MH(OPMAaLIMOHHO-00pa3oBaTesbHasi Cpefia — COBOKYITHOCTh

MH(POPMALIMOHHBIX U Te/IeKOMMYHUKAIIMOHHBIX TEeXHOJIOTUM, COOTBETCTBYIOLIUX
TEXHOJIOTUYeCKUX  CpPeACTB,  obecrieunBarolUX  OCBOeHHe  O0y4YaroMUCS
oOpa3oBaTe/ibHBIX MPOrPaMM B TOJTHOM 00BbEMe He3aBUCHMO OT MeCTa HaxOK/AeHUs
00yuaromxcsl.

DJeKTpoHHasi TH(POPMaL[MOHHO-00pa3oBaTe/ibHast cpefia 00ecrieurBaer:
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a) IOCTYII K y4eOHbIM IyIaHaM, pabourM mporpaMMam JUCILIUATIIMH (MofyJieit),
MPAKTHUK, 37eKTPOHHBIM YyueOHBbIM H3ZAHUSIM U 3/IEKTPOHHBIM 00pa3oBaTebHbIM
pecypcaM, yKa3aHHBIM B pabounx mporpaMmax JUCIUIUIAH (MOZY/iel), TIPaKTHK;

6) dbopmMupoBaHUe 3/1IEKTPOHHOTO TMOPTGHOAMO 0OydYarolerocs, B TOM UuC/ie
coxpaHeHue ero paboT 1 OLIeHOK 3a 3TH paboThl;

B) (pMKCaLIHIO xo/a oOpa3oBaTebHOTO riporiecca, pe3yJ/bTaToB
TIPOME)KYTOUHOM aTTeCTalluM U pe3ybTaTOB OCBOEHHs IporpaMMbl OakaniaBpuara;

T') IpoBe/ieHre yueOHbIX 3aHSTHM, TIPOLIe/lyp OlLIeHKH pe3y/bTaToB 00yueHUs,
peasiu3alysi KOTOPBIX TMpeAycCMOTpeHa C TpUMeHeHHeM 3J/IeKTPOHHOTO o00yueHwus,
JIUCTAHLIMOHHBIX 00pa3oBaTebHbIX TeXHOJIOTHH;

1) B3auMO/IeliCTBHe MeX/y Y4yaCTHUKaMHu 00Opa30BaTebHOro Ipoliecca, B TOM
yucjle CHHXPOHHOe W (W) aCUHXPOHHOE B3aUMOJIEUCTBUSI MOCPEACTBOM CETH
"NurtepHet".

DOyHKIMOHUPOBaHUE 3JIEKTPOHHON WHGMOPMAI[MOHHO-00pa30BaTe/IbHONU Cpe/ibl
obecrieurBaeTcst COOTBETCTBYHOIUMU CpeACTBaMU rH(OpMaI[MOHHO-
KOMMYHUKAITMOHHBIX ~ TeXHOJOTMM W  KBa/MduKaryed  paOOTHUKOB,  ee
VICTIO/Tb3YIOIIUX U MO/JeP>KUBAOIIUX.

@®yHKI[MOHUPOBaHUeE 3/1IeKTPOHHOW MH(OPMallMOHHO-00pa30BaTeTbHOU Cpe/ibI
COOTBETCTBYeT 3aKOHOZaTenbCTBY Poccurickort @efeparum.

OcHoBHBIMU cocTaBssioIMu DUOC punnana sBIsOTCS:

a) CalWT WHCTATYyTa B CceTHM VIHTepHeT, pacroJ/IO)KeHHbI TI0 afjpecy
www.polytech21.ru, https://chebpolytech.ru/ kotopsiii 06ecrieuriBaer:

- Joctyn oOydamommxcs K yueOHbIM TUlaHaM, pabourM MporpaMMam
OUCLIUIUTMH, TPAKTUK, K W3/aHUsAM 3/eKTPOHHBIX OHO/MMOTEUHBIX CHUCTEM,
3/IEKTPOHHBIM HWHGOPMAI[MOHHBIM W 00pa3oBaTe/lbHBIM pecypcaM, YKa3aHHBIX B
pabounx mnporpammax (pa3genbl caiita «CeemeHnss 00 oOpa3oBaTebHOM
OpraHu3alyn» );

- uHGOpMHPOBaHHe 00yUaroIuxcs 000 BCeX W3MeHeHHsAX yueOHOro rpoijecca
(HOBOCTHasI JIeHTa CauTa, JIeHTa aHOHCOB);

- B3aMMOJIEMICTBME MeXKJy Y4yaCTHMKamMu oO0Opa3oBaTe/ibHOTO TIpoLjecca
(mozpa3pesnbl caliTa «3aiaTh BOIIPOC IUPEKTOPY»);

6) odwuiManbHbIe 3MEKTPOHHbLIE ajipeca ToJpa3/ie/leHuii U COTPYJHUKOB
WHCTUTYTa C $HpAekc-gomeHOM @polytech21.ru (CrMCOK KOHTaKTHBIX JaHHBIX
nozpaszeneHuit ®@unnana pasMellleH Ha oduULMaILHOM calTe PunMana B pasjesie
«KOHTaKkTbl», CMHUCKM KOHTAaKTHBIX  O(ULIMAIBHBIX  3JIEKTPOHHBIX  JIaHHBIX
nperiofiaBatesieli  pasmellleHbl B mogpaszenax «Kadeapei») obecrieumBaioT
B3aUMOZIeCTBYE MeXKy yuaCTHUKaMH 00pa3oBaTelbHOTO TIPOLecca;

B) JIMUHBIA KabuHeT obydaroierocs (opTdosio) (BXOA B JMUHBIM KabWHET
pa3MellleH Ha oduiuanbHOM calite Punuana B pasfene «CTyaeHTy» Tofpasjesie
«JneKTpoHHasi WH(POPMAaLMOHHO-00pa3oBaTesibHasi cCpefla») BK/IOUaeT B cebs
nopto/M0  CTYJEeHTa, JJeKTPOHHble BEeJIOMOCTU, pEWTUHT CTYJEHTOB W
obecrieuriBaerT:

- uKcaiuio xoja obpa3oBaTe/IbHOTO MPOLeCca, pe3yabTaToB ITPOMEeXYTOUHOM
aTTeCTalluM U pe3yabTaTOB 0CBOeHHsI 00pa30BaTe/IbHbBIX POTpaMM 00yUaroIuMUCH,

44



- (hopMupoBaHMe 37EKTPOHHOTO TMOPT(OIMO 00yUarolerocsi, B TOM YHC/Ie C
coxpaHeHue paboT 0byyaroierocs, pelieH3uii 1 OLIeHOK Ha 3TH PaboThI,

r) 9J/IeKTpOHHble OUOMMOTEKH, BK/IIOYAIOIIME 3JIEKTPOHHbIE KaTaJIoOTH,
TIOJTHOTEKCTOBBIE JOKYMEHTHI M 00ecrieurBarolfie A0CTYIl K yueOHO-MeTOAUnYeCKUM
MaTepHrasaMm, BbITyCKHbIM KBa/TM(HUKAIIMOHHBIM paboTaMm U T.J.:

Yebokcapckoro uHCTUTYyTa (rmmana) - « MPBHC»

1) 3/1eKTpOHHO-6M0O/MMoTeuHble cucTeMbl (OBC), BK/IIOUarolye 371eKTPOHHbIN
KaTaJior ¥ TOJIHOTEKCTOBbIE IOKYMEHTHI:

- ObC «JIAHb» -https://e.Jlanbook.com/

- O6pa3oBarenbHas Tiatrdopma FOpaiit - https://urait.ru

- IPR SMART -https://www.iprbookshop.ru/

e) naTdopma M¢poBoro obpa3oBaHus [TonuTexa
-https://lms.mospolytech.ru/

)K) cucreMa «AHTUTIIaruaT» -https://www.antiplagiat.ru/

3) cucteMa 37eKTpoHHOro mgokymeHToobopora DIRECTUM Standard —
obecrieuriBaeT AOKyMeHTO000pOT Mexxy Pumraniom u Y HUBEPCUTETOM,;

1) cuctema «1C YmpaBnenve BY3oM DneKTpoHHbIN JleKaHaT» (MOCKOBCKUM
TOJTUTEXHAUECKUH YHHUBepcUTeT) obecrieurBaeT (PUKcCar|io Xoia 00pa3oBaTeIbHOTO
rpoliecca, pe3y/bTaTOB IPOMEXYTOUHOM aTTecTal[dd W pe3y/JbTaTOB OCBOEHUS
obOpa3oBaTe/ibHbIX TTPOrpamMM 00yJarOIMMHCS;

K) cuctema «POLYTECH systems» obecrieurBaer WHGOPMAILMOHHOE,
JOKyMeHTa/lbHOe  aBTOMAaTU3UPOBaHHOe  COMPOBOXKJeHHe  oOpa3oBaTenbHOro
rpoLiecca;

) cucTemMa «ABGUTYpUEHT» obecrieunBaeT JIOKyMeHTalbHOe
aBTOMAaTH3UPOBAaHHOE COTIPOBOYKAeHHe PAab0ThI MPHeMHOW KOMUCCHH.

8. IlepeueHb OCHOBHOW ¥ [IONO/IHUTE/IbHON Y4Ye0HOW JIUTepaTyphl,
Heo0X0AMMOi /ISl 0CBOeHUsI JUCLUIIHHBI

OcHOBHasl IUTeparypa:

1. BuykoB, A. A. 3amura vHbopMmauuu : yuyeOHUK A/ By30B / A. A.
BHykoB. — 3-e u3/., nepepab. u gomn. — Mocksa : W3garensctBo FOpaiit, 2025, —
161 c. — (Beoiciiee ob6pa3zoBanue). — ISBN 978-5-534-07248-8. — Tekcr :

9/IeKTpOHHBIM  // (OOpa3oBatenbHass 1iatdopma FOpaiit [caiit]. — URL:
https://urait.ru/bcode/561313.

2. TymbuHckasi, M. B. 3amura nHdopMaliu Ha MpeANpUSATHH : yuebHOe
nocobue ayist By30B / M. B. Tymbunckasi, M. B. [leTpoBckuii. — 2-e u3fA., CTep. —
Caukr-ITetepOypr : Jlanb, 2025. — 184 c. — ISBN 978-5-507-52967-4. — TekcT :
9JIGKTPOHHLIM //  JlaHb :  2/IeKTpOHHO-OMOMMoTeuHass cucrema. —  URL:
https://e.lanbook.com/book/463043. —  Pexum  [jocTyma: [Jjsi  aBTOpH3.
TMOJTb30BaTeJIen.

3. ITpoxopoBa, O. B. UWHpopmaimonHass 0e30MacHOCTh U 3all[ydTa

nHbopmaium : yue6HUK /s By30B / O. B. IIpoxopoBa. — 6-e u3f., crep. — CaHKT-
[Metepbypr : Jlawp, 2025. — 124 c. — ISBN 978-5-507-52899-8. — TekcT :
9JIeKTPOHHBIN //  JlaHb :  92/IeKTpOHHO-OMOMMoTeuHass cucrema. —  URL:

45



https://e.lanbook.com/book/462293. —  Pexum [ocTyma: [Jjsi  aBTOPH3.
T10JIb30BaTeJIeu.

4. BaBumun, . A. WHdopmalMoOHHble TEXHOJOTMM B yIIpaBAeHUU
KaueCTBOM U 3aIluTa WHbopMaluu : yuebHoe rocobue st By30B / . A. BaBuiuH,
B. I'. Congatos, U. I'. MankeBuu. — Cankr-IletepOypr : Jlanb, 2025. — 196 c. —
ISBN 978-5-507-51437-3. — TekcT: »5/eKTpOHHbIV / JlaHb : 3/J€KTPOHHO-
bubmmoreunas cuctrema. — URL: https://e.lanbook.com/book/447242. — Pexxum
J0CTyTa: JJis aBTOPU3. MOJIb30BaTeeu.

JononHuTenbHas idTepaTypa:

1. 3eHKOB, A. B. VHdopMairoHHast 6e30macHOCTh U 3aiuTa uHopmarmu
: yueObHuK a5 By30B / A. B. 3eHKoB. — 2-e u3f., miepepab. u gom. — Mocksa :
W3patensctBo FOpaiit, 2025. — 107 c. — (Briciiee obpa3oBanue). — ISBN 978-5-
534-16388-9. — Tekct : amekTpoHHBIM // O6pa3oBaTenbHasi Tardgopma FOpaidt
[caiit]. — URL: https://urait.ru/bcode/567915.

2. Jloch, A. b. Kpuntorpapuueckve MeTo/bl 3al[UThl UHMOOPMAIUKU /151
M3yuarolnX KOMITbIOTEepHY0 6e30macHOCTD : yuebHUK fyisi By3oB / A. B. Jlocsk, A. HO.
Hecrtepenko, M. . PoxxkoB. — 2-e u3f., ucnp. — Mocksa : U3gaTenscTtBo FOpaiirt,
2025. — 424 c. — (Bpriciiee obpazoBanue). — ISBN 978-5-534-12474-3. — TekcT :
3/1IeKTpOHHBIM // (O6pa3oBarenbHasi maTtdopma FOpaiit [caiit]. — URL:
https://urait.ru/bcode/560426.

[lepuropuka:

1. W3Bectusi TynbCKOro TroCyZapCTBEHHOIO YHUBepCcUTeTa. TexHuueckue
HayKU: Hayunb1i peLeH3UPYeMbIU JKypHaJL.
https://tidings.tsu.tula.ru/tidings/index.php?id=technical&lang=ru&year=1.

- TekcCT : 3MeKTpPOHHBIM.

2. Hayunemi mnepuoguueckuid >xypHan «BectHuk HOKHO-YpanmbCkoro
rocyfiapctBeHHoro yHuBepcuTeTa. Cepusi «BbluMc/idTenbHas MaTeMaTHKa U
vHpopMaTtuka» : HayuHbIM peljeH3UpyeMbld >XypHasl. https://vestnik.susu.ru/cmi -
TeKCT : 37IeKTPOHHBIM.

3. Hayuneii mnepuoguueckuid >xypHan «BectHuk HOKHO-YpanmbcKoro
rocyfapctBeHHoro  yHuBepcuteta. Cepuss  «KoMmmbrOoTepHble — TEXHOJIOTUH,
yTpaBJieHue, PaIM037IeKTPOHUKAY HayunbIi peLieH3UpyeMbId
)XypHaJ. https://vestnik.susu.ru/ctcr - TeKCT : 3/1eKTPOHHBIH.

9. IlIpodeccuoHanbHbIe 0a3bl AAHHBIX U HH(POPMAI[HOHHO-CIIPABOYHbIE
CHUCTEMbI

ITpodeccronanbHas 6a3a
JIAHHBIX ¥ UH(MOpPMaIMOHHO- | WH$opmalus o mpaBe cOOCTBeHHOCTH (PEKBU3UTHI JOTOBOPA)
CrpaBOUHbIe CUCTEMbI

TemaTrueckast 371eKTpoHHast 61bmoTeKka u 6asa Jjis

YHuBepcuTeTCcKas o

TIPUK/IaJHBIX UCCIeI0BaHNH B 00/1aCTH 9KOHOMUKH,
VMH(pOpMaLIMOHHAas cucTeMa
POCCHS yTIpaBJIeHusi, COL{MOIOTHH, TUHTBUCTHKY, (primocoduy,

bunonorum, MeXxayHapoAHbIX OTHOILIIEHUH, TpaBa. CBOOO/THBIM
JIOCTYTI

https://uisrussia.msu.ru/

46


https://vestnik.susu.ru/cmi
https://uisrussia.msu.ru/
https://vestnik.susu.ru/ctc

Hay4Hasl 3/IeKTPOHHasI
oubmoteka Elibrary
http://elibrary.ru/

Hayunast s5iektponHas 6nbnoreka eLIBRARY.RU - sto
KPYITHeMUIINH poCCUiCcKui MH(GOPMal[MOHHO-aHATUTUYeCKU
ropTas B 00/1aCTH HayKW, Te€XHOJIOTUH, Me/IULIHBI U
obpa3oBaHus, cojiepyKaliiii pedepaThl U MOJTHbIE TEKCTHI
Oosiee 26 MJTH HAyUHBIX CTaTel U MyOIMKALMA, B TOM YHCIIe
3/IeKTPOHHBIE Bepcru 0osee 5600 pocCcUiiCKUX HayUHO-
TEeXHUYECKUX )KYPHAJIOB, U3 KOTOPhIX Oosiee 4800 )KypHasIoB B
OTKPBITOM JIOCTYTIe CBOOOAHBIN JOCTYTI

caiT IHCTUTyTa Hay4yHOU
MH(pOpMaLKK 10
00I1IeCTBEeHHBIM HayKaM
PAH.
http://www.inion.ru

bubmmorpaduueckue 6a3bl ganHpix MTHUOH PAH no
COLIMa/IbHBbIM ¥ TYMaHUTApHBIM HayKaM BeZlyTCsl C Hauasa
1980-x romoB. OO0 00bEM MaCCUBOB COCTaBJIsieT Oosiee
3 mutH. 500 ThIC. 3anuceit (faHHbIe Ha 1 sitHBaps 2012 1.).
E>xeropHbiii npupoct — 0kos10 100 TeIC. 3anucei.

B 6a3bl JaHHBIX BK/IFOYAOTCSI aHHOTUPOBAHHBIE OTHCaHUS
KHUT ¥ CTaTel 13 )KypHaoB U COOPHUKOB Ha 140 si3bIKax,
nocTynuBIIMX B @yHaameHTaIbHy0 6ubmoreky MHMOH
PAH.

Onwmcanus ctaTel ¥ KHUT B 6a3ax JaHHBIX CHabKeHbI IMPPOM
XpaHeHUs M CCbUIKaMM Ha IOJIHbIe TeKCThl HICTOYHHKOB 13
HayuHoi 371eKTpOHHOW OMOTMOTEKH.

denepanbHbI TIOPTA
«Poccuiickoe

obpa3oBaHHe» [ DJIEKTPOHHBI
7}

pecypc] — http://www.edu.ru

denepanbHbIi opTan «Poccutickoe obpa3oBaHue» —
YHUKAJTbHBIN UHTEPHEeT-pecypc B cdepe oOpa3oBaHUs U
HayKH.

E>keiHeBHO 1yO/IMKYeT caMble aKTyaslbHble HOBOCTH, aHOHChI
COOBITHH, HPOPMALIMOHHBIE MaTEPHUAIBI /IJIs1 IIUPOKOTO Kpyra
yutaresneil. ExxeHesleslbHO Ha MopTasie pa3MeLatoTcs
9KCKJ/TIO3UBHbIE MaTeprasibl, UHTEPBBIO C BeAYII[UMHU
crieljanvMcTaMy — ejilaroramMmu, rcrMxo/ioraMmu, y4eHbIMH,
PeropTaKy U aHaTIUTUUeCKUe CTaThHU.

YuTaTenu rosiyyaroT OCTYTT K HOPMAaTHBHO-TIPaBOBOM Oa3e
cdepnl 06pa3oBaHus, OHK MOTYT T10/Tb30BATHCSI CAMBIMU
pa3/IMUHBIMU T10/1e3HBIMU CEPBUCAMH — TaKUMU, KaK OHJ/IalH-
TeCTUPOBaHKUe, OMPOCHI TI0 aKTyabHbIM TeMaM U T.I.

NudopmaiiioHHbIe
TEeXHOJIOTHH —
nepuoAiuecKoe Hay4yHo-
TeXHUUECKOe U3/JaHle B
obmacty “HGOPMAI[HOHHBIX
TeXHOJIOTHH,
aBTOMAaTH3UPOBAHHBIX
CHUCTEM U MCTI0/Ib30BaHUS
MH(MOPMaTHUKU B pa3/IMUHBIX
TIPUJIO’KEHUSIX

novtex.ru

W3aaTenbCTBO BBIMYCKAeT TeOpeTUUecKue U NpUK/IaiHble
Hay4HO-TeXHUYeCKre KypHasbl, o0ecrieurBarolijiie HayqHOH,
TIPOU3BO/ICTBEHHOMW, 0030pHO-aHaTUTHUECKOH 1
obpasoBaresibHOI HHGOPMaLell pyKOBOJSAIMX paOOTHUKOB 1
CreLyanyiCTOB MPOMBILIEHHbBIX TIPeANPUSATUNA, HAyYHBIX
aKafleMU4eCKHUX U 0Tpac/eBbIX OpraHy3aLii, a TakxKe
yueOHBIX 3aBe/IeHHiA B 00/1aCTH TPUOPUTETHBIX HAITPABJIeHUIM
pasBUTHSI HAYKU U TeXHOJIOTHH.

Accoumanys UHXeHepHOro
obpazoBanust Poccuu
http://www.ac-raee.ru/

CoBepiiieHCTBOBaHKE 00pa30BaHusl U UHKeHepHOM
JlesITeIbHOCTH BO BCEX MX MPOSIBIIEHUSIX, OTHOCSIINXCS K
yueOHOMY, HAyYHOMY M TEXHOJIOTUUECKOMY HarlpaB/IeHUsIM,
BKJTFOUas MTPOLIeCChI TIPero/iaBaHusl, KOHCY/IbTUPOBaHMUS,
WCC/IeJOBaHMsI, pa3pabOTKU MH)KeHEePHBIX pelleHni, OKa3aHus
IIMPOKOTO CIieKTpa 00pa3oBaTe/bHBIX YCIyT, 00ecrieueHust
CBsi3eli ¢ 00I1eCTBEHHOCTBIO, TIPOU3BO/ICTBOM, HAYKOU U
VHTEeTPALMU B MeXKAYHAPOAHOe HayuHO-00pa3oBaTe/ibHOe
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| mpocTpaHCTBO. CBOGO/HBIH LOCTYII

10. IIporpammHoe

ob0ecrieueHue

(TUI[eH3MOHHOe |
pacrpocTpaHsieMoe), HCMo/Ib3yeMoe MPH OCyIIeCTB/IeHHH 00pa3oBaTe/IbHOI0
npouecca

CBO0O/IHO

Aypauropust

[TporpamMmHOe obecrieueHne

VHdopmanys o pase
COOCTBEHHOCTH (PEKBU3UTbI
[0rOBOpa, HOMep JIMLIEH3UH U

T.J.)

Ne 2196 YuebHast
ayZIUTOPUS JI/Is IPOBeIeHNsT
yueOHBIX 3aHATUIN BCEX
BU/IOB, TIP€/IyCMOTPEHHBIX
IIpOrpaMMOM CpeZiHero
rpogeCcCMOHA/ILHOTO
obpa3oBaHusi/bakanaBpraTa/
crieLaadreTa/
MarvucTpaTypébl,
OCHalI|eHHasI
obopy/oBaHHEM U
TEXHUYECKUMU CPeZICTBaMU
00yuJeHwUs, COCTaB KOTOPBIX
orpeie/isieTcs: B paboumnx
TIpOrpaMMax JUCLIATIIMH
(Moayneit)

Kabuner crctem
ynpassienus OO0 «HITO
«Kackan-I'PYII»

Windows 7 OLPNLAcdmc

nmoroBop NeJI03 ot 30.05.2012) c
JoricornaieHussMu ot 29.04.14 u
01.09.16

(beccpoyHasi IMLIEH3Ms)

Kaspersky Endpoint Security st
6usHeca — PacipeHHbIi Russian
Edition. 150-249 Node 2 year
Educational Renewal License

Cy0/1LieH3MOHHBIN JOTOBOD
Ne977_1049.ET1/25 ot 10.12.2025

Yandex 6pay3ep CroboiHOe pacrpocTpaHsieMoe
nporpamMmMHoe obecrieueHue
(beccpouHast TUIIEH3MS)

MTC JIunak Horosop Ne2/2026 (091_168.EI1/26)

ot 27.03.2026

Microsoft Office Standard
2007(Microsoft DreamSpark Premium
Electronic Software Delivery
Academic (Microsoft Open License

HOMep /MLleH31u-42661846 ot
30.08.2007) c goricor/alieHys My OT
29.04.14 u1 01.09.16 (beccpouHast
JIULIEH3US)

Ne 2060 YuebHast
ayZIUTOPUS /IS IPOBe/IeHNsT
yueOHBIX 3aHSITUIN BCEX
BU/IOB, TIPEIyCMOTPEHHBIX
NIpOrpaMMOM CpeZiHero
rpodeCcCMOHA/ILHOTO
obpa3oBaHusi/bakanaBpraTa/
crieandreTa/
MarucTpaTypéhl,
OCHalI|eHHasI
obopy/j0BaHHEM U
TeXHUYECKUMU CPeZICTBaMU
00yuJeHwUsl, COCTaB KOTOPBIX
orpeie/isieTcs: B paboumnx
TIpOrpaMMax JUCLIATIIMH
(Moayneit)

Jlaboparopus
«[TporpammupoBaHusi 1 6a3
AdHHBIX»

Jlaboparopus
UHGOPMALIMOHHBIX

TeXHOJIOTUH

Kaspersky Endpoint Security st
6u3Heca — PacipeHHblii Russian
Edition. 150-249 Node 2 year
Educational Renewal License

Cy0/1LieH3MOHHBII JOTOBOD
Ne977_1049.EI1/25 ot 10.12.2025

Windows 7 OLPNLAcdmc Windows
Server 2012

nmorosop NeJ103 ot 30.05.2012) ¢
nporicorJaineHusiMu ot 29.04.14 u
01.09.16

(beccpoyHasi JIMLIEH3Ms)

MS Windows 10 Pro

norosop Ne 392_469.223.3K/19 ot
17.12.19 (6eccpouHasi MULeH3HsT)

Microsoft Office Standard
2019(Microsoft DreamSpark Premium
Electronic Software Delivery
Academic(Microsoft Open License

HOMep JMLleH31u-42661846 ot
30.08.2007) c goricor/aiieHys My OT
29.04.14 1 01.09.16 (6eccpounas
JIULIeH3Us1)

Eclipse IDE for Java EE Developers,
NET Framework,

JDK 8,

Microsoft SQL Server Express Edition,
Microsoft Visio Professional,
Microsoft Visual Studio,

MySQL Installer for Windows,
NetBeans,

SQL Server Management Studio,
Microsoft SQL Server Java Connector,
Android Studio,

IntelliJ IDEA.

cB06O/HO pacmpocTpaHsieMoe
MporpamMMHoe obecrieyeHue
(beccpouHast M1LeH3Ys)

KOMITAC-3D v20 u v21

Cy0miieH31oHHBIN A0T0BOP Ne
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Hn-22-00044 ot 21.03.2022
(beccpouHast H1eH3Ms)

MathCADv.15

Cy6umuri.gorosop Ne39331/MOC2286
oT 6.05.2013)

HOMep ULeH3un-42661846 ot
30.08.2007) (beccpouHast ULeH3Ys)

SimInTech

OteyecTBeHHOE [IPOrpaMMHOE
obecreueHue

AdobeReader

CBOOO/THO PacrpoCTpaHsieMoe
MporpaMMHoe obecrieueHue
(beccpouHast M1eH3Ms)

AdobeFlashPlayer

cB06OHO pacrpoCcTpaHIeMoe
MpOrpaMMHoOe obecrieueHHe
(beccpouHast M1EH3Ms)

Microsoft Visual Studio 2019

CBOOO/IHO PacripoCTpaHsieMoe
MporpaMmHoe obecrieueHue
(beccpouHast JM1eH3Ms)

Python 3.7

CBOOO/IHO PACIpPOCTPAHSIEMOe
MporpaMMHoe obecrieueHue
(beccpouHast UIEH3Ms)

Pascal ABC

CBOOO/IHO PacrpoCTpaHsieMoe
MporpamMMHoe obecrieyeHue
(beccpouHast M1eH3Ms)

AIMP

0TeUYeCTBEeHHOe CBOOOIHO
pacrpocTpaHsieMoe POrpaMMHOe
obecrieuenue (beccpoyHast TULEH3Vs)

Ne 1126 ITomereHue st
CaMOCTOSITe/IbHOU PabOTHI
00yUaroIuxcst

Kaspersky Endpoint Security gmns
6usHeca — PaciupeHHblid Russian
Edition. 150-249 Node 2 year
Educational Renewal License

Cy6/1IIeH3UOHHBIH JIOrOBOP
Ne977_1049.ET1/25 ot 10.12.2025

Windows 7 OLPNLAcdmc

nporosop Ne/I03 ot 30.05.2012) c
JoricoryaiieHussMu ot 29.04.14 u
01.09.16

(beccpouHast TUIEH3MS)

AdobeReader

CBODOO/IHO pacrpocTpaHsieMoe
MpOrpaMMHOe obecrieueHue
(beccpouHasi HULIEH3MS)

FapaHT— CITPpaBOYHO-TIPAaBOBadA CUCTeMa

Horoeop NeC-002-2025 ot 09.01.2025

Yandex 6pay3ep

cB06O/HO pacnpocTpaHsieMoe
MporpamMMHoe obecrieyeHue
(beccpouHast TULEH3MS)

Microsoft Office Standard
2007(Microsoft DreamSpark Premium
Electronic Software Delivery
Academic (Microsoft Open License

HOMep ULeH3un-42661846 ot
30.08.2007) ¢ momcoramieHusIMA OT
29.04.14 1 01.09.16 (6eccpounasi
JIULIEH3U)

MTC JIuHk Iorosop Ne2/2026 (091_168.ET1/26)
ot 27.03.2026
AIMP 0TeUeCTBEHHOe CBOOOIHO

pacrpocTpansieMoe TIPorpaMMHOe
obecrieuenye (6eccpoyHast TULIEH3UsT)

11. Marepua/ibHO-TEXHHUECKOe 00ecreueHrue JUCI{HILTHHBI
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Twur 1 HoMep roMelreHus

[TepeueHb OCHOBHOT'O 000ODPY/I0BAHUS U
TeXHUYeCKHUX CPe/ICTB 00yueHust

YuebOHast ayJUTOpUS /1J1s1 [IPOBEIeHHUST
yueOHbIX 3aHSATHUI BCEX BUIOB,
TIPeZIyCMOTPEHHBIX MPOrPaMMOI CPeIHETr0
rpo)eCcCMOHA/ILHOTO
obpa3oBaHwusi/bakanaBpuaTa/ crieliiauTeTa/
MarvucTpaTypbl, OCHallleHHasi 000pyZj0BaHHUEM
Y TeXHUYECKUMU CPeZICTBaMHU 00yUeHwus],
COCTaB KOTOPBIX OTIpefie/isieTCsi B pabounx
rporpamMmax JAUCLIUIVIMH (MOAYJ1ek)
Kabunet cucrem yrpasnenuss OO0 «HITO
«Kackag-I'PYII»

Ne 2196 (r. Yebokcapsl, yi1. K.Mapkca, 60)

Ob6opyznoBaHue: KOMIUIEKT Mebes fiist yueGHOro
npoliecca; Jocka yueOHas; CTeH/bI
Texnuveckue cpescTBa _oOyueHUs:
obopyioBaHue (MPOEKTOP, FKPaH)

MyanHMEAHﬁHOE

YuebHast ayJUTOpUS /1J1s1 [IPOBEIeHHUST
yueOHbIX 3aHSTUI BCEX BUJIOB,
TIpe/[yCMOTPEeHHBIX TPOrpaMMOii CpeiHero
ripo)eCCMOHA/ILHOTO
obpa3oBaHusi/bakanaBpyaTa/ crieriaaInTeTa/
MarvucTpaTypbl, OCHallleHHasi 000pyZi0BaHHEM
Y TEXHUYECKHUMU CPeZICTBaMU 00yUeHwusl,
COCTaB KOTOPBIX OTIpe/ie/isieTCsi B pabounx
rporpamMmax JAUCLIMIVIMH (MOAYyJiei)
Jlabopartopust HH(MOPMAILIMOHHBIX TEXHOJIOTHH
Ne 2066 (r. Ye6okcapsl, yi1. K.Mapkca, 60)

O6opyaoBaHKe: KOMILIEKT MeOesT Jijist yueOHOro
TMpoLIecca; 0CcKa yueOHasi; aBTOMaTU3UPOBaHHbIe paboune
MecCTa, aBTOMaTU31POBaHHOe pabouee MeCTo
TIpero/iaBaTesis, MPOEKTOP W 9KPaH; MapKepHas JI0CKa;
TexHuueckre cpefcTBa 00yUeHUsl: KOMITbIOTEPHAs! TEXHUKA
(mpoueccop Core i3, onepatvBHasi TaMsITh 06beMOM He
MmeHee 8 I'6); cepBep B 1abopatopuu (8-aaepHbIH
TpoLieccop ¢ yacToToit He MeHee 3 ['T'1, onepaTrBHas
namsTh 006eMOM He MeHee 16 I'0, keCTKHe AUCKU 00IIUM
o6nemoM He MeHee 1 T0;

MYyJ/IbTUMeZUHHOe 000pyoBaHue (TeneBru30p)

[TomerieHue [jii CaMOCTOSITE/TBHOM PabOTBI
o0yyaroLuxcs
Ne 1126 (r. Yebokcapsl, yi1. K.Mapkca, 60)

O6opyoBaHUe: KOMILIEKT MebesH 17t yaeOHOro

Tporiecca;

TexHuueckre cpeAcTBa 00yUeHUs: KOMITbIOTEPHAS TeXHHUKA
C BO3MOXKHOCTBIO TOJK/TIOUEHUS] K CeTh «VIHTepHeT» U
obecrieueHreM JIOCTyTIA B 3JIEKTPOHHYIO HH(OPMALMOHHO-
obpasoBaresbHyIO cpefy Pusmana

12. MertoguuecKue
JHUCIUTI/IMHBI

yKa3aHus

AT 00y4amIlerocss IO OCBOEHHIO

MemoouuecKue ykazaHusi 0/151 3aHsIMutl 1eKYyuOHHO020 munda

B Xoje /eKI[MOHHBIX 3aHATHU
KOHCTIEKTUPOBaHHe yueOHOro Marepuat

oOyuarormeMycss HeoOXOAMMO BeCTU
a, obOpaijaTh BHHMaHWe Ha KaTeropuH,

(dhopMyMpPOBKH, pacKphIBatoll[e Cojiep>KaHue TeX WU UHbIX SBJIEHUU U MPOLeCCOB,
HayyHble BbIBO/bI U MPAaKTUUYECKUe PeKOMEeH/alliu.
HeobxoaumMo 3a/iaBaTh IIpPENoZiaBaTe/i0 yTOUHSIOIIME BOIPOCHI C I1e/bI0

VSICHEHUSI TEOPeTHUYeCKUX  TI0JIOKEHWM, pa3pelleHs] CIOPHBIX  CUTYaLui.
Llenecoobpa3sHo fopabaTbiBaTb CBOW KOHCIIEKT JIEKL[UM, Jefas B  HeM
COOTBETCTBYIOLLIME 3allCU W3 OCHOBHOW W JOMOJHUTENBbHOW JIUTEpaTyphl,

PEKOMEHZIOBaHHOW TIperiofiaBaTesieM MW TPeAyCMOTPeHHOW yueOHOW mporpaMMoi

JVCLIUTIVHBI.

MemooduuecKue ykazaHus 0151 3aHsimuii 1a6opamopHoz20 muna.

BrimosiHeHnio  1a00paTOpPHBIX  pabOT  TIpeAIecTBYeT IIPOBepKa

3HAHUU

CTY[IeHTOB — WX TeOpeTUUeCKOW TOTOBHOCTM K BBITIOJHEHHWIO 3aaHus. [IpoBepka

3HaHUW MPOBOAUTCS B (hopMe, KOTOPYHO
(TecTupoBaHue, 0npoc).

omnpeziensieT npernojaBaTe/b JUCLIUILIAHbI
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[Tpu ripoBejeHNY J1aO0OPaTOPHBIX 3aHATHUM BBIZIEJIAIOT CIeIyIOIIe pa3/esbl:

— obmue nonoxxeHus (epeueHb 1abOpaTOPHBIX WX TIPAKTHYECKUX

—  3aHATUN);

— 00011e TpebOBaHUS K BBITIOJHEHUIO PaboT;

— UMHCTPYKLUS TI0 KaXX/[0i pabore;

— CIIpaBOYHbIe MaTepHyasbl U T. .

JlabopaTopHble 3aHSATHUS TO3BOJISIIOT pa3BUBaTh y 00ydarollerocs TBOpueckoe
TeopeTUUecKoe MbIlIJIeHWe, yMeHHe CaMOCTOsITe/lbHO U3ydaTb JUTepaTypy,
aHa/JIM3MPOBATh MPAaKTUKY; yuaT YeTKO (POPMYIUPOBATh MbIC/Ib, BECTU JUCKYCCHIO, TO
eCTb MMEIOT WCK/IHUMUTE/NbHO Ba)KHOE 3HaueHWe B pa3BUTUM CaMOCTOSTETbHOTO
MBILLLJIEHUSI.

['oTOBSICH K ZOK/Ia/ly WM BBICTYIIEHUIO B paMKax WHTEPAKTUBHON (HDOPMBI,
npu HeoOX0JUMOCTH, CyiefyeT 0OpPaTUTLCS 3a TTIOMOII[BIO K TIPerofiaBaTelito.

MemooduuecKue ykazaHusi K camMocmosime/ibHoll pabome.

CamocrosTenbHass pabora 00ydYarolerocsi siB/sieTCSI OCHOBHBIM CpeCTBOM
OBJIa/leHUs1 yueOHBIM MaTepraioM BO BpeMsi, CBOOO[HOe OT 00si3aTeNbHbIX yueOHBIX
3ansiTuil. CamocTositesibHasi pabora oOyudatoiierocss HajJ, yCBOeHMeM y4eOHOro
MaTepuasia 10 y4eOHOW [JUCHUIUTMHE MOJKET BBHITIONHATBECS B OubO/IMOTEKe
yYHUBepCHTeTa, yueOHbIX KabrHeTax, KOMITbIOTePHBIX K/acCaxX, a TakKe B JOMAIIHUX
ycioBusix. Copiep)kaHve M KOJIMUECTBO CaMOCTOSITe/IbHOM paboThl oOyuarolijerocs
orpefie/isieTcsi yueOHOM MporpaMMoN AUCLIMILIIMHBI, MeTOJAUYECKUMH MaTepuasiaMu,
MPaKTUYECKUMU 3aJaHUSIMU U YKa3aHUSIMU MperofaBaTesis.

CamocmosimenbHas paboma 8 ayoumopHoe 8peMsi MOXdceim 8K/110Uamb:

1) KoHCmeKkTHMpOBaHMe (COCTaB/eHHEe Te3HWCOB) JEKLUMH;

2) BBITIOJIHEHHE KOHTPOJIbHBIX PaboT;

3) pellleHWe 3a/ay;

4) paboTy co CripaBOYHON ¥ METOAUYeCKOM JTUTepaTypoi;

5) paboTy c HOpMAaTHBHBLIMU TIPAaBOBBIMU aKTaMU;

6) BBICTYIUIEHUS C [IOK/Ia/laMH, COOOILIeHUSIMA Ha CeMUHAPCKUX 3aHSTUSX;

7) 3aluTy BBITIOTHEHHBIX padoT;

8) yuacTve B ornepaTUBHOM (TeKyll[eM) OMNpOCe IO OTAe/JbHbIM TemMaM
M3yuaeMoW JTUCLIUTIUHBI;

9) yuactue B cobece/j0oBaHUSIX, [€/IOBbIX (pOJieBbIX) Wrpax, AUCKYCCHUSX,
KPYTJIbIX CTOJIaX, KOH(pepeHLUsIX;

10) yuacTre B TeCTUDOBAHUU U JP.

CamocmosimenbHass paboma 60 éHedyOumopHoe 8peMsi MO¥cem coCcmosimb
us:

1) TOBTOpeHMs JIEKLIMOHHOTO MaTeprana;

2) TIO[TOTOBKU K NMPaKTUYECKUM 3aHSITHSIM;

3) u3ydeHus yueOHOM U HaAyUHOU JIUTEPATYPHI;

4) u3ydeHHsT HODMATHMBHBLIX TMPaBOBBLIX aKTOB (B T.U. B 3JIEKTPOHHBLIX 0a3ax
JlaHHBIX);

5) peliieHus 3a/1a4, U UHBIX MPaKTUUeCKUX 3alaHUM

6) MOATrOTOBKM K KOHTPOJIbHBIM paboTam, TeCTUPOBAHUIO U T.[.;

7) TIOATOTOBKU K MPAKTAUYECKUM 3aHSITHSIM YCTHBIX JOK/IaZloB (CO00I1eHui);
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8) moAarotoBku pedepaToB, 3CCe U UHBIX WHAUBUAYATbHBIX MUCbMEHHBIX
paboT Mo 3aZlaHKIO TIperojaBaTe/is;

9) BBINMOHEHUsI KYPCOBLIX PaboT, IpelyCMOTPeHHBIX YUeOHBbIM T/IaHOM;

10) BbITIOJTHEHUS BBITYCKHBIX KBaTUGMUKAIIMOHHBIX paboT H [Ip.

11) BbifiesieHUsT HauOo/iee CIOXKHBIX M TTPOOJIEMHBIX BOIIPOCOB T10 HM3ydaeMoi
TeMe, TMIOJydyeHUe pa3bsCHEHUM U pPEeKOMEeHJaluii MO0 [aHHbIM BOMNpPOCaM C
TiperofiaBaTe/isiMU Ha KOHCY/IbTal[UsIX.

12) mpoBefieHUs1 CaMOKOHTPOJ/ISI TIyTeM OTBETOB Ha BOIPOCHI TEKYIIero
KOHTPOJIsSI 3HaHWM, pellleHus TIpe/ICTaB/eHHbIX B yueOHO-MeTouUeCKUX MaTepraiax
Kadeapsl 3a/jau, TECTOB, HarvcaHUs pedepaToB M 3CCe MO0 OTAe/JbHbIM BOMpPOCaM
M3yuyaeMOH! TEeMBL.

Tekyluii KOHTPOJIb OCYILEeCTB/IsIeTCS B (DOPMe YCTHBIX, TECTOBBIX OMPOCOB,
JOKJIaJIOB, TBOPUECKHUX 3a/IaHUM.

B cnyuae mpomnyCKOB 3aHITUM, HaTMUKsI MHAWBUAYaTbHOTO Tpadrika 00yueHUs
W [ 3aKpervieHus] TMpaKTUUeCKWX HaBBIKOB CTy/leHTaM MOTYT ObITh BbIZIAHbI
TUTIOBble WHAWBUJya/lbHbIe 3aJlaHUs, KOTOpble JO/DKHBI OBbITh CJaHBl B
YCTaHOBJIEHHBIM TPero/aBaTeieM CPOK.

13. OcobGeHHOCTH peaM3alU¥ JUCHUIUIMHBI /I WHBA/MJ0B W JIHI| C
OrpaHUYeHHbBIMHU BO3MO)XHOCTSIMH 3/10POBbSI

OOyuenne mno pauciuruiiHe «Kpurnrorpaduuecke MeTObI  3all[UTHI
MH(pOpMalMu» WHBAJWJOB W JIML C OrPaHUUYEHHBIMU BO3MOXXHOCTSIMU 3/I0POBbSI
(mamee OB3) ocyiecTBAsSeTCS TperojiaBaTesieM C yuyeToM o0cobeHHocCTei
MCUXO(U3NUYECKOTO DPAa3BUTHS, WHAWBU/YaJbHbIX BO3MOXXHOCTE€ UM COCTOSTHUS
3/JOPOBBSI TAKWUX 00YyUarOIIUXCS.

1715 CTy/IeHTOB C HapyllleHUsIMU OTIOPHO-/BUraTe bHOM GyHKIMKU U ¢ OB3 o
CAyXy TMpefyCMaTpUBAEeTCsl COMPOBOXKAEHWE JIeKUWW W NPAKTAYeCKUX 3aHSITHUU
My/IbTUMETUMHBIMUA CPE/ICTBaMH, Pa3/laTOYHbIM MaTepHUaIoM.

Ons crymentoB ¢ OB3 110 3peHUI0 TpefyCMaTpPUBAeTCA I[IPUMeHeHHe
TeXHUYECKUX CPeACTB YCW/IeHUsI OCTaTOUHOrO 3peHMsl, a TakKe IpeayCMOTpeHa
BO3MOYKHOCTh pa3pabOTKU ay/[MOMaTepraioB.

[To pmuctmnmHe «KpunTorpadguueckve MeTOAbl 3allUThl MHOOPMALIUN»
oOyueHHe WHBA/IW/IOB U JIMI] C OTPAaHUYEHHBIMA BO3MOKHOCTSIMH 37]0POBbSI MOXKET
OCYLLeCTB/IATbCA KakK B ayJUTOPUM, TaK U C MCIIOJb30BAHUEM 3/IEKTPOHHOU
nHbOpMaI[MOHHO-00pa3oBaTebHOM  Cpefibl,  OoOpa3oBaTe/lbHOrO  TIOpTaja U
3JIEKTPOHHOU MOYTHI.
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JINCT JOIIOJTHEHUN 1 M3MEHEHINI
paboueii mporpaMMbI JUCIUTITMHBI

Paboyasg mporpaMma [QUCLIMIUIMHBL DAacCMOTpeHa, 00CysKaeHa Y ogo0peHa Juis
vcnosiHeHus B 2026-2027 yueOHOM roay Ha 3acenadHyu Kadeapsl, mpoTokoa Ne 9 oT
«22» madga 2026r.

BHeceHBl [OIOJHEHUS YW MW3MEHEHMs B  YaCTU aKTVaJIW3alUuy _ JIULEH3WMOHHOIO
IIPOrPAMMHOT'0 obecrieyeHus, HCII0/Ib3YEMOT'O Ipu OCVIIIeCTB/IEHUHA
00pa3oBaTe/LHOr0 Mpollecca MO0 JaHHOW AUCIMIUIMHE, a TaKXKe COBPEeMEHHBIX
npodeccroHaNbHbIX 0a3 JaHHBIX W MH(OPMAILMOHHBIX CIPABOYHBIX CHUCTEMax,
AKTya/I3al[Uy [1epeyHsi OCHOBHOM WM JIOMOJHHUTEJLHON JUTepaTyphbl, He0OX0AUMOU
JIJIST OCBELIIeHUS JUCITUTINHEI

Pabouass mporpaMma AMCLMIUIMHBI PAacCMOTpeHa, oOcyxzaeHa u ofobpeHa mJisi
ucrnioHeHus B 202_ -202__ yueGHOM rofy Ha 3acefiaHud Kadeapbl, IPOTOKOJ No
OT «» 202 .

BHeceHbI AOIIOJIHEHHA 1 U3MEHEHU S

Pabouass mporpaMMa JUCLIMIUIMHBI pPacCMOTPeHa, OOCy)KJeHa U ofoOpeHa s
vcnomHeHus B 202_ -202__ yuebHOM rojy Ha 3acefaHuM Kadeapbi, TpoToKom No
OT «« 202 r.

BHeceHbI AOIIOJIHEHHA 1 U3MEHEHUS

Pabouass mporpaMma JUCLIMILUIMHBI pacCMOTPeHa, OOCyXKJeHa U ofoOpeHa s
vcrosiHenust B 202_ -202__ yueOGHOM rojly Ha 3acefilaHuM Kadeapbl, IPOTOKOI No
OT «« 202 T.

BHeceHbI JOIIO/IHEHHWSA 1 U3MEHEeHUA
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