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PaGoyass mnporpamma JIUCHMIUIMHBI pa3paboTaHa B COOTBETCTBHU  CO
CJICIYIOIIEH JOKYMEHTAIIUEH:

- (enepalibHBIM TOCYJApPCTBEHHBIM OOpa30BaTENbHBIM CTAHJAPTOM BBICILIETO
oOpazoBaHusi - OakanaBpuar no HamnpasieHuto noaroroBku 09.03.02 —
NHdpopmanmoHHble  CHCTEMBl W TEXHOJOTHH, YTBEPXKICHHBIM  IPUKAa30M
MuHucTepcTBa Hayku U Bbicliero oopasoBanus Poccuiickoit @enepaunn Ne 926 ot
19 cenTs6ps 2017 r. 3apeructpupoBanHblii B Muntocte 12 okta0ps 2017 roga, per.
Homep 48535 (manee — ®I'OC BO);

- mpukazoM MunobOpHayku Poccun ot 05.04.2017 Ne 301 «OO0 yTBEepKaeHUN
[lopsinka opraHMzanuu M OCYIIECTBIEHUS OOpa30BaTEIbHON JEATEIBHOCTH IO
oOpa3oBaTeNnbHbIM  MpOrpaMMaM  BBICIIEr0  O0Opa3oBaHusi —  MpOrpaMMam
OakanaBpuaTa, mporpaMMaM CIeUAIUTETa, MPOrpaMMaM MarucTpaTypbh»;

- Y4eOHbIM IIaHOM (OYHOM, 3a04HOM (PopM 0O0yuYeHHs) MO HAMPaBICHUIO
noarotoBku 09.03.02«NHpopmaimoHHbIE CUCTEMBI U TEXHOJIOTHIY.

PaGouas mporpamma AMCIHUIUIMHBI BKIIOYAET B CEOSl OIEHOYHBIC MaTEpHAIIbI
JUISL IPOBEACHUS TEKYIIETO KOHTPOJIA yCIEBAEMOCTH U MTPOMEKYTOUYHOM aTTECTALMU
no aucummuiiHe (m. 8 DOoHJ OLEHOYHBIX CPEACTB I MNPOBEAEHUS TEKYILIEro
KOHTPOJISL YCIIEBAEMOCTH, NPOMEXKYTOYHOM aTTeCTallMd IO MTOraM OCBOEHHUS
JTUCITUTLIIAHBI).

ABTOp Iluxkuna Haranus EBFGHBCBH&, KAaHANAAT NCAAIrOTNYCCKHUX HAVK,

oIeHT Kadeapbl UHODOPMAITMOHHBIX TEXHOJIOTUN U CUCTEM VIIPABICHUS
(vkazamv ®HUO, yuenyio cmenenn, yueHoe 36anue uiu 00AHCHOCHb)

[Iporpamma onobpena Ha 3acenanuu kadeapsl MHGOpMAITMOHHBIX TEXHOIOTHI
u cucteM yrpaniienus (mpotokod Ne 8 ot 12.04.2025 r.).



1. IlepeyeHp IUIAHMPYEMBIX Pe3yJbTATOB OOYYeHUS MO AUCIHUILIUHE,
COOTHECEHHBIX C IUIAHHMPYEMBIMH Pe3yJbTATAMH OCBOEHHSI 00pa3oBaTebHOM
nporpammbl (Llesin ocBOeHMS AU CHMIIJINHBI)

1.1. LlemssmMu OCBOCHUS TUCHUILIHHBI «3amuTa HHOOPMAIIHKY SBISIOTCS:

— MOJTy4YEeHUE

Kpunrorpaduu;

CTyJICHTaMH

3HAHUMN

(o)

TEOPETUUECKUX

OCHOBax

- dbopMHupoBaHUE HABBHIKOB PAa0OTHI C COBPEMEHHBIMH MPOTPAMMHBIMU U

TCXHNYCCKNMH

oOpabaTsiBacMOi

CpelICTBaMHU
u

OBM,
repe1aBaeMon

o0ecrneynBaroIIMU
uHbopMaluu  OT

IPEAHAMEPEHHOI0 O3HAKOMIICHHMS], U3MEHEHUS U YHUUTOXKEHNS,
- U3y4YEHHE CIIOCOOOB M CPEIACTB HECAaHKIIMOHWPOBAHHOIO [JOCTyINa K
uHpOpMaIuH, CIIOCOOOB M CPEICTB 3aIIUThI KOH(UICHIINATBEHON HH(pOpMALIHH.

1.2.

Oo6mactu

npodeccruoHaIbHON
IPOrpaMMy, MOTYT OCYIIECTBIIATH TPO(PECCHOHATBHYIO ACATEIHBHOCTD:
06 Csazv, uHopmayuonuvie U KOMMYHUKAYUOHHblE MeXHoIo02uu (8 cgepe

npoekmupoearusl,
BLIYUCIUMENbHOU
HCUBHEHHbIM L;MK/ZOM)

npodeccuoHaIbHON
NEeSATETHHOCTH,

paspabomxu,
MeXHUKU U

B KOTOPBIX

BHeOpeHUsl
UHDOPMAYUOHHBIX

u

ACATCIIBHOCTHU
BBIITYCKHHKM,

u(um)

IKcniyamayuu
cucmem, ynpaejeHusda - Uux

3aIIUTY XPAaHUMOHM,
CIIy4alHOr O

1051

cdepsl

OCBOHMBIIIHNEC

cpeocmas

1.3. K OCHOBHBIM 3aJa4yaM H3YUYCHHA AHCHUIIIIMHBI OTHOCHUTCA IIOATOTOBKA

oOyJaroImxcs

K

BBIINTOJIHCHUIO

npo(ecCHOHaTLHBIMU CTaHAAPTAMH:

TPYAOBBIX

byHKIIUNA B

COOTBCTCTBUHU C

Kona u HammeHoBaHue

O060011IeHHBIE TPYIOBBIE PYHKIINH

TpynoBsle QyHKITUI

podeCcCHOHANBEHOTO OBCHE YPOBEHb
CTaHaapTa KOJ, HAaUMEHOBAaHUE yp HauMEHOBAaHUE KOJ, (momypoBeHb)
KBaJTH(UKAIIT
KBaM(pUKAIU
06.001 ITporpammuct Amnamms
[IpodeccronanbHbIit TpeOoBaHUH K
6 D/01.6
CTaHIAPT MIPOrpaMMHOMY
«IIporpammucty, 00ecCIeueHNI0
YTBEPKIEHHBIHN
NpHUKa3oM Pa3paboTka
MuHUCTEpCTBOM Pa3paboTtka TEXHUUECKUX
TpyJa U COUMAIbHOMN TpeboBaHUH U crienuduKanyii Ha
3amuTel Poccuiickoi D MIPOEKTUPOBAHUE 6 HpOrpaMMHBIE D/02.6 6
denepanuu ot MPOrpaMMHOTO KOMITOHEHTBI U UX
18.11.2013 Ne 679u obecrieueHus B3aMMO/IECIICTBHE
(3aperucTpupoBaH B
MunncTepCTBE TPyAa
¥ COITMANTEHON 3aIINATHI [TpoektupoBaHue
Poccuiickoit 6 HIPOrPaMMHOr0 D/03.6
Oeneparym ot 18 obecrieyeHus
nexabpst 2013 r.
Ne30635)
06.028 CuctemHbIi Paspabotka Pa3pua60T1<a
A 6 JIpaiiBEpOB A/01.6 6
HPOrPaMMHUCT KOMITOHEHTOB o
YCTPOWCTB

[IpodeccronambHbII

CHCTCMHBIX




KOZ[ 1 HAMMCHOBAHUC

O0001eHHbIE TPYAOBBIE (DYHKLIUH

TpynoBsie pyHKIIMN

IpoeCCHOHANBEHOTO OBCHE YpOBEHb
CTaHJapTa KOX HAaUMCHOBaHHE KBaiﬁ F— HauMCHOBaHHE KO (TIomypoBeHb)
KBaJH(PUKAIIAN
cta"gapT «CHCTEeMHBIH MIPOTrpaMMHBIX Pa3paboTka
NIPOTPaMMHUCT», YTB. NIPOAYKTOB KOMIIWJIATOPOB, A/02.6 6
[Ipukazom 3arpy34MKoOB, ’
MuHuCTEpCTBOM cOOpIIMKOB
TpyJla U COLMAIBHOM
3amuTsl PO ot 29 6 Pa3spaboTka A/03.6 6
ceHT;[6p;[ 2020 roga N CHUCTCMHBIX YTHINUT ’
678u
Co3znanue
MHCTPYMEHTAlBHBIX | ) 04 o 6
CpeACTB ’
MIPOrpaMMHUPOBAHUS
Paspabotka momemu
6mnec-mporieccoB | C/08.6 6
3aKa34nKa
BrisiBnenue C/11.6 6
TpeboBanuii k IC '
AHanu3 6
. C/12.6
TpeOoBaHMi
Paszpabotka C/14.6 6
apxutextypsl C '
[IpoextupoBanue u C/16.6 6
nn3ag UC )
06.015 Cnenuanuct 1o Bemonnenue pabor PazpaGoTka 6a3 6
UH(POPMALIHOHHBIM U yIpaBJIeHUe namHbx UC C/17.6
cucremMam paboTtamu 1o
Tpodeccuonambiit CO3/IaHuIo Oprauu3anuoHHOe 6
CTanlapT (momudpuKarmm) u ¥ TEXHOIIOTHYECKOE
«Crieranuct no C COIPOBOXKICHHIO 6 B —. /186
MH)OPMAIMOHHBIM UC, KO/THDOBAHHS Ha .
crcTeMam», yTB. aBTOMAaTU3UPYIOLINX A3BIKAX
TIpHKa3OM 3ajadu IPOrpaMMHPOBAHHIS
MuHucrepcTBOM OpPTraHU3alHOHHOTO
Tpy/a 1 COMANBLHOH ynpaBJIeHUs 1 OpraHu3aiuoHHOe 6
3a1uThl PO 18 HOAOpPA Ou3HEC-MpoLEeCcChl U TEXHOJIOIMUECKOE
2014 r. Ne896H
obecrieueHne
C/19.6
MO/IYJIEHOTO
tectupoBanus UC
(Bepudukaryn)
Co3ganne 6
I10JIb30BATEIbCKOM
C/22.6
JOKYMCHTallUU K
1500
Opranuzauus 6
PeTo3UTOpHS
XpaHeHud na”HHbeIX | C/40.6
0 CO3TaHUU
(Mogudukanmm) u
Beojsie MIC B




KOZ[ 1 HAMMCHOBAHUC

O0001eHHbIE TPYAOBBIE (DYHKLIUH

TpynoBsie pyHKIIMN

poheCCHOHATHHOTO YpOBeHE YPOBCHB
CTaHJapTa KOJI HaMMEHOBaHUE HauMEHOBaHHE KOJI (moTypOBEHb)
KBaJTU(pUKAITAN
KBaJH(PUKAIIAN
IKCIUTyaTaIHIo

1.4. Komnerenuuu oOywaromerocs, GopMupyembie B pe3yJbTaTe€ OCBOCHHS

JTUCHUTUIAHBI
HaunmeHoBaHue Koa n Ko nu HaumeHoBaHue IlepeyeHb MIaHUPYEMBIX
KaTeropuu HaNMEHOBaHUeE HHAUKATOpa pe3yJbTaToOB 00y4eHusl
(rpynmsbr) KOMIIeTeH M i JOCTHKEHUS
KOMIIeTeH Uil KOMIIETCHIIUA
Bemonnenue pador | I1K-3. Cnocoben | IIK-3.1. 3nats: HA ypO6He 3HAHULL:
10 CO3IAHUIO paspabaThiBaTh HUHCTPYMEHTBI U METOIbI 3HaTh UH(OPMAIMOHHbIE CUCTEMBI
(MouduKammm) 1 | apxutektypsi MC | TPOCKTHPOBaHIs 0e30macHOCTH;

COTPOBOXICHHIO
HUcC,
ABTOMATH3UPYIOINX
3a1a9u
OpTaHU3aIHOHHOTO
VIIPaBJICHAS U
OWM3HEC-TIPOIIECCHI

apxutextypsl IC, oCHOBBI
COBPEMEHHBIX CHCTEM
ynpaBieHus 6a3zaMu
JlaHHBIX, YCTPOICTBO U
(bYHKIHOHHPOBaHUE
coBpemeHHbIx C

MEXIyHapOIHbIe CTAaHAAPThI
WHPOPMALIMOHHOTO 0OMEHa;

HA YPOBHE YMEHUL:

YMETb IPUMEHSATh MEXKTyHapOAHbBIE
CTaHAapThl HHYOPMAIHOHHOTO OOMEHa;
OCHOBHBIE ITOJIOXKEHHS TCOPUH
nH(pOpMaLMOHHOI 6€3011aCHOCTH.

HA YPOBHE HABBIKOE:

BJIa/ICTh HaBHIKAMH MPUMCHEHHS
MEXIYHApPOIHbBIX CTAHIAPTOB
MH(OPMALIMOHHOTO 0OMEHa; OCHOBHBIX
TIOJIOXKEHHUH TEOPUH MH(POPMAITOHHOM
6e3omacHoCTH.

I1K-3.2. YMerTs:
IIPOEKTHPOBATH
apxurextypy UC

HA YPO6He 3HAHULL:

3HATh OCHOBHBIC ITOJIOKCHUS TeOpI/ll/I
WH(POPMALMOHHOW 0E30MaCHOCTH;
aKTyaJlbHbIe HCTOYHUKU MH(POPMAIMU B
cdepe mpodecCHOHATEHON AESTEIEHOCTH;
Ha YPOGHe YMeHUL:

yMeTh pa3pabaTbiBaTh HHPOPMAIIMOHHBIE
CHCTEMBI OE30IaCHOCTH;

MPUMEHSTh OIPUHLIUIIBI U METObI
CHCTEMHOT0 aHaJIM3a.

HA YPOBHE HABBIKOG:

METOJIaMH HACTPOHKH MHPOPMAIMOHHBIX
crucreM 0e30MMacHOCTH;

HaBBIKAMU Pa3pabOTKu HH)OPMAI[HOHHBIX
cucTeM 0e30MacHOCTH




IIK-3.3. Bnanets: Ha YpOoBHe 3HAHULL:

pa3paboTka apXUTEKTYPHOH | MOHATHS KOH(DUICHIUATLHON
cnermduranuu UC WH(POPMALINY, IEPCOHATBHBIX JTAHHBIX U
rocyJapCTBEHHOM TaliHBI;

METOBI M CPEICTBA 00CCIICUCHHUS
WHPOPMALIMOHHON 0€30MaCHOCTH 0OBEKTOB
po¢eCCHOHATBHON NeSTETHHOCTH.

Ha yposHe YMeHUll:

AQHATM3UPOBATH U BEIOMPATh METOIBI U
cpenctBa obecnieueHus HHGHOPMaIMOHHON
0e30I1acCHOCTH;

MPUMEHSTH METOMIBI U CPEACTBA
obecrieueHnst HHPOPMAIIMOHHON
6e301macHOCTH OOBEKTOB
npodeccHoHANBHOM eI TeNBHOCTH.

Ha YPOBHE HABLIKOG:

MPAaKTUIECKUMHU HaBBIKAMH TTOUCKA 1
aHaM3a ¥ CHHTE3a HHPOPMAIINH;
METOAAMH H CPeJICTBa 00eCTIeUeHHS
MH(OPMAIMOHHOK 0€30ITaCHOCTH.

2. Mecto nucuuninibl B ctpykrype OITOII

Huctmmnaa  B1.JI(M).B.JIB.6.2 «3amurta uHbopMaum» peanusyercs B
paMkax BapuaTUBHOM wyactu bioka 1 «DnekTuBHBIE IUCHUIUIMHBL (MOJYJIN)»
IporpaMmbl OakanaBpuarta.

Huctumuinaa «3anmTa nHhopMalm) npernogaeTcs: o0y4aronmMcs Mo O4HON
dbopme oOyueHus — B 4-M ceMecTpe, 1o 3a04HOM hopMe — B 6-M cemecTpe.

Hucrtuuinaa «3amura uHGOPMAIM  SBISETCS MPOMEKYTOYHBIM STarioM
dbopmupoBanus kommerennuit I1K-3 nmponecce ocBoenns OITOIN.

Hucrummaa «3amuta nHGOPMAIMIy OCHOBBIBACTCS HA 3HAHMSIX, YMEHUSAX U
HABBIKaX, TPUOOPETECHHBIX MPU M3YYEHUU TUCHUTLINH OOBEKTHO-OPUEHTHPOBAHHOE
nporpaMmmupoBanue, [IporpammupoBaHue 11 MOOHIBHBIX YCTPOWCTB M SIBIISCTCS
NpEANIECTBYIOMIEH I U3yYEHUs NUCIUIUIMH y4eOHasi MpaKTUKA: TEXHOJIOTHYECKast
(MpOEKTHO-TEXHOJOTUYECKasA) TpakThKa, bas3el JaHHBIX, MeTonbl W cpeacTBa
MPOCKTUPOBAHUS HHQPOPMAITMOHHBIX CUCTEM UM TEXHOJIOTUM, MPOU3BOJACTBEHHAS
MpaKTHKa: TEXHOJIOTUYeCcKas (IPOEKTHO-TEXHOJOTHYECKAs ) MpaKTHUKa,
NPOM3BOJCTBEHHAs] TMPAKTUKA: MPEIAUIUIOMHAs MpakTUKa, [ ocylnapcTBEeHHas
UTOrOBasi aTTecTalus: MOJArOTOBKA K C/Iade M cllaya ToCyAapCTBEHHOrO 3K3aMeHa,
locynapcTBeHHass WTOroBasi arTecTalys: BBIMOJIHEHHWE M 3alllUTa BBITYCKHOM
KBUTU(PUKAIIMOHHOMN pabOTHI.

dopMoil MPOMEKYTOUHOM aTTECTAIMU 3HAHWUNM 00y4aeMBIX MO OYHOU (opme
oOy4eHHs SBISETCS 3aUeT B 4-M cemecTpe, 1o 3a04HOi (hopmMe 3a4eT B 6-M ceMecTpe.

3. O0beM TUCHUIIIHHBI
ogHas (hopma OOyUCHUS:

Bua yueOHo# padoThI 110 JTUCHMILIHHE Bcero B 3.e. n yacax Cemecrtp 4
B 4acax
Obmast TpY10EMKOCTL IHCHHTITHHBI 3 3.e.-108 ak.gac 108 ak.uac
Konmaxmnasn paboma - Ayoumopuuvie 3anamus 36 36

Jlexyuu 18 18




Jlabopamopnuvle 3ausamus 18 18
Cemunapsl, npakmuyeckue 3aHamus - -
Koncynomayus - -
Camocmosamenvnasa paboma 72 72
KypcoBas padora (KypcoBOil IPOEKT) - -
Buja npomMeXyTo4HOI aTTecTalNu 3ayer 3auer
3a04Has popma 00ydeHHUS:

Bup y4eOHoii padoThl MO IMCUMILINHE Bcero B 3.e. m yacax Cemectp 6

B yacax

Obmast TPY10EMKOCTH THCIMITHHDI 3 3.e. -108 ak.uac 108 ak.uac
Konmaxmuasn paboma - Ayoumopuuvie 3aHamus 8 8
Jlexuuu 4 4
Jlabopamopnuvle 3ausamus 4 4
Cemunapwl, npakmuyeckue 3aHamus - -
Koncynomayus - -
Camocmoamenvnasa paboma 96 96
KypcoBas padora (KypcoBOil IPOEKT) - -
Buja npomMeXyToO4HOI aTTecTaAlNN 3auer — 4 yaca 3auer — 4 yaca

4. Conep:xxanne TMCHUILUIMHBI, CTPYKTYPHMPOBaHHOE 1O TeMaM (pa3jaesiam)
AMCHUIUIAHBI € yKa3aHueM HX 00beMOB (B aKajeMHM4YeCKHX 4Yacax) U BH/IOB

YU4eOHBbIX 3aHATHH
4.1. YueOHO-TeMaTH4YeCKHUil MJIaH
Ounas popma oOyueHus

Tema (pazaen) Pacnpesencaue 4acos Camocrost- | PopmupyembIe

Jlexumu | JlaGoparopubie | Ilpakrtuyeckme | TIPHAA ML DL
3aHATHUS 3aHATHS pabora (ko)

Tema 1. OcHOBHELIE MOHATHS H TIK-3.1

onpeneneHus. MicTounuku, pucku [K-3.2

1 GopMbI aTaKk Ha WHHOPMALHIO. 4 4 - 18

IMonutnka u CTaHJAPThHI 1IK-3.3

0e30macHOCTH

Tema 2. Kpunrorpapudeckue T1IK-3.1

MO/IEITH. AJNTOPUTMBI IK-3.2

U (PPOBAHHMS. AJTOPUTMBI

ayTeHTH(UKALUH 4 4 - 18 1IK-3.3

MHOJIb30BaTEIIEN. Monenun

0e30macHOCTH OCHOBHBIX

OIEPALIMOHHBIX CUCTEM.

Tema 3. AaMUHHCTPHPOBaHHE TIK-3.1

cereit. 3ammurta WHGOPMANUHA B 4 4 ) 18 K-3.2

ceTsix. MHOrOypOBHERBas 3alUTa

KOPIIOPATUBHBIX CETEH. 11K-3.3

Tema 4. TpebGoamms K T1K-3.1

CUCTEMaM 3alllUThl UH(pOPMAIUU IK-3.2

u HaTpaBJICHUS pasBUTHS

CPEICTB 0€30IacHOCTH 6 6 ) 18 1IK-3.3

NPEAIPUATHSL. IIpaBoBEIC

MIOCJICACTBHS




HECaHKI[MOHUPOBAHHOTO JTOCTyIa
K MH(pOpMAIIUN

Koncynbraiun - - I1K-3.1
[1K-3.2
I1K-3.3
IK-3.1
Kontpons (3auer) IIK-3.2
I1K-3.3
UTOIoO 32 40
3aounHas hopma o0yueHus
Tewma (paznen) Pacnipenenenue yacos Camocrosi- | Dopmupyemsie
Jlexumu | JlaGoparopubie | Ipaktudeckme | TCIBPHAA OIS
3aHATHUS 3aHATHS pabora (ko)
Tema 1. OcHoBHBIE NOHATUSA U T1K-3.1
onpenenenus. Mictounuku, pucku K-3.2
1 (GOpMBI aTak Ha MH(POPMAIIHIO. 2 - - 24 K 3' 3
IMonutnka u CTaHAAPTEHI -
0e30macHOCTH
Tema 2. Kpunrorpapudeckue T1K-3.1
MOJEIIH. AJropuTMBI IK-3.2
mudpoBaHuS. ANTOPUTMBI K 3 3
ayTeHTH(UKALUH - 2 - 24 .
[OJIL30BaTENEH. Monenu
0e301macHOCTH OCHOBHBIX
OIIePAIIMOHHBIX CUCTEM.
Tema 3. AaMuUHHCTPHPOBaHHE TIK-3.1
cereit. 3ammura WHGOPMANUHA B P ) ) 24 K-3.2
ceTsix. MHOTOYpOBHEBasl 3aluTa [IK-3.3
KOPITOPATUBHBIX CETCH. -
Tema 4. TpebGoamms K T1K-3.1
CHCTeMaM 3allUThl WHPOPMALUH TTK-3.2
u HaTpaBJICHUS pa3BUTHS
CPEICTB 0€30MacHOCTH 1IK-3.3
- 2 - 24
NPEAIPUATHSL. IIpaBoBEIE
TIOCJIC/ICTBHS
HECaHKIIMOHUPOBAHHOTO JIOCTYIa
K HH(pOpMAIIUU
Koucybraium - - IIK-3.1
[1K-3.2
IK-3.3
[IK-3.1
Kontpons (3a4er) 4 I1IK-3.2
I1K-3.3
HUTOI'O 8 60

4.2. Conep:kanue JUCUUIINHbBI
Tema 1. OcHOBHbIe NOHATHS M omnpeaejeHusi. VICTOYHUKH, PUCKH H
¢popmbl aTak HA nHGopmanuio. [louTrka U cTaHaAAPTHI 0€30MACHOCTH




OcCHOBHbIE ~ MOHATHS  3alUTBl  MHQOpPMALMHU:  KOH(QUICHIHAIBHOCTD,
LIEJIOCTHOCTbD, JOCTYITHOCTb.

HcTounuku yrpo3 6€300acHOCTH: BHYTPEHHHE U BHEUTHHE YTPO3BI.

Buner atak Ha uH(pOpManMio: aTaku Ha KOHQUACHIIMAIBLHOCTD, 1IEIOCTHOCTD,
JNOCTYITHOCTb.

) [Ipumepsl  aTtak:  BUPYCHI, TPOSAHCKME MPOTpaMMbl,  (DUILUHT,
MaHUITYJISILIUM C TAHHBIMU.
OneHka puCKOB U YS3BUMOCTEN HH(POPMALIMOHHBIX CUCTEM.
) AHanu3 ysS3BUMOCTEH CUCTEMbI: METOAUKUA U UHCTPYMEHTBI.
Pucku, cBs3aHHBIE C YTE€YKAMH JAaHHBIX, HECAHKIIMOHUPOBAHHBIM
NOCTYNOM U BpeaoHOCHbIM [10.
_IMonurrka 6€30MaCHOCTH:
Pa3zpaboTka u BHeIpeHUE MOTUTUKH 0€30MIaCHOCTH MHGOPMAIIHH.
BaxxHOCTB pa3rpaHuyueHus JOCTYIIAa, KOHTPOJIS U MOHUTOPHUHTA.
[TonuTHka 3amMTBHl JAaHHBIX, @paBWiIa PE3EPBHOIO KOMUPOBAHMS,
BOCCTAHOBJICHMS 1IOCJIE MHIUIEHTOB.

MexayHaponHble CTaHAApTHI U peridameHThl OezomacHoctu: ISO/IEC 27001,
NIST, GDPR.

) O630p TpeOOBaHMI U CTaHIAPTOB OE30MACHOCTU ISl PA3IMUHBIX cep
NEATEIIBHOCTH.

) [Ipumenenne CcTaHmapTOB Il IMOCTPOCHUS  CHCTEMBI  3aLUTHI
uH(pOopMaIMU B OpraHU3allnH.

Tema 2. Kpunrorpagpuueckue moaeau. AJropurMbl MUGpPOBaHUSA.
AJroput™Mbl  ayTeHTH(PUKANUM  NOJb30oBaTesieil. Moaean 0e30mMacHOCTH
OCHOBHBIX ONEPANMOHHBIX CHCTEM.

Kpunrorpadguueckue moenu:

) Mogenu CMMMETPUYHOTO U aCHMMETPUYHOTO UG POBAHHUS.
Hcnonp3zoBanre nmu@poBbIX MOAMUCEH U XAMI-PYHKIUN TSI TIPOBEPKH
LEIOCTHOCTH JIAHHBIX.
) [IpuHuunel  paboOTHI MOJIeIIen 0€30IacCHOCTH  HAa  OCHOBE
KpUnTorpaduyeckux NpoTOKOJIOB.
ANTOopuTMBI IK(PPOBAHUA:
) Cummerpuunbie anroput™mel: AES, DES, RC4.
Acummerpuunbie anroputMmbl: RSA, ECC (kpuBble 3UIMOTHYECKOU
Kpunrorpadpun).
) [IpumeHeHre aaropuTMOB B peaIbHBIX MPUJIOKEHUSIX: 3alUTa JaHHbIX,
3JIEKTpOHHAas noyra, VPN.
_ AIIrOpUTMBI ayTEHTU()UKALMHU [0JIb30BATEIEN:
[TaponbHas  ayrenTudukanus, AByxdakTopHas ayTeHTH(UKALIMS,

ouomeTpus.
) IIpoToxonsl ayrentudukanuu: Kerberos, LDAP, SSO (Single Sign-On).
Monenu 6€301aCHOCTH OIEPAI[HOHHBIX CHCTEM:
) Mogenu 6e3omacHoctH: Bell-LaPadula, Biba, Clark-Wilson.
PoJib onepannoHHBIX CHCTEM B 3aIlIMTE JAHHBIX: IIPaBa JIOCTYIIA, 3aI1Ta
OT BUPYCOB ¥ BPEIOHOCHBIX IPOTPAMM.



KoHTposmp jpocTyma uW  ymnpasieHHWE IIpaBaMU IIOJIb30BaTElIE B
paznuuabix OC: Windows, Linux, macOS.
Tema 3. AaMuHUCTpUpoBaHue cereil. 3amura uHGOpMAUMU B CeTHAX.
MHoroypoBHeBasi 3alIUTA KOPIOPATUBHBIX CeTei.
_ AIMHHHCTPUPOBAHHE CETEH M YIPABJICHUE OE30IIaCHOCTHIO:
OcHOBHBIE 337]a41 aIMUHUCTPUPOBAHMS CETEBOM 0€30MMaCHOCTH.
Co3naHue 3alMIIEHHBIX CETEBBIX HH(MPACTPYKTyp U oOecrnedeHue

JOCTYyTIA.
3amuTa uHGOopMaIK B CETIX:
) Mertoas! 3anuThl iepeaaun AaHHbIX: mudpoBanue Tpaduka (SSL/TLS,
IPsec).
3amuTa Ha ypoBHe nipunioxenuii: HTTPS, SSH.
[Iporokonsl Ge3onacHoi nepenayn gaHHbix: VPN, kpunrorpaduueckue

POTOKOJIBI.
MHoroypoBHeBas 3a1UTa KOPIIOPATUBHBIX CETEH:
) Konnenius MHOTOCIOMHOM 3aIuThl: 3amuTHbIe cTeHbl (firewalls),
CHCTEMBI IIPeNOTBpaIenus Bropskenui (IDS/IPS), mudposanue.
3ammTa KOPHOPATUBHBIX JaHHbIX ¢ nomomisio VPN, DMZ,
CEerMEHTAIINU CETH.
) KonTpomas u ynpasiaeHue J10CTyOM B KOPIIOPATUBHBIX CETSX.
Bomnpock! ynpaBieHus: MHIIMACHTAMU U OTBETHBIMU MEPaMU Ha YIPO3bI:
) PearupoBanne Ha aTaku W UHIWACHTHI: OJIOKMPOBKA, aHalW3 U
BOCCTaHOBJICHHE.
UcnonszoBanue SIEM-cuctem 1711 MOHUTOPMHra W aHaIM3a
0€30I1acHOCTH.

Tema 4. TpeGoBaHusi K cUCTEMaM 3alIUThI HHPOPMALMHM U HANIPABJIEHUS
pa3BuTHusl cpeAcTB Oe3omacHocTH npeanpusatus. IIpaBoBble mocieacTBus
HECAHKIIMOHMPOBAHHOIO I0CTYNA K MH(poOpMaun

TpebGoBanus k cucTemMam 3anIuThl UHPOPMAITUK:

) CranmapThl KOH(DHICHIIMATLHOCTH, IIEJIOCTHOCTH W JOCTYIMHOCTH
JAHHBIX.
) Cuctembl  3amuTbl  UHGOpPMALUM:  AHTUBUPYCHBIE  MPOrPaMMBI,
(baepBoOIIBI, CHCTEMBI KOHTPOJISA IOCTYIIA.
[TonuTuku 0E30MacCHOCTH: pasrpaHUUYEHHE TpaB JIOCTyMa, ayJauT
0€301acHOCTH, aHAJIU3 YSI3BUMOCTEM.
_Hanpassenus pa3Butys CpeACTB O€30aCHOCTH:
Pa3BuTHe 001auHBIX TEXHOJOTHI U 0oOecrieueHre 0€30MacHOCTH JTaHHbIX
B 00IaKe.
Hcnonb3oBaHrne MCKYCCTBEHHOT'O MHTEUIEKTAa M MAIIMHHOTO OOyYEHMS
JUTSL BBISIBJICHUS yIPO3.
Pa3Butne OuUOMETpPUYECKUX TEXHOJOTUWA HJisi ayTeHTU(DHUKAIUU W
3alUThI JAHHBIX.
_IlpumeHeHne MHHOBAMOHHBIX CPEJCTB IS 3aIMThl MH(POPMALUH:
JlenieHTpan30BaHHBIC CUCTEMBI 0€30MMacHOCTH (OJIOKUYEHH).
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Hcnonb3oBanre KPUNTOBATIOT U MUMPOBBIX MOAMMUCEH JJIsT TPaH3aKIIUMA
Y KOHTPAKTOB.
[IpaBoBBIEC MOCIEACTBUS HECAHKIIMOHUPOBAHHOTO JI0CTYIIA:
) Brusane Ha 6€301macHOCTh M KOHMUIEHITMATFHOCTh HH(POPMAIIHH.
3aKOHBI U PEryJIMPOBAHUE: 3alllUTa JAHHBIX, OTBETCTBEHHOCTh 34 YTEUKY
uH(popMauu.
) [Ipumenenue 3akoHOB Mo 3amurte JaHHbIX (Hanpumep, GDPR) u
OTBETCTBEHHOCTH 33 HAPYILIEHHUE MTPAB Ha MHPOPMALIHUIO.
[Tpumepsnt MPaBOBBIX MOCJICICTBUI: mTpadwl, yroJOBHAas
OTBETCTBEHHOCTb, CYJI€OHBIE MPOLIECCHI.

5. YuyeOHO-MeTOaM4YecKOe oO0ecledyeHHE CaAMOCTOSITEJIbHOW  PadoThI
CTY/IeHTOB

CamocrosiTenbHass paboTa MPOBOJUTCS C LEIbIO: CHUCTEMaTU3aluud U
3aKPEIUICHHs] TIOJIYYEHHBIX TEOPETUYECKHX 3HAaHWUW W NPAKTUYECKUX YMEHHH
oOydaromuxcsi; yriyOJIeHHss M pacUIMpEHUs: TEOPETUUYECKUX 3HAHHUM CTYJEHTOB;
dopMupoBaHUs YMEHHI HCIONB30BaTh HOPMATHBHYIO, IMPAaBOBYIO, CIIPABOYHYIO
JOKYMEHTAILMIO, YYEOHYIO U CHELUAIbHYIO JIUTEPATypPy; Pa3BUTHUS MO3HABATEIbHBIX
CIOCOOHOCTE! W AaKTHUBHOCTH  OOy4YaroIIMXCs: TBOPYECKOW  MHUIMATHUBBI,
CaMOCTOATENIbHOCTH,  OTBETCTBEHHOCTH,  OpPraHM30BAaHHOCTH;  (OPMHUPOBAHUE
CaMOCTOSATEIbHOCTH MBIILIJIEHUS, CIIOCOOHOCTEM K CaMOPAa3BUTHIO,
COBEPILIEHCTBOBAHUIO M CAaMOOpraHu3aiuu; (GOpMHUpPOBaHUSA MPOPECCHOHATBHBIX
KOMITIETEHILIU; PA3BUTHIO UCCIIEA0BATEIbCKUX YMEHUN CTYI€HTOB.

®opMBl U BUBI CaMOCTOSITENIBHON PAaOOTHI CTYJIEHTOB: YTEHHE OCHOBHOM U
JIOTIOJIHUTENBHOM  JIUTEpaTypbl — CaMOCTOSITEJIbBHOE M3y4YE€HHE Marepuaiga 1o
PEKOMEH1yEMbIM JINTEPATYPHBIM UCTOUYHUKAM; paboTa ¢ OMOIMOTEYHBIM KaTaJIOroM,
CaMOCTOATENbHBIN MOJA00pP HEOOXOAMMOW JUTEepaTyphl; padoTa €O CIOBapem,
CIPaBOYHMKOM; TMOMCK HeoOxonumoil uHpopmauumum B cetd  VHTepHeT;
KOHCIIEKTUPOBAaHUE HCTOYHUKOB; pedepupoBaHUE HCTOYHUKOB; COCTABJICHHE
AHHOTALIMI K MPOYNUTAHHBIM JUTEPATYPHBIM HUCTOYHUKAM; COCTABIECHUE PELEH3UN U
OT3BIBOB Ha MPOYUTAHHBIN MaTepuai; COCTaBJICHHE 0030pa MyOJUKalui MO TEME;
COCTAaBJICHHME W  pa3pabOTKa TEPMHUHOJIOTMYECKOIO  CIIOBaps; COCTaBIICHUE
XPOHOJIOTMYECKOW Tabmuubl; cocraBieHue Oubauorpaduu (Oubnuorpaduueckoit
KapTOTEKH); TMOATrOTOBKA K PA3JIMYHBIM (opMaM TEKyIel H MOpOMExXyTOUYHOU
arTecTalui (K TECTUPOBAHMIO, KOHTPOJIBHOW paboTe, 3a4yeTy); BBINOJIHEHUE
JIOMAIIHUX KOHTPOJBHBIX pPabOT; CaMOCTOSITENIbHOE BBIIOJHEHHE MPAKTHUYECKUX
3aJJaHull penpoAYKTUBHOIO THMA (OTBETHI HA BONPOCHI, 3a/1a4H, TECThI; BBINOJIHEHHE
TBOPYECKUX 3a/1aHU).

TexHonorus opraHu3any caMOCTOATEIbLHON PadOThl 00yUaOIUXCS BKIIOYAET
UCTOJb30BaHUE HMH(POPMAIMOHHBIX M  MAaTE€pHAIbHO-TEXHUYECKHX  PECYPCOB
00pa30BaTEILHOIO YUPEKACHUS: OMOIMOTEKY ¢ YMTAIBHBIM 3aJI0M, KOMITBIOTEPHBIC
KJacchl C BO3MOXXHOCTBIO pa®oTel B WHTepHer; ayautopuu (KJIaccel) s
KOHCYJIbTALIHOHHOM J1€SITEIbHOCTH.

[lepen BbIMOTHEHUEM OOYYAIOUIMMUCS BHEAYJUTOPHOM CaMOCTOATEIbHON
paboThl IpenojaBaresb MPOBOJUT KOHCYJIbTUPOBAHME MO BBINOJHEHUIO 3aJaHus,
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KOTOpBIA BKJIIOYAeT LEdb 3a/aHus, €ro COJAEpPKaHUS, CpPOKU BBINOIHEHHUS,
OPUEHTHUPOBOYHBIN 00BEM pabOTHl, OCHOBHBIE TpEeOOBaHUS K pe3ysibTaraMm padoTHI,
KpUTEpUU OLEHKH. Bo BpeMs BbIMOJHEHUS OOYYaIOUUMUCS BHeayIUTOPHOU
CaMOCTOSITENIbHOM pabOTHI U MPU HEOOXOJUMOCTHU MPENOaBATENb MOXKET MPOBOAUTD
WHIMBHUIyaJIbHbBIE U TPYIIOBbIE KOHCYJIbTAIIHH.

Kontpons  camoctosATenbHOM  pabOThl  CTYAEHTOB  MpEIyCMaTpUBAET:
COOTHECEHHUE COAEPKaHUS KOHTPOJIS C UEISIMU 00yUYEHUS; 00bEKTUBHOCTh KOHTPOJIS;
BaJIUAHOCTh KOHTPOJdS (COOTBETCTBHE NPEABABISIEMBIX 3aJaHU TOMY, YTO
npeanonaraerca MpoBEpUTh); JudepeHInanno KOHTPOIbHO-U3MEPUTEIbHBIX
MaTepHUaJIoB.

@DopMbI  KOHTPOJSI CaMOCTOATENIBHOM paloThl: MPOCMOTP U IpOBEpKa
BBITIOJIHEHUS ~ CaMOCTOATENBHOM  paboThl  MpernojiaBaTresieM;  OpraHu3alus
CaMOTMPOBEPKH, B3aMMONPOBEPKU BBHITIOJIHEHHOTO 3aJlaHus B TPYIIE; 00CYXICHUE
PE3yJIbTaTOB BBIIIOJHEHHOW PaOOThl HAa 3aHATUU; IPOBEJEHUE MUCbMEHHOTO ONpOCa;
IPOBEJICHHE YCTHOIO OINpPOCa; OpraHu3alMs W MPOBEACHUE HWHIUBUIYAIBHOIO
co0ece10BaHus; OpraHu3alys U MPoBeIeHne COOECeI0BaHus C TPYIIIOi.

HepequL BOIIPOCOB, OTBOAUMBIX HAa CAMOCTOATE/IBbHOEC OCBOCHUE TNCHUIIJIMNHBI,

(opMbI BHEAYTUTOPHOM CAMOCTOATEILHOU PA0OTHI

HaumeHnoBaHue TeM
(pa3nenoB)
JUCIHUILTHHBI

Hepe‘leﬂb BOIIPOCOB, OTBOJIMMBbIX HAa CAMOCTOATEC/IBHOC
O0CBOCHHEC

@DopMbl BHEAYTUTOPHOMI
CaMOCTOSATEJIbHOH PaldoThI

Tema 1. OcHoBHBIC
TOHATHS 1
OMpeIeIICHHSL.
HcTouHuKy, pUCKH U
(dopMEI aTak Ha

1. Onpeaenenre 3anuThl HHGOPMAITIH 1 €€ OCHOBHBIC TIEIIH.
2. OCHOBHBIC MOHATHS: KOH(UICHIIUATBHOCTb, 1IEJIOCTHOCTD,
JIOCTYITHOCTH HH(OpMAIUH.

3. UcTtournku yrpo3 nH(GOpMaIiu: BHYTPEHHUE W BHEUITHHE
(akTopsI.

N3ydeHue nurepatrypsl Mo
OCHOBHBIM TTOHSITHIM 3aITUTHI
nnpopmaruu. [Iposenenue
aHaIM3a BO3MOXKHBIX YTPO3
JUTsI HTH(OpPMAITUHU B

UH(pOPMALIHIO. 4. ®opmbl aTak Ha HHGOPMAIIHIO: BPEJOHOCHBIC TPOIPaMMBI, pa3auuHbIX cdepax.
IMonuTHKA ¥ CTAaHAApPTHl | COIMATIbHAS WHKEHEPHs, (PUILMHT U JP.
0e30MacHOCTH 5. IomuTrky 6€30MaCHOCTH: OCHOBHBIE KOMIIOHEHTHI M HX

3HAYCHHE B OPTaHU3AIINH.

6. Crangaptel 6e3onacHoctu naHGopmanuu: ISO/IEC 27001 u

TIpyTHE.

7. O1ieHKa PUCKOB M YSI3BUMOCTEH B 00JIACTH 3aIUTHI

WHPOPMALTUH.

8. ConmanbHast UHKESHEPHS: METOIbI U IPUMEPHI aTak.

9. Biiusiane uenoBeueckoro (hakTopa Ha 6€3011aCHOCTh

WHPOPMAITUH.

10. byymiee 3amuThel HHGOPMAIIVH: HOBBIE YTPO3bI U TIOIXOIBI.
Tema 2. 1. O630p KpunTOrpaPUIeCKNX MOACIEH: CHMMETPUYHAS U HccnenoBanne MeTOA0B
Kpunrorpapuueckue aCUMMETpHYHAasi Kpunrorpadus. ayTCHTU(PHUKAIIH
MOJIENTH. AJITOPUTMEI 2. Anroputmsl udposanus: DES, AES, RSA u ux MOJIb30BaTENEN U UX
mu(poBaHUSL. OCOOCHHOCTH. a¢dexruBHOCTH. [IpoBeneHne
AJITOPUTMBI 3. XomI-pyHKITMY U X IPUMECHECHHE B 3aIUTe HHPOpMAIUN: aHaM3a MoJeeh
ayTEeHTU(QUKAIIH SHA-1, SHA-256 u ap. 0€30IMaCHOCTH OCHOBHBIX
MTOJTB30BaTEIICH. 4. AITOpuUTMBI Ay TEHTU(DHUKAIINH: TTAPOJIH, TOKSHBI, OMOMETPHSI. OTIEPAIIMOHHBIX CUCTEM.

Monenu 6e301macHOCTH
OCHOBHBIX
OIEPALIMOHHBIX CHCTEM.

5. Moxenu 6e30IacHOCTH B OTIEPAalMOHHBIX cucTeMax: Windows,
Linux, macOS.
6. Pons kpunrorpaduueckux METOIOB B 00ECIICUCHUN
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0€30I1aCHOCTH OTNEPALMOHHBIX CUCTEM.

7. Ilpumepsl MPUMEHEHHUS Pa3JINYHbIX aJrOPUTMOB IIH(DPOBAHUS
B peaJIbHBIX CHCTEMaXx.

8. Ceprudukats! 1 HHPpACTpYKTypa OTKpHITHIX Kitodeid (PKI) B
ayTeHTH(UKALUH OJIb30BATEIICH.

9. CooTBeTCTBHE CTaHAAPTaM 0E30ITaCHOCTH aJITOPUTMOB
mHudpoBaHUsL.

10. Bynymee kpunrorpaduueckux METOIOB: HOBBIE PEILICHUS U
TOAXOJBL.

Tema 3.
AIMUHUCTPUPOBAHUE
ceTel. 3ammra
nH(pOpMAITH B CETSIX.
MHoroypoBHeBas
3alUTa KOPIIOPATUBHBIX
ceTe.

1. OcHOBBI aIMUHUCTPUPOBAHUS CETEH: 3391 H HHCTPYMEHTHI.
2. Yrpo3sl 6€30MaCHOCTH B CETSIX: TUIIBI K HCTOYHUKH.

3. Metozp! 3amuThl HHpOpPMaLUK B ceTax: mudposanue, VPN,
(aiipBoIHL.

4. MHOTOYpOBHEBAS 3aIINTa KOPIMOPATUBHBIX CETEH: KOHIEIIIIH
Y TIOJIXO/IBI.

5. Ponb ceTeBBIX MPOTOKOJIOB B O€30MaCHOCTH MH(OPMAIIHH.

6. [IpumeHeHne CUCTEM O0OHAPYKEHUS U TIPEIOTBPAIICHUS
sropkenuii (IDS/IPS).

7. Cuctemsl yrpaBiieHus: 6e3onacHocThio nHpopmanuu (SIEM):
(YHKIMH 1 TIPUMEDHI.

8. OCHOBHBIE IPUHITUIIBI IPOSKTUPOBAHUSI OE30MTACHBIX CETEH.
9. O0y4eHre COTPYAHUKOB O€30MMaCHOCTH B KOPIIOPATHBHOMN
cpere.

10. Bynymiee ceTeBol 0€30IMaCHOCTH: TPEHABI U TEXHOJIOTHH.

IIpoBenenue ananunsza
MHOTOYPOBHEBOM 3aLIUThI
KOPIOPATUBHBIX CETEH.
HccnenoBanue npumMepos
YCIEIIHOIO
aIMUHHMCTPHUPOBAHUS CETEN C
aKIIEHTOM Ha 0€30MacHOCTb.

Tema 4. Tpe6GoBanus K
CHCTEMaM 3allUThI
nH(pOpMAIIH U
HaIpaBJICHUS Pa3BUTHUS
cpencTB 0€30MacHOCTH
MPETPUATHS.
[IpaBoBbIe nocCIEACTBUS
HECaHKIIMOHUPOBAHHOTO
IIOCTYyTIa K HH(POpMaITiu

1. OcHoBHBIE TPeOOBaHHS K CHCTEMaM 3aIIUTHl HH()OpMAaIUH:
KOH(HUIEHINAIEHOCTD, IEIOCTHOCTb, IOCTYITHOCTb.

2. HopmaTuBHBIE JOKYMEHTHI M CTAHAAPTHI B 00JIaCTH 3aIUTHI
WHPOPMAITUH.

3. HampaBrneHus pa3BuTHs CpeAcTB 0€30MacHOCTH: TEHACHLUH U
WHHOBAIIMU.

4. Ponp TexHONMOTHH B 0OecriedyeHnn 6e301macHOCTH HHPOPMAaIun
Ha TPeANPUATHIX.

5. IlpaBoBbI€ acTIEKTHI 3aIIUTHl HH)OPMALKMHU: 3aKOHBI U
PeryJsIUH.

6. [locnencTBus HECAaHKIIMOHUPOBAHHOTO JIOCTYIA K
WHPOPMAINH: IOPUINYECKIE U PUHAHCOBBIE.

7. IlpuMepsl yCOEMHOT0 BHEAPEHHS CUCTEM 3alLUTHI B
KOMIIaHHSAX.

8. Bnmusinne GDPR u 1pyrux peryssmnuiil Ha 3auTy
WH(pOPMAIIHH.

9. O1eHKa yrpo3 1 OIICHKA PUCKOB B KOHTEKCTE TPABOBBIX
HIOCJIE/ICTBUN.

10. Bynymee cucrem 3amuThl HHGOPMALIMH: HOBBIE TOJXOIBI U
BBI30BBI.

Hccnenosanue npaBoBbIX
MIOCIIEACTBUN
HECAaHKIIMOHMPOBAHHOTO
JOCTyNa K HHPOPMAIHH.
[IpoBenenue ananusa
COBPEMEHHBIX TECHJICHIINH B
o0JacTu CpescTB
0e30macHOCTH.

Ixajia oueHNBaAHUSA

[IIxana oneHMBaHuA

Kpurepuu onieHuBaHMs

«OTnuuHO» OOyuaronuiicst TJIIyOOKO U COJIEp)KATEbHO PacKphIBAET
TEMY CaMOCTOSITEJIbHONH palboThl, HE JOMYCTUB OIIHUOOK.
OTBET HOCHUT PAa3BEPHYTHIN U MCUEPIIBIBAIOIIUN XapaKTep

«Xopouro» OOyuaronuiics B L[EJIOM pacKpbIBaeT TEMY

Xapakrepa

CaMOCTOSITeIIbHON pabOThI, OJTHAKO OTBET XOTS OBbI HA OJMH
U3 HUX HE HOCHUT pPa3BEPHYTOTO M HCUEPITHIBAIOIIETO
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«Y IOBJIETBOPUTEIBLHO»

OObyuaromuiics B L[EJIOM pPacKpbIBAECT TEMY
CaMOCTOSITENIbHOM pabOThl U JAOMYCKAaeT psif HETOUHOCTEH,
(parMeHTapHO PACKPBIBAET COACPKAHHE TEOPETHUECKUX

BOIIPOCOB WJIM HUX PAaCKpbIBA€T COJIEPKATEIBHO, HO
JIOTyCKasi 3HAYUTEIbHbIC HETOYHOCTH.
«HeynosnerBoputenbHo» | OOyyaromuiics  He  BlajgeeT  BbIOpaHHONW  TeMoOM

CaMOCTOSITEJIbHOM pabOTHI

OCBOCHHUA NHUCHUIIJINHBI

6. Ouenouynbie MaTepuajbl ((POHI OLEHOUYHBIX CPEACTB) AJIsl NMPOBEAECHUS
TeKYIIEero KOHTPOJISl YCIeBA€MOCTH, NMPOMEKYTOYHON aTTeCTAIMU MO0 MTOram

6.1. Ilacmopt ¢oHAA OLIEHOUYHBIX CPECTB

Ne | Konrponupyemsie Kon n WNupukaTop noctrkeHns HanmenoBanue
pazaenbl (TeMbl) HAaMMEHOBAaHHE KOMIIETEHIIMHU OLICHOYHOT'O
JUCITUTITUHBI KOMITETCHIIUH cpencTBa

1. | Tema 1. OcHoBHEIE [1K-3. Crocoben IIK-3.1. 3HaTh: Ompoc, TECT,
TTOHATHA 1 paspabateiBaTh MHCTPYMEHTBI U METOBI AOKJIa,
OmpeIeTICHHS.

pea apxurexktypsl UC NPOEKTHPOBAHHS pedepar, 3auer
I/ICTO‘IHI/IKI/I, PUCKHU U
dOpMHI aTak Ha apxutekTypbl IC, 0oCHOBBI
UHQOPMAIHIO. COBPEMEHHBIX CUCTEM
TTonutnka n CTaHAapPThI YIIPaBJICHUS 6333MI/I
Oe3omacHOCTH .
JAHHBIX, YCTPOMCTBO U
(GyHKIIMOHUPOBaHHE
coBpemeHHbIX YC
I1K-3.2. Ymers:
MIPOEKTUPOBATh
apxutektypy UC
I1K-3.3. Bnaners:
pa3paboTka
APXUTEKTYPHOUI
crenmburanun MC

2. | Tema 2. IIK-3. Criocoben I1K-3.1. 3uarh: Ormpoc, TECT,
Kpunrorpapuieckne paspabaTbiBaTh HHCTPYMEHTBI X METOBI JOKIan,
MOAENIU. AJITOPUTMBI

A p apxurektypsl UC NPOEKTHPOBAHNS pedepar, 3auer
muQpoBaHUsL.
AJNFOPHTMBI apxutekTypbl UC, OCHOBBI
ayTeHTU(pUKaIUK COBPEMEHHBIX CUCTEM
I10JIb30BATEIIEH.

Mounenu 6e30macHOCTH
OCHOBHBIX
OIIEPAIIHOHHBIX CHCTEM.

ynpaBieHus 0azaMu
JAHHBIX, YCTPOMCTBO U
(YHKIIMOHMPOBAaHUE
coBpemeHHBIX C
[IK-3.2. Ymers:
[IPOEKTUPOBATh
apxutektypy UC

I1K-3.3.
pa3zpaboTka
APXUTEKTYPHOM

Biaanets:
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crnenuburanuu MC
3. | Tema 3. [1K-3. Crnocoben IIK-3.1. 3uaTh: Ompoc, TECT,
AJIMHHUCTPUPOBAHHE paspabarbiBaTh WHCTPYMEHTBI U METO/bI JOKJIAN,
cetelt. 3amuTa
11 apxutekTypbl UC NPOEKTHPOBAHHS pedepart, 3ayer
HHPOPMAITHH B CETSX.
MHOroypoBHeBas apxutekTypsl UC, 0CHOBBI
3allUTa KOPIOPAaTUBHBIX COBpeMeHHBIX CUCTEM
ceren. ympaBieHus 0azaMu
JAHHBIX, YCTPONCTBO U
(GyHKIIMOHUPOBaHUE
coBpeMeHHbIx MC
IT1K-3.2. Y™MeTs:
MIPOEKTUPOBATh
apxutektypy 1C
IK-3.3. Bnaners:
pa3paboTka
APXUTEKTYPHOUI
crienmdukanun MC
4. | Tema 4. Tpeoosanus k | [IK-3. Cnocoben IT1K-3.1. 3HaTh: Ompoc, TECT,
CHCTEMaM 3allThI paspabarbiBaTh WHCTPYMEHTHI U METO/IbI JOKIIaz,
HHPOpMaALIU U
opmarg apxutektypsl UIC | 1150 0rupopanms pedepar, 3auer
HaIpaBJICHUA Pa3BUTUA
cpencTs 6e30MacHOCTH apxutektypbl C, 0CHOBBI
TPEPHUATHSL. COBPEMEHHBIX CUCTEM
IIpaBoBbIE nOCIEACTBUS yIpaBneHus 6azamu
HCCAaHKIIMOHUPOBAHHOT' O o
JAHHBIX, YCTPOHUCTBO U
JoCcTyTa K nHpopMarmm
(yHKIIMOHUPOBAHHE
coBpemeHHbIX UC
[1K-3.2. Ymers:
MIPOCKTUPOBATh
apxutektypy UC
I1K-3.3. Bnanets:
paspaboTka
APXUTEKTYPHOU
crnenuburanuu MC

Jdranbl ¢opMupoBaHus KommeTeHuuil B mpomecce ocBoeHus OIIOII
IPsIMO CBSI3aHBI C MECTOM JMCIUILUIMH B 00pa3oBaTeabHOM nporpamme. Kaxprit atan
dbopMHUpOBaHUS KOMIETEHIIMH, XapaKTePU3yeTCs ONpEIeCHHBIMU 3HAHUSIMH,
YMEHUSIMA W HaBbIKAMU U (WJIM) OIBITOM MPOQPECCHOHATILHON JIESITEIbHOCTH,
KOTOpHIE  OIICHUBAIOTCSI B  MPOIECCE TEKYHIEro KOHTPOJISI  yCIeBaeMOCTH,
IPOMEKYTOUYHOM aTTeCTAIlMM 10 TUCHUILINHE (TIPAKTHUKE) U B MPOIECCE MUTOTOBOM
aTTeCTAIlIH.

Hucrumumaa  «3amura UHGOPMAIMMY SBISETCS TPOMEKYTOYHBIM STarloM
KOMITIEKCA JWCIHIUIMH, B XOJI¢ M3YyYEHUS KOTOPHIX Yy CTYACHTOB (HOPMHUPYIOTCS
komrnereHuus [1K-3.
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®opmupoBanua komnereHiuu [1K-3 HauMHaeTcss ¢ W3ydyeHHEM MCIUTUIMH
«OOBEKTHO-OPUEHTHUPOBAHHOE TpOorpaMMupoBanue», «lIporpamMmmupoBanue s
MOOWIIBHBIX YCTPOUCTBY.

3aBepmaercs pabora 10 (GOPMHPOBAHUIO Y CTYICHTOB yKa3aHHBIX
KOMIIETEHIIMA B XOJi€ M3YUYCHHUsI JUCLUUIUIMH y4eOHas MPaKTHUKA: TEXHOJIOTHYECKAs
(IpOEKTHO-TEXHOJOTUYECKasA) MpakThKa, «ba3pl NaHHBIX», «MeToabl U CpeacTBa
MPOCKTUPOBAHUS WH(POPMAIIMOHHBIX CHUCTEM U TEXHOJOTUI», MPOU3BOJACTBEHHAS
MpPaKTHKA: TEXHOJIOTUYEeCcKas (IPOEKTHO-TEXHOJOTHYECKAs ) MPaKTHUKA,
IPOU3BOJICTBEHHAS MMPAKTUKA: TPEAAUIUIOMHAS TTPAKTHKA.

Nrororas onenka chopmupoBanHoctu komnereHuuit [1K-3 ompenensiercs B
nepuoa l'ocygapcTBeHHass WTOroBasi arTecTauus: NOATOTOBKa K cAadye M chaya
roCyJIapCTBEHHOTO AK3aM€EHa, ['0Cy1apCTBEHHAsi UTOTOBAsl aTTECTALIMS: BBIIIOJIHEHUE
U 3al1UTa BBIMTYCKHOW KBaTU(UKAITMOHHON PabOTHI.

B nmpouecce u3yuyeHus TUCHUILINHBI, KOMIIETEHIMH TaK:Ke (POPMUPYIOTCH
MOJ3TAIHO.

OcHoBubiMu dTanamMu  GopmupoBanus [1K-3 npu u3yueHUH NUCIMIUIAHBI
b1.I(M).B.JIB.6.2 «3amura nndopmaumy SBISIETCS MOCIEAOBATEIIbHOE NU3YYCHHE
COJZIEpPKaTENIbHO CBSI3AHHBIX MEXAY CO00M TeM yueOHbIX 3aHATHI. 3ydueHne Kaxaoi
TEMbl TpEArNoJiaraeT OBJAJEHUE CTYACHTAMHU HEOOXOJUMBIMHU JIECKPUIITOpaMU
(cocTaBistomMUMHU)  KOMIIETeHIMU. J[Jis  OleHKH ypoBHS C(HOPMUPOBAHHOCTU
KOMIIETEHIIUA B MPOIECCE H3YUYEHUs] TUCHUILUIMHBI MTPEIYyCMOTPEHO IPOBEIICHHE
TEKYIIETO0 KOHTPOJISI YyCIeBaeMOCTH Mo TemaMm (pas3aenaM) JUCHUIUIMHBL U
MPOMEKYTOUYHOMN aTTECTAIMK 1O TUCIUIUIMHE — 3a4eT.

6.2. KoHTpo/ibHBIE 32JaHUSI U MAaTepHaJibl, HEOOXOAUMbIE JJIS1 OLEHKH
3HAHUH, YMEHUI U HABBIKOB M (WJIH) ONBITA JAeSATEJbHOCTH, XaPAKTEPHU3YIOUIHX
Tanbl (OPMUPOBAHUS KOMIIETEHIM B MpouLecce 0CBOEHHUsI 00pa3oBaTeILHOM
MPOrpaMmbl

6.2.1. KoHTpoJsibHbIe BONPOCHI MO TemMaM (pa3agesaM) JJs OMpoca Ha
3aHATHAX

Tewma (pazaen) Bomnpocsl
Tema 1. OcHoBHbIE ITK-3
TOHSTHS U OTPE/ICTICHUS. 1. [Tonsarue nudopmanu 1 HHPOPMALTUOHHBIX PECYPCOB.
Hcrounnku, pucku 1 2. OcHoOBHBIE 1I€JIM ¥ 337a4U 3aLIUThl HHPOPMAIIH.
dopwmb arak Ha 3. Knaccudukanus uadopmaium no creneHu
undopmanuro. [Tonmutuka n KOH(H/IEHINAIHOCTH.
CTAHAAPTEI GE30NACHOCTH | 4 [TpuHIMIIBI TOCTPOEHUS CUCTEM 3aIUThl HH()OPMAIUH.
5. Tunel yrpo3 uHGOpMaIMOHHON 6€30MaCHOCTH.
6. HcToYHMKM yTrpo3 U BO3MOXKHBIE KaHAJIbl YTEUKU MH(POPMALIUH.
7. Knaccudukanus ys3BuMocCTel 1 METOIBI UX OOHAPY KEHHUS.
8. [TocnencTBus peanuzanum yrpo3 U OLEHKa PUCKOB.
9. MeToap! aHanM3a 3aIUIIEHHOCTH HHPOPMAIINH.
10.  Iloaxomsl k 00eCIeYeHUIO HENPEPHIBHOCTH UH()OPMAIIHOHHBIX
IPOLIECCOB.

11. OnpeelieHHe TOJMTHKH 3alUTH HH(pOpMaIuu.
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12. MexaHu3MBbI 3aIUTHl KOHQUACHIIMATBHBIX TaHHBIX.

13. [TpUHITUTIEI KOMIUIEKCHOM 3alTUThI HHPOPMAIIUH.
14. Ponb monb3oBarens B obecnieuenuu Ub.
15. Cucrema oOydeHusi 1 ”HGOPMHUPOBAHUS ITEPCOHAIA 10 BOITPOCAM
Ub.
16. dopmMupoBaHUe KyJIbTypbl HHHOPMAITMOHHONW 0€30MTaCHOCTH.
17. [TpuHIHIB BEIOOpA TEXHUYECKUX U IPOTPAMMHBIX CPEICTB
3aIUTHI.
18. CornacoBaHue Mep 3alUThI C IPOU3BOJICTBEHHBIMHU 33/1a4aMH.
19. PernamenTsl pearnpoBaHus Ha UHIUCHTHI.
20. Nurerpanus b B KOpIOpaTUBHYIO CTPATETHIO.
Tewma 2. [1K-3
Kpunrorpapudieckue 1. TexHn4ecKkne KaHallbl YTeUYKH HHPOPMAIIHH.
MOJeNH. AJITOPHTMBI 2. MeToap! 3aIUTHl OT aKYCTHYECKUX U BUOPOAKYCTUYECKHX YTEUeK.
WHQPOBAHUA. ANTOPUTMBI | 3 DKpaHUPOBAHKE MMOMEIIEHUN U 000PYIOBaHUS.
ayTeHTHUKALUH 4, KOHTpOIIb 37IEKTPOMArHUTHOM COBMECTHMOCTH.
noxksosarenei. Mozem 5. Hcnonp3oBanue mudpoBaHus KAaHAIOB CBSI3U.
0€301acHOCTH OCHOBHBIX N
ONCpALIIOHHBIX CHCTEM. 6. CpenctBa moaBieHus: TOOOYHBIX U3ITYUCHHM.
7. MeToibl U CpeaCcTBa KOHTPOJISI IOCTYIIA B TIOMENIECHUS.
8. Buomerpuueckue cucteMbl HACHTU()UKALUY U ayTeHTH()UKALINY.
9. TexHu4ecKknue CUCTEMbI OXPaHbl U CUTHAIM3ALUN.
10. KomrnekcHbie cuctemMbpl (PU3HMUECKON M TEXHIUUECKOH 3aIlUTHI.
1. CraHmapThl MO0 TEXHUYECKOU 3a1uTe HHGOPMAIIIH.
12. [IpaBuna skcrTyaTauy 3aUMIIEHHBIX TEXHUUECKUX CPEJICTB.
13. CepruduimpoBaHHbie CPEACTBA 3aUTUTHI HHPOPMAIIUH.
14. [TonGop u BHEIpEeHHE CUCTEM KOHTPOJIS AOCTYIIA.
15. JlokyMEeHTUpOBaHHE MEP TEXHUYECKOU 3alUTHI.
16. [IpoBenenue NpoBepOK TEXHUUECKOHN 3alUIIEHHOCTH.
17. OO0ecnieyeHne TEXHUUECKOM 3alIUTHI B pacipe1eIEHHbBIX
CUCTEMAX.
18. OOGecneyenue 3anuThl THPOPMAIIMKA HA paOOUNX MECTaX.
19. Opranu3zanus 3alunEHHbIX 30H U KAOMHETOB.
20. MOHHTOPHHT COCTOSIHHS TSXHUYSCKOM 3aIIUTHI HA 00BEKTE.
Tema 3. [1K-3
AIMUHUCTPHUPOBaHHE 1. CpenctBa aHTUBHUPYCHOM 3aIIUTHI.
cerel. 3amura 2. Me:xceTeBble SKpaHbl B CUCTEMBI KOHTPOJISI Tpaduka.
MH(OpMAIIMH B CETSX. 3. Hcnonp3oBanue cucteM oOHapyxeHust Bropxkeruit (IDS).
MuoroyposHesad sammra | 4, [TporpamMMHbIe CPEACTBA KOHTPOJIS IETOCTHOCTH JAHHBIX.
KOPTOPATHBHBIX CCTCH. 5. OOGHoBeHME U yripaBieHue ys3pumocTtsmu [10.
6. [IpyrHIUIIBI TOCTPOEHUS OTKA30yCTONYHUBBIX CUCTEM.
7. Hcnonb30oBaHue pe3epBHOTO KONMUPOBAHUS U BOCCTAHOBJICHHS.
8. [IporpamMHsbIe cpesicTBa pa3rpaHUYEHUs JOCTYyIA.
9. CpencTBa 3amuThl 0T HecaHKIMOHUpoBaHHoro noctymna (HCJI).
10. CpencTBa 3a1UThl JaHHBIX HA MOOMJIBHBIX YCTPOHCTBAX.
11. Pa3paboTka BHyTpEeHHUX periaMeHTOB HH(GOPMAIIMOHHON
0€30I1aCHOCTH.
12. [IpoBenenune nHCTpyKTaxKeil U TpeHUHroB 1o Ub.
13. Opranu3zanus KOHTPOJIS 3a JEHCTBUSIMU IIEPCOHATIA.
14. VYnpaBieHnue y4eTHbBIMU 3alIUCSIMU U JOCTYTaMU.
15. [TonuTuka napoJsiel 1 3alUTa yYeTHBIX JaHHbIX.
16. KoHTpoJ1b HCII0Ih30BaHMsI BHEITHUX HOCUTENCH MHGOpMAIIIH.
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17.
18.
19.

20

AyauT IporpaMMHBIX U OPTaHU3ALIMOHHBIX MEp.
NHuTterpanus opraHu3allMOHHBIX U TporpaMMHubix mep B UC.
Peanmaupm IpUHIMIIA MUHUMAJIbHBIX HpHBHJ’IGI‘Hﬁ.
dopmupoBaHKHE OTYETHOCTH 1O coOmoaermnio Ub.

Tema 4. TpeGosanus K
CUCTEMaM 3aIIHUThI
nHpOpPMAITUH U
HaIpaBJICHUA Pa3BUTHA
CpencTB 0€30MacHOCTH
npennpusatus. [IpaBoBbie
IIOCJICACTBUSI
HECaHKIIMOHUPOBAHHOTO
JocTyTa K nHpopMarmm

IK-3
. O6mue TpeGoBaHUs K CHCTEMaM 3allluThl HH(POPMAIIUH.

. [IpuHIHIBI cepTUUKALINN CPEIICTB 3aTUTHl HHPOPMAIUH.

. YpoBuu noBepus u kinaccudukanus MC mo ypoBHIO 3alMIIIEHHOCTH.
. MeToip1 o11eHKH 3P PEKTUBHOCTH CUCTEM 3aIHTHI.

. MUHUMU3aIMS IpaB IOCTYIA U YIPaBICHUE TPUBUIICTHSIMH.

. OTBETCTBEHHOCTH 32 HAPYIICHHUE PEKUMA KOH(UICHIIHATEHOCTH.

. [TocaencTBysi HECAaHKITMOHMPOBAHHOTO JOCTYTIA K MH(POPMAITUH.

. [lopsanok paccnenoBanus HHUUMAEHTOB b.

. Opranm3anysi BHyTPEHHETO KOHTPOJISI CUCTEMBI 3aIlUTHI.

O 0 1N DN B W —

10
11
12
13
14
Ap
15
16
17
18
19
20

. Onenka ymep0a OT peaqu3aiu yrpos.

. HopmaTuBHO-nipaBoBas 6a3a 3amuthel nHGopmaruu B PO.

. Opranuzanus npoueccoB 3alUThl HH(YOPMAIMK HA TPEATIPHUITHH.

. Attecranusi 00beKTOB HH(pOopMaTu3anuu no Tpedboanusm Ub.

. Bzaumopeiicteue ¢ kouTponupytomumu opranamu (PCTOK, ®Ch u
2

. IIpaBoBBIE acrieKTbl 0OPaOOTKH NMEPCOHATBHBIX JAHHBIX.

. [IpuHnuIBEl MIOCTpOeHUsT 6e30nacHbIX KopropatuBHbIX HC.

. IlepcnekTHBBI pa3BUTHUS TEXHOJIOTUN 3aIIUTHI HHPOPMALIUH.

. CootBerctBHe TpeboBanusam crannapto b (TOCT, ISO).

. PazpaboTka BHyTpeHHEN HOpMaTUBHOU JoKyMmeHTaluu o Ub.

. YpaBrieHue >kM3HEHHBIM IIUKJIOM HH(GOPMAIMOHHOMN 0€30MacHOCTH B

OpraHu3aluu.

HIkana oneHUBAHUS OTBETOB HA BONPOCHI

[IIkxana orieHUBaHUS

Kputepuu onieHUBaHUS

OO6yuaromuiicst r1y00OKO U COAEpKATETbHO PACKPBIBAET OTBET Ha

«OTIYHO» KK TEOPETHUYECKUN BOIMPOC, HE JTOMYCTUB OMMUO0K. OTBET HOCUT
Pa3BEpHYTHIN M HCUEPIBIBAIOIIUN XapaKTED.

OOyyaronmuiicss B IEJIOM PACKPBIBAET TCOPETHUECKHE BOIPOCHI,

«Xopomo» OJIHAKO OTBET XOTsI Obl Ha OJUH W3 HUX HE HOCUT Pa3BEPHYTOro U

MCYEPIBIBAIOIIETO XapaKTepa.

«Y IOBIIETBOPUTEIILHO»

OOyuaromuiics B IEJIOM PAacCKpbIBACT TEOPETUUYECKUE BOMPOCHI U
JOTyCKaeT  psAJl  HETOYHOCTEW,  (parMEHTapHO  PAaCKpHIBAET
COJIEp’)KaHUE TEOPETHYECKHX BONPOCOB MWJIHM HX  PacCKpbIBAET
COJepKATEIbHO, HO IONyCKasl 3HAYUTEIbHbIE HETOUHOCTH.

«HCy,Z[OBJ'IeTB OpHUTCIIBHO»

O6yqafom1/n71051 HC 3HACT OTBCTOB HA IMMOCTABJICHHLIC TCOPCTUYCCKUC
BOIIPOCHI.

6.2.2. TeMbI 1J19 10KJIAA0B

| Tema (pazaen) | Bomnpocel
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Tema 1. OcHoBHbIC [1K-3
HOHATHUS ¥ OLPEJICIICHHS. 1. BBenenue B 3aumuTy nHGOpMaluu: OCHOBHBIE MTOHATHS U
HcTounnky, pucKy 1 TEPMHUHEI.
opmbI aTak Ha 2. Pucku yredek nHbopMaImy B COBPeMEHHBIX HH()OPMAITMOHHBIX
HH(bOpMaLIPIIO. ITonutuka u cUcTEMAX.
CTaHJApTEI 6E30MACHOCTH | 3 [Tpuntumnel o6ecneyeHust HHOOPMAITMOHHON 0€30MMaCHOCTH.
4. dusnueckue yrpo3sl 1 X BIUSHHUE Ha 0€30MacHOCTh
uHpopMmaIuu.
5. OcHoBHBbIE (POPMBI aTak HA HHYOPMAIUIO: BUPYCHI, (PUIIKHT,
DDoS.
6. Crannaptsl 6e3onacHoct unpopmarmu: ISO/IEC 27001 u
JpyTHe.
7. [omuTHkK 6€30MacHOCTH: CO3AaHUE U yIIPaBICHUE.
8. Knaccudukanus yrpos s nuHbopMaIuu: BHyTpEHHUE U
BHEIIIHUE PUCKHU.
9. CoBpeMeHHbIE METObI 3aLIUTHI OT YTPO3 YTEUEK JTAHHBIX.
10. OTHYECKHUE aCTICKThI 3alUThl HHPOPMALIMK B OPraHHU3aIUsX.
Tewma 2. [1K-3
Kpunrorpapuyeckue 1 Beeznenue B kpunTorpaduio: OCHOBHbIE BUIbI I (DPOBAHMUS.
MOJIEJTH. AJITOPUTMBI 2. [TpyHIUIIBI CHMMETPUYHOTO M ACUMMETPUYHOTO MHU(POBAHHUSL.
MAQPOBAHHS. ANTOPHTMEI | 3 Anropurmsl mudposanus: DES, AES, RSA u ux ocobeHHocTH.
ayTeHTH(HKALHH 4 AyTteHTrdUKanys IOIB30BaTENEH: 4TO OTO U KaK OHA PaboTaerT.
nosk3oatelnel. Mozenu 5 [Ipumenenne Kpunrorpaguyeckux METOI0B B ONIEPAIIHOHHBIX
0€3011aCHOCTH OCHOBHBIX
OIIEPALIUOHHBIX CHCTEM. CHCTEMAX. .
6. Mopenu kpuntorpaduyeckoi 3aIuThl B COBPEMEHHBIX
OTIEpPAI[MOHHBIX CUCTEMaX.
7. Crannaptsl ¥ IpoToKoJbl ayTeHTH(GuKanuu: Kerberos, LDAP.
8. Hcnonp3oBanue nu(pOBBIX MOANUCEHN I 00CCTICUCHHS

IIOJJIMHHOCTH AJAaHHBIX.

9.

CoBpemeHHbIe KpUnTorpadguyeckue moaxoabl K 3aliuTe

KOpHOpPAaTUBHBIX JaHHBIX.

10. 3ammra nepenaun nanubix: TLS/SSL u apyrue npoToKosl
0€30I1aCHOCTH.
Tewma 3. [1K-3
AIMUHHCTPUPOBaHUE 1. OCHOBBI CETEeBOI OE30MACHOCTH: MPABUIIA U METOIbI 3AIUTHI.
ceTeit. 3amura 2. [IpoTokoms! 3amuThsl B ceTax: [Psec, VPN.
MHGOPMAIIH B CETSX. 3. Pucku 1 yrpo3sl 6e30macHOCTH pU pabOTe B OTKPHITHIX CETAX.
MHoroypoBHeBas salluTa | 4, 3amyTa JJOKaIbHBIX CETEH U MHTEPHETA.
KOPTOPATHBHDIX CCTCH. 5. [Ipumenenne 6paHIMayspOB U CUCTEM OOHAPY>KEHUS! BTOP>KEHHIA.
6. CtpaTteruu MHOIrOYpOBHEBOM 3aIIMThl KOPIIOPATUBHBIX CETEH.
7. VYnpasienue 6€30MaCHOCTBIO CETEBON HH(PPACTPYKTYPHI.
8. 3ammra OT aTak Ha yPOBHE MPUIIOKEHUN U BEO-CEPBUCOB.
9. MeTo1bl MOHUTOPUHTA U pearupOBaHUS HA UHIUCHTHI B CETSIX.
10. Texnonoruu 3anuthl Wi-Fi u 6ecipoBOIHBIX CETEH.
Tema 4. TpeGoBanust K [1K-3
CHCTEMaM 3allHThI 1. Crangaptel ¥ TpeOOBaHUS K CUCTEMAaM 3allluThl HH(OPMaLIUH.
HHQOpMALII 1 2. Pa3zpaboTka 1 BHeJpEeHNE CUCTEMBI O€30MaCHOCTH Ha
HaIrpaBJICHUSA Pa3BUTHA Hpe ,Z[HpI/IﬂTI/II/I.
CpelIcTB besonacHocTu 3. OlleHKa PUCKOB ¥ TUIAHUPOBAHKE 0E€30MAaCHOCTH HPEANPHATHUS.
npenpuaThs. Tpasoseie | 4 NHCTpyMEHTHI U CpeCTBA 3alTUTHI HH(POPMAIIHH.
Eggﬁﬁf[;iiiposannoro 5. [Mopsimok pearupoBaHust Ha HHIUIECHTHI OE30ITACHOCTH.
6 3akoHOMaTeNbHbIE TPEOOBAHUS K 3aIUTe HHGOPMAITIH B

JIOCTyNa K HHpOpMaIuu
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pa3JIMYHBIX CTpaHax.

7. [IpaBoBBIE MOCIEACTBUSA YT€UEK JAHHBIX U
HECAaHKIIMOHUPOBAHHOI'O JJOCTYIIA.

8. OTBETCTBEHHOCTH 32 HAPYIIECHHUS B 00JIACTH 3aIUTHI
UH(pOpMaLIUY.

9. DBOJIOIUS YTPO3 U METOJIOB 3aIIUTHI B KOHTEKCTE Pa3BUTHUS
TEXHOJIOTH.

10. bynymee u TpeHapl B 00J1aCTH 3aIIUTH HHGOPMAIIHH:
MCKYCCTBEHHbBIM MHTEJUIEKT U aBTOMATU3ALIMSL.

HIkana oueHUBaHUA

[lkana oreHUBaHUS Kputepuu oreHnBaHus
«OTIHHOY OOyyaromuiicss TITyOOKO W CO/EPIKATEBHO PacKphIBaeT TEMY JOKIIaja, He
JOITyCTHB OMMOO0K. OTBET HOCHUT Pa3BEPHYTHIN M MCUEPIBIBAIONIII XapaKTep.
«XODOLIOY OOy4JaroIuics B 1IEJIOM PAacKPBIBAET TEMY JIOKJIaja, OJHAKO OTBET XOTs OBl
p Ha OJIMH M3 HUX HE HOCUT Pa3BEPHYTOr0 M UCUSPIIBIBAIOIIETO XapaKTepa.
OOyuaromuiicss B IIEIOM PACKPBIBAET TEMY JOKJIala W JIOMYyCKAeT PSI
HETOYHOCTEH arMEHTapHO PAaCKPBIBACT COJIEPIKAHHE TEOPSTUYCCKUX
«Y TOBIETBOPUTEIHHO » bp p packp p p
BOINPOCOB WJIM WX PACKPBIBAET COJAEPIKATENBHO, HO JIOIYCKas 3HAYUTEIHHBIC
HETOYHOCTH.
«HeynoBneTBOpUTEIHHO OOyyaromuiics He BIaieeT BHIOPAaHHOU TeMOH

6.2.3. OleHOYHBbIE CPEACTBA OCTATOYHBIX 3HAHMH (TECT)

IK3.

1. Kaxkoii 3 MeTo10B minppoBaHusi IBJASAETCS CHMMETPHUYHBIM ?
I) RSA

2) AES

3) ECC

4)  Diffie-Hellman

2. Yro Takoe KpunrorpagpuyecKui xm?

1)  Axropurm mudpoBaHus

2)  Meroa nonyyeHus yHUKaJIbHOTO UACHTHU(PUKATOPA TaHHBIX
3)  Mertoa revepanuu Ciy4yalHbIX YUCEN

4) ANTOPUTM JI TPOBEPKHU MOJATUHHOCTH COOOILIEHUN

3. Kakoifi TMII aTak MCHOJb3yeTCs JAJS B3J0MAa NMapoJieii ¢ MOMOIIbI0
NpeIBaAPUTETbHO BHIYHCIEHHBIX XJII-3HAYEeHNH ?

1)  Artaka «rpy0Ooii CHUITBD)

2) ATaka 1o cioBapro

3) ATaka ¢ UCTOIb30BaHUEM PATY>KHBIX TaOJIHII

4) ATaka «4eJIOBEK MOCEePEIUHE»

4. Kakoil ajropur™M HCHoJb3yercs A IMU(PPOBAHUA [AAHHBIX B
coppeMenHbIx Wi-Fi cersax?

1) DES

2)  AES
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3) RC4

4) RSA

5. Kakoil mMexaHM3M ayTeHTHM(PHKAUMU HCIHOJb3YeTCHd B IPOTOKOJIE
WPA2 nas 3amutsl Wi-Fi cereii?

1) ECDSA

2) TLS

3) PSK (Pre-Shared Key)

4)  AES

6. Kakoil M3 mepe4yuCIeHHBIX AJTOPUTMOB He SIBJISIETCH AJTOPUTMOM
aCHMMETPUYHOr0 mudpoBanus?

1) RSA

2)  ElGamal

3) AES

4) ECC

7. Kaky1o ¢pyHKIUIO BBINOJHSAET MyOJUYHBIA K1Y B ACHMMETPUYHOI
Kpunrorpapuu?

1) [Hudpyer nanusie

2)  JHemmdpyer naHHbIE

3) [MoamucriBaeT cooOIIEHNS
4)  IlposepsieT moanucu

8. Kak Ha3pIBaeTcsi aTraka Ha CHCTeMYy, NPH KOTOPOl NbITAIOTCA
noa00paTh CEKPETHBIN KJII0Y METOA0OM «TPy0oH CHIbI»?

1) ATaka ¢ UCTIOIb30BaHUEM PATY>KHBIX TaOJIHII

2) ATaka 1o cioBapro

3)  Araka Ha ocHOBe mudpa

4)  Ataka METOJOM IIOJHOTO ITepedopa

9. Kakoit aaroputm wucnogab3yercss B SSL/TLS nasi o0ecneveHust
KOH(PUIEHUNATIBLHOCTH U I[€JIOCTHOCTH JAHHBIX NPHU Nepeaaye yepe3 UHTEPHeT?

1) AES

2) RSA

3) DES

4) RC4

10. Kakoe U3 3THX yTBepKAeHUI 0 1M(PPOBOH MOANMHUCH BEPHO?

1) [udposas moanuchk UCHOAB3yeTCA Tl MU(PPOBaHUS COOOIIEHUN

2) HudpoBas moanuck odecreuyrnBacT KOHPUACHIINATLHOCTh COOOIICHUS

3) IludpoBas mOANMKHCH HUCHOJB3YETCS IS TMPOBEPKU TMOJIMHHOCTH U
LEJIOCTHOCTH COOOIIEHUS

4) [udpoBas moanuch UCHOIB3YETCS ISl CO3JJaHUSI TapOJIs
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11.
1)
2)
3)
4)
KJIFOYeH

12.

Yro Ttakoe PKI (Public Key Infrastructure)?

Cucrema ynpasiaeHUs HUGPOBBIMU MTOAITHUCIMHU

Cucrema 1 mudpoBaHUS CAMMETPUYHBIMH aJITOPHUTMaMHU

Cucrema, UCMOIB3YIONIAsl TOJIBKO OJTHOPA30BBIE KIIOUU

MexaHu3M ISl YOPaBJICHHUST W XPAHCHUS MyOJWYHBIX M TMPUBATHBIX

Yro Takoe ''crpormii pexum mudpoBaHus'" B KOHTEKCTe

ajqropurma AES?

1)
2)
uudp
3)
4)

13.
1)
2)
3)
4)

14.
1)
2)
3)
4

15.

Pexum, rie kaxaplid 070K JaHHBIX MUQPPYETCs OTIETBHO
PexuM, KOTOpPBIM 3ampeniaeT HUCIOJIb30BAaHUE BCEX CUMBOJIOB, KPOME

PexxuM, ucnonb3yroniuit 6J10ku GUKCHPOBAHHOTO pa3Mepa
Pexxum, Korma oJiMH KJIF0Y UCIIOJIB3YETCS JIJIs1 BCEX CECCUM

Kaxkoii u3 aaropurmMoB siBJIsieTCsl AJJTOPUTMOM X3 IIUPOBAHUA?
RSA

AES

SHA

Diffie-Hellman

B kakom cay4ae ucnosb3yercs ajaroputm HMAC?
Jlnst co3nanust UGPOBBIX MOUCEH

JI71s1 3a1UTHl HETOCTHOCTH JaHHBIX

JI1d renepanuu Ciry4anHbIX YUCET

s nemmdpoBaHus COOOIIEHUN

Kakoil npoToKo0JI HCIOJIB3YeTC s I 3alUThI 3JIEKTPOHHOM MOYTHI €

NMOMOIIbI0 KPpUNTOrpaguyecKUuX MeTo10B?

1)
2)
3)
4)

16.

SSL
IMAP
S/MIME
SMTP

Yro o3Ha4YaeT TepMHUH ''KOHPHUICHIUAJBHOCTH'' B KOHTEKCTE

3aluThl HHPpoOpMauu?

1)
2)
3)
4)

17.

3amura OT HECAaHKIIMOHUPOBAHHOTO JIOCTYIIA K TAHHBIM
VY nocToBepeHre NOJIMHHOCTH OTIPABUTENS
[ToaTBepxaeHre ETOCTHOCTH JAaHHBIX

Y 1ocToBepeHrne aBTOPCTBA JaHHBIX

Kaxkoiu aJrOPpUTM KpUITOrpagpuyeckoro X3IIHUPOBAHMSA

HCIIOJIB3YETCA Jd IPOBEPKHU MNMOAJIHHHOCTH naponeﬁ B COBPEMECHHBIX

cucremMax?

1)

MDS5
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2) SHA-256

3) DES

4) RSA

18. Uro mpeacraBiisieT co00il MeTOA ATAKYIOLIEro, KOTOPbI NMbITAETCS
yraJaaThb CeKpeTHbIN KJIK0Y, Hccieys BO3MOKHbIe KOMOMHALMY 3HAYCHUH ?

1) ATaka ¢ paay>KHbIMU TaOJIUIIAMU

2)  Ataka METOJIOM MOJHOTO Mepedopa

3) ATaka no cioBapro

4) ATaka ¢ ucnoiab3oBaHueM ys3Bumocreit B 110

19. UYro Takoe "cumMMerpuuHoe mudpoBanue'?

1)  Hcnonb3oBaHue  OJMHAKOBBIX  KItoued it  mudpoBaHus
nemu(ppoBaHUs

2)  Hcnonb3oBaHMe JBYX KIIOYEH: MyOJIMYHOTO U IPUBATHOTO

3) Hcrnonb30BaHNE YHUKAIBHBIX KIHOYEN TSI KAKOr0 CeaHca

4)  Hcnonb3oBaHHE OJHOIO KIIFOYA JISl BCEX MOJIb30BATENEH CUCTEMBI

20. Kak HaspiBaeTcsi MeXaHU3M, NO3BOJAIOIIMIA ayTeHTH(PUIHUPOBATH
M0JIb30BaTeJIsl ¢ IOMOUIBIO €ro OTIHe4YaTKa najbua?

1)  buomerpuueckas ayTeHTU(DUKAIISL

2)  MmuorodakTopHas ayTeHTHU(PUKALIMS

3)  IlaponbHas ayTeHTH(pUKALIMS

4)  PoneBas ayTeHTU(UKAIUS

21. Kaxkoii u3 mnepe4yHMCJEHHBIX MeTOJA0B IU(MPPOBAHUA HCIOJb3YyeT
acCMMMeETPUYHbIE KJIIOYU?

1) RSA

2) AES

3) DES

4) RC4

22.  [lous yero ucnoJib3yercs nporokoa SSL/TLS?

1)  Jng mmdpoBaHus 3IEKTPOHHBIX MHCEM

2)  Jlnd 3aliMThl JAHHBIX, IEPEJABAEMBbIX 110 CETH

3) Jns ayTeHTUdUKAIMK TI0JIb30BaTeNen

4) JI1s1 3a1uThl 0a3bl JaHHBIX

23. Yro Takoe ABYCTOPOHHSS ayTeHTU(PUKAUUSA (mutual
authentication)?

1) Korma Tonpko cepBep ayTeHTUDUIIUPYET KIMEHTA

2)  Korma ob6a yuactHuka obmeHa mHpopmarmenn ayTeHTUGUIHPYIOT APYT
Apyra

3)  Koraa knueHT ayTeHTHPHUIUPYET ce0s C TOMOIIBIO MapOIs

4)

Korzaa 06a yyacTHUKa HCTIOIB3YIOT OAMHAKOBBIE MAPOJIH
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24.

Kakoii u3 MeTOmOB 3amMTHI [JaHHBIX HCHOJb3yeTCHA 1A

o0ecreueHus HEJOCTHOCTH M 3AaIIMTBI OT NOAMCEHLI JAaHHBIX B IIPOLECCE HUX

nepeaavu?
1)
2)
3)
4)

25.
1)
2)
3)
4)

26.

Mudposanue
DIIEKTPOHHAS MTOAIUCH
X3IIMPOBaHKE
OTKpBITBIE KITIOUH

Yro Takoe cucteMa ynpasJjeHus kiawdamu (KMS)?
MexaHu3M 1S TeHepaluu nap KIr4ei

MexaHu3M 1S yIIpaBiIeHUs JOCTYIIOM K JaHHBIM

Cucrema 1 XpaHEHUs, PacpeIeICHUS U 3alUThl KIIFOUeH
[IpoToxon ass 3auuUThl UHGOPMALTUU

Kak Ha3pIBaercsi cnocod, NpM KOTOPOM CeKPEeTHbIH KJII0Y

HUCMOJIb3YeTcH UM JemudpoBaHus 3alIM(PPOBAHHBIX TAHHBIX?

1)
2)
3)
4)

27.
HEBEpPHO?

)
BXOJ1a

2)

3)

4)

28.

udpoBanue ¢ UCMOIB30BAHUEM CHUMMETPUYHBIX KITFOUCH
AcumMmeTpruyHoOe muppoBaHue

X3IIMpOBaHKE

DIIEKTPOHHAS MTOAIUCH

Kakoe wu3 3THMX yTBepKAeHHII 0 KPUNTOrpauyYecKux X3Iax
XauI-QpyHKIMS BCETJja TeHEPUPYET YHUKAIBHBIN PEe3yJIbTaT JJIsl KaXK0ro
Xa1I-hyHKIMS UCIIONB3YETCS ISl IPOBEPKH LIETOCTHOCTH TAHHBIX
Xo1-QpyHKIIMY HE MOTYT OBITh paciu@poBaHbl 0OpaTHO

Xa-()yHKITUN SBISIOTCS HEOOPAaTUMBIMHU

Kakoil u3 3TMX ajJropurmMoB mHdppoBaHus sABJIsAETCH HaubOoJiee

3¢ ¢eKTUBHBIM ISl 3A1UUTHI JAHHBIX B 00JIa4HBIX cepBUcax”?

1)
2)
3)
4)

29.

AES

RSA
Diftie-Hellman
ElGamal

Kakoii mpoTokoJ HCNOJIb3yeTcsA AJisl YCTAHOBJEHUS 3aIIUIIIEHHOT0

KAaHAJIa CBSAI3U MEKIY KJIMEHTOM U CepBepPOM B HHTepHeTe?

)
2)
3)
4)

SSL/TLS
HTTP
FTP
SMTP
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30. Kak Ha3pIBaeTcsi MeTOJ, NMPH KOTOPOM JBa YYaCTHHMKa OOMeHa
MOIyT OOMEHHUBATHCSl KJ4YaMH 0e3 TOro, 4ro0bl OHM ObLIM IepeXBaYeHbI
TpeTbeil CTOPOHOI?

1) Jduddu-Xemnman

2) RSA

3) Onw-I'amans

4)  RSA u lupdu-Xemnman

31. Yro takoe ceprudpurkar X.509?

1)  Twun nudpoBoil nognucu

2) CrangapTt 1151 3a1UTHI TTapoJIen

3)  ®opmar asig XpaHeHUs] 1 OOMeHa MyOJINYHBIMU KITI0YaMu
4)  Meroa reHepalyy CIy4aiHbIX YACET

32. UYro npeacrasJsieT c000il aTaka «4eJ0BeK MocepeInHe»?

1) ATaka, MpU KOTOPOW 3JIOYMBIIUJIEHHUK IE€PEXBATHIBAET U H3MEHSET
JAHHBIE MEKy IByMsI CTOPOHAMH

2) Artaka Ha cepBep, C LIENbIO IEPETPY3UTH €TI0

3) ATaka, IpU KOTOPOM NApoJib MOJB30BATENSA YKPAJE€H C MOMOILIBIO
nepexBara ceTu

4)  Araka Ha mM@dp ¢ UCIOJIL30BAHUEM PATYKHBIX TaOIUIL

33. Yro takoe "MHorogakropHas ayreHTupukanusa'?

1)  Meron, mpu KOTOPOM JIsl BXOJ]a B CUCTEMY HCIIONB3YETCS JBa U OoJiee
Pa3HbBIX c0co0a MPOBEPKU MOATUHHOCTH

2)  Hcnonb3oBaHuE €AMHOTO MAPOJIS 1711 BCEX MOJIb30BaTeNen

3) Hcnonbs30BaHKe 0THOPA30BBIX MTAPOJIEH

4) Meton, npu KOTOPOM MCHOJIB3YETCS TOJIBKO MapOJib

34. UYro Takoe Kpunrorpapuyeckasi 3allUTa HA OCHOBE JLJIMITHYECKHUX
KPHUBBIX?

1) Meton, WCHONB3YIOMMK JOJTHE BBIYUCICHUS IS  yBEIUYCHUS
0€30IacHOCTH

2)  Metoa, UCTIONB3YIOMINN MaTEMaTUHYECKUE OCOOCHHOCTH AJUTUIITUYECKUX
KPUBBIX JIJIs1 o0ecrieyeHus: 6€30MacHOCTH

3) Meton, NCIONB3YIOIIMK TOJIBKO OJJHOPA30BbIC KIHOYU

4)  Meroa, UCTIONB3YIOUIUHN XAUIUPOBAHUE

35. Kakoii n3 MeT00B 3aIUTHI JAHHBIX MPeANoJaraer ucmojab30BaHue
JIMYHBIX OHOMETPHYECKHUX XAPAKTEPUCTHK, TAKMX KAK OTHEYaTKU NAJbIeB WUJIH
pany:xHasi 000104Ka riaa3a?

1) buomMerpuyeckas ayTeHTHDUKAITISL

2) [TaponbpHast ayTeHTHPHUKAIUSA

3)  CekpeTrHbIi K04

4)  OTKpBITHINA KJIIOY
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36. Kakoii ajaroputM 3amuTbl HHPOPMAIMH MCHOJb3YyeTCH s
G poBbIX NOANKCEN B 3JIEKTPOHHOU mo4Te?

1) RSA
2)  AES
3)  SHA-1
4)  DES

37. Kakoil ajaropurmM HCHOJIb3yeTcs: B OOJBIIMHCTBE COBPEMEHHBIX
cucreM Uil MG poBaHus JAHHBIX B 0a3e JaHHbIX?

1)  AES
2) RSA

3)  MDS5

4)  SHA-256

38. Kakoili THMHD aTak yamie BCero HUCHOJb3yeTCd Uil MOHMCKA
YA3BUMOCTeH B KpunrorpagpuyecKkux npoToxkoaax?

1)  Araka «rpy0oii CHIIBD)

2) ATaka ¢ UCIOJIb30BaHUEM PAy>KHBIX TaOIHIL

3)  Araka Ha ocHOBe mUdpa

4) Artaka no cioBapro

39. Kakoii MeXaHM3M MCNOJIb3YeTCs JISl 3AIIUThHI JAHHBIX B 00J1aKe?
1)  CummerpuuHoe mudpoBaHue

2)  AcumMmerpuuHoOe mudpoBaHUE

3)  MmHorodakTopHas ayTeHTU(UKAIIHS

4) VPN

40. Kak Ha3bIBaeTcsi mpolecc, MNPU KOTOPOM Kpunrorpagpuyeckui
KJII0Y HCHOJIb3YeTCH VIS NPOBEPKH LEJO0CTHOCTH [JAHHBIX, a He JJIf HX
muppoBanus?

1)  XsmmpoBaHue

2)  DneKkTpoHHas MOJNKCH

3)  AyreHtudukauus

4)  Huddu-Xemnman

41. Kakoil ajaropurM HCHOJb3YeTCHd ISl CO3JAHUSA AYTEeHTHYHBIX
uudpoBbIX NoaNuce B 0J10KYeiiHe?

1) RSA
2)  ECDSA
3) SHA
4)  AES

42. Yro Takoe metop '"'nByxX(¢aKkTopHOii ayTeHTHGUKAIMA'" ?

26



1) Hcnonb3oBanre ABYX pa3HBIX KPUNTOTpadUUECKUX aAJITOPUTMOB IS

mupoBaHUS
2)  Hcnonp3oBanme  KOMOWHAIUM  TMapoyiss W OWMOMETpUU  JUIA

TIOJITBEPIKICHUS JIMIHOCTH
3)  Hcmonp3oBaHue mapoyii W OJHOPA30BOTO KOJa, OTIPABICHHOTO Ha

Tenedon
4)  Hcnonb3oBaHue JBYX UJIEHTU(DHUKATOPOB ISl KAXKI0TO MMOJIb30BATENS

43. Kak HaspiBaeTcsl KpUNTOrpaguyecKuid MPOTOKOJ, KOTOPBIH
o0ecneuynBaeT 0€30NMACHOCTH BeO-CAUTOB?

1)  HTTPS
2)  FTP

3) POP3
4)  IMAP

44. Kakoii ajaropuTM HCHOJb3YeTC B OJIOKYEH-TeXHOJIOTUAX sl
NPOBEPKHU TPAH3AKIMIA?

1)  SHA-256
2)  RSA
3)  DES
4)  MD5

45. Kakoi Tun muU@pPOBaHUA  MCHOJb3YyeTCs IS Mepeaadu
KOH(HMICHIHANbHBIX JaHHBIX B MPHJI0KEHUAX € HCIOJIb30BaHHEM NMyOJHYHOIO
KJI04a?

1) RSA
2)  AES
3) SHA
4)  DES

Kurou Kk Tecry:

1.2 2.2 33 4.2 5.3 6.3 7.1 8.4 9.1
10.3 11.4 12.1 13.3 14.2 15.3 16.1 17.2 18.2
19.1 20.1 21.1 22.2 23.2 24.2 25.3 26.1 27.3
28.1 29.1 30.1 31.3 32.1 33.1 34.2 35.1 36.1
371 38.1 39.1 40.2 41.2 42.3 43.1 44.1 45.1

IlIkana oueHMBaHMA Pe3yJbTATOB TECTUPOBAHHUS

% BepHBIX penieHn (OTBETOB) [IIxama oneHUBaHUS
85-100 OTIUYHO
70 - 84 XOpOLIOo
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50- 69 YIAOBJIETBOPUTEIBHO

0-49 HEYIOBJIECTBOPUTEIHLHO

6.2.4. Ilpumepsnl 3a1a4 npu pa3zdoope KOHKPETHBIX CUTYyauil

Tema 1. OcHnosHble nonamusa u onpedenerus. McmoyHuku, pucku u gopmol
amak Ha ungopmayuro. [lonumuka u cmanoapmei 6e3o0nacLocmu

IK3.

1. Hanmcate 0030p OCHOBHBIX TOHSTHH 3amUThl WHMOpPMAIUHU, BKIIOYAs
KOH(UICHIIUATTLHOCTh, TENOCTHOCTh W JocTymHOocTh (CIA). IlpuBectn mpumepsl,
WUTIOCTPUPYIOIINE KaXI0€ MOHSITHE.

2. PazpabotaTh moauTUKy O€30MacCHOCTH MJi BBIMBIIUICHHON OpraHu3alluy,
BKJIFOYAIOIIYIO OMMCAHUE UCTOYHUKOB YTPO3 U MEPBI IO UX MUHUMU3ALIIH.

3. OueHuTh pUCKU 11 MHOOPMAIMOHHOW CHCTEMbI, UCIIONb3YS METOAMKY
OIICHKH PUCKOB, U MIPEIOKUTHh MEPBI JISI CHUYKEHUSI 3THUX PHUCKOB.

4. IlpoaHnanu3upoBaTh peabHBIA CiIydail yTEUYKH JaHHBIX B KOMIIAHUH,
OMKCHIBASI, KAK MPOU30IILIA aTaKa U KaKue ObLIU TOCIECTBUA.

5. IloAroToBUTH MPE3EHTALMIO O MEXIYHAPOJHBIX CTaHAApTax 0€30MacHOCTH
(manpumep, ISO/IEC 27001), 00bsicHsIg UX 3HaYEHUE U TIPUMEHEHHE B OpraHU3allUu.

6. Coznate Tabmuily, B KOTOpOH OyAyT MepeurcieHbl pa3indHbie OPMBI aTak
Ha MHGOPMAIINIO, UX OMUCAHUE U CIIOCOOBI 3aIIUTHI OT HUX.

Tema 2. Kpunmoecpaguueckue moodenu. Ancopummsl  wugpposanus.
Aneopummol aymenmugurayuu nonvzosameneu. Mooenu 6e3onacHocmu OCHOSHBIX
ONepayuUOHHbIX CUCHIEM.

MK3.

1. Onucarb OCHOBHbIE KpHUNTOrpaUUEeCKUe MOJAENIN: CHUMMETPUYHBIE U
ACHMMETPUYHBIC aJITOPUTMBI IIU(PPOBAHUS, UX TPEUMYIIIECTBA U HEIOCTATKHU.

2. TlpoBectu aHanu3 anropuTMmoB mudpoBanus (Hanpumep, AES m RSA):
OPUHIUI pabOThl U 00JACTH NPUMEHEHHS.

3. Onucatp pa3iaudHble METOJIbI ayTeHTU(UKAIIMU MOJIb30BaTeNel (Hanpumep,
NapoJik, TOKEHBI, OMOMeTpHs) U UuX F3HPEKTUBHOCTS.

4. Peanu3oBath nMpuMep MCHOJIb30BaHUS aIrOpUTMa UG pOoBaHUs (Hampumep,
AES) na BBIOpaHHOM $I3BIKE MPOTPAMMUPOBAHUSA, C OOBSICHEHHUEM HCIOIb3YEMbIX
ONOIMOTEK M UX PYHKITUH.

5. TIlpoBectn wuccleqoBaHHE Mojeliel 0e30macHOCTH B OJHOM W3
omepanoHHbIX cucteM (Hampumep, Windows wmnu Linux), omuchkiBas, Kak OHH
peaNnu3yIoT 3aMUTy HHPOPMAIIUH.

6. HccienoBaTh COBpPEMEHHBIE YrpO3bl ISl KpUNTOTpaUUECKHX METOIOB
3aIIUThl THPOPMALIMK U IPEAJIOKUTH CIIOCOOBI UX YCTPAHEHHUSI.

Tema 3. AOmunucmpuposanue cemei. 3awuma uHopmayuu 6 cemsx.
MHnoezoypoenesas sawuma Kopnopamueuvix cemeli.

IK3.

1. OnucaTh OCHOBHBIE NPUHILMIBI ATMUHUCTPUPOBAHMS CETEH, BKIIIOYAS
3a/la4yu ¥ OTBETCTBEHHOCTh CETEBOT0 aJIMUHUCTPATOPA.
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2. IlpuBectu mpuMepbl METOJOB 3aIUTHI WH(OpPMAIMU B KOPIMOPATUBHBIX
CeTSX, TAKMX KaK (DaepBOJIbI U CUCTEMBI OOHAPYKEHHUST BTOPIKCHHIM.

3. Pa3paboTarh KOHIICTIIMIO MHOTOYPOBHEBOUM 3aIIUTHI JJIsi KOPIOPATUBHOMN
CETH, BKJTIOUYAsl BCE YPOBHHM 3aIUTHI ((DU3UUECKUH, CETEBOM, MPUKIIATHOMN ).

4. TIpoBecTy MpaKTUYECKOE UCCIIETOBAHNE 110 HACTPOUKE (haepBOJIa U CUCTEMBI
0oOHapyKeHHsI BTOP’KEHUI B TECTOBOM CETEBOM CPEZIE, OMUCHIBAs MPOLIECC HACTPOUKH
Y PE3YIbTATHI.

5. Co3gate Tmpe3eHTalMi0 O Hauboliee PaclpOCTPAHEHHBIX —Yyrpo3ax
0€30MacHOCTH B CETSX U MPEAJIOKEHHBIX MEPax MO UX MPEIOTBPAIICHHUIO.

6. Pa3zpaborarh pyKOBOACTBO MO MPOBEACHUIO ayJuTa OE30MaCHOCTH CETEBOM
UH(GPACTPYKTYPBI, BKJIFOYasi OCHOBHBIE 3TAMbl U METO/IBI.

Tema 4. Tpebosanus Kk cucmemam 3awumsl UHGOpMAYUU U HANPABIEHUS

paseumusi  cpeocme 0Oe30nacHocmu  npeonpusimusl. IIpasosvie nocneocmeus
HeCaHKYUOHUPOBAHHO20 0OCMYNA K UHGopmayuu
IK3.

1. Omnucath OCHOBHBIE TpeOOBaHUS K CHUCTEMaMm 3allUThl HH(OpMaIUH,
BKJIFOUasi QyHKIIMOHATIbHBIE U HEPYHKIIMOHAIBHBIE ACTIEKTHI.

2. HccnenoBaTh HampaBleHUS Pa3BUTHS CPEINCTB OE30MAaCHOCTH, BKIIIOYAs
HOBBIE TEXHOJIOTHH U MOAXObI K 3aIIMTe HHPOPMALIUH.

3. PaccMOTpeTh npaBOBBIE AaCHEKThl 3alIUThl HHPOPMALMH: 3aKOHBI U
HOPMATHUBHBIE aKThl, PETYJIHPYIOLUIUE O€30MaCHOCTh JAHHBIX.

4. IIpoBecTH UCCIEAOBAHNE O MOCIEACTBUAX HECAHKIIMOHUPOBAHHOTO AOCTYIIA
K MH(pOpMaMu, TPUBO/IS IPUMEPHI U3 PeaTbHON MPAKTUKU.

5. IloaAroToBUTH OTYET O POJM PETYISATOPOB B OOECIEUEHUH 3aAIIUTHI
MH(pOpMAIMU: KaK OHH BJIMSAIOT HA IPAKTUKU U CTaHAAPThl 0€30IaCHOCTH.

6. Omnmcarb NPaKTUYECKUE PEKOMEHIAIMU 110 BHEAPECHHUIO IOJUTHUKH
0€30MacCHOCTH Ha YPOBHE NMPEANPUATHUS, BKIKOUAsi IPUMEPHI YCIIEIIHBIX peaIn3alii.

Ixajaa oneHNBaHUA

[Txana oueHNBaHUS Kputepuu oneHuBaHust
«OTnruHO» 00y4arOIIUNCS SICHO U3JI0KUII YCIOBHE 33J1a4H, PeleHue 000CHOBAI
«XopomIo» 00ydJaromuics sSCHO M3JIOXKWI YCIIOBUE 3aJladyd, HO B OOOCHOBaHUU
pelIeHUs] UMEIOTCSI COMHEHHUS;
«Y IOBIETBOPUTEIIBHO» oOydJalomuics H3JI0KWI pelieHre 3aJadyd, HO OOOCHOBal €ro

dbopMyIIUpPOBKaMU OOBIICHHOTO MBIIIIJICHHS;

«HeynoBneTBOpUTENBHOY oOydaromuiicss He YSICHHI YCJIOBHE 33/JauH, pPelleHHue He 00OCHOBAI
nub0 He cnan paboTy Ha MPOBEPKY (B Ciydae MPOBEICHUS PEIICHHS
3aJa4 B MUCbMEHHOU hopme).

6.2.5. Temsl pas pedepaTon

Tema (paznmen) Bomnpocsl

Tema 1. OcHoBHble nonsitua u | [1K-3
OIIPEACIICHU. I/ICTO‘IHHKI/I, 1 OCHOBHBIC TIOHATHUA 3allIUThI I/IH(bOpMaL[I/II/I: OIIpCACIICHUC, LICIIU U

pUCKA 1 (hOPMEBI aTak Ha HPUHIHIIBL.
mHpopmarmio. [Tonutuka u
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CTaHJaPThl 0E30MMACHOCTH

2. Bupl HCTOUHUKOB yTrpo3 6e30MacHOCTH HH(OpMAIK: BHYTPEHHUE U
BHEIITHHE.

3. OcHoBHBIE GOPMBI aTak Ha MH(OPMAIHIO: BUPYCHI, putmHr, DDoS-
aTaku v JApyTHe.

4. ITonutrka 6€30MacCHOCTH: pa3padoTKa 1 BHeApeHUe 3 (HEeKTUBHON
MOJUTUKY O€30MaCHOCTH B OPTaHU3ALIUH.

5. O1ueHKa pUCKOB B 00JIACTH 3aLIUTHI UH()OPMAIIH: METOBI U
HOXOIBI.

6. Ctannaptsl 6€30MacHOCTH HH(POPMALUU: MEKIYHAPOIHBIE U
HalMoHaIbHBIC cTannapThl (Hampumep, ISO/IEC 27001).

7. Ponb yenoBeueckoro akropa B 6e30macHOCTH HHPOPMALIUH: KaK
OIIMOKHY IOJIb30BaTEIeH MOTYT IPUBECTH K YTEUKaM JaHHBIX.

8. IIpumepsl peanbHbIX aTaK Ha HHPOPMAIIMOHHBIE CUCTEMBbI U aHAJIN3
HUX IOCIENCTBUIL.

Tema 2. Kpunrorpapuueckue
MOJIETTH. AJITOPUTMBI
muppoBaHus. AJITOPUTMBI

Ay TeHTU(UKATN
moJib3oBareneii. Moaenu
0€30I1aCHOCTH OCHOBHBIX
OTIEPAlIMOHHBIX CUCTEM.

I1K-3

1. OcHoBHBIE KpUNTOrpadUUecKrue MOJIECIH: CHMMETPUYHBIE U
ACUMMETPUYHBIE AITOPUTMBI IIH(PPOBAHUSI.

2. Anroputmsl mrdpoBanus: AES, DES, RSA: nmpuniuner pabotsl u
00JIaCTH IPUMEHEHHUSL.

3. ANTOpuUTMBI ayTeHTU(DUKAIIUN TTOJTH30BATEIICH: TapOJIH, TOKEHBI,
OMOMETpHUS U UX UCIIOJIb30BAHHUE.

4. Monenu 0e30MMacHOCTH B ONIEPAITMOHHBIX CUCTEMaX: KaK OHU
peM3YIOT 3aIUTy WH(OPMAIIUY U YIIPABJICHUE JOCTYTIOM.

5. [Ipumenenue kpunTorpaguyecKux METOI0B B 3alIUTe UH(POpMALIUU:
MPUMEPHI U CIICHAPUU.

6. CoBpeMeHHbIE YTPO3bI JIJIs1 KpUNITOTpadhuIeCKUX METOI0B 3aIUThI
MH(POPMALIMKU: aTaKU Ha IIUQPHI U YI3BUMOCTH.

7. NaTerpamus kpunrorpa@uuecKux TEXHOJIOTHI B IPOrPaMMHOE
o0ecrieueHre U anmapaTHbIe PEeIICHUS.

8. bynymee kpunrorpadguu 1 Mojienei 6€30MacHOCTH: HOBBIC
HAMPAaBJICHUS U TEXHOJIOTHUHU.

Tema 3. AnMuHHCTpUpPOBaHHE
cerell. 3ammTa nHGOpPMAILIH B
ceTsiX. MHOTOYpOBHEBAS 3aIUTa
KOPIIOPaTUBHBIX CETEH.

I1K-3

1. OcHOBHBIE IPUHIIMIIBI AIMUHUCTPUPOBAHMS CETEH: 3aauu 1
OTBETCTBEHHOCTb CETEBOT0 aJMUHUCTPATOPA.

2. Metoapl 3auThl HHGOPMAIK B KOPIIOPATHBHBIX CETAX: (haepBOJIHI,
crcTeMbl OOHApYKEHHsI BTOPKEHUI U JpyTHe CPeICTBa.

3. MHoroypoBHeBas 3aluTa CeTeBOi HHPPACTPYKTYPhI: MOAXOIBI U
TEXHOJIOTHH.

4. Pons VPN u mm¢poBanus B 3a1ute HHPOPMALIMKU TIPH Iepeade
JAHHBIX 110 CETAM.

5. IlpuMepsl ycrienmHoM peaan3alii MHOTOYPOBHEBOH 3alUTHI B
KPYITHBIX OpraHu3alusix.

6. YTpo3bl 0€30MaCHOCTH B CETSAX: aHAJIU3 U CIIOCOOBI UX
IPEJOTBPALCHHUS.

7. Ayaut 6€301acHOCTH CETeBOM MH(PACTPYKTYPhI: METOBI U
HOJIXO/IBI.

8. [IpakTHueckue peKOMEHIAINH 10 YIyUIIEHHIO 0€301acHOCTH
KOPHOPATUBHBIX CETEH.

Tema 4. TpeGoBanus K
CHCTEMaM 3aIlUThl HH()OPMAIHH
M HAITPaBJICHUS PA3BUTHSI
CpencTB 0€30MacCHOCTH

[1K-3

1. OcHoBHBIE TpeOOBaHMS K CCTEMaM 3alUThl HHGOPMaIUU:
(YHKITMOHATTBHOCTD, HAJICKHOCTD, YCTOMYHUBOCTD.

2. HampaBneHus pa3BUTHUs CPECTB 0€30MIaCHOCTH: HOBBIE TEXHOJIOTHH
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npeanpusarusd. IIpaBoseie
[TOCIIEACTBHSA
HECaHKIITUOHUPOBAHHOTO
ImocTyna K nHPOpMaIuu

Y TIOJIXOJIBI B 3aIIUTe HH(DOpPMAIIHH.

3. [IpaBoBbIe aceKThI 3aUTUTHl HHPOPMAIIUH: 3aKOHBI 1 HOPMATHUBHbBIE
aKThI, PETyJIUPYIOIINE O€30MaCHOCTh TAHHBIX.

4. OTBETCTBEHHOCTh OpTraHM3allMil 32 YTEUKY JTaHHBIX: PABOBBIE
MOoCJICACTBUA U MCPLL BOSIIGI\/'ICTBI/IH.

5. [IpuMepsl HECAaHKLIIMOHUPOBAHHOTO JOCTyNa K HHPOPMAIH U UX
IMPAaBOBLIC TTOCIICACTBUA.

6. Ponb perynaropoB B o0ecriedeHnr 3aluThl UHGOpMAUU: KaKk OHU
BJIMAIOT HA MIPAKTUKU U CTAHAAPTHI 6630HaCHOCTI/I.

7. Pa3zpaboTka 1 BHEAPEHUE MOJTUTHKN OE30MTaCHOCTH Ha YPOBHE
MPEAIPUATUSA: IPUMEPHI U PEKOMEH AU Y.

8. bynyee 3amuThl HHGOPMaLMKU: KaK IPaBOBbIE U TEXHOJIOTUYECKUE
N3MCHCHMUS ITOBJIUAIOT HA CUCTEMBI 6630HaCHOCTI/I.

IHIxaJjia oneHUBaHUA

[ITxana oreHUBaHUA

Kpurepuu oneHMBaHUS

«OTIMYHO» OOyuatomuiics TiIyOOKO U COAEpXKATEIbHO PACKPBIBAET TEMY
CaMOCTOSTENIbHOW paboThl, He nomycTHB omMOOK. OTBET HOCUT
Pa3BEPHYTHIN U MCUEPIIBIBAIOLINI XapaKTep.

«Xopouio» OOyuaromuiics B 1EJIOM PAacKpbIBa€T TEMYy CaMOCTOSTEIbHOMN

paboThI, OJHAKO OTBET XOTS OBl HAa OJWH W3 HHUX HE HOCHT
Pa3BEPHYTOTO M MCUEPIIBIBAIOIIIETO XapaKTepa.

((YI[OBJ'ICTBOpI/ITCJ'ILHO»

OOyuaronuiics B 1IeJIOM PACKPBIBAET TEMY CaMOCTOSTENbHOM paboThI
U JIOMYyCKAaeT psii HETOYHOCTeH, (parMEeHTapHO pacKpbIBaeT
COJIEp’)KaHHE TEOPETHMUECKUX BONPOCOB WM HX PAacKpbIBAcT
COJEpKATEIbHO, HO JONyCKasi 3HAYUTEIbHbIE HETOUHOCTH.

«HeynoBneTBopuTeIbHO»

OOyuaromuiics He BiaaeeT BHIOPAHHOM TEMOH CaMOCTOSTEIbHOMN
paboThI

6.3. OEHOYHBIE CPEJCTBA TIPOMEXYTOYHOI'O KOHTPOJIA

BOleOCLI AJIFA IIOATOTOBKH K IIpOMe)KyTO‘IHOﬁ arreCcTallmm 1o uToraMm OCBOCHHUHA
AUCHUITIIMHbI 3amnTa l/IH(l)OpMa[[I/II/I:

IK3.

1. KomneroTepusie BUpychol. Ux pa3HOBUIHOCTH.

2. AHTHUBUpPYCHBIE CpecTBa. [ [puMepbl aHTUBUPYCHBIX MPOrPaAMM.

3. [Tonsitne nHbOpMaIMOHHON OE30MACHOCTH.

4. [Tonsarue KoH(HUACHITMATLHOCTH HHPOpMAITHH.

5. [Tonsitue nmoctyma Kk  uHpopmanmuu  (CAaHKIIMOHUPOBAHHBIK U
HECAHKIIMOHUPOBAHHBINA TOCTYM).

6. [TonsiTus naeHTUUKAIMS, ayTeHTU(DUKAIINSA U aBTOPHU3AIIH.

7 [Tonsarue yrpo3a 6€30MacHOCTH.

8. [TousTHE YSI3BUMOCTDH CUCTEMBI (CETH).

9 [TonsiTre aTaku Ha KOMITBIOTEPHYIO CUCTEMY.
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10. OxapakrepuszydTe MOAXOIbI K  OOECHEYCHHI0  KOMIIBIOTEPHOM
uHbopMaIuu.

11. Tlepeuucnaure OCHOBHBIE M BCIOMOTATENIbHBbIE CEPBUCHI 0€30MaCHOCTH,
JaiTe UX KIacCH(PUKAIUIO.

12.  JlaiiTe XapakTepUCTUKY TPy TPEOOBAHUN K CUCTEME 3aIUTHI.

13. «®parMeHTapHbIil»  moaxon B olecreyeHUHM  O€30MAaCHOCTH
KOMITBIOTEPHOW CHCTEMBI.

14. «KoMruiekcHbIN» moaAX0/ B o0ecriedeHur 0€30MacCHOCTH KOMITbIOTEPHOM
CUCTEMBI.

15. B dem 3akiroyaercs MOJIUTHKA O€30MACHOCTA KOMITbIOTEPHOU CUCTEMBI?

16. Ha uem ocHOBaHa «u30UpaTeIbHAS» MOJUTUKA O€30MACHOCTH?

17. Ha uem ocHOBaHa «IOJTHOMOYHAs MOJUTHKA O€30MaCHOCTH?

18.  Tlousarue kpunrorpaduu. OCHOBHBIC BUJIbI IIHU(PPOB.

19. OO6o6mennass cxema Kpuntocuctembl. [lOHATHS CUMMETPUYHOU U
ACHUMMETPUYHOU KPUIITOCUCTEMBI.

20. Ilepeuucnure OCHOBHBIE aJIrOPUTMBI KpUNITOTpaduuecKux
npeoOpa3oBaHUM.

21. Ilepeuncnutre OCHOBHBIE METOABl KPUOTOrpaUUECKON  3aIUTHI
uH(pOpMaIK B KOMIIBIOTEPHBIX CUCTEMAaX U CETSIX.

22. Kak xmaccuuIupyroTcs CpelcTBa KPUNTOrpapUUYECKOM  3al[UThI
uHpopmarmn?

23. OcHOBHBIE JOCTOMHCTBA M HEIOCTaTKW aJIropuTt™Ma MHUGPPOBAHUS
IaHHBIX ¢ ToMomso DES.

24. TIlepeuucnaure  OCHOBHbIE  KOMOWMHAIIMM,  HCIOJb3yEMblE  IpHU
mdpoBanuu anroputmom DES.

25. TlepeuucnauTe OCHOBHBIE peKUMBI paboThl anroputma DES.

26. Kak o0ecrieuynBaeTcs KPUITOCTOMKOCTh ACHMMETPUYHBIX
KpUIITOCUCTEM?

27. KakoBO OCHOBHOE Ha3Ha4YCHHE XeII-PyHKITAN?

28. KakoBbl OCHOBHBIC TPUHITUTIBEI POPMUPOBAHUS XETI-(DYHKITIH?

29.  OrnnuuTenbHbIE OCOOEHHOCTH OTEYECTBEHHOIO CTaHAapTa  Xell-
dbyukiuu ('OCT P 34.11-94) ot anroputmoB xemupoBanust MD5 u SHA.

30. Ilepeuucnute OCHOBHBIE ANTOPUTMBI ANEKTPOHHON LU(PPOBON MOANUCH
U YKOKUTE HA UX MPUHIUITHATBHBIE OTJIMYHUSL.

31. CoBpemennsie nmpuinoxeHus: kpunrorpaduu. [Ipumepsi.

32. TunuyHble aTakyu Ha ONEPALUOHHYIO CUCTEMY.

33. TlonsiTHE 3alUIIICHHON OMEPAIIMOHHON CUCTEMBI.

34. AnmapatHoe 0OecIledeHHUe CPEICTB 3alIUThI OTIEPAIMOHHON CUCTEMBI.

35. IIpobnemsr 6e3omacHoctu [P-ceteit.

36. Hawubonee pacrnpocTpaHeHHbIE BapUaHThI aTaKk Ha KOMITBIOTEPHYIO
cuctemy Ha ocHoBe mipotokona TCP/IP.

37. Cdopmynupyite CIUCOK (PYHKIIMOHATHHBIX E(PEKTOB C TOUYKHU 3PCHUS
3alUTHl B UCTIONIB3yeMoi onepanroHHol cucteme (OC).

38. Kakue nsnementl  Oe3onmacHoctu  coaepxkur OC  Windows
2000/XP/Vista?

32



39. Haszosute 3nemenTsl 6e3onacHoctu OC UNIX?

40. OcHOBHBIE MTPAKTUYECKHUE BOMPOCHI 3AIUTH HHPOPMAIIHH.

41. TIlporpaMmHBIE CpeACTBA 3AITUTHI U YHUUTOXKEHUS HHDOPMAITUH.

42.  OCHOBHBIC TPHUHIUIIBI TOCTPOCHHS TOJCUCTEMBI HH(POPMAIIMOHHOMN
0€30MacHOCTH.

43.  Dranbl NOCTPOCHUS MOACUCTEMbI HH()OPMAITMOHHOM 0€30ITaCHOCTH.

44,  OOuue npuHUUIBI 0OecrieueHrst UHHOPMAIMOHHON OE30MaCHOCTH.

45. CpenctBa obecrnieueHus KOHPUIESHIMATBHOCTH TaHHBIX.

46. CpenctBa uaeHTUPUKALMY U ayTeHTU(DUKALIMH MOJIb30BaTEIEH.

47. IlpuBeauTe OCHOBHBIC CXEMbl HWJICHTU(PUKAIMU W ayTeHTUPUKAIUU
M0JIb30BATEIS.

48. JloctouHCTBa  OMOMETPUYECKHX  CIOCOOOB  HUACHTUGUKALMK U
ayTEeHTU(PUKALIUU 110 CPABHEHUIO C TPAAUIIMOHHBIMHU.

49. CpenctBa ayTeHTU(DHUKAIIUN DIEKTPOHHBIX TAHHBIX.

50. IIpuHIIMTTI MUHUMANBHBIX IPUBUJIETHI B CUCTEME O€30MacHOCTH.

51.  Yro Takoe MHOTOYpOBHEBAasI MOJIEh O€30MacHOCTH?

52.  OcHOBHBIE 3TaMnbl aHATN3a YTPO3 UHHOPMAITMOHHON OE30MTaCHOCTH.

53. Cpasuute npotokosibl SSL 1 TLS ¢ Touku 3peHust 6€301macHOCTH.

54.  Yto Takoe «OpaHaMay3p» U Kak oH paboraer?

55. Ilpumepsl peanu3zanuu NOJUTUK O€30MACHOCTH B KOPIIOPATUBHOM Cpee.

56. IlpaBoBble = TOCHEACTBUSA  HECAHKIIMOHUPOBAHHOTO ceeMa M
UCIOJIb30BaHUs KOH(UIeHIUATbHON HHGOPMALIH.

57.  OcoOEHHOCTHM TPUMEHEHUS TEXHUYECKUX CPEJICTB YHUUTOXKCHUS
uH(pOpMAaIIMM HA MAaTHUTHBIX U ONTHYECKUX HOCUTEIISX.

58. IlpuBemure  KiaccUPUKALMIO  CUCTEM  3alIUTHI  IPOrPAMMHOTO
obecrieueHusl.

59. CpaBHUTE OCHOBHBIE TEXHUYECKHME METOAbl M CPEACTBA 3allUThI
IPOrPaMMHOTO O0eCTIeYeHUSI.

60. HazoBuTe OTJIMYMS CUCTEM 3aIIUThHI OT HECAHKIIMOHUPOBAHHOTO JOCTYIa
OT CUCTEM 3alllUThl OT HECAHKIIMOHUPOBAHHOTO KOMTUPOBAHHSI.

61. IlpuBenure ornpeaeraeHue MOHATHI «IIPOTOKOIUPOBAHUE» U «ayIUTY.

62. HazoBute 3a1a4u, peann3yeMble MPOTOKOJIUPOBAHUEM U AYIUTOM.

63. JlaiTe XapakTEpUCTUKY 3aJ1a4i AKTUBHOI'O ayUTA.

64. Ilepeuncnure PyHKIIMU U KOMIOHEHTHI ceTu VPN.

65. Kiuaccupunupyiite VPN 1o cnoco0y TEeXHMUECKOW peanu3alud |
APXUTEKTYPE TEXHUYECKOTO PEIICHHUS.

66. KakoBbl  cmocoObl  3amuThl  UHGOPMAIMM TP MEKCETEBOM
B3aMMOJICUCTBUU?

67. Kakue xpuntorpa@uyeckue MPOTOKOIbI HCIOIB3YIOTCS MJIsi 3allUThI
TEXHOJIOTUU «KIIMEHT-CepBEP»?

68. 3akoHomarenbHbIE aKThl PO, perynupymomiue 3amuTy nHdopMaImu.

69. MexnayHapoaHbsle  CTaHIapThl B oOnacth  WHGPOPMAIMOHHOMN
6e3onacHoctu (ISO/IEC 27001).

70.  OTBETCTBEHHOCTh 3a HApyLIEHUWE TMOJIUTHUKA  HHPOPMALMOHHON
0€30MacHOCTH.
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71. MexaHu3Mbl pe3epBHOTO KOMUPOBAHUS U BOCCTAHOBJICHUS TaHHBIX.
72.  Opranuzanusi KOHTPOJIS AOCTYIIA B JIOKAJIBHOU CETH.

73. HuadopmannonHas 6€30MacHOCTh MpH yAAIEHHON padoTe.

74.  Ilpunuumel 6e30MacHOrO yAajaeHUs] HHPOPMAIMK B OpraHU3aIUsIX.
75.  OcoOeHHOCTH 3alTUTHl HHPOPMAIIUU B MOOMIIBHBIX YCTPOMCTBAX.

6.4. MeToanueckue MaTepuaJibl, ONpeaeJs0lIe NPoueIypbl OeHUBAHUSA
3HAHUI, YMEHHUI, HABBIKOB M (WJIH) ONbITA JEeATEJbHOCTH, XaPAKTEPU3YyIOUIHUX
3Tanbl (OPMUPOBAHUA KOMIIETEHIMA

OCHOBHOHM TICJIBI0 TIPOBEJACHHSI TPOMEKYTOYHOW AaTTECTAIIMM  SIBJISICTCS
Ompe/eNieHue CTENeHW JOCTI)KCHHS IIeNield Mo yd4eOHOW MWUCUUIUIMHE WIN e
paznenam. OcCyIIecTBIsIETCS 3TO MPOBEPKONM U OILIEHKOW YPOBHSI TEOPETUUYECKOMN
3HAHWM, TOJYYEHHBIX OOYy4YalOIMIMMHCS, YMEHHS TPUMEHSATh WX B PEIICHUH
NPAKTUYECKUX 3a7a4, CTENEHW OBJIAJICHUA OOyYalolUMUCA MPaKTUYECKUMHU
HaBbIKAMH U YMEHHUSAMH B 00beMe TpeOoBaHMiA paboueil porpaMMBbl 1O JUCITUTUIHHE,

a TaK)Ke X YMEHHUE CAMOCTOSATEIHLHO PaboTaTh ¢ yueOHOU JIUTEpaTypou.
Opranu3zaiss MpPOBEICHUS MPOMEKYTOUYHON aTTecTaliu pPEerIaMeHTHPOBaHA
«IlonmoxkxerreM 00 opraHU3auu O0pa30BaTEIBHOTO TMporiecca B (emeparbHOM

roCyJapCTBEHHOM aBTOHOMHOM OOpa30BaTEIbHOM  YUPEKICHUU

MMOJIUTEXHUUCCKUI YHUBCPCUTCT»

«MOCKOBCKHUI

6.4.1. Iloxa3zareJn OLCHUBAHUSA KOMIICTEHIHMI HA PAa3JIMYHBIX 3TANMax MUX

(¢opMupOBaHUs, IOCTHKEHHE OOYYAIONIUMHUCH IUIAHHUPYEMBIX pe3yJabTAaTOB
00y4eHHS 1O TUCHMUILTHHE

IIK-3. Cnocoden pazpadaTsiBaTh apxutekTyphl UC

Kpurtepuu oueHuBanus

Jrtan

(yposenr) HeyHOBHeT:OPHTeHBH YAOBJIETBOPUTEIHHO Xopo1io OTJINYHO

3HATh OO6yyaromuiics OO0yuaromtuiics OOyuaronmiics OO0yuaromuiics
JIEMOHCTPUPYET MOJIHOE | AEMOHCTPHPYET JIEMOHCTPHPYET JIEMOHCTPUPYET
OTCYTCTBHUE WX HEIMOJIHOE COOTBETCTBUE | YAaCTUYHOE MIOJTHOE COOTBETCTBHE
HEJI0CTaTOYHOE CJIC/TYFOIINX 3HAHHH: COOTBETCTBUE CJIC/TYFOIIMX 3HAHHH!
COOTBETCTBHE nH(pOopMaLMOHHbIE CIIeMYIOIINX 3HAHUIT: | MH(POPMALOHHBIC
CIICAYIOIINX 3HAHUMH: CHCTeMbl Oe30macHOCTH; | MH(OPMALMOHHbIE CHCTEMBI
UH(OPMALMOHHBIC MEXIyHapOIHbIC CHCTEMBI 6e3omacHOCTH;
CHCTEMBI OC30IMaCHOCTH; | CTaHIAPTHI 0e30acHOCTH; MEXIyHapOIHbIe
MEXTyHapOIHbIC MH(OPMALMOHHOTO MEXTyHapOIHbIC CTaHIAPTHI
CTaHIIAPTHI oOMeHa; CTaHIIAPTHI WH(POPMALINOHHOTO
WH(POPMAITOHHOTO OCHOBHBIE ITOJIOKEHHS WH(POPMAITOHHOTO oOMmeHa;
oOMeHa; Teopuun oOMeHa; OCHOBHBIE ITOJIOKEHUS
OCHOBHBIE TI0JIOKEHUS nH(popMaLMOHHOI OCHOBHBIE TEOpUU
TEOpUH 6e30MmacHOCTH; MIOJIOKEHUS TEOPUU nH(popMaMOHHOI
HH(OpPMALIMOHHON aKTyaJIbHbIe UCTOYHUKN | MH(OPMAIHOHHOW 6e30macHOCTH;
0€30MacHOCTY; uHpopmanuu B chepe 0€30MacHOCTH; aKTyaJbHbIC
aKTyaJbHbIC HCTOYHHKHA | MPO(heCcCHOHATBHON aKTyalbHbIC HCTOYHHUKH
nHdopmanuu B chepe JIeSITEbHOCTH; HUCTOYHUKH nHdopmanuu B chepe
npohecCHOHATBHOM HOHSTHS uHdopMaIKK B npodecCHOHATLHON
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JIeSITeNTBHOCTH; KOH(UAECHIIMAITBEHON chepe JIeSITeTIbHOCTH;
TIOHSITHS nHpopmanum, npodecCHOHANBEHON TOHSTHS
KOH(UAEHIIMATEHOM MEPCOHAIBHBIX JAHHBIX | JESTEIbHOCTH; KOH(UAECHIIMAITEHON
nHpopManuy, Y TOCYJJapCTBEHHON TIOHSTHS uHbOpMALIUH,
NIEPCOHANBHBIX JAHHBIX H | TalHHBI KOHOHUICHIIMATBHONW | MEPCOHANBHBIX JaHHBIX
rOCyIapCTBEHHOM TallHBI | METOMBI M CPENCTBA nHbopMaInH, Y TOCYIapCTBEHHOM
METOJIBI ¥ CPEe/ICTBA obecreueHus HIePCOHAIIBHBIX TaiHbI
obecrieqeHus UH(OPMALMOHHON JaHHBIX U METOMBI ¥ CpelICTBa
WH(POPMATNOHHOM 6e30macHOCTH OOBEKTOB | TOCYIAPCTBEHHOM obecrieueHus
0€30IacHOCTH OOBEKTOB | MPOdheCCHOHATBHOM TalHbBI HHGOPMALTHOHHOM
npodecCHOHANBHON JIeSITeIIbHOCTH. METOJIbI M CPEACTBA Oe3omnacHocTH
JIeSITEIEHOCTH. obecrieueHus 00BEKTOB

nH)OPMAIMOHHON npodeccroHaNbHOM

0e301macHoOCTH JIeSITEIIbHOCTH.

00BEKTOB

poeCCHOHATBHOM

JeATEINEHOCTH.

yMeTh OO6yuaromuiicst He ymeer | OOyuarommuiics OO0yuaromuiics OOyuaronuiics
WM B HEIOCTATOYHOM JEMOHCTPUPYET JEMOHCTPUPYET JEMOHCTPHUPYET
CTEIEHH yMeeT HETIOIHOE COOTBETCTBHE | YaCTUYHOE MIOJIHOE COOTBETCTBHE
BBITIOJTHATE! CIIEYIOIHX YMEHUH: COOTBETCTBHUE CIIEIYIOIIIX YMEHUIH:
HPUMEHSTD HPUMEHSTD CJICIYIOINX YMEHUI: | IPUMEHSATh
MEXAYHaApOIHbIE MEXK/TyHapOIHbIE MIPUMEHSTh MEXK/TyHapOIHbIE
CTaHAAPTHI CTaHAapTHI MEXAYHApOIHBIE CTaHAapTHI
UH(OPMALIMOHHOTO nH(pOPMaLMOHHOTO CTaHJIapThI nH(pOpPMaLMOHHOTO
oOMeHa; OCHOBHBIE | 0OMEHa; OCHOBHBIE | HH(POPMAIIMOHHOTO oOMeHa; OCHOBHBIE
TIOJI0KEHUS TEOPUH | MOJOKEHHS Teopun | oOMeHa; OCHOBHEIE TIOJIOXKEHHS] TEOPHH
nH(OPMaMOHHON nHpopMannoHHOH TIOJI0KEHHS TEOPUH nH(popMannoHHOMH
0€30MacHOCTH. 0e30IMacHOCTH. WHPOPMAIMOHHOM 0e30MacHOCTH.
pa3pabaTbIBaTh pa3pabartbIBaTh 0e30MacHOCTH. pa3pabartbIBaTh
WH(POPMALINOHHBIC WHPOPMALINOHHBIE pa3pabaTbIBaTh WHPOPMALNOHHBIE
CHCTEMBbI 6€30TT1aCHOCTH CHCTeMbI 6e30macHOCTH | MH(OPMAIOHHBIE CHCTEMBI
NPUMEHATh NPUHLUNBI U | IPUMEHATh MPUHLUIBI U | CHCTEMbI 0e3omacHOCTH
METOJIBI CHUCTEMHOTO | METOJBI CHCTEMHOI0 | O€30MacHOCTH MPUMEHSTh TPUHIUITBI
aHaJm3a. aHaJm3a. MIPUMEHSTh Y METO/Ibl CHCTEMHOT'O
aHaJIM3UPOBaTh U | aHAJIM3UPOBAThH W | MPUHIMIBI U METOJBI | aHaIM3a.

BBIOMpaTh  METONBl W | BHIOMpaThb METOJBl U | CUCTEMHOTO aHalu3a. | aHalIu3UpOBAaTh U
cpeactBa  olecriedeHMsl | CpelcTBa  OOECHEedYeHHUs | aHAM3UPOBATh U BBIOMpATh METOABI U
nH(OPMaMOHHON nH(opMannoHHOH BBIOMpATh METOABI U | CPelCTBa 00eCIeYeHUs
0e3011acHOCTH. 6e3omacHocTH. cpeacTsa nH(opMannoHHOH
OPUMEHATh METONBl U | IPUMEHATh MeETONBl MW | obecredeHHs 0e30MacHOCTH.
cpernctBa  of0ecreueHMs | cpencrBa  obecredeHHs | HHGOPMAIMOHHON NPUMEHSATh METOJIBI H
WHPOPMATNOHHON WHPOPMATMOHHON 0e30macHOCTH. cpencTea obecrieueHus
6e30macHOCTH OOBEKTOB | OE30MACHOCTH OOBEKTOB | MPUMEHSITh METOIBI i | WHPOPMALIMOHHON
npohecCHOHAIBHON npo¢ecCHOHAIBHON cpencraa 0e3omacHOCTH
JIeSITENIbHOCTH. JIeSTEIbHOCTH. obecrieueHus 00BEKTOB

nHPOPMAIMOHHON npodeccrnoHanbHOI

0e301macHoOCTH JIeSITENIbHOCTH.

00BEKTOB

poeCCHOHATBHOMN

JIeATETLHOCTH.

BJIAJIEThH OO0yuaronuiics He OO0y4arontuiics Bajeer O0ygarommmMcs OO0yyarommiics
BJIaJICCeT WM B B HETOJTHOM 00beMe U JIOITY CKAIOTCSI CBOOOJHO PHMEHSIET
HEJOCTATOYHOW CTETICHNH | MPOSBIISAET HE3HAYUTEIIbHBIC MOJTyYeHHbIEC HABBIKH, B
BJIaJICEeT: HaBBIKAMH HEJ0CTaTOYHOCTb OLINOKH, HIOJIHOM 00BeMe
NpUMEHEHHS BJIA/ICHUS HaBBIKAMH HETOYHOCTH, BJIa/ICET HaBBIKAMHU
MEXAYHAPOIHBIX MPUMEHEHHS 3aTpyIHEHUs, MPUMEHEHHS
CTaHAapTOB MEXKIyHapOIHBIX YaCTHYHO BJIaJeeT MEXKIyHapOIHBIX
MH(POPMALMOHHOTO CTaHJapTOB HaBBIKAMH CTaHJapTOB
00MeHa; OCHOBHBIX MH(pOPMaLIMOHHOTO MIPUMEHEHHUS nH(pOPMaLMOHHOTO
MIOJI0)KEHUH TEOpHH 0o0OMeHa; OCHOBHBIX MEXXIYHAPOIHBIX 00MeHa; OCHOBHBIX
nH(OpPMaIMOHHON TIOJIOKEHUH TeOpHr CTaHAapTOB TIOJIOKEHUH TeOpHH
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0€30I1aCHOCTH.
METO/IaMH HACTPOUKHU
HH(POPMAITHOHHBIX
crcTeM 0€30IMacHOCTH.
HaBBIKAMU pa3padoTKu
HHPOPMAITMOHHBIX
cucTeM 0€30I1aCHOCTH
MPaKTHYECKUMH
HaBBIKAMU [TOMCKA U
aHaJM3a ¥ CHHTE3A
nHdopManuu
METOJIaMH M CPEICTBA
obecneueHus
nH(OPMALMOHHON
0e30IacHOCTH.

nH(popMaLMOHHOI
6e3omacHoCTH.
METOJaMH HaCTPOUKH
UH(OPMALMOHHBIX
CHCTEM 0E30MacHOCTH.
HaBBIKaMH pa3paboTKH
WHPOPMALMOHHBIX
cucteM 0e30macHOCTH
IPaKTUYECKUMHU
HaBBIKAMH ITOUCKA
aHaJM3a ¥ CUHTE3a
nHpopmanuu
METOJIaMHU H CPEJICTBA
obecrieueHus
nH(opMannoHHOMH
6e3omacHocTH.

MH(POPMALIMOHHOTO
00MeHa; OCHOBHBIX
TIOJIOKEHHH TEOPUH
nH(POPMaMOHHON
0€30MacHOCTH.
METOJaMH HACTPOHKU
WH(POPMAIIMOHHBIX
cHCTEM
0e30MacHOCTH.
HaBbIKAMH
pa3paboTKu
MHPOPMAIMOHHBIX
cUcTeM
0e301macHoOCTH
NPAKTUYECKUMH
HaBBIKaMH ITOHCKA U
aHAJIM3a ¥ CHHTE3a
nHpOpMaIUN
METOAaMH H
cpencraa
obecriedeHus
HH(POPMAIMOHHON
0e30I1acHOCTH.

nH(popMaLMOHHO
6e30MacHOCTH.
METOAaMH HaCTPOUKH
UH(OPMALIMOHHBIX
CHCTEM 0E30MacHOCTH.
HaBBIKaMH pa3paboTKH
HHPOPMALINOHHBIX
cucteM 0e30macHOCTH
NPaKTUYECKUMHU
HaBBIKAMH ITOUCKA
aHaJM3a ¥ CUHTE3a
nHpopmanuu
METOJIaMHU H CPE/ICTBA
obecrieueHus
nH(opMannoHHOH
6e3omacHocTH.

6.4.2. MeToauka OlleHNBAHUS Pe3yJIbTATOB IPOMEKYTOYHOM aTTeCTAIMU
[TokazaTenssMu OLECHUBAHUS KOMIIETEHIIMM HA JTale
«BamuTta WHGOPMAINKMY  SBISIFOTCS  PE3YIbTAThI

arrecraiuu 110 JUCHHIIIIMHC

06yquH51 IO AUCHUIIIINHE.

IIPOMEKYTOUYHOU

OIICHO‘IHLIﬁ JIUCT PE3YJAbTATOB oﬁyqemm o AMCIOMIIJINHE

YpoBeHb
K chopMHPOBAHHOCTH
o 3HaHus YmMeHnus Hagbiku KOMIIETEHIIMU Ha
KOMITETEHIINHA
JTAHHOM 3Tare /
OLICHKA
ITIK-3. Cnocoben Ha ypOBHE 3HAHUIA: Ha YpOBHE Ha YpOBHE HaBBIKOB:
pa3pa6aTI)IBaTI: 3HaTh HaBBIKOB!: HaBbIKaMH
apxurextypsl UC nH(OpPMaLMOHHbIE YMETb NIPUMEHATH [IPUMEHEHHS
CUCTEMBI MEK/IyHapOIHbIE MEKIyHapOIHBIX
6e30ImacHoCTH; CTaHAAPTHI CTaHIapTOB
MEXIyHapOIHBIE nH(opMannoHHOTO | MH(POPMALMOHHOTO
CTaHIapThI oOMeHa; 00MeHa; OCHOBHBIX
HH(OPMAIIMOHHOTO YMETb OCHOBHBIC TIOJIOKEHUH TEOPUH
oOMeHa; TIOJIOKEHUS TEOpUH | WH(OPMAITMOHHOM
3HATh OCHOBHEIE WHPOPMAIMOHHOW | G€30MacHOCTH.
TIOJIOXKEHHS TEOPUH 0e30I1acHOCTH. METOAaMH HaCTPOUKHU
HH(POPMAIMOHHOM pa3pabatbIBaTh nH(pOPMAIMOHHBIX
0€30acHOCTH; HH(POPMALIMOHHBIE | CHCTEM 0E30MaCHOCTH.
3HATbh aKTyaJIbHBIC CHUCTEMBI HaBbIKaMH pa3pa60T1<1/1
HCTOYHHKH 6e3omacHoCcTH MH(pOPMaIMOHHBIX
uHbopMaIuu B MIPUMEHSTH cucreM 0e3011acHOCTH
cepe NPUHLIUIEBL 1 NPaKTUYECKUMHU
npodeccCHoHaNBEHON METOJIBI HaBBIKAMH MTOUCKA U
JeATEeNEHOCTH; CHCTEMHOTO aHaM3a ¥ CHHTEe3a
3HATh [TOHSTHS aHaJIU3a. uHbOpMaUH
KOHOHMICHIMAIBHOW | aHAJIM3MPOBATh U METOAaMH 1 CPEICTBa
nHpopMauy, BBIOMpATh METONBI | oOecrieueHus
HIePCOHAIIBHBIX U CpesCTBa UH(OPMALMOHHON
MAHHBIX 1 oOecrieueHus 0€30MMacHOCTH.
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roCyJapCTBEHHOM nH(popMaLnOHHOI
TaifHBI 0€e301aCHOCTH.
METO/IBI U CPE/ICTBA TNPUMEHSATh METOMBI
obecrieueHus U CpeJcTBa
MHPOPMaMOHHON obecrieueHus
0e30macHOCTH WHPOPMALTHOHHOM
00BEKTOB 6e3omacHoCTH
po¢eCCHOHATBHOMN 00BEKTOB
JeATEINEHOCTH. npodecCHOHAIBHON
JeATEeIbHOCTH.
OreHka Mo JUCIUTUINHE (CpeaHee apupMETHIECKOE)

Onenka 1O JUCHMIUIMHE 3aBUCUT OT YPOBHS  CHOPMHPOBAHHOCTH
KOMIIETEHIIUNA, 3aKPEIUICHHBIX 3a MUCIUIUIMHON M MpEeJCTaBIsSIET COOOM cpenHee
apu(MEeTHYECKOE OT BBICTABJICHHBIX OLIEHOK IO OTMEJbHBIM pe3yJibTaTaM O0yuYeHHs
(3HaHMS, YMEHUSI, HABBIKH).

OneHka «3a4TeHO» BBICTABJISETCS, €CIIM CpeiHee apu(PMETHYECKOE HAXOAUTCS
B uHTepBasie oT 2,4 no 5,0. OueHka «HE 3a4TE€HO» BBICTABISICTCS, €CIU CPEaHEE
apudmMeTHIecKoe HaxoauTcsi B uHTepBase ot 0 10 2,4.

[IpomesxkyTouHast aTTecTalsi o0yJaromuxcs B (popme 3adera IpOBOJUTCS IO
pe3yibTaTaM BBIMOJHEHUSI BCEX BHUAOB Y4YeOHOW pabOThI, MPETyCMOTPEHHBIX
y4€OHBIM IIJIAHOM MO JUCIUIUIMHE «3anuTta nHQOpMaIumny, IPU 3TOM YUUTHIBAIOTCS
pe3yJbTaThl TEKYIIEr0 KOHTPOJS YCIEBAEMOCTH B TeueHHe cemectpa. OlieHka
CTENEHU JOCTHKEHHUS OO0YyUYaIOIMUMHUCS TJIAHUPYEMBIX PE3yIbTaTOB OOY4YEHUS TIO
JTUCUUIUIMHE TPOBOJUTCS TMPENOJaBaTeieM, BEAYIIMM 3aHATUS 1O JIUCIUIUIMHE
METOJOM DJKCIIEpTHOM oOueHku. [lo wurToram mnpoMeKyTOYHOM arrecTauuu 110
JUCLUIUIMHE BBICTABIISETCS OLICHKA «3aUTEHOY, WU «HE 3aYTEHO.

HIxkana
OLlCHUBAHUA

Onucanue

BrinonHens! Bce BUJBI Y4eOHON paOOThI, MPeayCMOTPEHHbIE YUEOHBIM IJIAHOM.
CTyAeHT JeMOHCTPUPYET COOTBETCTBUE 3HAHUM, YMEHUI, HABBIKOB IPUBE/ICHHBIM B
TabNMUIaX T[oKa3aTeneil, onepupyeT NPHOOPETEeHHBIMU 3HAHUSIMHU, YMEHMSIMH,
HaBbIKaMU, IPUMEHSET UX B CUTYalUSIX MOBBIIIEHHOMN CII0XHOCTH. [Ipu 3TOM MOTyT
ObITH JIOMYILIEHbl HE3HAYUTEIbHbIE OIIMOKH, HETOYHOCTH, 3aTPyIHEHHs IpH
AQHAIUTUYECKUX  OMNepalusxX, IMepeHoce 3HaHMW M yYMEHUH Ha  HOBBIE,
HECTaHIapPTHbIE CUTYaLUH.

3auTeHo

He BbimosiHeH oauH wiu 0Oosee BHJIOB y4yeOHOW paboThl, MPEeayCMOTPEHHBIX
yueOHbIM TIaHOM. CTYIeHT NeMOHCTPUPYET HEMOJIHOE COOTBETCTBHE 3HAHHHU,
YMEHHUH, HaBBIKOB MO 3TanmaM (ypoBHSAM) C(OPMHUPOBAHHOCTH KOMIIETEHIIMH,
JIOITyCKAIOTCS 3HAYUTEIBHBIE OIIMOKH, MPOSBISIETCS] OTCYTCTBUE 3HAHUH, YMEHHH,
HaBBIKOB I10 Psi/ly MOKa3aTelei, CTyIeHT UCIBITHIBAET 3HAYUTEIbHbIE 3aTPYAHEHUS
NIPY OTIEPUPOBAHUY 3HAHUSMHU M YMEHUSIMH TIPH UX MTEPEHOCE HA HOBBIE CHTYAIINH.

He 3aureno

7. JaekTpoHHast HHGOPMAIMOHHO-00pa3oBaTe/IbHAA cpeaa
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Kaxxpiii oOydaromuiics B TeUeHHE BCETO IMepruoaa o0ydeHus 00ecriedYnBaeTcs
WHIVBUYyaIbHBIM HEOTPAHWYCHHBIM JIOCTYIIOM K S3JIEKTPOHHOW HH(POPMAIMOHHO-
oOpazoBarensHOl cpene YeOokcapckoro wuHcTuTyTa (Qrmmana) MOCKOBCKOTO
MOJINTEXHUYECKOTO YHUBEPCUTETA U3 JIOOOW TOYKH, B KOTOPOM MMEETCS JOCTYI K

UH(OPMAIIMOHHO-TEJIEKOMMYHUKAUMOHHON cetn  «MHTepHeT» (nmamee — ceThb
«/HTEepHETY), KaK HAa TEPPUTOPHUH (PHIIHATIA, TAK U BHE €€.
OnexTpoHHas HMH()OPMALMOHHO-00pa30BaTelIbHAs Cpella — COBOKYITHOCTb

WH()OPMAITMOHHBIX M TEJIEKOMMYHHUKAIIMOHHBIX TEXHOJIOTHH, COOTBETCTBYIOIIUX
TEXHOJIOTUYECKUX  CPEJCTB, OOECINEYMBAIOIIMX  OCBOCHHE  OOyYalOIIUMUCS
o0pa3oBaTebHBIX MMPOTPAaMM B IMOJTHOM 00BEME HE3aBUCUMO OT MECTa HaXOXKJICHUS
00yJarommxcs.

DnekTpoHHas HH()OPMAIIMOHHO-00pa30oBaTelibHas cpea 00eCIeUnBaeT:

a) IOCTyN K y4eOHBIM IIJIaHaM, pabO4YMM MporpaMMamM JUCHUIUTHH (MOJyIei),
MPAKTUK, AJIEKTPOHHBIM YUYE€OHBIM H3JaHUSIM U DJIEKTPOHHBIM 00pa30BaTEIbHBIM
pecypcaM, yKa3aHHBIM B pa004HX MporpaMmax JUCIUILINH (MOAYJICH), TPaKTHK;

0) dopMupoBaHHE 3JIEKTPOHHOTO IMOPTHOIHNO OOYUAOIIETOCSI, B TOM YHCIIEC
COXpaHEHHE €ro padOoT M OLICHOK 3a 3T PaOOTHI;

B) puKCaIuio Xo0/1a 00pa3oBaTEIBLHOIO npoiiecca, pE3yIbTaTOB
IPOMEKYTOYHOM aTTECTAIMK U PE3YIHTaTOB OCBOCHHUS MPOTPaMMEI OaKaaBpHara;

I') IPOBEJCHUE YUYEOHBIX 3aHATHI, MPOLEIYpP OLIEHKU pPe3yJbTaTOB 00y4YeHUS,
peanu3aiys KOTOPBHIX MPEIyCMOTPEHAa C MPUMEHEHHUEM >JIEKTPOHHOTO OOydeHUS,
JTUCTAHITMOHHBIX 00pPa30BaTEIbHBIX TEXHOJIOTHH;

1) B3aUMOJICHCTBHE MEXKIy YYaCTHUKaMH 00pa30BaTEIBbHOTO MpOIecca, B TOM
YUCJIe CUHXPOHHOE W (WJIM) ACHHXPOHHOE B3aWMOJICUCTBUS IIOCPEIACTBOM CETH

"UnTepHer".

OYHKIIMOHUPOBAHUE DJIEKTPOHHOM MHGOPMAIIMOHHO-00pa30BaTEIbHON CPeIbI
o0ecnieunBaercs COOTBETCTBYIOIIUMU CpeACTBaMHU UHGOPMAITMOHHO-
KOMMYHUKAIIMOHHBIX ~ TEXHOJOTWH W  KBanudukamuein  paOOTHHKOB, €€

UCIOJIB3YIOIINX U MOAIEPKUBAOILINX.

OYyHKIMOHUPOBAHUE AIEKTPOHHON MH(OPMALMOHHO-00pa30BaTENbHON Cpebl
COOTBETCTBYET 3aKOHOAATeNbCTBY Poccuiickon denepannu.

OcHoBubiMU cocTaBsitomumu DMOC punuana sBISIOTCS:

a) calT UWHCTUTYTa B ceTh VHTepHET, pacmoJIOKEHHBIM M0 ajapecy
www.polytech21.ru, https://chebpolytech.ru/ koTopsiit 06ecrieunBaert:

- goctyn oOydamommxcs K Yy4eOHbIM IUIaHaMm, padodyuM mIporpamMmmam
JUCUUIUIMH, TMPAaKTHUK, K M3JaHUSM DJIEKTPOHHBIX OHOJMOTEUHBIX CHUCTEM,
AJIEKTPOHHBIM HH(OPMALIMOHHBIM M 00pa30BaTEIbHBIM pecypcaM, YyKa3aHHBIX B
pabounx mnporpammax (pasgenbl caiita «CBeneHuss 00 oOpa3oBaTeNbHOM
OpraHu3alNN»);

- nH(popmMupoBaHUEe 00yUarOIUXCs 000 BCEX M3MEHEHUSIX YU4eOHOTro Impoiiecca
(HOBOCTHasl JIEHTA CaiiTa, JIEHTa aHOHCOB);

- B3aUMOJCWMCTBHE MEXIy Y4YaCTHHKaMU 00pa30BaTEIbHOTO Ipoliecca
(moxpaszaensl caiita «3aaaTh BOIPOC TUPEKTOPY»);

0) oduumanbHBIE SJIEKTPOHHBIE ajpeca MOAPa3ACNCHU U COTPYIHUKOB
UHCTUTYTa ¢ SHaekc-momeHoM (@polytech2l.ru (cnMCOK KOHTaKTHBIX JIaHHBIX
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nojpasneneHuil Ounnana pasMmeiieH Ha odunmanbHoM caiite Punmana B paszerne
«KOHTaKTh», CHUCKA KOHTAKTHBIX OQUIIMATIBHBIX  DJIEKTPOHHBIX  JIAHHBIX
npernojaBarenell  pasMmemnieHsl B moapasfenax  «Kadeape») obecnednmBaror
B3aMMOJCHCTBHE MEXAYy YUaCTHUKAMHU 00pa30BaTeIbHOrO MPOLIECcCa;

B) JIWYHBIA KaOuHeT oOydaromerocs (moptdonno) (BXOJ B JUYHBIA KaOHMHET
pasmenieH Ha oduiuansHoM caiite @Ounuana B pazgene «CTyIeHTYy» mojpasielie
«ONeKTpOoHHAsT WH(OPMAMOHHO-00pa3oBaTeyibHas Cpela») BKIIOYAaeT B celd
nopToiano  CTyAeHTa, DJJIEKTPOHHBbIE BEIOMOCTH, PEUTHUHTI CTYAEHTOB H
00€ecIreynBaeT:

- ¢uKcaluio xona o0pa3zoBaTEIBLHOrO MPoLecca, pe3yIbTaTOB MIPOMEKYTOUHON
aTTECTallMU U Pe3yJbTaTOB OCBOCHUS 00Pa30BaTEIbHBIX IPOrPaMM 00yUYarOIIUMHUCH,

- (opMUpOBaHUE AIEKTPOHHOTO MOPT(POINO 00yUaIOIIEerocsi, B TOM YHUCIE C
coxpaHeHue paboT 00y4JaroIerocs, peleH3uil U OLIEHOK Ha 3TU pabOThI,

r) DOJEKTPOHHBIE OMOJMOTEKH, BKJIIOYAIONIUME JJIEKTPOHHBIE KaTajorH,
MOJTHOTEKCTOBBIE JIOKYMEHTHI M 00€CIeUnBaIoIue AOCTYI K Y4eOHO-METOANYECKUM
MaTepHaliaM, BBIITYCKHBIM KBAIU(DUKAITMOHHBIM padoTaM U T.J.:

Yebokcapckoro nactutyTa (punmana) - « IPBUCy

1) JEKTPOHHO-O0MOMoTeunbie cuctembl (DbC), BKIIOUAIOUIUE AJIEKTPOHHBIN
KaTaJor U NOJIHOTEKCTOBBIE TOKYMEHTHI:

- OBC «JIAHb» -https://e.lanbook.com/

- O6pazoBarenbHas wiatdopma FOpaiit - https://urait.ru

- [IPR SMART -https://www.iprbookshop.ru/

e) iargopma uudpoBoro oOpa3oBaHuUs [Tonurexa -
https://Ims.mospolytech.ru/

K) cucTeMa « AHTHIUTaruary -https://www.antiplagiat.ru/

3) cucrtema sJeKTpoHHOro aokymeHtoobopora DIRECTUM Standard —
o0ecreunBaeT JOKyMEHTOO00pOT Mex 1y Duiinanom U Y HUBEPCUTETOM;

n) cucrema «1C Ynpasnenue BY3oM DnektpoHHblii nekaHat» (MOCKOBCKHi
MOJINTEXHUYECKUN YHUBEPCUTET) oOecrieunBaeT (hUKCAIUIO X0/1a 00pa30BaTeIIbHOTO
npouecca, pe3ysibTaToB IMPOMEXYTOYHOW aTTeCTalUd U PE3yJbTaTOB OCBOCHHUS
00pa30BaTeNbHBIX IPOrpaMM 00yUaIOIIUMHUCS;

k) cucrema «POLYTECH systems» o0ecneuuBaeT uHGOPMAIMOHHOE,
JOKYMEHTAJIbHOE  aBTOMATH3UPOBAHHOE  CONPOBOXKJEHHUE  00pa30oBaTEIbHOIO
nporuecca;

1) cucrema «AOUTYpUECHT» o0OecrieunBaeT JIOKYMEHTAJIbHOE
aBTOMATU3UPOBAHHOE COMPOBOXKJIEHNE PAOOThI MPUEMHON KOMHUCCHUHU.

8. IlepeyeHb OCHOBHOW ¥ JONOJHUTEJbHOW Y4eOHOHl JIUTEpPaTYpBHI,
Heo0X0AMMOIi 11l OCBOEHUS JUCIUNJIMHBI

OcHOBHas JIUTEpPATYpA:

l. BaykoB, A. A. 3amura uHpOopManuu : y4eOHUK Uil By30B / A. A.
BaykoB. — 3-e uzn., nepepab. u mgon. — Mocksa : U3garensctBo FOpaiit, 2025. —
161 ¢. — (Beicmmee oOpaszoBanme). — ISBN 978-5-534-07248-8. — Texkcr
anekTpoHHbi //  OOpa3oBarenpHast tuiatdopma IOpaittr [caiit]. — URL:
https://urait.ru/bcode/561313.
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2. TymOunckasi, M. B. 3ammra undopmanuu Ha OPEANPUITHH | YueOHOE
nocobue ansa By3oB / M. B. Tym6unckas, M. B. [lerpoBckuii. — 2-€ u3a., cTep. —
Cankr-IletepOypr : Jlanb, 2025. — 184 c. — ISBN 978-5-507-52967-4. — TekcT :

ANEeKTPOHHBIN //  JlaHb : dnexTpoHHO-OMOMmMoTeunas cuctema. —  URL:
https://e.lanbook.com/book/463043. —  Pexwmm  moctyma: s aBTOpH3.
MOJIb30BATEIICH.

3. [IpoxopoBa, O. B. HWudbopmanuoHHas O0€30MaCHOCThL U 3aluTa

uHopMmarmu : yueOnuk ais By3oB / O. B. [IpoxopoBa. — 6-e u3zn., crep. — CaHKT-
[lerepOypr : Jlanb, 2025. — 124 c. — ISBN 978-5-507-52899-8. — TekcT :

ANEKTpOHHBIN //  JlaHb : d2JIeKTpOHHO-OMOnMoreunas cuctema. —  URL:
https://e.lanbook.com/book/462293. —  Pexum  jgoctyma: g aBTOPHS.
II0JIb30BATEIIEH.

4.  BaBumun, . A. HudopmanuoHHbIE TEXHOJOTMH B YIPaBICHUU

KauyecTBOM U 3amuTa uHbopmanuu : yuyebHoe mocodbue ans By3oB / 1. A. Basunuh,
B. I'. Connaros, U. I'. MankeBuu. — Cankr-IletepOypr : Jlanp, 2025. — 196 ¢. —
ISBN 978-5-507-51437-3. — Texkcr : »21ekTpoHHBIM //  JlaHb : 3JICKTPOHHO-
oumOimoreunas cucrema. — URL: https://e.lanbook.com/book/447242. — Pexum
JOCTYyTIA: JUTsl aBTOPH3. TTOJIH30BATEICH.

ﬂ OMOJHUWTCJIbHAA JTUTCPATYPA.

1. 3enkoB, A. B. Nudopmarnmonnas 0e30MacHOCTh W 3allUTa
uH(popmaluu : yueOHuK A By30B / A. B. 3eHkoB. — 2-e u3a., nepepad. u aom. —
Mockga : UznarensctBo FOpaiitr, 2025. — 107 ¢. — (Bbiciiee oOpa3zoBaHue). —

ISBN 978-5-534-16388-9. — Tekct : anexktponHbIit / OOpazoBaTenbHas miaTdopma
FOpaiir [caiiT]. — URL: https://urait.ru/bcode/567915.

2. Jloce, A. b. Kpunrorpadpudeckue MeTOAbl 3alIUTHI HHPOpPMAHH IS
U3yYaroluX KOMIIBIOTEPHYIO 0€301acHOCTh : yueOHuK /it By30B / A. b. Jlock, A. HO.
Hecrepenko, M. H. PoxkoB. — 2-e u3a., ucnp. — Mocksa : U3narensctBo IOpaiiT,
2025. — 424 c. — (Bricmee obpazoBanue). — ISBN 978-5-534-12474-3. — Tekcr :
anekTpoHHbI //  OOpa3oBarenbHas 1iatdopma IOpaiit [caiit]. — URL:
https://urait.ru/bcode/560426.

Ilepuonuka:

Cuctembl yrpaBieHUs U HHPOPMAIIMOHHBIE TEXHOJOTHUN: HAYYHBIN KypHAI -
URL: http://sbook.ru/suit/- TekcT : 371€KTpOHHBIN

0. IIpodeccuonanbubie 0a3bl JAHHBIX U HHGOPMAITMOHHO-CIIPABOYHbIE
CHCTEMbI
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[Ipodeccuonanbuas 6aza
JaHHBIX ¥ WHPOPMAIMOHHO-
CIPaBOYHbBIE CHCTEMBbI

HNudopmanus o mpaBe cOOCTBEHHOCTH (PEKBU3UTHI JOTOBOPA)

YHuBepcurerckas
nH(popMaIrmoHHas
POCCHA

https://uisrussia.msu.ru/

CUCTEMA

Tematnueckas 2iekTpoHHass Oubnmoreka u  0Oaza I
NPUKITAIHBIX ~ HMCCIEAOBAaHMH B O0JAaCTH  3KOHOMHUKH,
YIIpaBJICHUA, COLMOJIOTHY,  JIMHIBUCTHUKH, ¢dunocodpumy,

(GUII0I0TUH, MEXAYHAPOJIHBIX OTHOLIEHWH, MpaBa. CBOOOIHBIN
JOCTYI

Hay4Has AIIEKTPOHHAS
6ubimoreka Elibrary

http://elibrary.ru/

Hayunast onextponnas Oubiamoreka eLIBRARY.RU - 3710
KpYIMHEHITUH  pOCCUICKU  WHOOPMAIMOHHO-aHATUTUICCKUN
nopragx B OOJIaCTM HAyKH, TEXHOJOTWH, MEIULMHBI H
o0OpasoBaHms, coaepxkammii pedeparsl U MOJHBIE TEKCTH OoJiee
26 MIIH HayyHBIX CcTaTell M MyOMuKanuif, B TOM 4YHCIE
JJIeKTpOHHBIE Bepcuu Oonee 5600 poccuilckux Hay4dHO-
TEXHUYECKUX XKYPHAJIOB, U3 KOTOpbIX Oosee 4800 >kxypHanoB B
OTKPBITOM JIOCTYyI€ CBOOOHBIN JOCTYM

cautr HMuHctuTyra  HaydHOU
nHpopmaruu o
oOmecTBeHHBIM Haykam PAH.
http://www.inion.ru

bubmuorpadpuueckne 6a3sl  nmanueix MHUMOH PAH 1o
COLIMAJIbHBIM M T'YMaHUTapHbIM HayKaM BexyTcs ¢ Hadaia 1980-
X rojnoB. OO0muil 06bEM MaccHBOB cOCTaBisieT Ooyiee 3 MIIH.
500 Teic. 3anucet (naHHble Ha 1 sHBaps 2012 r.). Exeronusiii
npupocT — okoi1o 100 TbIc. 3anuceil.

B 6a3bl 1aHHBIX BKJIIOYAIOTCS aHHOTUPOBAHHBIE OMHCAHUS KHUT
U cratel u3 KypHaioB U cOopHukoB Ha 140 s3bIKax,
noctynuBmux B @DyHnameHTanpHyro Oubnumoreky WMHUOH
PAH.

Onucanus crareidl U KHUI B 0a3ax JAHHBIX CHAaOKEHbI MIHPPOM
XpaHEHUs MU CChUIKAMHM Ha IIOJIHbIE TEKCThl MCTOYHHUKOB W3
HayuHoii 55ekTpoHHOM OMOIHOTEKH.

denepanbHbI
«Poccuiickoe
oOpa3oBaHue» [DIEKTPOHHBIN
pecypc] — http://www.edu.ru

nopran

Oenepanbubiii  moptan  «Poccuiickoe  oOpa3zoBaHHE» — —
YHUKQJIbHBIA HHTEPHET-pECypc B chepe 00pa3oBaHUs U HAYKH.

ExenmHeBHO MyONMKyeT camble aKTyalbHbIE HOBOCTH, AHOHCHI
coObITHH, MH(GOPMAITMOHHBIE MaTEepPHANBl IS IMUPOKOTO Kpyra

YHUTaTeNeH. E)KCHC,Z[CJIBHO Ha nopraje pasMCIIaroTCA
OKCKJIIFO3MBHBIC MaTcpuaibl, HHTCPBBIO C BCAyIIUMU
cueguammcraMmn  —  neAgaroraMu, ICHUXoOJIoraMu, Y4YCHBIMH,

PENopTa X U AHAJINTUYCCKUC CTAThU.

YuraTtenu moaydarT AOCTYN K HOPMAaTHBHO-TIPABOBOM 0Oa3ze
cheppl oOpa3oBaHMs, OHHM MOTYT TIOJB30BaThCA CaMBIMU
pa3IMYHBIMH TIOJIC3HBIMU CEpBHCAMU — TaKMUMH, KaK OHJIAWH-
TCCTUPOBAHUE, OIIPOCHI IO AKTyaJIbHbIM TEMaM M T.J.

WNudopmannonnsie
TEXHOJIOTUH — TIEPHOAMUYECKOE
HAy4YHO-TEXHUUYECKOE H3JaHHe
B oOnactu WH(GOPMALMOHHBIX
TEXHOJIOT UM,
aBTOMATH3MPOBAHHBIX CHCTEM

N3paTenbCcTBO  BBIMYCKAET TEOPETHUECKUE W MPUKIIATHBIE
HAYYHO-TEXHUUYECKHUE JKypHAIbl, OOECIeUMBAIOIINE HAYYHOH,
MIPOU3BOICTBEHHOM, 0030pHO-aHATUTUYECKON u
oOpa3oBaTenbHOl WH(pOpMaLUel PyKOBOIAIINX PaOOTHUKOB M
CIELMATUCTOB  MPOMBIIUICHHBIX  NPEANPUATHI, HAyYHBIX

H WCIOJIb30BaHUs | aKaJIEMUYECKUX U OTPACIIEBBIX OpPTaHU3AlNN, a TaKXKe YUeOHBIX
WHPOPMATUKN B PaA3IUYHBIX | 3aBEJICHUNA B OO0JACTH TPUOPUTETHBIX HAIPaBICHUN DPa3BUTH
MPUIOKEHUIX HAayK{d U TEXHOJIOTUH.

novtex.ru

Acconuanus nHxeHepHoro | CoBeplIeHCTBOBAHNE oOpa3oBaHUs 51 WHXEHEPHOU

obpazoBanus Poccun
http://www.ac-raee.ru/

JIESITEIBHOCTA BO BCEX WX TMPOSBIECHUSX, OTHOCSIIUXCS K
y4eOHOMY, HAYYHOMY M TEXHOJOTHMYECKOMY HaIpaBJICHHSIM,
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BKJIrO4as IMPONCCChI

HUHTCrpanuu B

IIMPOKOTO CIEKTpa O0Opa30BaTENbHBIX YCIYT,
CBs3el ¢ OOIIECTBEHHOCTHIO,
MEXTyHAPOIHOE
IIPOCTPAHCTBO. CBOOOIHBIN TOCTYII

UCCJIEIOBaHMsI, pa3pabOTKW WHKEHEPHBIX pPELIEHUM, OKa3aHHs

npenoaaBaHusd, KOHCYJIbTUPOBAHUA,
obecrnieueHus
MPOU3BOACTBOM, HAyKOH U

Hay4YHO-00pa3oBaTeIbHOE

10. IIporpammuoe o0OecneyeHue  (JIMIEH3MOHHOE W  CBOOOJHO
pacnpOCTpaHﬂeMoe), HCII0JIb3yEeMO€ MNPH OCYHIECCTBJICHUH 06pa30BaTe.m>Hor0
nmpomecca

HNndopmanus o npaBe co0CTBEHHOCTH

Aynutopus IIporpammHoe obecnieuenne (PeKBH3MTHI A0r0OBOPa, HOMep

JHIEH3HA U T.J.)

Ne 2196 YueOnas ayautopust
JUTsl IPOBENICHUsI yYeOHBIX
3aHSTHUH BCEX BHIOB,
MPEAYyCMOTPEHHBIX
MPOTrPaMMOM CPEHETO
po¢heCCHOHATHLHOTO
oOpazoBanwusi/0akanaBpuara/
criequaiurera/
MarucTpaTypbl/0akaaaBpuata/
crienuainrera/
MarucTpaTyphbl,, OCHAIICHHASI
000pyI0BaHUEM U
TEXHUYECKUMH CPEICTBAMH
00y4eHHUsI, COCTaB KOTOPBIX
orpeiessieTcst B paboumnx
porpammax JUCIHIUTAH
(Moxymeit)

Kabuner cucteM ynpaBiieHHs
000 «HITO «Kackan-
I'PYID»

Windows 7 OLPNLAcdmc

norosop NeJ103 ot 30.05.2012) ¢
noncoriameHusaMu oT 29.04.14 u
01.09.16

(GeccpoyHast JTUICH3HS)

Kaspersky Endpoint Security mis
6msHeca — Pacmmpennsrii Russian
Edition. 150-249 Node 2 year
Educational Renewal License

Cyo6mmuen3nonHsnii gorosop Ne TTTTN-
126/2023 ot 14.12.2023

Google Chrome CB00OOIHOE pacIpoCTpaHsIeMOe
nporpamMMmHoe obecredeHnue (beccpouHast
JIULICH3USA)

Zoom CBOOO/IHO PacpoCTpaHsieMoe

nporpamMMHoe obecrniedenue (beccpouHast
JIUIICH3HS)

Microsoft Office Standard
2007(Microsoft DreamSpark Premium
Electronic Software Delivery
Academic(Microsoft Open License

HOMep JHLEeH3UN-42661846 ot
30.08.2007) ¢ morcornameHus M1 OT
29.04.14 u 01.09.16 (6eccpounas
JIUTICH3MS )

Ne 2060 Yuebnas aynutopust
JUIS TIPOBEJICHUST YIEeOHBIX
3aHATHIA BCeX BHIOB,
NPeyCMOTPEHHBIX
MIPOTrPaMMOM CPETHETO
po¢eCCHOHATHHOTO
oOpazoBanus/0akanaBpuara/
crienuaiurera/
MAarucTpaTypsl, OCHAIIEHHAs
000pyI0BaHUEM U
TEXHHYECKUMH CPEICTBAMHU
00y4eHHs, COCTaB KOTOPBIX
olpezenseTcs B paboumnx
nporpaMmax AUCLUUIUIAH
(Momymeit)

Jlabopatopus
WH(POPMAITMOHHBIX
TEXHOJIOTHH

Kaspersky Endpoint Security mis
6usHeca — Pacimpennsiii Russian
Edition. 150-249 Node 2 year
Educational Renewal License

CyO6nunensnonnslit gorosop Ne TTTTH-
126/2023 ot 14.12.2023

Windows 7 OLPNLAcdmc Windows
Server 2012

nmoroBop NeJ103 ot 30.05.2012) ¢
noncornamesusMu ot 29.04.14 u
01.09.16

(GeccpoyHast JTUICH3HS)

MS Windows 10 Pro

moroBop Ne 392 469.223.3K/19 ot
17.12.19 (beccpouHast TUIICH3MUS)

Microsoft Office Standard
2019(Microsoft DreamSpark Premium
Electronic Software Delivery
Academic(Microsoft Open License

HOMep JHIeH3un-42661846 ot
30.08.2007) ¢ norcornameHusMy OT
29.04.14 1 01.09.16 (6eccpounas
JIUIICH3HS)

Eclipse IDE for Java EE Developers,
NET Framework,

JDK 8,

Microsoft SQL Server Express Edition,
Microsoft Visio Professional,
Microsoft Visual Studio,

MySQL Installer for Windows,
NetBeans,

SQL Server Management Studio,
Microsoft SQL Server Java Connector,
Android Studio,

IntelliJ IDEA.

CBOOOJIHO PacrpoCTpaHsieMoe
IporpaMMHOE oOecriedeHue
(beccpodHast TUIICH3HSA)
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KOMITAC-3D v20 u v21

CyO6mnunensnonnslit noropop Ne Hr-22-
00044 ot 21.03.2022
(6eccpoyHast JIUIEH3HsI)

MathCADwv.15

Cyo0muir. norosop Ne39331/MOC2286 ot
6.05.2013)

HOMeEp JHLEH3UN-42661846 ot
30.08.2007) (beccpounas IHIIEH3MS)

SimInTech OredecTBEHHOE NPOrPpaMMHOE
obecrieueHne

AdobeReader cBOOOITHO pPacIpOCTpaHIEeMOe
porpamMMHOe o0OecrieueHne
(GeccpoyHas JTUICH3HS)

AdobeFlashPlayer CBOOOJTHO PaCIPOCTpaHIEMOE

IporpaMMHOe o0OecreueHre
(6eccpoyHast TMILIEH3HsI)

Microsoft Visual Studio 2019

CBOOOIHO PacpoCTpaHseMoe
IIporpaMMHoOe o0OecreyeHue
(6eccpoyHast JIUIEH3HsI)

Python 3.7

CBOOOIHO PACIPOCTPaHIEMOE
MporpaMMHOe oOecrieyeHue
(GeccpoyHast TUICH3HS)

PascalABC

cBOOOJTHO PAaCIPOCTPAHIEMOE
IporpaMMHOE oOecTiedeHue
(GeccpoyHas JTUICH3HS)

AIMP

OTEYECTBEHHOE CBOOOIHO
pacnpocTpaHsieMoe MPOrpaMMHOE
obecnieuerne (OeccpoyHas JTUIICH3MUA)

Ne 1126 I[Tomemenue misa
CaMOCTOSITEIEHON PabOTHI
oOyJaromuxcs

Kaspersky Endpoint Security mis
6usHeca — Pacimpennsiii Russian
Edition. 150-249 Node 2 year
Educational Renewal License

Cy6mmunen3uonnsiid qorosop Ne ITITH-
126/2023 ot 14.12.2023

Windows 7 OLPNLAcdmc norosop NeJ103 ot 30.05.2012) ¢
Jorncornamenusamu ot 29.04.14 u
01.09.16
(6eccpoyHast JTUICH3HS)
AdobeReader CBOOOIHO pacmpocTpaHseMoe

MpOrpaMMHOE 00ecIeYeHue
(GeccpoyHas JTUICH3HS)

I"apaHT- CIPaBOYHO-IIPABOBAs CHCTEMa

Jorosop NeC-002-2025 ot 09.01.2025

Yandex Opayzep

CBOOOJHO pacrpocTpaHsieMoe
IporpaMMHOe o0ecreueHre
(OeccpoyHas JTUICH3HS)

Microsoft Office Standard
2007(Microsoft DreamSpark Premium
Electronic Software Delivery
Academic(Microsoft Open License

HOMep HIeH3nH-42661846 ot
30.08.2007) ¢ norcornameHusMu OT
29.04.14 1 01.09.16 (6eccpounas
JIUTISH3MS)

Zoom

CBOOOIHO PACIPOCTPAHIEMOE
MporpaMMHOe o0ecrieyeHue
(6eccpoyHast JIULIEH3HsI)

AIMP

OTEYECTBEHHOE CBOOOTHO
pacrmpocTpaHseMoe IPOrpaMMHOE
obecrieuenne (6eccpodHast JIMICH3HA)

11. MaTtepHaJibHO-TEXHHYECKOEe o0ecreueHne JUCHUIIHHBI

Tun u HOMEP IMMOMCIICHUS

[lepeueHb OCHOBHOTO 00OPYOBaHUS U
TEXHUUECKHX CPEJCTB O0YUCHUS

VYueOHast ayJutopHs AJsl IPOBENCHUS YUeOHBIX 3aHSTHIA
BCEX BUJIOB, IIPEyCMOTPEHHBIX IPOIPaMMOU CPEIHETO
npoheCCHOHATTFHOTO 00pa3oBaHus/OakaniaBpuata/
CreIaInTeTa/ MaruCTPaTyphbl/0aKkanaBpuara/

O06opynoBanue: KOMILIEKT MeOeH A1l yueOHOro
mpoIiecca; 10cka yueOHas; CTeHIbI

TexHudyeckne cpercTBa OOyUYEHHA: MyJIbTHMEAUNHOE
o0opynoBanue (IIPOSKTOP, IKPaH)
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CIeaInTeTa/ MaruCTpaTyphl,, OCHaILllCHHAS
000py/IOBaHUEM M TEXHUYECKUMH CPEJICTBAMH 00yUYeHUs,
COCTaB KOTOPBIX ONpesesieTcsi B padounx mporpamMmmax
JUCIUILIMH (MOZyJIeit)

Kabuner cucrem ynpasnenus OOO «HITO «Kackan-
I'PYID»

Ne 2196 (r. Yebokcapsl, yi1. K.Mapkca, 1.60)

O6opynoBaHue: KOMIDIEKT MEOEIH I y9eOHOTO

YueOHas ayIUTOpHs AJIs IPOBEACHNS YICOHBIX 3aHATHI mpoIiecca; J0cKa yaeOHast; aBTOMaTH3HPOBaHHBIE

BCEX BHJOB, IPETyCMOTPEHHBIX IPOTPAMMON CPEIHETO paboune MecTa, aBTOMaTH3MPOBAHHOE pabodee MECTO
npodeccroHanbHOro 00pa3oBaHus/OakanaBpuara/ IIperoiaBaTess, MPOeKTOp U IKpaH; MapKepHas JI0CKa;
CIeLaInTeTa/ MaruCTpaTyphbl, OCHAI[EHHAs Texuuveckue cpecTBa 00yUeHHs: KOMIbIOTEPHAsI
000py/IOBaHNEM M TEXHUYECKUMHU CPEJICTBAMH OOYUEHHs, | TEXHHKa

COCTaB KOTOPBIX ONpe/esieTcsi B padovnx mporpamMmmax (mponeccop Core i3, omepaTuBHasi MamsTh 00bEMOM
JUCLUILIMH (MOZyJieit) He MeHee 8 ['0); cepBep B naboparopuu (8-sepHBIH
Jlabopatopust HHPOPMAITUOHHBIX TEXHOJIOTHIA npoueccop ¢ yactoroi He menee 3 I'T'u, onepaTuBHas
Ne2066 (r. Uebokcapsr, yir. K.Mapkca, 1.60) mamsaTh o0beMoM He MeHee 16 ['0, >kecTkue TUCKH

o0mmM 006seMoM He meHee 1 TO

O6opynoBaHue: KOMILICKT MEOEIH I y4eOHOTO
mpotiecca;

TexHudyeckue CpencTBa OOydYeHHs: KOMIIbIOTEpHAs
TEXHHKA C BO3MOXKHOCTBIO IIOAKIIOYEHHS K CETH
«MHTepHET» M 00ECIICUCHHEM AOCTYIIA B SJIEKTPOHHYIO
nHpOpMaIMOHHO-00pa3oBaTelbHyI0 cpeny Punnana

TTomemienue TUIS CaMOCTOSITEIbHON paboTsl
oOyJarommxcs
Ne 1126 (r. Yeboxkcapsl, yi. K.Mapkca. 60)

12. MeTtoauyeckne YyKazaHus Jas  00y4awllerocss IO OCBOCHHIO
AUCUMILTHHBI

Memoouueckue ykazanus 014 3aHAMUL 1eKYUOHHO20 MUNA

B Xxome JEKUMOHHBIX 3aHATUH  0O0ydarwlieMycss HEO0OXOIWMO BECTH
KOHCIIEKTUPOBAaHWE Yy4YeOHOro Marepuasia, oOpaijaTh BHHMAaHHE Ha KaTerOpHH,
bOopMYIIMPOBKH, PACKPBIBAIOIINE COJEPKAaHUE TEX UM UHBIX SBJICHUN U MPOIIECCOB,
Hay4HbIEC BBIBOJBI U MPAKTUYECKHE PEKOMEHIALINH.

Heobxoaumo 3agaBaTh MpENojiaBaTeN0o YTOUHSIOUIUE BOMPOCHI C IIEJBIO
YVSICHEHHUS TEOPETUYECKUX TOJOXKEHUM, pa3pelieHuss CHOPHBIX  CUTYyaluu.
[lenecoobpa3no mopabaTbiBaThb CBOW  KOHCIEKT JIKI[MU, Jieflas B  HEM
COOTBETCTBYIOIIME 3allUCM W3 OCHOBHOM W JIONOJIHUTEIBHOW JIMTEPATYPHI,
PEKOMEHJOBAaHHOM MpenojiaBaTeieM MU NPEAYyCMOTPEHHOW Y4deOHOW mporpamMMon
JTUCUUTLUIAHBI.

Memoouueckue ykazanusa 0na 3aHAMUIL 1a00pamopHozo mund.

Brinmonnenuto  abopaTOpHbIX pabOT MPEAUIECTBYET MPOBEpPKAa 3HAHUI
CTY/JICHTOB — HMX TEOPETHUYECKOW TOTOBHOCTH K BBHIMIOJHEHUIO 3anaHus. [IpoBepka
3HaHUW MPOBOJUTCA B (PopMe, KOTOPYIO OINpeeNseT MpernojaBaTeib JUCIUTLIAHbBI
(TecTupoBaHue, OIpoc).

[Tpu poBeeHUn 1a00PATOPHBIX 3aHITHI BBIJCISIOT CICIYIONIUE Pa3ieibl:

— o0uue nojoxeHus (rmepevyeHsb J1a0OPaTOPHBIX HIIA MPAKTUYECKHUX

—  3aHATUH);

— o0o0mue TpeOoBaHUS K BBITIOITHEHUIO paboT;

—  HMHCTPYKIHMS 1O KaXKI0i pabore;

— CHpaBOYHBIE MaTepHUaibl U T. 1.

JlaGopaTopHble 3aHATHS MO3BOJSIOT Pa3BUBATh y 00YYAIOMIETOCS TBOPUYECKOE
TEOPETUYECKOE MBIIUICHHE, YMEHUE CaMOCTOSITEIbHO H3ydaTh JUTEpaTypy,
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aHAM3UPOBATh MPAKTUKY; y4aT YeTKO (OPMYIUPOBATH MBICIb, BECTH JUCKYCCHIO, TO
€CTh HMMEIOT HCKIIOUHMTEIBbHO Ba)XHOE 3HAYEHUE B PA3BUTHUU CaAMOCTOSATEIBHOIO
MBIIICHHUS.

l'oToBsCH K JOKIaay WM BHICTYIUICHHIO B paMKaX WHTEPAKTUBHOU (POPMHEI,
IpH HEOOXOJUMOCTH, CIEAYET 0OPaTUTHCA 3a MOMOUIBIO K MPEMNOAABATEINIO.

Memoouueckue yKkazanusa K camocmoameibHoi padbome.

CamocrosiTenbHas pabota oOydaromierocs SBIJISIETCSI OCHOBHBIM CPEIACTBOM
OBJIaJICHUSI YYEOHBIM MATEPHAIIOM BO BpeMsi, CBOOOHOE OT 00s13aTENIbHBIX YUEOHBIX
3aHsATUM. CamocTosiTenbHass paboTa O0O0ydarIIerocss Haja YCBOEGHHEM Y4eOHOTO
MaTepualia 1o Yy4eOHOM MAMCIMUIUIMHE MOET BBINOJIHATHCS B OUOIHMOTEKE
YHUBEPCUTETA, yUeOHBIX KaOMHETaX, KOMIIBIOTEPHBIX KIACCaX, a TAKXKE B JIOMAITHUX
ycinoBusx. CopepkaHue M KOJIMYECTBO CaMOCTOSITENIbHOM PabOThl 00yYaroerocs
onpeensieTcss y4eOHOW MPOrpaMMon JUCIUIUIMHBI, METOJIMYECKUMH MaTepualamH,
NPaKTUYECKUMHU 33JJaHUSIMU U YKa3aHUSAMU ITPENOAaBaTEIs.

Camocmosamenvnan padoma ¢ ayOumopHoe 6pems MoHcem GKAI0UaAMmb:

1) koHCcnekTupoBaHUE (COCTaBIECHUE TE3UCOB) JEKIIHII;

2) BBITIOJIHEHHE KOHTPOJIBHBIX padoT;

3) peuieHue 3ajaady;

4) paboTy CcO CIIpaBOYHON U METOJIUYECKON JTUTEPATYPOI;

5) paboTy ¢ HOpMATHUBHBIMH MPABOBBIMU AKTAMMU;

6) BBICTYIUICHHUA C JOKJIaJaMH, COOOLIEHUSIMHA Ha CEMUHAPCKUX 3aHATHUSAX;

7) 3ammTy BBINOJHEHHBIX PadoT;

8) ydacTue B OINEpaTUBHOM (TEKyIIEM) OMNPOCE IO OTACIbHBIM TeMaM
U3y4aeMoU TMCUHUILIUHBI;

9) ydactue B coOeceqoBaHUSX, JEIOBBIX (POJIEBBIX) HUIpPax, TUCKYCCHUSX,
KPYTJBIX CTOJIaX, KOHPEPESHITUSX;

10) yyactue B TECTUPOBAHUU U OP.

Camocmosamenvnan padboma 60 6HeAYOUMOPHOE 6PEMA MOMHCEM COCMOAMDb
u3:

1) moBTOpeHuUs JIEKIMOHHOI'O MaTepHaa;

2) MOJArOTOBKU K MIPAKTUUYECKUM 3aHSATHUSIM;

3) u3ydeHus yueOHOU M HaAyYHOU JTUTEPATYPHI;

4) wn3yuyeHuss HOPMATUBHBIX NPABOBBIX AaKTOB (B T.4. B 3JIEKTPOHHBIX 0Oazax
JAHHBIX );

5) pemieHus 3a7a4, U UHBIX MIPAKTUUECKUX 3aTaHUI

6) TOATOTOBKHM K KOHTPOJIbHBIM paboTaM, TECTUPOBAHMIO U T.1I.;

7) TOATOTOBKH K MPAKTUYECKHUM 3aHSATUAM YCTHBIX JOKJIaI0B (COOOIIeHMH);

8) moaroTtoBKM pedepaTtoB, 3¢C€ U HHBIX WHIUBUIYAIbHBIX MHUCHhMEHHBIX
paboT 1o 33JJaHUIO0 MPEIOIaBaTels,

9) BBIIOJIHEHUS KYPCOBBIX pabOT, IPEIYCMOTPEHHBIX YIECOHBIM IIJIAHOM;

10) BBITIOJTHEHUS BBIITYCKHBIX KBATU(DUKAITMOHHBIX padOT H JIp.

11) Beieniennst HanboJiee CIOKHBIX U TIPOOJIEMHBIX BOMPOCOB IO HM3y4daeMOM
TEME, IOJyYEHHE Pa3bACHEHH M PEKOMEHJAluuid 10 JaHHBIM BOIPOCaM C
PEenoJaBaTeasiMUA Ha KOHCYJIbTALMSX.
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12) npoBenieHHsT CaMOKOHTPOJISI MYTEM OTBETOB Ha BONPOCHI TEKYILETO
KOHTPOJISI 3HAHWUM, PEIICHUSI TPEJCTABICHHBIX B y4eOHO-METOJUYECKUX MaTepraax
kadenpsl 3amay, TECTOB, HamucaHus pedepaToB U 3CCE MO OTIACIHHBIM BOIPOCAM
M3y4a€MOUN TEMBI.

Texyuuii KOHTPOJIb OCYIIECTBIISIETCS B (DOPME YCTHBIX, TECTOBBIX OIMPOCOB,
JIOKJIAJI0B, TBOPUYECKUX 3aTaHUH.

B ciyuae npomnyCkoB 3aHSITUH, HATWYUS UHAUBUYyaTbHOTO rpaduka 00ydeHUs
U JUISl 3aKpEIUICHUS MPAaKTUYECKUX HABBIKOB CTYJACHTAaM MOTYT OBITh BBIJAHbI
TUIOBBIC WHAWBUIyaJbHBIE 3aJlaHUsl, KOTOPbIE€ JOKHBI OBITH CHAHBI B
YCTaHOBJICHHBIN TMpernogaBaTesieM CPOoK.

13. OcoGenHOCTH peanM3auMy JMCHUIUVIMHBI JJI WHBAJIUIOB M JMI C
OrpaHNYeHHBIMHU BO3MOKHOCTSIMU 310POBbSI

OOyuenue 1Mo AMCHUIUIMHE «3aluTa WHPOPMAlUM» WHBAIWIOB U JIHI[ C
OTpaHUYCHHBIMU BO3MOXKHOCTSIMH  3710poBbsi  (manee OB3) ocymectBisercs
OpernojaBaTeyieM C  y4eTOM OCOOEHHOCTEW  INCUXO(HU3UYECKOrO  pa3BUTHS,
WHIUBUIyAJIbHBIX BO3MOXKHOCTEH M COCTOSIHUS 3/I0POBBS TAKUX 00YyUarOIINXCS.

JI71st CTyIGHTOB C HApYIICHUSIMU OMOPHO-ABUTaTeNbHON QyHKIMu u ¢ OB3 mo
CIIyXy HpelyCMaTpPUBAETCS CONPOBOKIEHUE JIEKIMI W MNPAKTHYECKUX 3aHATHHA
MYJIbTUMEIUUHBIMU CPEACTBAMHU, Pa3AaTOYHBIM MATEPUATIOM.

nsa crygentoB ¢ OB3 1o 3peHHMIO MpeayCMaTpUBAECTCS IMPUMEHEHUE
TEXHUYECKUX CPEACTB YCHJIEHUS OCTAaTOYHOTO 3pEHMs, a TaKXKe MpeayCMOTpeHa
BO3MOXHOCTb pa3pabOTKU ayAMOMaTepUaoB.

[To aucuumiune «3ammra UHPOPMALMKY) OOyYE€HUWE WHBAJIUJIOB U JIUI[ C
OTPAaHUYECHHBIMM BO3MOYKHOCTSMH 3/I0POBbS  MOJKET OCYUIECTBIATHCA KaK B
ayIUTOpPUHM, TaK W C HCIOJB30BAHUEM  DJIEKTPOHHON  HMHQPOPMALMOHHO-
o0pa3oBaTenbHOM Cpelibl, 00pa30BaTEIBHOTO MOPTAJIA U AIEKTPOHHOMN TOYTHI.
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JIUCT JOIOJIHEHUU 1 USMEHEHUN

paboueit mporpaMmbl JUCIUTIIMHBI

Paboyasg mporpamMma AUCHMIUIMHBI PACCMOTPEHA, OOCYKIEHA W Ooa0o0peHa UIs
ucrnondeHus B 2026-2027 yyeOHOM roay Ha 3acenanuu Kadeapbl, mpoTokoa Ne 9
oT «22» Mmas 2026r.

BHeceHbl JIONOJHEHUSI M M3MEHCHHUSI B YAaCTU aKTyaIW3allMy JIMIIEH3MOHHOIO
IporpaMMHOIO O6€CH€‘—ICHI/IC, HCIIOJBb3YEMOC Ipu OCYIICCTBJICHHUHN
06D330B3T€HBHOFO npoliecca 10 JaHHOW JMCIUILJIMHBI, a TAaKKE COBPEMEHHBIX
HDOd)CCCI/IOHaJII)HBIX 0a3 JaHHBIX H I/IHd)ODMaIII/IOHHI)IX CITPABOYHBIX CHCTCMaAX,
aKTyaJIM3allMM TI€PCYHS] OCHOBHOM W AONOJIHMTEILHOM V‘I€6HOI>’I JUTEPATYPHI,
HCO6XO,Z[PIMOI>1 JJI1 OCBOCHUA AW CIMITIINHBI.

Pabouasi mporpamma JIUCHUIUIMHBI PaccCMOTpEHa, OOCY>KJIeHa MU OJI00peHa s
ucnonaHenus B 202 -202  y4yeOHOM rojy Ha 3acefanuu Kadeapbl, IpOTOKoJ No
oT  « » 202 r.

Bnecennl JOITIOJIHCHUA U U3MCHCHMUA

PabGouass mporpamma JIHCUUIUTMHBI PacCMOTpEHa, OOCYXKJeHa M OJ00peHa s
ucnongHenus B 202 -202  yyeOHOM rojy Ha 3acefaHuu Kadeapbl, IPOTOKOJ No
OT _ « » 202 r.

BHeceHb! I0N0JHEHUS U U3MEHEHUS

PaGouass mporpamMma AMCHMIIMHBI PAacCMOTpeHa, OOCYXKIeHa M 0J00peHa Jyis
ucnonHeHus B 202 -202  yuyeOHOM roAy Ha 3acenaHuu Kadeapsl, IPOTOKOT No
OT  « » 202 r.

BHeceHbI I0N0JHEHUS U U3MEHEHUS
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